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$SPLUNK_HOME/etc/system/local/web.conf

[settings]

enableSplunkWebSSL =

httpport = 8080
privKeyPath=/opt/splunk/etc/auth/bscicerts/privatekey.key
serverCert=/opt/splunk/etc/auth/bscicerts/cert.pem
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This site can’t be reached

10.140. 9% ¥ refused to connect.

Try:
* (Checking the connection
* Checking the proxy and the firewall

ERR_CONMECTION_REFUSED
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mv /etc/system/local/web.conf /etc/system/local/web.bkp

Restart Splunk
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splunk>enterprise
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/1og/splunkd.Tog.1:11-02-2019 14:36:48.859 +0000 ERROR HTTPServer - SSL context could no
be created - error in cert or password is wrong

/1og/splunkd.Tog.1:11-02-2019 14:36:48.859 +0000 ERROR HTTPServer - SSL will not be enab
/1og/splunkd.log.5:10-21-2019 10:55:40.000 +0000 ERROR SSLCommon - Can't read certificat
file /opt/splunk/etc/auth/bscicerts/cert.pem errno=33558530 error:02001002:system
Tibrary:fopen:No such file or directory
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$SPLUNK_HOME /bin/splunk cmd openss1 rsa -in mySplunkWebPrivateKey.key -text

Windows 0| A:

$SPLUNK_HOME\bin\splunk cmd openss1 rsa -in mySplunkWebPrivateKey.key -text

T
s
|'II
fo
i
Pl
ol
Q'I_l
fl
30
mo
1
30
o>
r
_lTI_

Ol BYOZ o R7t WY B s

M=
privKeyPatholl 7HQ! 7|7} M2 LM HIUHS 2 &
Splunk Web2 2E5tX| & &LICE

2Lt 2F® 7t MBS EIX| eEX|BF HEFR K E

ok

0| 32 A8 Zte 7|0l M HIZHZ E X[7{st oF & LCt.

si &

Ol EMIE sHZ3t7| sl 71E E22Ql sHZE L2 5 M| H|HHS E M7Hst= JILCh.
F|0fl A Bl S E M| HELIC}H (Splunk Web2 HIU#HE 2 25 = 740l 7|2 |25t K| of&LCh)

*nixOf| M:

$SPLUNK_HOME/bin/splunk cmd openssT rsa -in mySplunkWebPrivateKey.key -out mySplunkWebPr
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$SPLUNK_HOME\bin\splunk cmd openss1 rsa -in mySplunkWebPrivateKey.key -out mySplunkWebPr
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https://docs.splunk.com/Documentation/Splunk/8.0.0/Security/SecureSplunkWebusingasignedcertificate
https://docs.splunk.com/Documentation/Splunk/8.0.0/Security/SecureSplunkWebusingasignedcertificate
https://docs.splunk.com/Documentation/Splunk/8.0.0/Security/SecureSplunkWebusingasignedcertificate
https://docs.splunk.com/Documentation/Splunk/8.0.0/Security/TroubleshootyourSplunkWebauthentication
https://docs.splunk.com/Documentation/Splunk/8.0.0/Security/TroubleshootyourSplunkWebauthentication
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