Ch &}
=

|0

"Run Adaptive Response Actions(*1
A Al&t)"of Splunkl| ZE A1 =
AUX| 2t&LCt.

os5d ©
S O O
Of LI

il
00

ts8

olr

Splunk Apps F7I 715

AL

AO
= o

AMOH.
=2 O
1. Splunk ES Z2M 3| =01 TA-hive & TA-PagerDutyE A x|&&LICH

& ST S0lA Ol2{Et 9 Y7 SMS JHKSLICH X2 QUAIRE

[=]
ZFItetedE B2 hive & PagerDuty7f otl 7|8 2r2] 2hedot 7t xS LCt



Trigger alert when MNumber of Results -

is greater than - 0

Throttling

Window duration 86300 second(s)

How much time to ignore other events that match the field values specified in Fields to

group by

Fields to group by user ¥ change_type X

Type the fields to consider for matching events for throttling. Learn more [2

Adaptive Response Actions

+ Add New Response Action *

Category All - Search

. FPagerDuty -

Trigger incidents in PagerDuty
Category: others | Task: others | Subject: others | Vendor: unknown
@ Pino
Runs the ping command
Category: Information Gathering | Task: scan | Subject: device | Vendor: Operating System

EI Send To UBA
Forwards search resulis from Splunk Enteprise to UBA
Category: Information Conveyance | Task: create | Subject: uba.anomaly | Vendor: Splunk

create THEHIVE alert(s) (alert action)
Create alerts in theHive

Catenory: athers | Task: others | Subiect: others | Vendor unknown
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Adaptive Response Actions

Select actions to run.

+ Add New Response Action ¥

Category  All~ Search

m Risk Analysis
Creates risk modifier events in the risk index
Category: Information Conveyance | Task: create | Subject: splunk.event | Vendor: Splunk

Send To UBA

Forwards search results from Splunk Enteprise to UBA
Category: Information Conveyance | Task: create | Subject: uba.anomaly | Vendor: Splunk

create THEHIVE alert(s) (alert action)
Create alerts in theHive
Category: others | Task: others | Subject: others | Vendor: unknown

& Add Threat Intelligence
Creates threat artifacts
Category: Information Tracking | Task: create | Subject: threat.artifact | Vendor: Splunk

A1 2o Cisl param._camO| Ho|E[X| &2 F < "Designed"LICt. EEBF Incident Review(2!
AMEHE HE)oME "supports_adhoc"E true(®H) 2 A sHof g LICt.


https://slack-redir.net/link?url=https%3A%2F%2Fsplunkbase.splunk.com%2Fapp%2F4380%2F
https://splunkbase.splunk.com/app/3742/

$SpTunk_Home/etc/apps/TA-thehive/default[thehive_alert_create_alert]
is_custom = 1

Tabel = create THEHIVE alert(s) (alert action)

description = Create alerts in theHive

icon_path = thehive_logo_small.png

payload_format = json

disabled = 0

<#froot>

[thehive_alert_create_alert]

is_custom = 1
label = create THEHIVE alert(s) (alert action)

description = Create alerts in theHive
icon_path = thehive_logo_small.png
payload_format = json

disabled = 0

param _cam = {"supports_adhoc": true}

2 11: $Splunk_Home/etc/apps/app_name/local | A #4Z3
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Adaptive Response Actions

Select actions to run.

+ Add New Response Action ¥

Category Al ~

Risk Analysis
Creates risk modifier events in the risk index
Category: Information Conveyance | Task: create | Subject: splunk.event | Vendor: Splunk

Send To UBA
Forwards search results from Splunk Enteprise to UBA
Category: Information Conveyance | Task: create | Subject: uba.anomaly | Vendor: Splunk

@ create THEHIVE alert(s) (alert action)
Create alerts in theHive
Category: others | Task: others | Subject: others | Vendor: unknown

& Add Threat Intelligence
Creates threat artifacts
Category: Information Tracking | Task: create | Subject: threat.artifact | Vendor: Splunk
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