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ci sco_asa_device = {
"host": host,
"username": usernane,
"password": password,
"secret": secret,
"device_type": "cisco_asa"
}
net _conn = Connect Handl er (**ci sco_asa_devi ce)
conmmand = "show vpn-sessi ondb anyconnect”

conmand_out put = net _conn. send_comuand( conmand)
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#listl is the list of user counts collected in a day
#list2 is the list of connection counts in a day

listl. sort()
max_vpn_user = |istl[-1]
list2.sort()

max_conn = |ist2[-1]

df 1. append( [ max_vpn_user, max_conn])
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i mport pandas as pd

df = pd. DataFrane(df1, colums=['Max Daily VPN Users Count','Max Daily Concurrent
Connections'], i ndex=<date range>)

Daily Max VPN user Count - Max concurrent count

3 180
5 148
2 160
17 250
23 340
34 360
27 258
26 250
31 320
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df . pl ot ()

mat pl ot |i b. pypl ot. show()
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Soure P Destination IP Service Bytes

10.10.1.1 |10.30.2.2 tcp/445 1234
10.10.1.2 |40.5.2.3 tcp/443 2341
10.10.1.4 |[42.4.2.33 tcp/80 5432
10.10.2.3 |52.3.2.34 tcp/443 1223
10.10.6.5 [10.30.22.2 tcp/80 212
10.10.3.2 |[10.30.2.3 udp/389 1212
10.10.3.4 |32.3.22.2 tcp/443 2123

Netaddr Python 2= 2 AtE5tH 7tXM2 HZ E|0[EE QIF HERIS LF HERIZ €A &

g+ A&l

for f in df[' Responder IP]:
private. append(| PAddress(f).is_private())
df["private'] = private
df _ext = df[df['private'] == Fal se]
df _int = df[df[‘private’] == True]

Li& E2f= 2| o|0|X|LIcH

SourelP Destination |Service Bytes

10.10.1.1 |10.30.2.2 |tcp/445 1234
10.10.6.5 [10.30.22.2 |tcp/80 212
10.10.3.2 ]10.30.2.3 |udp/389 1212
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SourelP Destination |Service Bytes

10.10.1.2 ]40.5.2.3 tcp/443 2341
10.10.1.4 |42.4.2.33 |tcp/80 5432
10.10.2.3 |52.3.2.34 |tcp/443 1223
10.10.3.4 (32.3.22.2 |tcp/443 2123
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VPN Usage

Traffic Segregation - Internal and External

External Internal

Jan 1, 2018 95 45
n 2, 2018 68 32
Jan 3, 2018 73 27
2018 64 36

an 5, 2018 71 29
2018 77 23

Jan 7, 2018 61 39
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import streamit

#traffic_ptg being a 2D array containing the data collected as in the table above
d = st.slider('Days',1,30,(1,7))

i dx = pd.date_range('2018-01-01', periods=7, freq="D)

df = pd. Dat aFrame(d<subset of the list traffic_ptg based on slider



val ue>, colums=["' External'," I nternal '], index=i dx)

st. bar chart (df)
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#connecti ons. csv contains the connection events from ASA and events_wi th_app. csv contai ns
connection events with Application details fronFTD

df 1 = pd.read_csv(‘connections.csv’') df2 = pd.read_csv(‘events_with_app.csv') df_nerged =

pd. nerge(df 1, df 2, on=[' Source | P ,' Destination IP ,'Service'])

Soure|P Destination IP Service Bytes Application
10.10.1.1 ]10.30.2.2 tcp/445 1234

10.10.1.2 |40.5.2.3 tcp/443 2341 |Microsoft
10.10.1.4 |42.4.2.33 tcp/80 5432 |Microsoft
10.10.2.3 |52.3.2.34 tcp/443 1223 | Office365
10.10.6.5 ]10.30.22.2 tcp/80 212

10.10.3.2 ]10.30.2.3 udp/389 1212

10.10.3.4 |32.3.22.2 tcp/443 2123 |Youtube

flo| olo|e ZE|E d2 Foll= ofZE[FHo|ME 7|gte =z
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df 2 = df. groupby(' Application')

df 3 df 2[ ' Bytes'].sum()



Application
Microsoft 7773
Office365 1223

Teamviewer 1234
Youtube PAVE
Name: Bytes, dtype: int64
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import matplotlib.pyplot as plt

apps = ['Ofice365', '"Mcrosoft', 'Teanviewer', 'Youtube']
app_sel ect = st.sidebar.nultiselect(' Sel ect Apps',activities)

# app_bytes - list containing the applications and bytes

pl t. pi e(app_bytes, | abel s=apps)
plt.title(" Application Usage')

st. pypl ot ()
External Traffic - Application usage
Select Apps
Application Usage
Office365
. Youtube
Office365

Teamviewer

Microsoft
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