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Cisco2| L2F(Layer 2 Forwarding) Z 2 E 21} Microsoft2| PPTP(Point-to-Point Tunneling
Protocol)2| M2 25 A FUELICI L2TPL| L 7d A= L2TP LAC(Access Controller) &
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CHS 2 L2TPv3 pseudowire| tHE T lL|C}.
1. enable

2. configureZ 2

o2

3. interfface €X/ZE &

4. xconnectI|0] IP F4 vcidZH& 3} 12tpv3pw-classpw EEHA O|&

O|XN| VRFE AFEE [ L2TPv3 Xconnect7 O 7| SE5l=X| LolEAAI. 20| AFSEE E
Z 2 x|= VRF2| ASR10000 9= ZQIE 7} Q1= ASR1004(MPLS) 2 CPE Z+oil Xconnect7h 744
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____Xconnect over L2TPv3 between LTE CPE and ASR1002——

o

p
Interface in VRF on both ends
% % VRF " PE-1 % MpLs % eBGPtaleam the routes % %

CE-1 CPE : Loopback IP - 1.1.1.1/32 PE-1 PE-2 ASR1002: Loopback IP - 3.3.3.3/32
1

\ MPLS Interface
N and VPNv4 peering between PE-1 / PE-2/ PE-3
LY to learn the routes in VRF

M

Xconnect h;tﬁveen LTE CPE an_dl\ER1 004
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PE-3 (ASR1004): Loopback IP - 2.2.2.2/32

¥

CE-3

El|AE A2 I: L2TPv3 Xconnect over IP network with Endpoints
in VRF

___Xconnect over L2TPv3 between LTE CPE and ASR1002—

Interface in VRF on both ends
% % YR enPEs % e % eGP toleam the rotes % %

CPE : Loopback IP - 1.1.1.1/32 ASR1002 : Loopback IP - 3.3.3.3/32

PE-1 2! PE-2E ISPE MPLS HIEQ3 E 7 MHELICH. CPEE VRFE &8l PE-10l AL
ASR1002= VRFE E35l PE-201 @4ZEIL|Ct. ASR1002E EESH PE-20i 4Z4El QIE{H 0| A0

VRF7} Q&LICH ASR10020{ A CPE £ doj ¢4Z45t= 22 VRF over IP QIE{H|0|AE S8 A

AAEH

24L|CH.

ASR100201 CHEt Xconnect® CPEL| T 4d:

interface FastEthernet4.2381
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encapsulation dotlQ 2381

xconnect 3.3.3.3 2381 encapsulation 12tpv3 pw-class PSEUDO_CLASS >>>>>>>>>>> Xconnect with ASR1002

pseudowire-class PSEUDO_CLASS
encapsulation 12tpv3
interworking vlan

protocol 12tpv3 L2TP_CLASS

ip local interface Loopback0

ip tos reflect

12tp-class L2TP_CLASS

authentication

password cisco

interface Gigabit0/1

ip address 192.168.8.190 255.255.255.0
end

Interface Loopback0

ip address 1.1.1.1 255.255.255.255

end

ip route 0.0.0.0 0.0.0.0 192.168.8.1 >>>>>>>>>>>>>> Default route towards PE-1

ASR10020{| M Zred 7 44:

interface GigabitEthernet0/0/0.906 > Interface connected to PE-2 is in VRF

encapsulation dotlQ 906
ip vrf forwarding L2TP_VRF

ip address 10.1.1.1 255.255.255.252



interface GigabitEthernet0/0/1.2381
encapsulation dotlQ 2381

xconnect 1.1.1.1 2381 encapsulation 12tpv3 pw-class PSEUDO_CLASS

pseudowire-class PSEUDO_CLASS
encapsulation 12tpv3
interworking vlan

protocol 12tpv3 L2TP_CLASS

ip local interface Loopbackll

12tp-class L2TP_CLASS
authentication

password cisco

interface Loopbackll

ip vrf forwarding L2TP_VRF > Source is in VRF

ip address 3.3.3.3 255.255.255.255

router bgp 1

address-family ipv4 vrf L2TP_VRF

redistribute connected

neighbor 10.1.1.2 remote-as 2 > eBGP with PE-2 1in VRF

neighbor 10.1.1.2 activate
neighbor 10.1.1.2 soft-reconfiguration inbound

exit-address-family

VRF L2TP_VRF:

B 1.1.1.1/32 [20/0] via 10.1.1.2, 1d ———————— > Xconnect end point Tearned via eBGP in VRF



O|X| CPEOIAM Xconnectl| #EHE = Qlalf EZi&LICt

<#froot>

CPE #sh xconnect all de

Legend: XC ST=Xconnect State Sl=Segmentl State S2=Segment2 State

UP=Up DN=Down AD=Admin Down IA=Inactive

SB=Standby HS=Hot Standby RV=Recovering NH=No Hardware
XC ST Segment 1 S1 Segment 2 S2
————— e e e et +--
UP pri ac Fa4.2381:2381(Eth VLAN) UP 12tp 3.3.3.3:2381
DOVWN

Interworking: vlan Session ID: 1906980494

Tunnel ID: 2886222725
Protocol State: DOWN
Remote Circuit State: DOWN

pw-class: PSEUDO_CLASS_VLAN

MZIHE 27t 2 E[ICtD L2 =4, Ol CPEMIAM ASR10022 2| Z20i| X7t USS 2|07
LICEH 2Lt AEZQIE pingE e & U&LICH CPEL| C|HI= A=ZQIE o CHer {0
H.

AIAALL A= ZCIEof CHE B2 7} 918 S EoiELICH

rr

*Feb 15 08:12:47.225: L2TP ___ :18136:8DF92CB9/uid:0[1.1.1.1/2381]: I CDN, flg TLS, ver 3, Ten 80

*Feb 15 08:12:47.225: L2TP _____ :18136:8DF92CB9/uid:0[1.1.1.1/2381]:IETF v2:

*Feb 15 08:12:47.225: L2TP ___ :18136:8DF92CB9/uid:0[1.1.1.1/2381]:Result Code

*Feb 15 08:12:47.225: L2TP _____ :18136:8DF92CB9/uid:0[1.1.1.1/2381]: Call disconnected for administra
*Feb 15 08:12:47.225: L2TP _____ :18136:8DF92CB9/uid:0[1.1.1.1/2381]: Error code

*Feb 15 08:12:47.225: L2TP :18136:8DF92CB9/uid:0[1.1.1.1/2381]: No error(0)



*Feb 15 08:12:47.225: L2TP :18136:8DF92CB9/uid:0[1.1.1.1/2381]: Optional msg

*Feb 15 08:12:47.225: L2TP

*Feb 15 08:12:47.225: L2TP :18136:8DF92CB9/uid:0[1.1.1.1/2381]:Cisco v3:

047|M 71E 2 2X|= ASR10020{ A VRFE E5H 9IE ZQIE 0] Q1748 4 Qlrt= ZdlL|Ct.
Xconnect IEZQIEE Al25I2{ M 2R E! E| 0|20 Qlo{o °*L—|EP O|A| VRFO| = 2IE{H|

O|A GigabitEthernet0/0/0.9062 7}t2|7|= oM CPE £ Z 8 1.1.1.1/320] CHEt B2 E F45t
A&Lct

<tfroot>

ip route 1.1.1.1 255.255.255.255 GigabitEthernet0/0/0.906 10.1.1.2

S 1.1.1.1/32 [1/0] via 10.1.1.2, GigabitEthernet0/0/0.906

Mol o™ Z §7P FAE|H XconnectZ7F LIEFSLICH E8F Nullog 71212 = /&Lt ol 2l EH
7t AEXZQIETL VRF7} Ol MAZ Saf A2 e &= /10 Ao ZEQIHBE AFSEICtT BESF 5
7| {8t 3H7E" FeHQlL|CH AKX Cllole] E8i2! EefE2 VRFE Sall A2t O|Fo{&ILICt.

ASR1002 #ping 1.1.1.1
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 1.1.1.1, timeout is 2 seconds:

Success rate is 0 percent (0/5)

Ping vrf L2TP_VRF 1.1.1.1
Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 1.1.1.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 33/50/72 ms

CPEZ2| Xconnect 2 EH:

:18136:8DF92CB9/uid:0[1.1.1.1/2381]: "Tunnel failed to 3.3.3.3" >



<tfroot>

CPE #sh xconnect all de

Legend: XC ST=Xconnect State S1=Segmentl State S2=Segment2 State

UP=Up DN=Down AD=Admin Down IA=Inactive

SB=Standby HS=Hot Standby RV=Recovering NH=No Hardware
XC ST Segment 1 S1 Segment 2 S2
- o e ittt +--
UP pri ac Fa4.2381:2381(Eth VLAN) UP 12tp3.3.3.3:2381
uP

Interworking: vlan Session ID: 1906980494

Tunnel ID: 2886222725
Protocol State: UP
Remote Circuit State: UP

pw-class: PSEUDO_CLASS_VLAN

E|AE AR II: VRFL AEXZQIEE AI&35l0{ MPLS HIERIZE
£ 38t L2TPv3 Xconnect

E-1 CPE: Lunpha:klp 1.1.1.14032 PE-1 PE-2

MPLS Interface
and VP Nv4 peering betwesn PE-1 { PE-2 / PE-
o learm the routos in WRIF

¥connect between LTE CPE and ASR1004 %

PE-3 (ASR1004): Loopback IP - 2.2.2.2/32

e

CE-3

PE-1, PE-2 2 PE-32 PE-27} RR(Route Reflector) &S 3= ISPE MPLS LIEQ|3E FAI8t
L|C}. CPE= VRFE S35l PE-10] 942 E| T ASR1004= QIE{H| 0| A0 A & AISHE MPLSE AMH2 3t
0{ PE-201| @4ZE/LICt ASR10040{= RRE S5 PE-125E{ VPNv4 Z2E drolof 3t= VRFET



U&LICH. ASR10040{| A CPE looback0 2143l 7S VRF over MPLS 2IE{H|O|AE S35l Of
Fo{&Lct.

ASR100401 CH8t Xconnect® CPEL| T 4d:

interface FastEthernet4.2380
encapsulation dotlQ 2380

xconnect 2.2.2.2 2380 encapsulation 12tpv3 pw-class PSEUDO_CLASS >>>>>>>>>>Xconnect with ASR1004

interface FastEthernet4.2381
encapsulation dotlQ 2381

xconnect 3.3.3.3 2381 encapsulation 12tpv3 pw-class PSEUDO_CLASS >>>>>>>>>>> Xconnect with ASR1002

pseudowire-class PSEUDO_CLASS
encapsulation 12tpv3
interworking vlan

protocol 12tpv3 L2TP_CLASS

ip local interface Loopback0

ip tos reflect

12tp-class L2TP_CLASS
authentication

password cisco

interface Gigabit0/1
ip address 192.168.8.190 255.255.255.0

end

Interface Loopback0
ip address 1.1.1.1 255.255.255.255

end



ip route 0.0.0.0 0.0.0.0 192.168.8.1 >>>>>>>>>>>>>> Default route towards PE-1

ASR1004 +4:

interface GigabitEthernet0/0/1

no ip address

negotiation auto

service instance 2 ethernet

encapsulation dotlqg 2380

xconnect 1.1.1.1 2380 encapsulation 12tpv3 pw-class PSEUDO_CLASS_VLAN
!

end

interface Loopbackll

ip vrf forwarding L2TP_VRF > Source Loopback in in VRF
ip address 2.2.2.2 255.255.255.255

end

pseudowire-class PSEUDO_CLASS_VLAN
encapsulation 12tpv3

interworking vlan

protocol 12tpv3 L2TP_CLASS

ip local interface Loopbackll

12tp-class L2TP_CLASS
authentication

password cisco

router bgp 2



address-family ipv4 vrf L2TP_VRF
redistribute connected
redistribute static
default-information originate

exit-address-family

Xconnect ZIEZQIEO|| CiEt B2 &5

<{froot>

ASR1004#sh ip rou vrf L2TP_VRF 1.1.1.1 .

Routing Table: L2TP_VRF
Routing entry for 1.1.1.1/32

Known via "bgp 2", distance 200, metric 0, type internal

Last update from 11.11.11.11 6d17h ago
Routing Descriptor Blocks:

* 11.11.11.11 (default), from 22.22.22.22, 6d17h ago

Route metric is 0, traffic share count is 1

AS Hops 0
MPLS Tabel: 18
MPLS Flags: MPLS Required

We observed that Segment 2 was continuously flapping on both ends.

ASR1004#sh xc all de

> Xconnect End Point also learned via VRF

Legend: XC ST=Xconnect State Sl=Segmentl State S2=Segment2 State
UP=Up DN=Down AD=Admin Down IA=Inactive
SB=Standby HS=Hot Standby RV=Recovering NH=No Hardware
XC ST Segment 1 S1 Segment 2
————- e Tl e e +--
DN pri ac Gi0/0/1:2380(Eth VLAN) UP 12tp 1.1.1.1:2380
DN
SSSS5S5555>5>5>>

Interworking: vlan

Session ID: 2543426569

Tunnel ID: 3352120314

Protocol State: DOWN



Remote Circuit State: DOWN
pw-class: PSEUDO_CLASS_VLAN

ASR1004#sh xc all de

Legend: XC ST=Xconnect State S1=Segmentl State S2=Segment2 State

UP=Up DN=Down AD=Admin Down IA=Inactive

SB=Standby HS=Hot Standby RV=Recovering NH=No Hardware
XC ST Segment 1 S1 Segment 2 S2
———==- e i kb +--
UP pri ac Gi0/0/1:2380(Eth VLAN) UP 12tp 1.1.1,1:2380
uP
SESSSS55555555>>

Interworking: vlan Session ID: 2543426569

Tunnel ID: 3352120314
Protocol State: UP
Remote Circuit State: UP

pw-class: PSEUDO_CLASS_VLAN

CPES| 21:

<#froot>

CPE#sh xconnect all de
Legend: XC ST=Xconnect State Sl=Segmentl State S2=Segment2 State
UP=Up DN=Down AD=Admin Down IA=Inactive

SB=Standby HS=Hot Standby RV=Recovering NH=No Hardware

XC ST Segment 1 S1 Segment 2 S2

- e e +-=

DN pri ac Fa4.2380:2380(Eth VLAN) UP 12tp 2.2.2.2:2380 DN ----------

Interworking: vlan Session ID: 3434660693
Tunnel ID: 1760690853

Protocol State: DOWN

a Flapping w



Remote Circuit State: DOWN

pw-class: PSEUDO_CLASS

UP pri ac Fa4.2381:2381(Eth VLAN) UP 12tp 3.3.3.3:2381 UP - - 3

Interworking: vlan Session ID: 1906980494
Tunnel ID: 2886222725
Protocol State: UP
Remote Circuit State: UP

pw-class: PSEUDO_CLASS
CPE#sh 12tp session
L2TP Session Information Total tunnels 2 sessions 2

LocID RemID TunID Username, Intf/ State Last Chg Unig ID
Vcid, Circuit
2714490989 3697021268 1760690853 2380, Fa4.2380:2380 est
00: 00:03 O
———————— > Flapping with ASR1004
1906980494 2361475239 2886222725 2381, Fa4.2381:2381 est
15:37:06 0

———————— > Stable with ASR1002

0| 42 5= QEHHO|AZ} MPLS X|# CIEHIo|AOIEE2 1H B2 E —‘rwg 4 oigLct s
HHO R ME FEZUME|= F QIEHH0|ATF 2 VRFO|IAM StLt7t CHE QIE{H| O[A Qb T
TAME|0f JELCt O O VRF QUEHO|AE &6l MY ZRIEM 1Y Z2E 43l
O| Xconnect7} SHE E|A& LICH.

ASR1004#sh run int gi0/0/2

Building configuration...

Current configuration : 95 bytes



interface GigabitEthernet0/0/2 ————————— > Looped to Gi0/0/3
ip address 20.20.20.2 255.255.255.252
negotiation auto

end

#sh run int gi0/0/3

Building configuration...

Current configuration : 126 bytes

!

interface GigabitEthernet0/0/3

ip vrf forwarding L2TP_VRF

ip address 20.20.20.1 255.255.255.252
negotiation auto

end

ip route 10.246.131.62 255.255.255.255 20.20.20.1 ———— > Static route pointing towards an IP interfac

CPE#sh xconnect all de
Legend: XC ST=Xconnect State S1=Segmentl State S2=Segment2 State
UP=Up DN=Down AD=Admin Down IA=Inactive

SB=Standby HS=Hot Standby RV=Recovering NH=No Hardware

XC ST Segment 1 S1 Segment 2 S2
———==- e i kb +--
DN pri ac Fa4.2380:2380(Eth VLAN) UP 12tp 2.2.2.2:2380 up
Interworking: vlan Session ID: 3434660693
Tunnel ID: 1760690853

Protocol State: DOWN



Remote Circuit State: DOWN
pw-class: PSEUDO_CLASS
UP pri ac Fa4.2381:2381(Eth VLAN) UP 12tp 3.3.3.3:2381 upP
Interworking: vlan Session ID: 1906980494
Tunnel ID: 2886222725
Protocol State: UP
Remote Circuit State: UP

pw-class: PSEUDO_CLASS

CPE#sh 12tp session

L2TP MM HE & B{d 2 MM 2:

<#root>
LocID RemID TunID Username, Intf/ State Last Chg Uniq ID
Vcid, Circuit

2714490989 3697021268 1760690853 2380, Fa4.2380:2380 est

00:20:03 O

1906980494 2361475239 2886222725 2381, Fa4.2381:2381 est

15:37:06 O

EZIEl 522 ASR100492| ARt Z0| EAI=/LICE.
« ASR10042| CPEOM|A ECHE 0| & ME B, MPLS 2IE{H 0|A Gi0/0/101l A Gi0/0/0 4 M[A
ZEZR XY AQEELICH
o HAA ZE Gi0/0/00AM EBHEI0|] 2™ Gi0/0/0 -> Gi0/0/2 -> Gi0/0/3 -> Gi0/0/18] F= B2
E AL ELICH

o

ol
=
[k

gtedo| £ BANle 2! XM2|7t F H == [ ASR1000 ZSHE S| QFP AFEEQJL|C}.

113

ASR1004# show platform packet-trace summary

Pkt Input Output State Reason



Gi0/0/3
Gi0/0/3
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HO

Gi0/0/1
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Gi0/0/1
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Gi0/0/2
Gi0/0/2
Gi0/0/2

Gi0/0/2

M B{20i 2 M35}HE|0]

Ol
AAE

FwD
FwD
FwD
FwD
FwD
FwD
FwD

FwD

L|C}. CSCvi42964


https://tools.cisco.com/bugsearch/bug/CSCvi42964
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