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Nexus %48 & 7H5{ 2 TACACS MIME Che BT &ept Abgstn Age

e 1/1-1/21 2 1/25-1/3001 M S = L no shut-on QIE{H| 0| AT A EE E

HAM| A
* ssh
» ssh6
) -T
-
- EFO|ABIRE
. EF0O|ARIRE
. g
+ Ping6
+ Enable

74

HIE9/3 choloi 12

HELF DESK NEXLS 2000

w - -G

ISE 3.2 PSN WITH DEVICE

ADMIN FEATURE ENABLED

ER 74 4 ol

Mk

12t AH|: Nexus 9000 T+4d

1. AAA 4

Z1: TACACS 2I&2 &
Bl 7|H QI AL S AlRt

Nexus9000(config)# feature tacacs+

Nexus9000(config)# tacacs-server host <Your ISE IP> key O Nexus3xample
Nexus9000(config)# tacacs-server key 0 "Nexus3xample"

Nexus9000(config)# aaa group server tacacs+ IsePsnServers
Nexus9000(config-tacacs+)# server <Your ISE IP>

Nexus9000(config)# aaa authentication Togin default group IsePsnServers local

A3t5tH Nexus CIHIO|& = 2H Q1B AHEE FX|st AAA M
st



Nexus9000(config)# role name helpdesk

Nexus9000(config-role)# description Can perform basic Toubleshooting and bounce certain ports
Nexus9000(config-role)# rule 1 permit read

Nexus9000(config-role)# rule permit command enable *

Nexus9000(config-role)# rule permit command ssh *

Nexus9000(config-role)# rule permit command ssh6 *

Nexus9000(config-role)# rule permit command ping *

Nexus9000(config-role)# rule permit command ping6 *

Nexus9000(config-role)# rule permit command telnet *

Nexus9000(config-role)# rule permit command traceroute *
Nexus9000(config-role)# rule permit command traceroute6 *
Nexus9000(config-role)# rule 10 permit command telnet6 *

Nexus9000(config-role)# rule 11 permit command config t ; interface * ; shutdown

o

Nexus9000(config-role)# rule 12 permit command config t ; interface * ; no shutdown

O ocoNOUVI B~ WN

vlan policy deny
interface policy deny

Nexus9000(config-role-interface)# permit interface Ethernetl/1
Nexus9000(config-role-interface)# permit interface Ethernetl/2
Nexus9000(config-role-interface)# permit interface Ethernetl/3
Nexus9000(config-role-interface)# permit interface Ethernetl/4
Nexus9000(config-role-interface)# permit interface Ethernetl/5
Nexus9000(config-role-interface)# permit interface Ethernetl/6
Nexus9000(config-role-interface)# permit interface Ethernetl/7
Nexus9000(config-role-interface)# permit interface Ethernetl/8
Nexus9000(config-role-interface)# permit interface Ethernetl/8
Nexus9000(config-role-interface)# permit interface Ethernetl/9
Nexus9000(config-role-interface)# permit interface Ethernetl/10
Nexus9000(config-role-interface)# permit interface Ethernetl/11
Nexus9000(config-role-interface)# permit interface Ethernetl/12
Nexus9000(config-role-interface)# permit interface Ethernetl/13
Nexus9000(config-role-interface)# permit interface Ethernetl/14
Nexus9000(config-role-interface)# permit interface Ethernetl/15
Nexus9000(config-role-interface)# permit interface Ethernetl/16
Nexus9000(config-role-interface)# permit interface Ethernetl/17
Nexus9000(config-role-interface)# permit interface Ethernetl/18
Nexus9000(config-role-interface)# permit interface Ethernetl/19
Nexus9000(config-role-interface)# permit interface Ethernetl/20
Nexus9000(config-role-interface)# permit interface Ethernetl/21
Nexus9000(config-role-interface)# permit interface Ethernetl/22
Nexus9000(config-role-interface)# permit interface Ethernetl/25
Nexus9000(config-role-interface)# permit interface Ethernetl/26
Nexus9000(config-role-interface)# permit interface Ethernetl/27
Nexus9000(config-role-interface)# permit interface Ethernetl/28
Nexus9000(config-role-interface)# permit interface Ethernetl/29
Nexus9000(config-role-interface)# permit interface Ethernetl/30

Nexus9000# copy running-config startup-config
[####ARBHHHAHRRHHHRRRHHHARR AR HAAHRE] 100%
Copy complete, now saving to disk (please wait)...

Copy complete.



2E+A. Identity Service Engine 3.2 7+
1. Nexus TACACS MM Foil A8 E[= IDE F &Lt
ISE 2 215 0| AFSE LTt

Administration > Identity Management > Groups B{2 Z 0|5 35t01 AFEXI7} &£5loF 5l ZES M
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AErLICH o] oo cHaH MAMEE ID 2E 2 iseUsersL|CE.

Administration - Identity Management

Identities Groups External Identity Sources Identity Source Sequences Settings

Identity Group
Identity Groups

= Identity Group

* Name iseUsers|
Endpoint |dentity Groups

User Identity Groups fazciption

Submit(ME) HES E=IgLICt
CS 2 2 Administration(Z2l) > Identity Management(ID & 2|) > Identity(ID) IS £ O|S & LIC}.
Add(F7t) HES E=g Lt

Administration - Identity Management

Identities Groups External Identity Sources Identity Source Sequences Settings

[ — Network Access Users

0 Total 0

Status Username -~ Description First Mame LastName Email Address User Identity Groups Adr

No data available

L ZEo| URZE M ALEX O|F 22 AIZHE LT O] oflo| A= AFE Rl OIF iseiscool O] AHEE L



> New Network Access User

~ Network Access User

* Username iseiscool

Status # Enabled

Account Name Alias

st= ZdlL|Ct. VainillalSE972 0| G20l A A}

~ Passwords

Password Type: Internal Users

Passwaord Lifetime:

With Expiration

Password will expire in 60 days

P 1
() MNever Expires

Password Re-Enter Password

* Login Password

Enable Password

OFX[Ho 2, O|Ho| Mdst O F(0] B0 iseUsers)0l| A ALE

isellsers




2. HER3 EXIE #4510 F7HELICH

NEXUS 9000 C|HFO|AE ISE Administration(ISE £ 2[) > Network Resources(H|E 3 2|4 A) >
Network Devices(HIE |3 C|HFO|A)0f| F=IFEHLICEH

AlZ5tE{H Add(F7H HE S Z=IgLict

Network Devices

Selected 0

{] Duplicate &) Generate PAC

IP/Mask Profile Name Location

Work Centers - Device Administration
Owverview Identities User Identity Groups Ext Id Sources Metwork Resources Paolicy Elements

- ¢ Now Naotwork Dewvico
Network Davices

Metwork Devices

Name MNEXUSIK

Description Mexus Device For TACACS

I P Address

Device Profile B Ciaca
Model Name

Software Varsion

Metwark Device Group

FECERFIIPNEYE

Administration(Z 2[) > Network Resources(HIE 3 2|4 A) > Network Devices(HIE 93 C|H}O|
2) > Your NAD(NAD) > TACACS Authentication Settings(TACACS 215 A%)0i A NAD Z1Z|2 2
O|MUHM AL Tt 87 &3 E FIIELICE O] HIZ0|H= Nexus3xample2 AFE & LICEH



TACACS Authentication Settings

Shared Secret Nexus3xample

[ ] Enable Single Connect Mode

Legacy Cisco Device

() TACACS Draft Compliance Single Connect Support
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3. ISEO{|A{ TACACSE T AdgtL|Ct.

Nexus 9k0 A 438t PSNO{l Device Admin(CIHFO|A EHE]) S 440| &Ad8tE|o] QI=X| CHA| & Q18
L|Ct.

S

£ 11: Device Admin ServiceES EA38I5HT ISE7 CHA| A|ZHE|X| Sf&LCH.

Enable Device Admin Service

PSN & x| 22| 7|s &¢l

O|= ISE M|+ Administration(& 2l) > System(A|AE]) > Deployment(7™ %) > Your PSN(PSN) >

Policy Server(Z%H M) Al > Enable Device Admin Services(C|HFO|A ZHE| MH|A E A35H) 04| A
EOlg = U&LCh
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Work Centers - Device Administration A Ev:

Overview Identities User Identity Groups Ext Id Sources Network Resources Policy Elements

Conditions » TACACS Profiles

Network Conditions

4 Total
Results

Allowed Protocols
TACACS Comr

Name Type Description
TACACS Profilas yp [a]
Default Shell Profile Default Shell Profile

Deny All Shell Profile Shell Deny All Shell Profile

TACACS T2 1}l

Work ters - Device Administration

Overview Identities User Identity Groups Ext Id Sources Network Resources Policy Elements

Canditions

TACACS Profile
Natwork Conditions

Mame
Results Nexus Helpdesk

Allowed Protocols

sand Sats

1t if the

group

Tacacs T2 E 0|& X|H



Work Centers - Device Administration

Overview Identities User |dentity Groups Ext Id Sources MNetwork Resources Policy Elements More

Name
Nexus Helpdesk
Conditions

Network Conditions
Results
ymmand Sets
TACACS Profiles

Task Attribute View Raw View

Profile Attributes

shell:roles=" ha

Z2E Sy £}
OIF HA I HE Hof HAMS Tashs MM Esg TABLIC

ISE M+ A Work Centers(Zrd MIE]) > Device Administration(C|HFO|A E2|) > Device Admin
Policy Sets(C|HFO|A 22| &2 FEhof AMAFLICE

Ol2 82 2 Default Policy(7|2 H2H) Elgfo| ArSELICH 8L §H AlLt2|28 RIsts =HS

=
AHZ SOl CHE M TBt S BHE 4 AUd

Work Centers - Device Administration A Ev

Overview Identities User Identity Groups Ext Id Sources Network Resources Policy Elements More

Policy Sets

Status Policy Set Name Description Conditions Allowed Protocols | Server Sequence Hits Actions View

Default Tacacs Default policy set

Device Admin Policy Sets T O| X|



O| ZAx| 20| M of|o| A Name Zt2 Internal AuthenticationO| T AMEHSH =742 Network
Device(Nexus) IP(A.B.C.D. CHA)L|C}. O| @15 HE2 LR AFEXHID MY AE AHE & LCH
Waork Centers - Device Administration A Evaluation Mode 27 Days
Overview Identities User Identity Groups Ext Id Sources Network Resources Policy Elements More -

Status Rule Name Conditions Use Hits Actions

~ QOptions

If Auth fail

o Internal Authentication = MNetwork Access -Device |P Address
If User not found

If Process fail

Default
»  Options

Network Access(HE 3 4 A|A) > Device IP address Dictionary Attribute(C|HFO|A IP 34 AR
E4)E MEfgrLCt

Conditions Studio

Library

Metwork Access:-Device IP Address

EAP-MSCHAPvZ

EAP-TLS Dictionary Attribute

All Dictionaries ™ Anribute

DEVICE Device Type

DEVICE Maodel Name

DEVICE Network Device Profile
DEVICE Software Version
MNatwork Access Device IP Addross

Neatwork Access NatworkDevicaMNama




<Nexus IP address> FA12 SHIE P2 H}EZL|C}.

Conditions Studio

Library
Networ = Addrass
e Q@EFEE R A G
Equals <Ne:

EAP-MSCHAPv2

EAP-TLS

Ol Z2 798t Nexus C|HFO[A 0| ABH b lghL|CH 2Lt CHEF S| C|HtO|AMAM O] ZE &
stot= Ol 50| U= B CHE =S TedstdAlR

T3 CHE Authorization Policy(Tet 04 &) MMo 2 0[S 3504 & & & LCt.
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Work Centers - Device Administration A\ Evalustion Mode 27 Days

Overview Identities User Identity Groups Ext |d Sources Network Resources Policy Elements Device Admin Policy Sets Mare

Status  Policy Set Name Description Conditions: Allowed Protocols | Server Sequence Hits

(-] Defoult Tacacs Dafault palicy set

» Authentication Policy (2)
> Authorization Policy - Local Exceptions
» Authorization Paolicy - Global Exceptions

o Authorization Policy (1)

Results

Status  Rule Name Conditions Command Sets Shell Profiles Hits Actions

] Default DenyAllCommands

e 2o A

— o

ol oflofl A= 8t Bof &R 0| 0|2 © 2 NEXUS HELP DESKE AFE
~ Authorization Policy (1)

Results

Status Rule Name Conditions Command Sets Shell Profiles Actions

Metwork Access Device IP

£ (=] 1
HEIUSHELRIDESE T Address ABC.D Nexus Helpdesk

Datault DenyAllCommands

Shell Profiles(d

OX|2t 2 2 Save(X

T80| SHEH X Sst=X| H&

ISE GUI0i| A Operations(2%) > TACACS > Live Logs(Zt0|E2 21)Z O|SEL|CH AFEE AL X}




Ol Ux|st= BlZEE AHE5tT Het F04 O|HIE Q| Live Log Detail(2t0|E 21 AT HE)S
5t

TACACS tto|lH 2O

Ol EnMof| Z&E MEALE S| AR Z M, ISE7} shell:roles="helpdesk" 2t E+&tst WHE £
A= Response MME 38 = Ql&LICt

{Author-Reply-Status=PassRepl;

Response
spons AVPair=shell:roles=" helpdesk” ; }

Zlole 20 ME HE 8H

Nexus C|H}O|A 0] A:

Nexus9000 Togin: iseiscool
Password: VainillaISE97

Nexus9000# conf t

Enter configuration commands, one per line. End with CNTL/Z.
Nexus9000(config)# interface ethernet 1/23

% Interface permission denied

Nexus9000(config)# ?
interface Configure interfaces

show Show running system information
end Go to exec mode
exit Exit from command interpreter

Nexus9000(config)# role name test
% Permission denied for the role

Nexus9000(config)#

Nexus9000(config)# interface loopback 0
% Interface permission denied

Nexus9000(config)#
Nexus9000# conf t

Nexus9000(config)# interface ethernet 1/5
Notice that only the commands allowed are listed.
Nexus9000(config-if)# ?

no Negate a command or set its defaults
show Show running system information
shutdown Enable/disable an interface

end Go to exec mode

exit Exit from command interpreter



Nexus9000(config-if)# cdp
Nexus9000(config-if)# cdp enable
% Permission denied for the role
Nexus9000(config-if)#

2A a4
« Nexus C|HFO|AO|AM ISEX]| ¢12E = Q=XK| EQlghL|Ct.

Nexus9000# ping <Your ISE IP>

<Your ISE IP>(<Your ISE IP>)© € 56G|0|E{ H}O|E

<Your ISE IP>0{M 64HI0|E: icmp_seq=0 ttI=59 A|Zt=1.22ms
<Your ISE IP>0{ M 64HIO|E: icmp_seq=1 ttI=59 A|Zt=0.739ms
<Your ISE IP>0{ M 64HI 0| E: icmp_seq=2 ttI=59 A|7t=0.686ms
<Your ISE IP>0i| A 64H}O|E: icmp_seq=3 ttI=59 A|Z+=0.71ms
<Your ISE IP>0i{ M 64HI 0| E: icmp_seq=4 ttI=59 A|Zt=0.72ms



« ISE2} Nexus C|HIO|A ZHol| Z E 497} ¥4 Q=XK| &olgtL|ct.
Nexus9000# =L <Your ISE IP> 49
<Your ISE IP> Al &...
<Your ISE IP>0{ @1Z &
O|AZ{0|Z EXt= "N JLICH.

- OIS CIHOE ASELICH

tacacs+ 25 C|tH

Nexus9000#

Nexus9000# 2024 42 19 22:50:44.199329 tacacs: event_loop(): process_rd_fd_set £ &
2024 4% 192 22:50:44.199355 tacacs: process_rd_fd_set: fd 601l CHet S35} = &4

2024'A 42 19 22:50:44.199392 tacacs: fsrvoll A 8421 opcodeE A& 35 X| &f =

2024 42 19 22:50:44.199406 tacacs: process_implicit_cfs_session_start: 2123 &...

2024'A 42 192 22:50:44.199414 tacacs: process_implicit_cfs_session_start: S & ; HiE AL ©OF
2 AE L ct

2024 42 192 22:50:44.199424 tacacs: process_aaa_tplus_request: aaa M| id 00 224
2024'A 42 192 22:50:44.199438 tacacs: process_aaa_tplus_request: M 1 &
IsePsnServersE A& 35104 mgmt0 £ E 9| A Ef & Ol

2024'H 42 19 22:50:44.199451 tacacs: tacacs_global_config(4220): 123 &...

2024'H 42 19 22:50:44.199466 tacacs: tacacs_global_config(4577): 7tX27|_ ...

2024 4% 19 22:50:44.208027 tacacs: tacacs_global_config(4701): M T2 EZ 11|18 0|
M xrdo| ghgt 7S ChA| 7HX{Rt & LICHSUCCESS

2024'H 43 19 22:50:44.208045 tacacs: tacacs_global_config(4716): REQ:num server 0
2024'A 42 192 22:50:44.208054 tacacs: tacacs_global_config: REQ:num group 1

2024'A 42 192 22:50:44.208062 tacacs: tacacs_global_config: REQ:num timeout 5

2024'A 42 19¥ 22:50:44.208070 tacacs: tacacs_global_config: REQ:num deadtime 0

2024'A 42 192 22:50:44.208078 tacacs: tacacs_global_config: REQ:num encryption_type 7
2024'A 48 19 22:50:44.208086 tacacs: tacacs_global_config: BF& Z+24 0

2024'A 42 192 22:50:44.208098 tacacs: process_aaa_tplus_request:group_info= aaa_req™| &{
X2 2 servergroup IsePsnServers& At & LICEH

2024 42 192 22:50:44.208108 tacacs: tacacs_servergroup_config: A{H &, QI=HA 0 1=
2024 42 199 22:50:44.208117 tacacs: tacacs_servergroup_config: ZEEZ MH I & QA
ol CHEF GETNEXT_REQ:0 O|&:

2024 42 19 22:50:44.208148 tacacs: tacacs_pss2_move2key: rcode = 40480003 syserr2str
= S pss 7| QIS

2024'A 42 192 22:50:44.208160 tacacs: tacacs_pss2_move2key: pss2_getkey &

2024 42 19 22:50:44.208171 tacacs: tacacs_servergroup_config: GETNEXT_REQ7 Z2E
= M 38 YA E 7tX{F: 2 O|&: IsePsnServers

2024 42 19 22:50:44.208184 tacacs: tacacs_servergroup_config: TEEZ & =¢d:



SUCCESSQo| dtgt Zte

IsePsnServers0i| CH3H retval 0 EHEH

2024'H 42 19 22:50:44.208210 tacacs:

ot &Lct. s
2024'A 42 192 22:50:44.208224 tacacs:
CHEF mgmtO vrf:management = Q!

2024'A 48 19 22:50:44.208256 tacacs:
2024'A 43 19l 22:50:44.208272 tacacs:
7|22k Lt
2024'A 42 19 22:50:44.208286 tacacs:

src_intfe 00|12 vrf_name

olzd
=

2024\ 42 19 22:50:44.208295 tacacs:
2024'H 48 19 22:50:44.208307 tacacs:
2024 43 19l 22:50:44.208317 tacacs:
NULLO|=2Z Z X}t E|AE SN ofF B LICEH
2024 43 19l 22:50:44.208327 tacacs:

olet 2 0oi| ChaH U2

2024 42 19 22:50:44.208339 tacacs:

ol CH&F GET_REQ:0 O|Z:IsePsnServers

2024'H 42 19 22:50:44.208357 tacacs:

olzd
=

2024'A 42 19! 22:50:44.208372 tacacs:
2024'A 42 19Y! 22:50:44.208382 tacacs:

HAof CiEl S== 28LICH

2024'4 42 19 22:50:44.208401 tacacs:

CHAl ZFA gt & LICE
2024'A 42 19 22:50:44.208194 tacacs:

tacacs_servergroup_config: TEEZ MHH O &:

A
=

process_aaa_tplus_request: Z1& IsePsnServers&

Fvrfe 7221011 source-intfe 0QJL|C}.

process_aaa_tplus_request: L &E & 9| vrf:defaultd|

process_aaa_tplus_request:mgmt_if 83886080
process_aaa_tplus_request:global_src_intf : 0, 22

create_tplus_req_state_machine(902): aaa Al id 00|

AE AAE 20
init_tplus_req_state_machine: aaa Al id 001 /=4
init_tplus_req_state_machine(1298):tplus_ctx7}

tacacs_servergroup_config: At 1& IsePsnServers,

ol A

ZZEZ M 8§ eldA

=
=

tacacs_servergroup_config:
find_tacacs_servergroup: M 21 & IsePsnServersoi|

tacacs_pss2_move2key: rcode = 0 syserr2str = 43
find_tacacs_servergroup: AlEHH 1 & IsePsnServers ¢!

tacacs servergroup config: 7tXL7|(_R): ZEEZ A

B & IsePsnServers0 CHBt find_tacacs_servergroup 2/ 0

2024'A 42 19 22:50:44.208420 tacacs:

2024 42 19 22:50:44.208433 tacacs:

H g

tacacs_pss2_move2key: rcode = 0 syserr2str = 8 &
tacacs_servergroup_config: GET_REQ7} ZE2EEZ A

QIHIAZ 7IX{2: 2 O|Z: IsePsnServers

2024'A 4% 19 22:52024 4% 19 22:52024 4% 19 22:5

Nexus9000#



Ater2 H 2404 Wireshark TACACS+ 7|2 MX 2

clolE sfok #Lict)

2

El



| Time | Sc| De| Protocol | Length | Info
66 22:25:08.757481 w = TACACS+ 187 R: Authorization

» Transmission Control Protocol, 5rc Port: 49, Dst Port: 58863, S5eq: 1, Ack: 98, Len: 41
v TACACS+
Major version: TACACS+
Minor version: @
Type: Authorization (2)
Sequence number: 2
> Flags: @x@@ (Encrypted payload, Multiple Connections)
Session ID: 1136115821
Packet length: 29
Encrypted Reply
- Decrypted Reply
Auth Status: PASS_REPL (@x82)
Server Msg length: @
Data length: @
Arg count: 1
Argl@e] length: 22
Argl[@] value: shell:roles="helpdesk"

TACACS ™8t §oq mjZ!

« 3% 7|7} ISEQ} Nexus S0 SUsHK| &QlgLICt. WiresharkOl M & Q18 4= Ql&LCt



54 22:25:08.701757 w = TACACS+ 121 Q: Authentication

CACS+
Major version: TACACS+
Minor version: 1
Type: Authenticatien (1)
Sequence number: 1
Flags: ©x@® (Encrypted payload, Multiple Connections)
Session ID: 232251358
Packet length: 43
Encrypted Request
Decrypted Request
Action: Inbound Legin (1)
Privilege Level: 1
Authentication type: PAP (2)
Service: Login (1)
User len: 9
User: iseiscool
Port lenm: 1
Port: @
Remaddr len: 12
Remote Address:
Password Lenath: 13
Password: VainillaISES7
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