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1Et7|. Platform Settings(Z 3 & 4%) > SyslogZ O|S§LICt

Overview Interfaces

MTP
S5H
SNMP
HTTPS
ALk
P Syslog
DNS
FIPS and Common Criteria

Access List

Logical Devices

Local Destinations Remote Destinations Local Sources

Consols

Admin State:

Lewvel:

Monitor
Admin State:

Level:

Save | | Cancel
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Overview Interfaces

MNTP
S5H
SMMP
HTTPS
ALA
» Syslog
DNS
FIPS and Common Criteria

Access List

Logical Devices

Local Destinations Remote Destinations Local Sources
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Admin State: 1 m

Level:

Monitor
Admin State:

Lewvel:

3 Cancel

Emergencies
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MTF Local Destinations Remote Destinations Local Sources

S5H

SMNMP Console

HTTPS Admin State: ¥| Enable

ARA Level: Emergencies @ Alerts O Critical
> Syslog Monitor

DNS

FIPS and Common Criteria

Access List Level:

| Cancel |

3 notifications

information

debugaging
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Overview Interfaces Logical Devices Security Modules BgdELs{:I4 11! Settingsl
Remote Destnatons _ Local Sources

S5H
SNMP Console
AL Admin State: Enable
Level: (O Emergencies () Alerts (&) Critical
F Sy=zlog
DNS Monitor
FIPS and Common Criteria Admin State: Enable
Access List -
Level: Warnings w
MAC Pool
Resource Profiles File
Metwork Control Paoli
2 Admin State: Enable
Chassis URL
Level: Warnings v
Mame: Logging
Size:* 4194304
Save | | Cancel
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Overview Interfaces Logical Devices Security Modules BEEISGTI R d TS .

NTP Local Destinations B0 000 EL LY T Local Sources
S55H
SNMP Server 1
1 .
HTTPS Admin State: Enable
AA0 -
Lewvel: Warnings R
* Syszslog
DNS Hostname/IP Address:* 10.61.161.235
FIPS and Common Criteria Facility: Locall =7
Access List Server 2 . .
MAC Pool
Admin State: [] Enable
Resource Profiles
Network Control Policy Level: v
Chassis URL Hostname/IP Address:*
Facility: b
Server 3
Admin State: [] Enable
Level: b
Hostname/IP Address: *
Facility: hd

Cancel [
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Overview Interfaces Logical Devices Security Engine QAELGIsnR=T=adlilif

MTP Local Destinations Remote Destinations
S5H
SMMP Faults
HTTRS Admin State:
ALA Audits

> Syslog Admin State: #| Enable
Dns Events

FIPS and Common Criteria
Admin State: ¥| Enable

Cancel

FXOS CLIo|A Syslog 7 4d(FPR4100/FPR9300)

Access List

Local Destinations(2Z CH &) AMoi| s 5t= CLIE S35 +4ELCH.

FP4120-A /monitoring # enable syslog console

FP4120-A /monitoring* # set syslog console level critical
FP4120-A /monitoring* # enable syslog monitor

FP4120-A /monitoring* # set syslog monitor level warning
FP4120-A /monitoring* # commit-buffer

Remote Destinations(®Z4 CH&) MlMof| sHE 5= CLIE S8l A ELICEH

FP4120-A /monitoring # enable syslog remote-destination server-1

FP4120-A /monitoring* # set syslog remote-destination server-1 facility locall
FP4120-A /monitoring* # set syslog remote-destination server-1 level warning
FP4120-A /monitoring* # set syslog remote-destination server-1 hostname 10.61.161.235
FP4120-A /monitoring* # commit-buffer

Local Sources(2Z A A) MMof| aligst= CLIE Sl T+t

FP4120-A /monitoring # enable syslog source audits
FP4120-A /monitoring* # enable syslog source events
FP4120-A /monitoring* # enable syslog source faults
FP4120-A /monitoring* # commit-buffer

st 274 1128 Syslog CHATO 2 #4458 & & LICh CFHR Syslog HIAIX|= show logging &
2 AF&3+7{Lt logging logfile2 show logging B2 AF&35t0{ ZAIE & QU&LIC.

FP4120-A /monitoring # enable syslog file

FP4120-A /monitoring* # set syslog file level warning
FP4120-A /monitoring* # set syslog file name Logging
FP4120-A /monitoring* # commit-buffer
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FP4120-A

# scope monitoring

FP4120-A /monitoring # show syslog

console
stat
leve

monitor
stat
leve

file
stat
leve
name
size

remote d
Name

e: Enabled
1l: Critical

e: Enabled
1: warning

e: Enabled

1: warning

: Logging

: 4194304

estinations
Hostname

Server 1 10.61.161.235

Server 2 none

Server 3 none

sources
faults: Enabled
audits: Enabled
events: Enabled

=t0o| gl
i B
State

Enabled warning
Disabled Critical
Disabled Critical

Facility

Locall
Local7
Local7

EE 8 show logging & & AH&5104 FXOS CLIOIA 2ot 2t et &

FP4120-A(fxos)# show logging

Logging
Logging
Logging
Logging
Logging
Logging
{10.61.1

Logging

Facility

console:
monitor:
linecard:

fex: enabled
timestamp:
server:

61.235}

server severity:
server facility:
server VRF:
logfile:

enabled (Severity:
enabled (Severity:
enabled (Severity:

critical)
warning)
notifications)

(Severity: notifications)

Seconds
enabled

warning
locall
management
enabled

Name - Logging: Severity - warning Size - 4194304

Default Severity

Current Session Severity



aclmgr

afm
assoc_mgr
auth
authpriv
bcm_usd
bootvar
callhome
capability
capability
cdp
cert_enroll
cts

clis
confcheck
Ccopp

cron

daemon
device-alias
epp
eth_port_channel
eth_port_sec
ethpc

ethpm

evmc

fabric_start_cfg mgr

fc2d
fcdomain
fcns
fcpe
fcs
fdmi
feature-mgr
fex
flogi
fspf
ftp

fwm
ifmgr
igmp_1
ip
ipgosmgr
ipvé
kern
13vm
lacp
ldap
ldap
licmgr
11dp
local0
locall
local2
local3
locald
localb
localé
local?
lpr
m2rib
mail
mcm
monitor
mrib
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msp

mvsh

news

nfp

nohms
nsmgr

ntp

otm
pfstat
pim
platform
plugin
port
port-channel
port-profile
port-resources
private-vlan
qd

radius
rdl
res_mgr
rib

rlir

rpm

rscn

sal
scsi-target
securityd
smm

snmpd
span

stp
syslog
sysmgr
tacacs
uébrib
udld

urib

user

uucp
vdc_mgr
vim
vlan_mgr
vmm

vms
vntag_mgr
vsan

vshd

wwn

xmlma
zone
zschk
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0 (emergencies) 1l(alerts) 2 (critical)
3 (errors) 4 (warnings) 5(notifications)
6 (information) 7 (debugging)

2017 Nov 26 16:49:19 FP4120-5-A %$ VDC-1 %$ $LOCALO-2-SYSTEM_MSG: Test-Syslog - ucssh[18553]

Syslog HIAIX|7} E{O|'d 2 L{E{ of2jofl L}EtLIE= K| & QIghLCt,
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off A& LICH.

FP4120-A(fxos)# terminal monitor

2017 Nov 26 16:39:35 FP4120-5-A $USER-6-SYSTEM_MSG: [ssl:info] [pid 23982:tid 1910369168]
[client 127.0.0.1:34975] AH01964: Connection to child 40 established (server 10.62.148.187:443)
- httpd[23982]

2017 Nov 26 16:39:36 FP4120-5-A $USER-6-SYSTEM_MSG: [ssl:info] [pid 23982:tid 19082720161
[client 127.0.0.1:34977] AH01964: Connection to child 42 established (server 10.62.148.187:443)
- httpd[23982]

2017 Nov 26 16:39:36 FP4120-5-A $USER-6-SYSTEM_MSG: [ssl:info] [pid 23982:tid 19114177441
(70014)End of file found: [client 127.0.0.1:34972] AH01991: SSL input filter read failed. -
httpd[23982]

TAE ¥ s AEo0 CiEt MHH|A &l

Syslog MO A HIA[X|7} = A E|[RF= K| & QIF Lt

Date | Time: | Priority | Hostname | Message
1M-26-20N7 160303 Locall.Infe  10.62.148.187 - 20017 Mov 26 15:40:46 UTC: ZUSER-E-5YSTEM_MSG: [sslinfo] [pid 23982:-tid
11-26-2017 160303 Locall.lnfo 1062148187 : 20017 Mov 26 15:40:46 UTC: ZUSER-B-5YSTEM_MS5G: [salinfo] [pid 23982:tid
1M-26-2017 160201 Locall.lnfe 1062148187 : 20017 Mov 26 15 40:44 UTC: XUSER-E-SYSTEM_MSG: [szlinfo] [pid 23982:ud
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FP4120-A(fxos)# ethanalyzer local interface mgmt capture-filter "host 10.61.161.235 && udp port
514"

Capturing on ethO

wireshark-broadcom-rcpu-dissector: ethertype=0xde08, devicetype=0x0

2017-11-26 16:01:38.881829 10.62.148.187 -> 10.61.161.235Syslog LOCAL1l.INFO: : 2017 Nov 26
16:01:38 UTC: $USER-6-SYSTEM_MSG: [ssl:info] [pid 23982:tid 1799220112] (70014)End of file
found: [client 127.0.0.1:51015] AHO01991: SSL input filter read failed. - httpd[23982]
2017-11-26 16:01:38.882574 10.62.148.187 -> 10.61.161.235 Syslog LOCAL1.INFO: : 2017 Nov 26
16:01:38 UTC: Nov 26 16:01:37 SKERN-6-SYSTEM_MSG: [363494.943876] device eth0 entered
promiscuous mode - kernel

2017-11-26 16:01:38.883333 10.62.148.187 -> 10.61.161.235 Syslog LOCAL1.INFO: : 2017 Nov 26
16:01:38 UTC: SUSER-6-SYSTEM_MSG: [ssl:info] [pid 23982:tid 1782442896] (70014)End of file
found: [client 127.0.0.1:51018] AH01991: SSL input filter read failed. - httpd[23982]

FXOSHAM 24 21 I Jo| 2HIE A 24 &|=X| & QlgrL|C}t.

FP4120-A(fxos)# show logging logfile

2017 Nov 26 15:20:22 FP4120-5-A %$SYSLOG-1-SYSTEM_MSG : Logging logfile (messages) cleared by
user

2017 Nov 26 16:24:21 FP4120-5-A $USER-7-SYSTEM_MSG: Semaphore lock success - aaad

2017 Nov 26 16:24:21 FP4120-5-A $USER-7-SYSTEM_MSG: accounting sem_unlock Semaphore unlock
succeeded - aaad

2017 Nov 26 16:24:21 FP4120-5-A $USER-7-SYSTEM_MSG: Semaphore lock success - aaad

ElAE Syslog HIAIX| 44
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FP4120-A /monitoring # send-syslog critical Test-Syslog
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FP4120-A(fxos)# show logging logfile
2017 Nov 26 16:49:19 FP4120-5-A %S VDC-1 %S $LOCALO-2-SYSTEM _MSG: Test-Syslog - ucssh[18553]

Date | Time | Priogily | Hostname | Mezzage
11-26-2007 17:11:36  Locall.Cotcal 1062148187 : 2007 Nov 26 16:4%19 UTC: ZLOCALD-2-5YSTEM_MSG: Testing-Spslog - uessh{18553]
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Firepower 4100/930001 CHEt Syslog 74| 22|01t ASA £ Z EQ0{& A& St= Firepower 2100
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1. Firepower 210001 E3HE 2Z2 7|EMHo =z gd3 t|H HIE dste + gi&Lict

2. BL|E{ E{0|'d0| FP2100 3 &0f 97| E0| ZLIE 2Z0| gi&LICh.
AT s e KT [ | WD Tl Platform Settings

MTP Remote Destinations  Local Sources
55H
SHMP Console
HTTPS Admin State: | Enable
DHCP Lewvel: Emergencies Alerts '® Critical
Syslog Platform
DHNS
FIPS and Common Criteria L?VEI: Information M
Access List File
Admin State: Enable
Level: Critical v
MName: messages
Size: ¥ 4194304
Save | [ Cancel
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1. AA P FAE =28 C|HO|A Syslog HIA|X|0l] AFEE! 241} S EHL|CH.

2. BE FXOS HIAIX|= Syslog IDOY AL E|0H ASA 199013-1990192] @It = 2 M| Aof CHEH O]
AlR|JLCE.

firepower# show logging | include 1990

RASA-6-199018: May 11 18:10:55 fp2l00a port-manager: Informational: Ethernetl/12: admin state changed to down
RASA-T7-199019: May 11 18:10:55 fp2l00a port-manager: LINK STATE CHANGE: port 50, new state 0/0/0
RASA-2-199014: May 11 18:10:56 fp2l00a port-manager: Alert: Ethernetl/12 link changed to DOWH

RASA=-6-199018: May 11 18:10:56 fp2l00a port-manager: Informational: Ethernetl/12 speed changed to Unknown
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