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Device configurations

© Configure — O Review — O Summary

Select configurations
Select one or more configurations to apply to the selected device,

| Q snmp ® } 1186 configurations &
MetworkServices > SNMP > Community Name

I MetwarkServices > SNMP > Mode I
MetworkServices > SNMP > SystemContact
MetworkServices > SNMP > SystemLocation

Audio

DefaultVolume S0 (Device) W

Input >
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USE > VolumeControl »

Ultrasound > MaxVolume 70 (Device) %
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© Configure — O Review — O Summary

Select configurations
Select one or mere configurations 1o apply to the selected device.

) NetworkServices SHMP Mode
Mode Supported device Lypes Configuration value Default (O Undo
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Device configurations

® Configure — © Review — O Summary

Review configurations

Review selected configurations.

Configuration
MetworkServices > SNMP > CommunityMame

MetworkServices * SNMP = Mode

Valwe
test1234 - test123

0ff + ReadWrite

Device configurations 3 (it Pro  » +  Onling

Actions
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| Previous
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Configurations applied
The fallowing configurations are applied to the selected device,

All configurations Success
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Actions
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© Configure — O Review O Summary
. CommunityName Supported device types Configuration value Default @ Undo
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Cisco Room Bar Pro ReadWrite - ::f_ : Factory @ )
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Remote Support The Remote Support User is a special user account that has wider access rights than regular admin accounts. It is used by Cisco technical support to
log into the device to troubleshoot system issues, such as problems with the device's operating system,
CUSTOMIZATION
This remote support user on this system is managed by Gisco Webex Contral Hub.
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Remote Support The Remote Support User is a special user account that has wider access rights than regular admin accounts. It is used by Cisco technical support to
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log in to the device to troubleshoot system issues, such as problems with the device's operating system,

This remote support user on this system is managed by Cisco Webex Control Hub.

This user is valid until
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ou are required to change your password.
Enter current password:

Enter new password:

Enter new password again:
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Welcome to

Cisco Codec Release RoomOS 11.23.1.8 3963b07b5c5
SW Release Date: 2024-12-12

*r Login successful

OK
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xCommand Network SNMP USM User Add AuthenticationPassword: testuserl23 AuthenticationProtocol: SHA-256
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xCommand Network SKNMP USM User Add AuthenticationPassword: testuserl23 AuthenticationProtocol: SHA-256 Name: psitaras Privacy
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*r UserAddResult (status=0K):
* end

B2 MY 0| YT0IM TR B AHMo| MTE SH AL nletor &
TS 9I5H 0l SAE SAY Mol HA 27 A 2ol g

i dodx|ak A

I | £04 FUAXIT A
SAHE A4E [ 0 23S HAsHoF FLICH T7l0] Bol WO WA TR0 USS L+ UL
L|CF.
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Creates a user (usemame and passwords) that a network management system can use 1o communicate with the video device using SNMP v3, User-based Secunity Model
(USM). All USM users have equal access rights (read, read-write, or none), refer wo the NetworkSenvices SNMP Mode sewing. Authentication and privacy are always on. That is,
the device supponts only the authPriv security kevel and the privacy protocol is always AES (Advanced Encryption Standard). This command has no effect on SNMP v2c;
authentication for SNMP vZc is configured with the NetworkServices SNMP CommunityName setting.

Read less...

RuthenticationPassword
<B - J55h>
The: authentication password for this LISM user. It is used when authenticating the network management system. The authentication password is stored as a localized hashed value on the device (refer

10 the AuthenticationProtocol parameter).

ButhenticationProtocol
SHA-224, SHA-256, SHA-284, SHA-512
The authentication hash function that will be apphad before storing the authentication password on the device. The device only suppons the isted hash functions (from the SHA-2 Tamily); neither MD

nor SHA-1 is suppored.

<0 - 32>

The name of the USM user.

PrivacyPassword
<8 - 255>
The privacy password for this USM user. It is used for the data encryption. The privacy password is stored as a localized hashed value (AES-128) on the device. If a privacy password is not set

explicitly in this parameter, it will be the same as the authentication password (with hash lunction as specified in the Authentication Protocol paramier).

Back-end Any
User roles Admin

Board Senes, Desk, Desk Mini, Desk Pro, Room Series
Privacy impacting Mo

Microsoft Teams  Yes

Rooms (MTR)

Code: JavaScript  SEOmMMERINEN Webex Cloud

Invoke

xCommand Network SNMP USM User Add AuthenticationPassword: value AuthenticationProtocol: value Name: value PrivacyPassword: wvalue

xAP| AHM 2| USM AFE X}




Z1: QEL7} Q7L s#—.-EIXI ol @F AMEO| Qe 42 HHE2 2 FE fhetstm AFg A}
S04, 8K} 0|A+9] 742l )

I

psitaras PrivacyPassword: testl23

1: SHA-256 Name

ationPassword: testuserl23 AuthenticationProtoco

Privacy Password must be at least 8 characters long. A
shorter password returns an error and is not going to
create the user.

Network SNMP USM User List HE & At&5l04 AFS R 7F HEERAEX| HIAEE £ J&LICH O
HWH2 ClHO|AN MEE 2E USM AFSAHE LEQEHLICH

O O -



XCommand Network SNMP USM User List

0] 4
*r UserListResult (status=0K):

UserListResult User 1 AuthenticationProtocol: "SHA-256"
UserListResult User 1 Name: "psitaras"
“ end

O EFA M= A8 X} psitaras7t M2 MEE Hoz FRl|R&LICH SNMPv3 4| 2E( o]
Mo| 2= E[}&LCH

1. USM ALEAE H|O|X|= AEZQIE Q| GUIQ| Users(AS Aty MMol| EAIE|X| f&L
C



(2]
== Room Bar Pro Users

o H Usemame Status AdminD) Audit@ RoomControlT) Integraton) UsenrT)

ome
% Call admin Inactive 4 v i
SETUP am (=1 Active b v “ \/ w
& Settings
o = lostuser] Active L ~ ~ " L
£ Users
O e louchpas Active i R w v ~
& Security
CUSTOMZATION

Remote Support The Remaote Support User is a special user aceount that has wider access nghts than regular admin accountd, It is used by Cisco technical support to
B8 Parsonalization log in to the device to troubleshoot system issues, such as problems with the device's operating system.
£ I Extensions Editor This remaote support user on this system is managed by Cisco Webex Control Hub.
USM user "psitaras” is not visible

= Macro Editor This user is valid until under the user list,

# Developer API

Token
SYSTEM MAINTENANCE

(% Software
“ lasues and Diagnostics

2) Backup and Recovery

USM AF2AtE RIS ZQIE GUIC| AFE A} of2Holl E A|E|X| k& LCt.

SNMPv2c 2! SNMPv3 71|80l EHIAE

O] Et7A|0i M= NMS(Network Management System)Z AFE 5104 SNMPv2¢ 2/ = SNMPv3 741
Jzlo|M E|AEE TIEE = &Lt o -E—A‘Iol B2 A& An|aelo|Mol= SNMP MH|AE Al
#HSt= NMS EF= SNMP M 7F Z& |0 QK| et&L|ct, ZAx|ago|lMHME HAESH| <|5H
snmpwalk2te S E2IE|7F AR ELICH o] R & 2IE[& Linux ME{oll Ax|ELICt.



HEEl=

Snmpwalke 8 A=ZCIE|A SNMP ZAL|Z22|0|ME EHAESH=E O T

Xol

T —

E 0| ot eLct. TAC AX|L[o{o] X|HE K| eto, HIAEE TI-SHY| Hofl & AHS W

2 = X|[slok & LICt snmpwalk CH&l CHE SNMP & EE= NMSE A& 6104 ?_'|-\L|JE1|0|A._=|§
?|5H ZAm[azolME

5 A& QIAL“:} O] E MolAM= SnmpwalkE 0|2 EH(EHIZE ¢
Lo, O gt #HE KoLt ZE T M2 gisLCt

O
T = OlE.u.l:l, — 1= 1

I 1>
Im |m
I
24

U7t oh|mE MFELICH HIAE AHS F21 AlATO]
HMom

snmpwalk A %|E 0| 7}0|=
FO| HEHE &= A&LUCTH HAESHZ| ™ol 83

OS(2Y A A|)oil et Mx| O-_r‘ A

= o

Mx|sHok grLct.

Snmpwalk._ SNMP ZII|Tefo|dE & Qlet= O A E + = SLICH A=EZQIES| MIBE &
HE T ALE 7tse HEE tl._P2F°*L—IEP 2L S5 =X RIE = 7742| OID(Object

|dentifier)& =& &rLIC}.

« SNMPV2-MIB::sysDescr(2471),
« SNMPV2 -MIB::sysObjectID(2471),
« DISMAN-EVENT-MIB::sysUpTimelnstance(847),



SNMPV2 -MIB::sysContact(8471/44 7]),
SNMPV2 -MIB::sysName(8171/4271),
SNMPV2 -MIB::sysLocation(2471/42 71),
SNMPv2 -MIB::sysServices(2171).

&1 LML E snmpwalk E|AE| AFE El= LR IP= Z2t0|8! IPO|H 04 AFS E[X| &
&L|Ct o| 7}o|l=0f AFR2El LabO| MH|A SHMIEIQiS M C|HFO|A7F Z& Z 7|5 AEHQIL

n

Cisco Room Kit Pro QIEZQIE = SNMPv2cZ T+ EELICH 252 HRLIE| EXIUEE AHE 5104
L

+HELICH o S MY,

# '-c' option 1is used to provide the community string
# '-v' option is used to provide the SNMP version used
# The IP provided is the endpoint's IP

snmpwalk -c testl23 -v 2c 172.16.5.9



i50.3.6.1.2.1.1.1.0 = STRING: "Cisco Codec

SoftW:

MCU: Cisco Codec Pro
Date: 2025-02-28
S/N: FD027061G49"
is0.3.6.1.2.1.1.
is0.3.6.1.2.1.1.
is0.3.6.1.2.1.1.
is0.3.6.1.2.1.1.
is0.3.6.1.2.1.1.
is0.3.6.1.2.1.1.
is0.3.6.1.2.1.1.

2.

NNOoO vih~h W

[eNeNeNoNoNoNol

cell.26.1.5.53ff615d0d9

OID: is0.3.6.1.4.1.5596.150.6.4.1
Timeticks: (106770681) 12 days, 8:35:06.81

INTEGER: 72
No more variables left in this MIB View (It is past the end of the MIB tree)

Snmpwalk= & CHE 7742| ZIHE gHetefLCt. Hlo{ = MiB= 37HLICE.

0|24t MmiBOf| Zt
CIZOIE| 435t

o
=

A
=
i

1. SNMPv2 -MIB::sysContact(8471/427]), (is0.3.6.1.2.1.1.4.0)
2. SNMPv2 -MIB::sysName(847|/Ar7|), (is0.3.6.1.2.1.1.5.0)
3. SNMPv2 -MIB::sysLocation(817|/AA71), (is0.3.6.1.2.1.1.6.0)

Mate ol A8 £ e Ml 7FX| xConfiguration @2 0| & LICH SSHE 2
Ctg ddS Adguct

xConfiguration NetworkServices SNMP SystemContact: testuserl
xConfiguration NetworkServices SNMP SystemLocation: Rooml
xConfiguration SystemUnit Name: My_Room_Kit_Pro



o| Ml B2 At23t= CHAl Control Hub, IE Z QIE GUI £ = Webex APIO|A{ 0|2
Mg HAE £+ et

9| Wao| Al

[m}
—
xConfiguration &%

snmpwalk -c testl23 -v 2c 172.16.5.9

150.3.6.1.2.1.1.1.0 = STRING: "Cisco Codec
SoftW: cell.26.1.5.53ff615d0d9

MCU: Cisco Codec Pro

Date: 2025-02-28

S/N: FD027061G49"

is0.3.6.1.2.1.1.2.0 = 0ID: is0.3.6.1.4.1.5596.150.6.4.1
150.3.6.1.2.1.1.3.0 = Timeticks: (107047446) 12 days, 9:21:14.46
1i50.3.6.1.2.1.1.4.0 = STRING: "testuserl"

1s0.3.6.1.2.1.1.5.0 = STRING: "My_Room_Kit_Pro"
1s0.3.6.1.2.1.1.6.0 = STRING: "Rooml"

150.3.6.1.2.1.1.7.0 = INTEGER: 72



iso0.3.6.1.2.1

.1.7.0 = No more variables Teft in this MIB View (It is past the end of the MIB tree)

O| EFAH|0{ M= Room Kit Pro C|HFO|AO| M BHE SNMPv2c Z4I|1ei|0|40] 2ts S LS & leL

Ct.

Cisco Room Bar Pro QIEXZQIE = SNMPv3Z F&EL|CH SNMPv32| AL XMAst Q152 AL 5H
OF &Lt HRLIE| -.-_-XPE" MEE|X| et&LIC CHAI SNMPV3E AL2AL 0|2 L HIUHS E A

gLt

-u' option
-x' option
'-1"' option
'-a' option
'-A' option

H OH H W W KR K

rI

-v3' option selects SNMPv3.

provides the USM username configured.

provides the privacy protocol (encryption algorithm). Options are DES and AES. Cloud-regi
specifies the security level. Options are 'noAuthNoPriv', 'authNoPriv', and 'authPriv'. C
specifies the authentication protocol. Cloud-registered endpoints support only SHA-2 prot
specifies the authentication passphrase.

'-X' specifies the privacy pass phrase for the encrypted SNMPv3 messages.

snmpwalk -v3 -u psitaras -x AES -1 authPriv -a SHA-256 -A testuserl23 -X testl234 172.16.5.23

iso0.3.6.1.2.1.

1.1.0 = STRING: "Cisco Codec

SoftW: cell.23.1.8.3963b07b5c5
MCU: Cisco Room Bar Pro

Date: 2024-12-

12

S/N: FOC2732H1VU"

iso.
iso.
iso.
iso.
iso.
iso.
iso.

w wwwwww
oo oo oo
R e

N NNDNDNDN
PR R R R

0| Et7#|0{ M= Room Bar Pro C|HIO|A 0| A BHE SNMPv3 Z4I|18{0|AM0| & S2IX|

ct.

.6.1.2.1.

1.2.0 = 0ID: is0.3.6.1.4.1.5596.150.6.4.1

1.3.0 = Timeticks: (112579044) 13 days, 0:43:10.44

1.4.0 = ""

1.5.0 = ""

1.6.0 = ""

1.7.0 = INTEGER: 72

1.7.0 = No more variables left in this MIB View (It is past the end of the MIB tree)

FO|

—

ol
]

L

A= ZOIE 0 SNMPv2c 2! SNMPv30| S A|of| &4 AEfjo{0f &t

L|77t?

U, 7k gfLIC 22{Lt SNMPv2e 2152 A& stE{™ SNMP ZAI| e ol Sofl HFLIE| 0|2
MsloF gL o] ElAEMME 0|7 of| A2 Room Bar Pro7} AFEEIL|C}H AEZQIE 9]
Control Hub All Configurations M40]| /= A ZAIL|adio|M2 CtSut Z&Lct



Select configurations

Select one or more configurations to apply to the selected device.

SNMP
CcmmunityName Supportad device lypes Configuration valua Default & Undo
Gisco Room Bar Pro I " () Factery ®
Ernply
0 -
Mode Supporied device lypes Configuration value Default & Undo
Cisco Room Bar Pro ReadWrite i \__, Factory @

off
Ao {2 0| A =E X QIE SNMP Z1I|22{0|M

7R LIE| O|§ 0| H|o{ UX| et&LICE 7HRFLIE| O 0| Bl XA/ S LIEHHE F 7He| = E 7}

A& LICH NetworkServices SNMP CommunityName2 Bl EAQE("™Z A4Z5104 SNMP X[ H
M3 2B AMEte = /U&LICt O] EXtEE FHRLIE| O|F(0dl: testbothSNMPv2_v3)2 2 CHA| &Y

of &Lt

Select configurations

Select one of more configurations to apply 1o the selected device,

Hetwork Services ShMP

CommunityMame Supported device types Configuration value Default © Undo
Cisco Room Bar Pro testbothSHMPY2 v3 " ’: ) Factory @
Empiy
Mode Supported device types Configuration value Default & Undo
Cisco Room Bar Pro ReadWrite » () Factory ©
Control Hub PIE ZQIE 71|33 0]41 A%I0i| A SNMPv2col CHEr 7R LIE| 0|2 F7t
SNMPv30| Room Bar Pro0iA & Sl Jo 2 o|0| & E|{& LICH. SnmpwalkE 747 LIE| Of

P
E2 MYt & SNMPv2cE 2 &35t=X| {8 E HIAESE O AFZELICH

snmpwalk -c testbothSNMPv2_v3 -v 2c 172.16.5.23

150.3.6.1.2.1.1.1.0 = STRING: "Cisco Codec
SoftW: cell.23.1.8.3963b07b5c5

MCU: Cisco Room Bar Pro

Date: 2024-12-12

S/N: FOC2732H1vU"

1s0.3.6.1.2.1.1.2.0 = 0ID: is0.3.6.1.4.1.5596.150.6.4.1

150.3.6.1.2.1.1.3.0 = Timeticks: (112696957) 13 days, 1:02:49.57

is0.3.6.1.2.1.1.4.0 = ""

is0.3.6.1.2.1.1.5.0 = ""

is0.3.6.1.2.1.1.6.0 = ""

150.3.6.1.2.1.1.7.0 = INTEGER: 72

150.3.6.1.2.1.1.7.0 = No more variables left in this MIB View (It is past the end of the MIB tree)
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215 L 7ol HEE= &4 SNMPv3OIM AL ELICH AEZQIE = authPriv 2t =& EBF X|#
StH 7HQ! HE Z 2 E 22 &4 AES(Advanced Encryption Standard) &l L|C}.

SNMPv32 USM(User-based Security Model) S0l M2t X|HEILICEH TLSE S8t
SNMPv30{| CHEr X| 32 eig L Ct.

SNMP Q52 @lal ABXE F st Ol A8 El= USM AL A BZHE2 SNMPv2col| FE2
FX| &Lt

A= Z IE S| SNMP CommunityName 472 SNMPv3 Z4I|1ci|o|Mof| F&2 F=X| &
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SNMP CommunityName2 CH/AEALE FE2FLICH
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o XEte = A&LCH

SNMPv12 X|RE|X| &b &LICH
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SNMPv32e| A< 15 T2 E 20| SHA-2 MZEFZof {010 FLICHMD2t SHA-12 K| E[X]
oI2). OEX| A2 B SNMP 2 Q50| Aulistn SE3HX| f&LICt
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https://help.webex.com/en-us/article/n5pqqcm/Device-configurations-for-Board,-Desk,-and-Room-Series-devices#Cisco_Task.dita_6bc57781-73d0-4375-8e02-9da887ce5f50

« ZHEH AlLL2|201 CHE PG AI2.

. T’d3t24E SNMP HE 2 M3 FLCH

- EAElE 2F HAIXIE MSELCEH

« C|dto|A Zxm|Teo|Mol| EX7E e E< ZujadolMd T2 AT SEHE BHAHE
H dEstn AFEINE NMSELICH @FE Btetste ZI|adold B-EE S/

« AEXZQIE 208 £%5l0{ Flo|A0 HYZE=L|CH

SNMP ZIZ[1zlo|ME HAESt= Ol Akl REEZIENMS E= 7[BI EFE 3R

. FEIZIEIE AH25tod HEEZQIE S| SNMP 00| ME0f CHEH ElAESHE R AFSH

|:|=IE=1° 7;.||_|_ol-|_||_—_|.

kl

lad x4

- O

r

Room OS xAP| A% A - SNMP £zd B2

2, oA3 32! Room Series & x|0f| CHEF & x| T4



https://roomos.cisco.com/xapi/Command.Network.SNMP.USM.User.Add/?search=snmp
https://roomos.cisco.com/xapi/Command.Network.SNMP.USM.User.Add/?search=snmp
https://roomos.cisco.com/xapi/Command.Network.SNMP.USM.User.Add/?search=snmp
https://roomos.cisco.com/xapi/Command.Network.SNMP.USM.User.Add/?search=snmp
https://help.webex.com/en-us/article/n5pqqcm/Device-configurations-for-Board,-Desk,-and-Room-Series-devices#Cisco_Task.dita_6bc57781-73d0-4375-8e02-9da887ce5f50
https://help.webex.com/en-us/article/n5pqqcm/Device-configurations-for-Board,-Desk,-and-Room-Series-devices#Cisco_Task.dita_6bc57781-73d0-4375-8e02-9da887ce5f50
https://help.webex.com/en-us/article/n5pqqcm/Device-configurations-for-Board,-Desk,-and-Room-Series-devices#Cisco_Task.dita_6bc57781-73d0-4375-8e02-9da887ce5f50

o] HHofl &5t
Cisco= ™ M| AFEXI0f| A CIe 012 X 2 i% M5

b7 loi 71A HE T|s0 2y
HAS HASI0 0| ZME HAMSLICL OfF 2| FEO| =2 7|H HIol2t: ME HATIS| H
o A2 0tE MESIK|= & LICE Cisco Systems, Inc.= 0] Z2 tHHof| CHal| of st MU
XXl 2o eat 2 72 EM(E3 M3 E)E &xe AS AL CHL



