ISEO| A OAuth 7|EF SMTP 215 344 4l 2X| aH

0|  Mo{| M= Microsoft Exchange Online Mail SMTP MHHE &8 O|H| Y S4lI2 #4557 9|t
ISE2| OAuth 2.0 ZAT| T 2l|0|AMof| CHa A EFLCt.

AMH 7 A
T M

Cisco0l| M= Cisco ISE(Identity Services Engine) 2 SMTP(Si
5 2! OAuth Heh £odof CHEt 7|2 x|Alo| e S HEELICH

ANBElE Fd A

ISE 87X 3.5 P1(3.2 TH| 8, 3.3 T %] 8, 3.4 x| 4% 0| 7|5 X|2)

Microsoft EntralD 2! Microsoft 365 2| ME{0f] HA|A

Ol ZEMo| HEE= EY 3 23 9| C|Hto|AE ECHE R HEEIRELICH Ol EMof AASE 2E Clbt

=
OlAE Z7|EHE(7|2) dulaclo|Me 2 AR EIRELICH X HELZI &S §Q 49 2E
BE o HAXQ FE¥E 0|2l SXIStA|Z| HHE LICH

74

O| MMMz CHE 0| AFE &= O|HIY &I X|§H5H7| 28 Microsoft Centera ID &! ISEQ| Z11]
Joj|oMof cHal AEEFLICt.



« A HY S Mo AlAE BE 23S #Ys P P04 A HY B2 LS LT ZEIRE AERL

of A EHLICH 2 ALE MAF MY FAE FHsE{H [RE]] > [AAH] > (Y] > [EE A
1> [dE g &2 22511 Microsoft 365 J-FEI ME{oI M FAISH MAF MY =40 MAF MY
FAE =dghLcH

« AEME EOQAE 3 L H|EHE MM KR EH HAENA oMY ¢EE EH
LICH HAE W AEM E2R9| B2 Y AIX O|HY2 Work Centers(2Fd MIE) > Guest
Access(HAE HM|A) > Settings(A ) > Guest email settings(HIAE O|H Y MH) >
Default 'From'(7|& "2 &1 O|HIY F A0 M Microsoft 365 Z 2| ME{0| & E O|HY FAZ
SAM=] |

- HAEJ 3o 2 S8t HAAE H™HO| B2 E|7| THol| &g &y
ER2OQXE ZFHEE UHE = ULF FLICH

- HYHS ot= A o|Fo| ISE0!| T+E! ISE EEIXt A8 AHUE HEZ AFSXIoAH &3 O]
HYe 2ot

ZFAS2

mo
02
rot

A
e

olHYE ELHE ISE = E

olHY = OlHYE ELie ==

HAE HMA BtZE PAN(Primary Policy Administration Node)
- PMnT(Active Monitoring and Troubleshooting)
=" LE

HAE WAZM ZEHOAZM U HAE 2T |HH MH|A £ E(PSN)

HYHS gts 7|2 PAN

HE 23 clojo{13Y

ISE0| A OAuthE A& stedd 3EH7|7F He gLt
1. Microsoft Entra ID2 ISE OHZE|7|0|MH &5

2. EZ MH(IDP)AHIM HMA EZ 7K 27|

3. HHA E22 AL 504 STP Mol ChEt 947 232 1B #LICH



SMTP with OAuth Flow

Client App SMTP Server Authorization Server {IdP)
| | |
| | |
[ Request Access Token (QAuth 2.0) o
| | =1
| | |

Tok

b oo e e e eeee oo AccessToken = | _ __ ______._ 4
I I I
| Connect (SMTP STARTTLS) . |
] =1 I
| | |
T T——. ol gL J |
| | |
| EHLO client.example.com N :
| |

I I I
e SSO-AUTHXCAUTHZ .. J |
| | |
| AUTH XOAUTH2 [Base64 Encoded Access Token] | :
I = |

| I |
| | Validate Access Token _ |
| | =
I L Token Validiowaid__ |
|

Emmmmmm e e e e 1
| |
I RCPT TO:<recipient @example.com:= |
[ -
| [

250 0K
o e 4
I I
I DATA o
[ Gl
LE: 354 Start mail input; end wilh <CRLF><CRLF> _}
| |
I [Email Content] 2|
| =]
I I
| }..I
I I
| 250 OK queued message |
e 1
| |
I aurr )
| |
| 221 Bye |
- mm s s m e s o n
lessssidlsaasnassasssnssansaasassnpnmsssassaassasaslessamd
| [Takan Inwalid] |
| |
| 535 Authentication failed. |
M= == s m s s s s s = .
| |
| QuIT o
I “
| 221 Bye |
fge=seasmsanssssnsssnasss=ss .



https://admin.cloud.microsoft/?#/homepage
https://admin.cloud.microsoft/?#/homepage
https://admin.cloud.microsoft/?#/homepage
https://entra.microsoft.com/#home
https://entra.microsoft.com/#home

OHZ 2|7 0| Mof| o Z 2|7 0| Xt BHE F7t5t0] AARE PHHGHA €
£ Q10| &l API0]| HAM|ABLICEH

LIPS = PN

ol
o
o
ol

2

1. M2 SE &l ol Z 2|7 0|0l M Manage(& 2l) > Certificates & secrets(2/E M L HIZHZ 0
SELICE. Client secrets(Z2H0|2AE 25 )0 A New client secret(A| 22I0[HE &4 35)E 2
grLiCt Add a client secret(22+0|21E & F7}) of2lof Description(Ad™)2 /=245t
Expiration duration(Bt & 7|7+ & MH&5t1 Add(F7HE =& L.

2. 2Ct0|¢E &5 72 MM XF E MelstIe & = pie2 & 7|56 Lt Ho|X[& L7t
7| ©of| &= & gHE0{0oF gLC.

3. Eft 7| Bt 2 Xof ELCt.

Microsoft Entra admin center £ Search rescurces, servioes, and docs (G+/)

® EntralD o~ Home App registrations amtp-oauth
B Orerview smtp-oauth- @ | Certificates & secrets =
B Uses e
W Groups B ow
B Devices Qi service wh a web addressable location (using an HTTFS
ert
B AgentID (P
e g
] P P o ~ desated be r
Manage
= -
Oranding & proparies Certificates (0)  Client secrets () Federated credentials ()
Sa Roles Bad D Authentication (Preview]
' A secret string that the application uses to prove its identity when reguesting a token. Also can be referred to s application password
Sh  Delegated sdmin partners Certificates & secrets
B oor I gurs
. a0 Description Expires Value Secret ID
% Conditional
124 o
Multifac thenticat
OfEZ2|70|d 2Eto[HE & F Zxm|Te oM
o v o il ste -d = o = =5 A 2
6. 38 Z2 2 AISAY/EEIRI7I HEHE Fofet B APIE E&Y == YU&LIC O|X| MS Entra

2. ZE|0|M AL 3= API B2 MBS T "Office 365 Exchange Online"2 Z4A4gHL|CH.

3. Application permissions(OZ 2|7i|0|Md TEHE S 2! LICH

4. SMTP HAM|A O] B2 SMTP.SendAsApp T&tS MEHEFLIC

5. 0| HetolE EHIHE 2t2|At S2[7} 2 #FL|Ct <tenant name>0d| CHE B E|X} S2o| M Fod
g 2ot



Home | Appregistrations ¢ smip-cauth

= Smtp-oauth- B | APl permissions &

Search ) Refresh 57 Got teedback?
W overview

& Quitkitart

b, Grantioeg Lonaeit-wide Comient Sy peveke pRmLon (R Rave ilibsdy been rasted Tensnt mie h3¢ thal Bppbeation Persistiornd Al wes hive dlready granted 8 their s Behall srent sected Loan riosg

" integration assistant

¥ Disgnone and sohve probless 2 mory
W The “Admin coment requied” column thaws The delaull value 10r 10 oIQanization, However, User consent (i be CUstomized pev permitsion, user. of 3ap. THs colum may not select the value in your GIQInizxlion, o in srganiations whese this spe wil e uied Lean mar

Manage
B randing & propeties Configured permissions

D Authestication Preview) Apphicaiions are suihorized 1o call APis when they are o ted pereissions I:)- users/acdming a5 part of the consent process. The kst of canfiguned permissions should indude
all e pevrmissians the sppieation seed s Akl Asied and earies

Cerificates & secrets

11 Teken contiguation T A apiemitsion 7 Rt b, coAse
& AM parriziions API | Permissions. name Type Dwscription Ademin consent requ...  Status
& Expose an API " Wigsens Draph (1
B approles Delegated  Sign in and read wser profile Ho S Grasted for
& Qemens o Ciffig
&. Roles and administrators Appiication  Application access for serding emails via SMTF AUTH e O Granted bor
H Manifest
To view and manage consented permistions for individusl sppe, &t well &t your tensnt's consent wettings. try Enterprite applications.

Support « Troublesheating

OHZ Z|7il0]|Moi| AP Mt &

<tfroot>
Not e

User.Read Permission for Microsoft Graph is added by default (No Admin consent for the tenant)

7. Exchange®| MH|A Eot FX= 28 T2 120| SMTP, POP X IMAP Z2E 22 A835t= 2
2tO|R1E Xt &FH S &2 &5l Exchange AFAMEO| HMAE = JUEF 5t= O AFSELICE.

B E 2 2|XF7} Microsoft Entra OHZ 2710|4401 S 2|5t &+ Z2|XH= Exchange Online
PowerShell2 S35l Exchange0ll Entra OfZ 2|70 MH|A AL2XIE S=35Hof ELICH 0| S22
New-ServicePrincipal cmdletol| 2| & A3 ElL|CT.

1. Powershell2 AX|ELICHRIE0| ot & MX|E|X| &2 F2).

abc@abc-M-506L ~ % brew install --cask powershell
abc@abc-M-506L ~ % sh

sh-3.2% brew update

sh-3.2% brew upgrade powershell

PS /Users/| > brew install powershell
Auto-updating Homebrew...
Adjust how often this is run with ~$HOMEBREW_AUTO_UPDATE_SECS® or disable with
"$HOMEBREW_NO_AUTO_UPDATE=1". Hide these hints with ~$HOMEBREW_NO_ENV_HINTS=1" (see "man brew ).
Downloading https://ghcr.io/v2/homebrew/core/portable-ruby/blobs/sha256:1c98fakPeacc9356408a6T8e10a2bf33f1l4cfc276884b
71ddb&58eatSha?9dlsT

R R AR R R R AR R R R RO R R R R R R AR RERRERARRARRBRARARERRHARARRARARGAFHAGARARG 100, 0%
Pouring portable-ruby-3.4.8.armb4_big_sur.bottle.tar.gz
Auto-updated Homebrew!

Updated 2 taps (homebrew/core and homebrew/cask).
New Formulae

actions-up: Tool to update GitHub Actions to latest versions with SHA pinning

Powershell A x|


https://learn.microsoft.com/en-us/powershell/module/exchange/new-serviceprincipal
https://learn.microsoft.com/en-us/powershell/module/exchange/new-serviceprincipal
mailto:poongarg@POONGARG-M-506L

Il. New-ServicePrincipal cmdlet® A& 3t2{2 ExchangeOnlineManagement® Mx|5t1 I = =2
of ZAIE 2 EIHEA (A AAIR.

sh-3.2% pwsh
PowerShell 7.5.4

PS/Users/abc> Install-Module -Name ExchangeOnlineManagement
PS/Users/abc> Import-module ExchangeOnlineManagement
PS/Users/abc> Connect-ExchangeOnTine -0rganization XXXXXXXX-XXXX-XXXX-XXXX-XXXxx999be76 ---->Directory

PS /Users/) i> Connect-ExchangeOnline £1188d3¢

This V3 EXO PowerShell module contains new REST API b E xchange ne c : which doesn't require WinRM for Clien
t-Server communication. You can now run these cmdlets after turning off WinRM Basic Auth in your client machine thus mak
ing it more secure.

Unlike the EXO% prefixed cmdlets, the cmdlets in this module support full functional parity with the RPS (V1) cmdlets.

V3 cmdlets in the downloaded module are resilient to transient failures, handling retries and throttling errors inherent
ly.

REST backed EOP and SCC cmdlets are also available in the V3 module. Similar to EX0, the cmdlets can be run without WinR
M basic auth enabled.

For more information check https://aka.ms/exov3—-module

Starting with EXO V3.7, use the LoadCmdletHelp parameter alongside Connect-ExchangeOnline to access the Get-Help cmdlet,

Exchange Online B\l E0i 14

l1l. Exchange®l A Microsoft Entra OHZ 2|71 0|44 MH|A AHE XL2] %% 28 T2 SE0
ApplD 2 ObjectiDE AFRELICHOBJECT IDE YE|Z2l0|X 28 T2 33 & = (Azure )0
742 Ho|X|oi = 7HA| IDRILICE OHEE[AHO|M & L E9 7H9.. H O|X|ofl 4= ZA| ID7} ot
L|Ct. 2= El Object IDE A& 3HH Q1E 0| AlTfEf].

PS/Users/abc> New-ServicePrincipal -AppId XXXXXXXX-XXXX-XXXX-XXXX-XXXXXxXx6a953e -ObjectId blOaxxxX-XXXX-

PS /Users/: megl> New-ServicePrincipal efcd713s = “Haf953e blBaadd’ = e18%bb )

Exchange0OlM Entra & T2 MHIA AFEX S5

IV. Get-ServicePrincipal cmdlet2 At&35t01 S E MH|A ALS AL AlBIXTHE SIOISHAMAIL.

PS/Users/abc> Get-ServicePrincipal | fl


https://learn.microsoft.com/en-us/powershell/module/exchange/get-serviceprincipal
https://learn.microsoft.com/en-us/powershell/module/exchange/get-serviceprincipal

PS /Users/ > Get-ServicePrincipal | fl

: efc@7134 - —— =6a953e
: bl@aaed: | 2189bb
5-1-5-21-12508255160-1655375293-4198951263-24398743
: {3
s : False
: bl@aa@d - = . 2189bb
. blPaa@d: - - 189bb
: True
: 1.1 (15.0.0.8)
bl@aa@d - - e189bb
: CN=blBaa@d’ 2189bb, 0U= .onmicrosoft.com,OU=Micro
soft Exchange Hosted Organizations,DC= $85 , DC=PROD, DC=0UTLOOK , DC=COM
: %305 . PROD . OUTLOOK. COM/Configuration/Schema/Person
{top, person, organizationalPerson, user}
: 16/12/2025 12:53:16 PM
16/12/20825 12:53:86 PM
: 16/12/2025 7:23:16 AM
16/12/2025 7:23:86 AM
fbeest: - a32cle
: T . onmicrosoft.com
@85 .PROD.OUTLOOK.COM/Microsoft Exchange Hosted
Organizations/ . .onmicrosoft.com — Wi =85 . PROD . OUTLOOK . COM/Config
urationUnits /i W0 " .onmicrosoft.com/Configuration
: FhOOST2H-Ri Nl L =a32c10
- ==5DC004 , B ‘A@BE PROD OUTLOOK.COM
Changed

V. O|X| Bl E ZtE|xt= oHEEIAH 0|M0| HMASES SIS E HHUEL| &H AIMEE2 FIHe
Q& LIt o] #+42 Add-MailboxPermission_cmdletS A& 3t0{ ~SHEL|CEH

PS/Users/abc> Add-MailboxPermission -Identity "no-reply@abcdef.onmicrosoft.com” -User bl0aaOdx-XXXX-XXX

PS /Users/m mei> Add-MailboxPermission "no-replyG@l .ONMic] ft.com" bl@aald
el8%bb FullAccess

964dBd41-a43f-4257-.. S-1-5-21-12508255166.. {FullAccess}

S8 Z =0l HMAsHT| fIE AAME ALE

EE

8 %7t

O|A| Microsoft Entra 28 ZZ1240{ A OAuth 2.0 E2I0|%1E X} 5 204 & AIE5}04
SMTP, POP EEE IMAP iEE%% Sl AT ALME | AMAE = JU&LICH

3EHAl: MS Exchange Online OAuthE &3l ISE SMTP A& X} Q15 T4

SMTP(Simple Mail Transfer Protocol) MHE T 435t2{ M|+ 0t0|2(=) L Administration >
System > Settings > SMTP Serverg MEHEIL|CHIE FHELICH

SMTP Server Settings(SMTP AMt{ A4%) FA0f M
SMTP A : smtp.office365.com
SMTP ZE: 587
44 AlZH =1t 60X
Authentication Settings(2!& A7) QG230f A Use Authentication Settings(21& A AL8) =


https://learn.microsoft.com/en-us/powershell/module/exchange/add-mailboxpermission
https://learn.microsoft.com/en-us/powershell/module/exchange/add-mailboxpermission
https://learn.microsoft.com/en-us/powershell/module/exchange/add-mailboxpermission

Mg gdstettiH E2 A 2(RIE ALSELICH

fijo
utok
[e][]

MS Exchange Online OAuth& &g} L|Ct. Microsoft Exchange Online OAuth& T ’85t2{™ Ctg
e =L

+ Username(Ar& A} 0|§) Z =0 Exchange Online AF& A} O|§ 2| A O|HIY FAE =48
LICH

+ Client ID(EZEI0|21E ID) =01 Azure Entra ID S& T2 20| E20|HE IDE U=
Ct.

« EIZE ID E=0{ Azure Entra ID 88 Z 213 O| EH|HAE IDE =g LICH.

« Client Secret(22}0|21E &%) ZHE=0f Azure Entra ID S8 TZ 1 30| EZ|0|HE 43S E
=dghct

- Expiry Date(2t2 2™) ZE=of 22t0|E H|Zo| Btz IME =g L ct.

]
r

ek Identity Services Engine Administration / System

] Bookmarks Deployment Licensing Cartificates Logging Maintenance Upgrade & Rollback Health Checks Backup & Restora Admin Access Settings

"
RS EGEE Chient Provisianing

S Moce SMTP Server Settings

Security Seitings

J Context Visibility

Configure a Simple Mail Transfer Protacal(SMTP) server 1o send emall notifieations for alarms, te enable

SpONsOrs 1o sen tification to guests with their login credeniials and password reset c o
nable guests to autematically recelve thelr iogin credentials after they successfully reglst

e'3 ons 1o take before their guest accounts expire,

A Oporations Alasm Settings

General MDM [ UEM Seniegs

I Policy
Posture
4 Adminlstration
SMTP Server®
Prafiieg
n Work Centers smip.office 365.cam
Protocols
SMTP Part”
Endpalnt Seripts 587
Interactive Help
Praxy Connection Timeaut
&0 seconds
SMTP Server
SMS Gataiwdy

Encryption settings
System Time

Enable TLE/SSL connection encryption to require ISE to establish an encrypted connection
e the SMTP mall server before sending e-mall,

AR Settings

Dats Comnect

Metwork Success Disgnostics

Authentication Settings

DHCP & DNS Senvices

Max Soaslons



Email Address

no-reply@s s onmicrosoft.com

Exchange Online mailbox

Client ID Tenant ID
efc07132 | B o | B Ge f1108d3¢ — - "be76
Client Secret Expiry Date
FhR kR R R R ERER R AR AR AR AR IR R Rk kR R h R bR Rk Rk SHOW [: D)
Mar 15, 2026 o
OAuth Token Endpoint API Scope

https://login.microsoftonline.com/f1108d36-ea07: https://outlook.office.com/.default

Test Connection () Successfully connected to smtp.office365.com.

SMTP Mo CHEt A EAE

OK

<tfroot>

Not e:

To protect sensitive customer data, these configurations are excluded from Backup and Restore operatio

1

IS srelsruict,

golstz{™ AAE oMY MHEE FHFLICH Work Centers(%Hd MIE{) > Guest Access(HIAE

HM|A) > Guest Email Settings(HAIAE O|HY AH)2 O|S & LICt. Enable email notifications to

guests(HAE0]| CHEE O|HIY L& &5 E MBS D Step1 of configuration and Save(Z1I| 12|
O|M & XHE) M T8t no-reply H'H 2| 7|2 'From' O|H Y FAE F M8 LICEH



Al |dentity Services Engine Work Centers / Guest Access

J!  Bookmarks Overview Identities Identity Groups Ext Id Sources Administration Network Devices More -

8% Dashboard Guest Account Purge Policy 2 -
Guest Email Settings
;;-l Context Visibility Custom Fields

Guest Email Settings
Shiieisii SMTP server:smip.office365.com

‘\ Operations Guest Locations and SSI1Ds

' Policy Guest Username Policy Configure SMTP server at::Work Centers = Guest Access = Administration = SMTP Server
Guest Password Policy Enable email notifications te guests

4, Administration DHCP & DNS Services

A Work Centers Advanced Settings Default 'From' email address:* no-reply@ .onm

© Send notifications from sponsor's email address (if sponsored)
T Interactive Help

() Always send notifications from the default email address

-

Reset W Save

HAE O|HY MHE #4Z3

Work Centers(2Fd ME]) > Guest Access(HAE HMA) > Portal & Components(EEE* U S
2) > Guest Portals(HlAE X&) > Self-Registered Guest Portal(RZ S& HAE ZE)(7[&%)) >
Portal Page Customization(®Z & H 0| X| & &3}) > Notifications(& &) > Email(0|H &) Z 0|5 5}04
ElIAE O|HYe EHL|Ct.

Oi2l 27| 8 REZM 4 > EHAE o|HY &&, olHYd ID F£7I, 8& & =g L

5 Mentity Services Enging Waork Conters / Guest Access
[ .y Gvervie w Kentitees identity Groups [t Nt Portais & Manage Accounts Palicy [lements Policy Sats Reparts Custom Portal Fises Settings
Dot Faiah
— s G Priviem ettt
webion

Approval Message for Sell- Registration Guests

o Gheat Accmunt Crasensaly

Bencacom

Appeovnl Message Tor Socisl Login Guests

| &=

o Aiteni ApSrieed

Mz S5 Z=oiM O|HY HAE

Outlook2 2 I 1EFA0| M T8t 3[4 = HHo| M TR HIYS 2rotof gfLIch AT BISFo|
£ ol



Your Guest Account Credentials

no-reply@?® —

o To:

® .onmicrosoft.com <no-reply@?# L

Poonam Garg

Hello firstname,

Your guest account details:
Username: usemame
Password: password

First Name: firstname

Last Name: lastname

Mobile Number:NA

Walid From: 2014-11-12 02:06:00
Valid To: 2016-11-12 02:06:00
Person being visited:

.onmicrosoft.com>

(@]

=

L

Today at 8:54

—~

AM

Reason for visit:

AH
=

Outlook 01| A

HFS
| sy W

£ oM

<ttroot>

Guest.log at debug Tevel:
2026-02-02 05:17:34,608 INFO

sendMai | Message: Submitting Mai

2026-02-02 05:17:34,608 INFO

snt p. of fi ce365. com

2026-02-02 05:17:
2026-02-02 05:
2026-02-02 05:
2026-02-02 05:

2026-02-02 05:

34,609 INFO
17:34,609 INFO
17:34,609 INFO
17:39,365 INFO
17:39,365 INFO

sendMai | Message

Future. get status:

[admin-http-poo1139][[]]

Job

[admin-http-poo1139][[]]

[admin-http-poo1139][[]]
[admin-http-poo1139][[]]
[GUEST_ACCESS_SMTP_RETRY_
[GUEST_ACCESS_SMTP_RETRY_
[admin-http-poo1139][[]]

Success

cpm.guestaccess.

cpm.guestaccess.

cpm.guestaccess.
cpm.guestaccess.

THREAD][[]] cpm

THREAD][[]1] cpm.

cpm.guestaccess

Time taken for Future.get method call is 4756 Milliseconds.

LSt S R4RF REIRITE AIAE AL
ghulct.

74
3

SXtol| Al AFS AL At

=
S

(mCK=3
o

=

apiservices.

apiservices.

apiservices.
apiservices.
.guestaccess.
guestaccess.
.apiservices.

util.SmtpMsgRetryTh

util.SmtpMsgRetryTh

util.SmtpMsgRetryTh
util.SmtpMsgRetryTh
apiservices.util.Sm
apiservices.util.Sm
util.SmtpMsgRetryTh

CHAl LY 22X ZHOM EHIAE



Welcome sponsoruser
atfran]e,

CISCO Sponsor Portal

Create Accounts Manage Accounts (1) Pending Accounts (0) Notices (0)

Create, manage, and approve guest accounts.

Edit Resend Extend Suspend Delete Reset Password Refresh €
O Username State First Name Last Name Email Address Mobile Num__ Expiration  Time Left
e ot e mocex RO

Help

AEM ZHOM EHAE

E Resend

Deliver notification using: i

Print

Email

Send me a summary

Copy me
Sponsor's Email address

no-reply @ lssssssmenm . onmicrosoft.com

HAE AR A2 B ©s

HLE AHSRL7L 2 ME ofH:



Your Guest Account Credentials

* no-reply@= =
To: (&

Poonam Garg i

e onmicrosoft.com <no-reply@mm

; Ce:

mm s onmicrosoft.com=

no-replyE .anmicroseft.com

Hello testuser,

Usemame I001
Password: 6299
First Name testuser

MDhII& Nu mber

Valid From: 2026-02-02 10:25:00

Valid To: 2026-05-03 10:25:00

Duration: 90 days

Person being visited:

Reason for visit:

If unused, this account will expire on: 05/03/2026 10:25

@ « &« ~

Today at 10:44 AM

HAE AP XA olm| e 2

=X 52

k=1 Jo) |é
=

HX{ ECtO|HE ¢S5 ot
ZE7}ISEO £

L|Ct. SMTP OAuth £2}0|2H

= b dentity Services Engine

Administration / System

‘catoa

§|  Bookmarks Depleyment Licensing Certificates Lagging Maintenance Upgrade & Rellback Health Cheeks
{ITMNW " Alarm Settings
%, Operations [ Mm;:n"ﬂ Alarm Configuration Alaerm Notification
l Palicy General MIOM | UEM Settings
4. Administration Fasre
Z7t ER{g4Ee sl ERjEHE 52
JE g/gstgtLct.
- 22 74 24 guest-access-admin, guestaccess
- 21 m: guest.log
47 Tod Bl AE
2026-02-02 05:58:21,501 DEBUG [MnT-AlarmWorkerMail-Threadpool-0][[]]
2026-02-02 05:58:21,501 DEBUG [MnT-AlarmWorkerMail-Threadpool-0][[]]
2026-02-02 05:58:21,501 DEBUG [MnT-AlarmWorkerMail-Threadpool-0][[]]
2026-02-02 05:58:21,513 DEBUG [MnT-AlarmWorkerMail-Threadpool-0][[]]
2026-02-02 05:58:21,513 DEBUG [MnT-AlarmWorkerMail-Threadpool-0][[]]
2026-02-02 05:58:21,513 DEBUG [MnT-AlarmWorkerMail-Threadpool-0][[]]

Backup & Restore

cpm.
cpm.
cpm.
cpm.
cpm.
cpm.

Admin Access

Sattings

Sewerity Statun

guestaccess.
guestaccess.
guestaccess.
guestaccess.
guestaccess.
guestaccess.

User Dufined Condix

Aol 2k PAN, PSN E£E= PMnT =EOM CIHO 2

apiservices

apiservices.
apiservices.
apiservices.
apiservices.
apiservices.

.util.
util.
util.
util.
util.
util.



2026-02-02
2026-02-02
2026-02-02
2026-02-02
2026-02-02
2026-02-02
2026-02-02

12
2

2026-02-02
2026-02-02
2026-02-02
2026-02-02
2026-02-02
2026-02-02
2026-02-02
2026-02-02

0474

05:
05:
05:
05:
05:
05:
05:

59:
59:
59:
59:
59:
59:
59:

:54:
154
:54:
:54:
154
:54:
:54:
154

14,872
14,872
15,630
15,630
15,630
20,146
20,146

07,337

107,337

07,339
07,339

107,339

07,339
07,339

107,357

DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG

DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG

[admin-http-poo1136][[]1]
[admin-http-poo1136][[]1]
[admin-http-poo1136][[]1]
[admin-http-poo1136][[]1]
[admin-http-poo1136][[]1]
[admin-http-poo1136][[]1]
[admin-http-poo1136][[]1]

[admin-http-poo1129][[1]
[admin-http-poo1129][[1]
[admin-http-poo1129][[1]
[admin-http-poo1129][[1]
[admin-http-poo1129][[1]
[admin-http-poo1129][[1]
[admin-http-poo1129][[1]
[admin-http-poo1129][[1]
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cpm.
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cpm.
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cpm.

A s &

MO

- =

1. GUI 25 : smtp.office365.con0i| 2145t X| R &LICTH

Email Address

admin.guestaccess.action.SmtpServerSettingsA
admin.guestaccess.action.SmtpServerSettingsA
guestaccess.apiservices.oauth.OauthTokenCach
guestaccess.apiservices.oauth.ExchangeOnline
guestaccess.apiservices.oauth.OauthTokenCach
guestaccess.apiservices.util.SmtpSession -::
admin.guestaccess.action.SmtpServerSettingsA

admin.guestaccess.
admin.guestaccess.
admin.guestaccess.
admin.guestaccess.
admin.guestaccess.
admin.guestaccess.
admin.guestaccess.
admin.guestaccess.

action.SmtpServerSettingsA
action.SmtpServerSettingsA
action.SmtpServerSettingsA
action.SmtpServerSettingsA
action.SmtpServerSettingsA
action.SmtpServerSettingsA
action.SmtpServerSettingsA
action.SmtpServerSettingsA

no-reply@ .onmicrosoft.com
Exchange Online mailbox

Client ID Tenant ID
efc071 i6a953e f1108d )e999be76
Client Secret Expiry Date
LR e R Rt SHOW -1 f'i'\

sHow . ,2026 L)\
OAuth Token Endpaoint AP Scope

https:/flogin.microsoftonline.com/f1108d36-ea07

(Ej connect timed out

https://outlook.office.com/.default

<tfroot>

2026-02-09 03:24:58,658 ERROR [admin-http-pooT1ll][[]] cpm.guestaccess.apiservices.util.SmtpSession -::a

nested exception is:

java.net.SocketTimeoutException: connect timed out
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3. ¥RE StolE o

Emall Address

no-reply@ & D.onmicrosoft.com
Exchange Online mailbox
Client ID Tenant ID
efcO7 1= H = ®5a953e f1108= = 199be76
Client Secret Expiry Date
EEkF kAT TET TR T T A A A AT T ETT R T TR AT AT T TR T TR T H

Mar 15,2026 | O
OAuth Token Endpoint APl

Scope
https://login.microsoftonline.com/f1108d36-ea07

https://outlook.office.com/.default

@ Invalid client secret

CISHAIAIR.

Email Address

no-reply@ messsssmesm onmicrosoft.com

Exchange Online mailbox
Client ID

Tenant ID
efc071imm il EE EOE

[ mmaf%953e f1108dum s men999be 76
Client Secret Expiry Date
AEXXXEXXTETZT R AT A XA ATETASAT AT AT RIS RTES

w15, 2026 [ ) O
Cauth Token Endpoint API

Scope
https://login.microsoftonline.com/f1108d36-ea07

https://outlook.office.com/.default

@ Invalid email address

e}
il
il

| ol

=

-
b
o
&




5 YE CHYol CHet &t 218 BRE XS + ¢I&LICH Entra ID 218 M #|Q1 215 M(pcapo|
[tk 2F Microsoft Azure RSA TLS &2 CA ! DigiCert FE CA S)7} ISEQ| AME|E £ = QIS A

ME A0 e "ISE L 20| E-ME %*._l(O“LEP) LIl M Q152 I8t AlZ]" 2dghof CHal 4l
2|Z[=X]| = Qlgct.

pcapE A& 304 EntralDOIM B 2 E QIS ME & QIghLCt.

no-reply@ =.COm

. 2027

https://legin.microsoftonline.com/905582f8-e148 https:/foutlook.office.com/.default

2026-02-10 14:32:47,528 ERROR [admin-http-pool19][[]] cpm.guestaccess.apiservices.util.SmtpSession -::a
2026-02-10 14:34:06,549 ERROR [admin-http-pool19][[]] cpm.guestaccess.apiservices.oauth.ExchangeOnlineP
2026-02-10 14:34:28,655 ERROR [admin-http-pool127][[]] cpm.guestaccess.apiservices.oauth.ExchangeOnline

Usage

Certificate Status Validation

Trusted For: .\fﬁ.

Trust for authentication within ISE and Client-Server communication
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