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pfr naster

!

border 10.4.4.4 key-chain pfr
interface Ethernet0/1 external
interface Ethernet0/0 internal
!

border 10.5.5.5 key-chain pfr
interface Ethernet0/0 internal
interface Ethernet0/1 external
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node nonit

or passive
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pfr master

!

border 10.4.4.4 key-chain pfr
interface Ethernet0/ 1 externa
interface Ethernet0/0 interna
!

border 10.5.5.5 key-chain pfr
interface Ethernet0/0 interna
interface Ethernet0/ 1 externa
!

node nonitor active
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pfr master
!

border 10.
interface
interface
!

border 10.
interface
interface

E3pnk

Ct At8sto E4&e +

4.4.4 key-chain pfr
Et hernet 0/ 1 externa
Et hernet 0/ 0 interna

5.5.5 key-chain pfr
Et hernet 0/ 0 interna
Et hernet 0/ 1 externa
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R3#show pfr master

<Qut put suppressed>
Default Policy Settings:
backof f 90 900 90

delay re
hol ddown
periodic

ative 50
90
0

probe frequency 56
nunber of jitter probe packets 100
nmode route contro
mode monitor passive
|l oss relative 10
jitter threshold 20

nmos threshold 3. 60 percent 30
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unreachabl e rel ative 50
trigger-log percentage 30

ElAE 1 - MHOMH TCP AE & A%

R3#show pfr master traffic-class

CER Prefix Statistics:

Pas - Passive, Act - Active, S - Short term L - Long term Dy - Delay (ns),
P - Percentage bel ow threshold, Jit - Jitter (ns),

MOS - Mean Opi ni on Score

Los - Packet Loss (percent/10000), Un - Unreachable (flows-per-mllion),

E - Egress, | - Ingress, Bw - Bandw dth (kbps), N - Not applicable

U - unknown, * - uncontrolled, + - control nore specific, @- active probe all
# - Prefix nonitor node is Special, & - Blackhol ed Prefix

% - Force Next-Hop, ™ - Prefix is denied

Dst Prefi x Appl _I D Dscp Prot SrcPort Dst Port SrcPrefix
Fl ags State Ti me CurrBR Currl/F Protocol
PasSDly PasLDly PasSUn PasLUn PasSLos PasLLos EBw IBw

ActSDly ActLDly ActSUn  ActLUn ActSJit ActPMOS ActSLos ActlLos

10. 20. 20. 0/ 24 N N N N N N
I NPOLI CY 0 10.4. 4.4 Et0/1 BGP
46 46 0 0 35502 35502 2 1
N N N N N N
10. 30. 30. 0/ 24 N N N N N N
I NPOLI CY 0 10.5.5.5 Et0/1 BGP
1 1 0 0 0 0 14 1
N N N N N N

ElAE 2 - MtHollM UDP 2E 3] Al

R3#show pfr master traffic-class

CER Prefix Statistics:

Pas - Passive, Act - Active, S - Short term L - Long term Dy - Delay (mns),
P - Percentage bel ow threshold, Jit - Jitter (ns),

MOS - Mean Opi nion Score

Los - Packet Loss (percent/10000), Un - Unreachable (flows-per-mllion),

E - Egress, | - Ingress, Bw - Bandw dth (kbps), N - Not applicable

U - unknown, * - uncontrolled, + - control nore specific, @- active probe all
# - Prefix nonitor node is Special, & - Blackholed Prefix

% - Force Next-Hop, ™ - Prefix is denied

Dst Prefi x Appl _I D Dscp Prot Sr cPor t Dst Port SrcPrefix
Fl ags State Ti me CurrBR Currl/F Protocol
PasSDly PasLDly PasSUn PasLUn PasSLos PasLLos EBw IBw

ActSDly ActlLDy Act SUn ActLUn ActSJit ActPMOS ActSLos ActlLos

10. 20. 20. 0/ 24 NN N N N N
| NPOLI CY 0 10.5.5.5 Et0/1 BGP
U 1) 0 0 0 0 13 0
N N N N N N
10. 30. 30. 0/ 24 NN N N N N
| NPOLI CY 0 10.5.5.5 Et0/1 BGP
U 1) 0 0 0 0 14 0
N N N N N N
ol M AHE WXH TCP EEHZIO| B2 Delay X Unreachable 7H2E{7 MY X|= X
X|gt UDP AE 2|9 Z#<2 Bandwidth 7}H2E{7t RIX|= XA & + &L
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R3#show pfr master
<Cut put suppressed>

Default Policy Settings:
backof f 90 900 90

delay relative 50

hol ddown 90

periodic O

probe frequency 56

nunber of jitter probe packets 100
node route contro

mode monitor active

loss relative 10

jitter threshold 20

nmos threshold 3.60 percent 30
unreachabl e rel ative 50
trigger-log percentage 30

EIAE - HHO|M TCP AER| Al

OFAE ZHE ZE 20| A:

R3#show pfr master traffic-class
CER Prefix Statistics:

Pas - Passive, Act - Active, S - Short term L - Long term Dy - Delay (mns),
P - Percentage bel ow threshold, Jit - Jitter (ns),

MOS - Mean Opi nion Score

Los - Packet Loss (percent/10000), Un - Unreachable (flows-per-mllion),

E - Egress, | - Ingress, Bw - Bandw dth (kbps), N - Not applicable

U - unknown, * - uncontrolled, + - control more specific, @- active probe al
# - Prefix nonitor node is Special, & - Blackholed Prefix

% - Force Next-Hop, ™ - Prefix is denied

Dst Prefi x Appl _I D Dscp Prot Sr cPort Dst Port SrcPrefix
Fl ags State Ti me CurrBR Currl/F Protoco
PasSDly PasLDly PasSUn PasLUn PasSLos PaslLos EBw | Bw

ActSDly ActlLDy Act SUn ActLUn ActSJit ActPMOS ActSLos ActlLos

10. 10. 20. 0/ 24 N N N N N N
I NPCOLI CY 0 10.4.4.4 Et0/1 BGP
N N N N N N N N
54 54 0 0 N N N N
10. 30. 30. 0/ 24 N N N N N N
I NPCOLI CY 0 10.4.4.4 Et0/1 BGP
N N N N N N N N
54 54 0 1000 N N N N
BR1:

R4#show pfr border active-probes
CER Border active-probes

Type = Probe Type

Tar get = Target |P Address

TPor t = Target Port

Sour ce = Send From Source | P Address
Interface = Exit interface

At t = Nunber of Attenpts

Conps = Nunber of conpletions



N - Not applicable

Type Tar get TPort Source Interface
DSCP

echo 10.10.20.11 N 192.168.1.1 Et0/1

0

echo 10.30.30.12 N 192.168.1.1 Et0/1

0

BR201| A:

R5#show pfr border active-probes
CER Border active-probes

Type = Probe Type

Tar get = Target |P Address

TPor t = Target Port

Sour ce = Send From Source | P Address
Interface = Exit interface

At t = Nunber of Attenpts

Conps = Nunber of conpletions

N - Not applicable

Type Tar get TPort Source Interface At
DSCP

echo 10.10.20.11 N 192.168.2.1 Et0/ 1

0

echo 10.30.30.12 N 192.168.2.1 Et0/ 1

0

MC2| EEHEl SefA 7l "INPOLICY" #E{Z O|8S3sIZ BR12 ZE E
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R4#show pfr border active-probes
CER Bor der active-probes

Type = Probe Type

Tar get = Target |P Address

TPor t = Target Port

Sour ce = Send From Source | P Address
Interface = Exit interface

At t = Nunber of Attenpts

Conps = Nunber of conpletions

N - Not appl icable

Type Tar get TPort Source Interface
DSCP

echo 10.10.20.11 N 192.168.1.1 Et0/1

0

echo 10.30.30.12 N 192.168.1.1 Et0/1

0

R5#show pfr border active-probes
CER Bor der active-probes

Type = Probe Type

Tar get = Target |P Address

TPor t = Target Port

Sour ce = Send From Source | P Address
Interface = Exit interface

At t = Nunber of Attenpts

Conps = Nunber of conpletions

N - Not appl icable

Type Tar get TPort Source Interface

Att

Att

10

10

Att

Conps

Conps
10

10

Conps
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R3#show pfr master
CER state: ENABLED and ACTI VE
<Cut put Suppressed>
Default Policy Settings:
backof f 90 900 90
delay relative 50
hol ddown 90
periodic O
probe frequency 56
nunber of jitter probe packets 100
nmode route contro
mode monitor both
|l oss relative 10
jitter threshold 20
nmos threshold 3.60 percent 30
unreachabl e rel ative 50
trigger-log percentage 30

EHAE - MHo|AM TCP 2AEZ| AlF

TC(Traffic Class)7F S| AE|7} Ol & "INPOLICY"7} Ot B, & BR2 2 F NetflowO M &
HEIMFA EH =228 BHLICH Ol 2 313 TS A™st7| «IF ZLc.

MCO1| A:

R3#show pfr mas traffic-class
OER Prefix Statistics:

Pas - Passive, Act - Active, S - Short term L - Long term Dy - Delay (ns),
P - Percentage bel ow threshold, Jit - Jitter (ns),

MOS - Mean Opi nion Score

Los - Packet Loss (percent/10000), Un - Unreachable (flows-per-million),

E - Egress, | - Ingress, Bw - Bandw dth (kbps), N - Not applicable

U - unknown, * - uncontrolled, + - control nore specific, @- active probe al
# - Prefix nonitor node is Special, & - Blackholed Prefix

% - Force Next-Hop, ™ - Prefix is denied

Dst Prefi x Appl _I D Dscp Prot SrcPort Dst Port SrcPrefix
Fl ags State Ti me CurrBR Currl/F Protoco
PasSDly PasLDly PasSUn PasLUn PasSLos PaslLos EBw | Bw

ActSDly ActLDly ActSUn  ActLUn ActSJit ActPMOS ActSLos ActlLos

10. 20. 20. 0/ 24 N N N N N N
HOLDDOWN 61 10.5.5.5Et 0/ 1 BGP
1 1 0 0 0 0 16 1
1 1 0 0 N N N N
10. 30. 30. 0/ 24 N N N N N N
HOLDDOWN 61 10.5.5.5 Et0/1 BGP
1 1 0 0 0 0 16 1

4 4 0 0 N N N N



BR1:

R4#show pfr border active-probes
CER Border active-probes

Type = Probe Type

Tar get = Target |P Address

TPor t = Target Port

Sour ce = Send From Source | P Address
Interface = Exit interface

At t = Nunber of Attenpts

Conps = Nunber of conpletions

N - Not applicable

Type Tar get TPort Source Interface At t Conps
DSCP

echo 10.20.20.1 N 192.168.1.1 Et0/1 1 1
0

echo 10.30.30.1 N 192.168.1.1 Et0/1 1 1
0

BR20{ A:

R5#show pfr border active-probes
CER Border active-probes

Type = Probe Type

Tar get = Target |P Address

TPor t = Target Port

Sour ce = Send From Source | P Address
Interface = Exit interface

At t = Nunber of Attenpts

Conps = Nunber of conpletions

N - Not applicable

Type Tar get TPort Source Interface At t Conps
DSCP

echo 10.20.20.1 N 192.168.2.1 Et0/1 1 1
0

echo 10.30.30.1 N 192.168.2.1 Et0/1 1

MCO|M & EN7} "INPOLICY"R HEE|H S BROJM EF &8 Z2EH ©ME
20| =8 ZEZ MEHEILICHNetflow AHS).
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R3#show pfr master traffic-class

OER Prefix Statistics:

Pas - Passive, Act - Active, S - Short term L - Long term Dy - Delay (ns),
P - Percentage bel ow threshold, Jit - Jitter (ns),

MOS - Mean Opi nion Score

Los - Packet Loss (percent/10000), Un - Unreachable (flows-per-mllion),

E - Egress, | - Ingress, Bw - Bandw dth (kbps), N - Not applicable

U - unknown, * - uncontrolled, + - control nore specific, @- active probe all
# - Prefix nonitor node is Special, & - Blackholed Prefix

% - Force Next-Hop, ™ - Prefix is denied

Dst Prefi x Appl _I D Dscp Prot SrcPort Dst Port SrcPrefix
Fl ags State Ti me CurrBR Currl/F Protocol
PasSDly PasLDly PasSUn PasLUn PasSLos PaslLos EBw | Bw

ActSDly ActLDly ActSUn  ActLUn ActSJit ActPMOS ActSLos ActlLos

10. 20. 20. 0/ 24 N N N N N N
INPOLICY 0 10.5.5.5 Et0/1 BGP

1
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1 1 0 0 0 0 3 1
1 1 0 0 N N N N
10. 30. 30. 0/ 24 N N N N N N
INPOLICY 0 10.5.5.5 Et0/1 BGP
1 1 0 0 0 0 14 1
1 1 0 0 N N N N
O 2|0 20| Passive & Active 718 24 ZF0i| CHE FIREHE = &= Y& LICHES TCTt
"INPOLICY" & E{E M2tz|™ BRO|M Z2EH 7} SX|E LICEH
R4#show pfr border active-probes
CER Border active-probes
Type = Probe Type
Tar get = Target |P Address
TPor t = Target Port
Sour ce = Send From Source | P Address
Interface = Exit interface
At t = Nunber of Attenpts
Conps = Nunber of conpletions
N - Not applicable
Type Tar get TPort Source Interface At t Conps
DSCP
R5#show pfr border active-probes
CER Border active-probes
Type = Probe Type
Tar get = Target |P Address
TPor t = Target Port
Sour ce = Send From Source | P Address
Interface = Exit interface
At t = Nunber of Attenpts
Conps = Nunber of conpletions
N - Not applicable
Type Tar get TPort Source Interface At t Conps
DSCP
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