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H| NAT-ed SMX|Z ECi=El 58

1. Ping2 &AM AZHEILICH &A:172.17.250.201 CHAF: 198.51.100.11.

2. {ZI0| oA FA HE S +-AstE ASAS| LIF QIE{m|o|A 0l ZAFEFLICH OfX| mHZ!o]|
Source(A £ ): 203.0.113.231 Destination(CH4}): 198.51.100.110] QU &LIC}.

3. I{Z!O| NAT QIR-LHE QE{H| 0|2 o] ASR1KO T AFEFLICEH NAT H#H8H2 SHX| FA0f CHE
Hgt2 3 K| ofo 22 HO|EF|H "out" FHAI7F AA FA 203.0.113.2312 MYZEILICH.

4. iZlo| cH&ofl TAFgL|Ch S X X[= ICMP(Internet Control Message Protocol) THZ! 2 42
3} 2 ICMP ECHO ReplyE EH2H5104 ping0il A4 2 8fL|C}.
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1. .Ping2 &A:172.17.250.201 CHA': 198.51.100.904 A A|ZHElL|CE.

2. I{ZI0] £A F A HEE - st= ASAL| LIE QIE{H|0|A0)| =&HELICEH O|X| ZHZ!of
Source(4& £ ): 203.0.113.231 Destination(CH&}): 198.51.100.97} QU &LIC}.
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NAT Destination
10.212.26.73/32
Source NAT 172.17.250.201 Destination NAT 198.51.100.9
Translate to 203.0.113.231 Translate to 10.212.26.73
4
Source 1
172.17.250.201 I
ASR1000 Router2 |
_________________________ e - - — — — — —
NAT  NAT NAT | NAT
Inside : Outside Inside ! Outside
| |
Non-NAT Destination
198.51.100.11/32
|
2x2] of

1. Ping2 A4 EFRE{0|M AIZHEILICH AA:172.17.250.201 CHAF: 198.51.100.9. Ping2 23]

HHE ZI[FLOW1]E2 ASHEL|CH.

2. 27 C}2 ASRI1KO|AM NATE X| &t K| ot CHE CHANS ping&fLICH AA:172.17.250.201

Destination:198.51.100.11 [FLOW?2].
3. 1% Ct= 198.51.100.9 [FLOW1]0i| . Ef2 miZlE EHLICt o] &2
2 E{0 AL 22 Ax|ofM B 4 Qe WK NATE 3|8

<tfroot>

source#

ping 198.51.100.9 source 1ol rep 2

Type escape sequence to abort.

Sending 2, 100-byte ICMP Echos to 198.51.100.9, timeout is 2 seconds:
Packet sent with a source address of 172.17.250.201

1

Success rate is 100 percent (2/2), round-trip min/avg/max = 1/1/1 ms
source#ping 198.51.100.9 source Tol rep 2

Type escape sequence to abort.
Sending 2, 100-byte ICMP Echos to 198.51.100.9, timeout is 2 seconds:

Packet sent with a source address of 172.17.250.201
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1l
Success rate is 100 percent (2/2), round-trip min/avg/max = 1/1/1 ms
source#ping 198.51.100.11 source 1ol rep 200000

Type escape sequence to abort.
Sending 200000, 100-byte ICMP Echos to 198.51.100.11, timeout is 2 seconds:
Packet sent with a source address of 172.17.250.201

Success rate is 99 percent (3007/3008), round-trip min/avg/max = 1/1/16 ms
source#

o

ping 198.51.100.9 source ol rep 10

Type escape sequence to abort.
Sending 10, 100-byte ICMP Echos to 198.51.100.9, timeout is 2 seconds:

Packet sent with a source address of 172.17.250.201
ITrrrrrd

Success rate is 70 percent (7/10), round-trip min/avg/max = 1/1/1 ms
source#

CHe 2t E{Q| ACL Yx[IE HEEIX| 2f2 37| IS EAIELICH

<#root>
Router2#

show access-list 199

Extended IP access 1ist 199
10 permit udp host 172.17.250.201 host 198.51.100.9
20 permit udp host 172.17.250.201 host 10.212.26.73
30 permit udp host 203.0.113.231 host 198.51.100.9
40 permit udp host 203.0.113.231 host 10.212.26.73 (4 matches)
50 permit icmp host 172.17.250.201 host 198.51.100.9
60 permit icmp host 172.17.250.201 host 10.212.26.73

70 permit icnp host 203.0.113.231 host 198.51.100.9 (3 natches) <<<<<<<

80 permit icmp host 203.0.113.231 host 10.212.26.73 (42 matches)
90 permit udp any any log (2 matches)
100 permit icmp any any log (4193 matches)
110 permit ip any any (5 matches)
Router2#

ASR1KOIM HOIEZ|H FHA| EFE & & JU&LICH



<tfroot>

PRIMARY#
show pl atform hardware gfp active feature nat datapath gatein

Gatekeeper on

sip 203.0.113.231 vrf 0 cnt 1 ts Ox17ba3f idx 74
sip 10.203.249.226 vrf 0 cnt O ts Ox36bab6 idx 218
sip 10.203.249.221 vrf 0 cnt 1 ts 0x367ab4 idx 229

PRIMARY#
show pl atform hardware gfp active feature nat datapath gateout

Gatekeeper on

sip 198.51.100.11 vrf 0 cnt 1 ts 0x36db07 idx 60
sip 10.203.249.225 vrf 0 cnt 0 ts Ox36bb7a idx 217
sip 10.203.249.222 vrf 0 cnt 1 ts 0x367b7c idx 230
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<#root>
PRIMARY (config)#
ip nat settings gatekeeper-size 1024

PRIMARY (config)#
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<tfroot>
PRIMARY#


https://tools.cisco.com/bugsearch/bug/CSCun06260

show pl atform hardware gfp active feature nat datapath gatein

Gat ekeeper on

sip 10.203.249.221 dip 10.203.249.222 vrf O ts 0x5c437 idx 631

PRIMARY#

show pl atform hardware qf p active feature nat datapath gateout

Gat ekeeper on

sip 10.203.249.225 dip 10.203.249.226 vrf O ts Ox5eddf idx 631

PRIMARY#

show pl atform hardware qf p active feature nat datapath gatein active

Gat ekeeper on

ext node Size 1024

, Hits 2, Miss 4, Aged 0 Added 4 Active 1

PRIMARY#

show pl atform hardware qf p active feature nat datapath gateout active

Gat ekeeper on

ext node Size 1024

, Hits 0, Miss 1, Aged 1 Added 2 Active O
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Cisco B{1 ID CSCun0626001| CH&t =74 A& 0| Qie EE|lAS| AR, T SM2 HO|IEZ|H 7|
52 e ZJYLICH st B3 Q5F2 H| NAT 7|8 EB|Zl o] Ms0| 27ZF X{5tE|T

QFP(Quantum Flow Processor)2| CPU AF& & 0| =0t X[= A LCt.

<#root>
PRIMARY (config)#

no i p nat service gatekeeper

PRIMARY (config)#



end

PRIMARY#PRIMARY#

Sh platform hardware gf p active feature nat datapath gatein

Gatekeeper off

PRIMARY#

CHS BYE AEs0{ QFP €8 &S ZLIHZE &+ U&LICH

<#root>

show pl atform hardware gfp active data utilization sunmmary
show pl atform hardware gfp active data utilization qfp O
S W 3
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