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L3vpn between PE1 and PE2
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* P? u S -] 1|
L8100  Fe00:1000:a801:1/128 (8100 1c00-1000 0802 31128
N~
) =
\ cez
10.10.20.2
S 6
PE2
Locator - ie00:1000:aB20:: 748

[
.

oS
CE1 @.@Q
10.10,1.2 42
R~
@ -
SEO g
Pa
Locator - e00:1000:a803: /48
LB 100 - fe00:1000:0803::3/128

LB 100 - fe00: 100008222221 28

PE1
Locoter- fe00: 1 D00:aR10::/48
LENDOD - 1c00: V000081 1::1 11 28

Primary path

— Secondary path

d2l1. HER3 EZEZX| Clojo{1=

19t Hu|Je| oM

<#root>
interface Loopbackl00

ipv6 address <>
interface <>
ipv6 enable
router isis <>
is-type level-2-only
net <>
address-family ipv6 unicast
metric-style wide
microloop avoidance segment-routing
## enabl es M crol oop avoi dance mechani sm

microloop avoidance rib-update-delay <>
## specify the time in ns

router-id Loopbackl00
segment-routing srvé6
Tocator <>

interface Loopbackl00
address-family ipv6 unicast

interface <>



point-to-point
address-family ipv6 unicast
fast-reroute per-prefix
fast-reroute per-prefix ti-1fa

## enabl es topol ogy-i ndependent | oop-free alternates (Tl-LFA)

segment-routing
srveé
encapsulation

source-address <>
|

locators
locator <>
micro-segment behavior unode psp-usd

## enabl es SRv6 Mcro-SIDs (uSlIDs) the PSP-USD (Penulti mate Segnent Pop
- Utinmte Segment Pop

) flavor

prefix <configure the locator >

router bgp <>
vrf <>
address-family <> unicast
segment-routing srvé

## steering the packet using SRv6 uSID

locator <>

S SH

HE|F0i #H37} i E 10.10.1.0/24 U E Q3= PE1(Provider Edge 1)0ll A BGP(Border
Gateway Protocol)& &35ll PE2(Provider Edge 2)2 & 11 k|11 10.10.20.0/24 U E 3= PE20{| A
PE12 & I ELICE.

<tfroot>

RP/0/RP0O/CPUO:PEl#show bgp vrf mobility 10.10.1.0/24 detail
BGP routing table entry for 10.10.1.0/24, Route Distinguisher: 10.10.11.11:0

SRv6- VPN SI D: fc00: 1000: a810: e003: : / 64

Local
0.0.0.0 from 0.0.0.0 (10.10.11.11), if-handle 0x3c000090
Origin incomplete, metric 0, Tocalpref 100, weight 32768, valid, redistributed, best, group-best,
Received Path ID 0, Local Path ID 1, version 8
Extended community:



S

£ 11: fc00:1000:a810:e003::/64 >> fc00:1000:a810 ## PE12| £710|E{, e003 ## 7|5.

<tfroot>

RP/0/RPO/CPUO: PEl#show bgp vrf mobility 10.10.20.0/24 detail
Local
fc00:1000:a822::22 (metric 2000) from fc00:1000:a822::22 (10.10.22.22), if-handle 0x00000000
Received Label
0xe0030

Origin incomplete, metric 0, localpref 100, valid, internal, best, group-best, import-candidate,
Received Path ID 0, Local Path ID 1, version 714

Ext ended conmunity:
PSI D- Type: L3, SubTLV Count:1, R: 0x00,
SubTLV:
T:1(Sid information), Sid:fc00:1000: a820::, F:0x00, R2:0x00, Behavior:63, R3:0x00, SS-TLV Count:
SubSubTLV:
T:1(Sid structure):

Lengt h [ Loc-bl k, Loc-node, Func, Arg] : [ 32, 16, 16, 0], Tpose-len: 16, Tpose-offset: 48

Source AFI: VPNv4 Unicast, Source VRF: default, Source Route Distinguisher: 10.10.22.22:2

S

£h1: 0] 10.10.20.0/242 PE12| PE20{| A Z7i|0|E] sid fc00:1000:a820: & 7|S e0030.

<tfroot>

RP/0/RPO/CPUO: PEl#show route vrf mobility 10.10.20.0/24 detail
Known via "bgp 100", distance 200, metric 0, type internal
Routing Descriptor Blocks

fc00:1000:a822::22, from fc00:1000:a822::22
<snip>



SRv6 Headend: H. Encaps.Red [f3216], SIDlist {fc00:1000: a820: e003: :}

S

1. M AEjol M CE2(Customer Edge 2)2 & dt= I Z!2 IPv6(Internet Protocol
version 6) Sl CHAF &4 £c00:1000:a820:€003::: & AF&35l04 PE2Z MSEEILICH

PE10| d4f & Efoi|lAM & ! Lt

<tfroot>

Frame 2: 136 bytes on wire (1088 bits), 136 bytes captured (1088 bits)

Ethernet II, Src: Cisco_a7:8a:0d (c4:b2:39:a7:8a:0d), Dst: Cisco_ff:d4:16 (a0:b4:39:ff:d4:16)
Destination: Cisco_ff:d4:16 (a0:b4:39:ff:d4:16)
Source: Cisco_a7:8a:0d (c4:b2:39:a7:8a:0d)
Type: IPv6 (0x86dd)

Internet Protocol Version 6, Src: fc00:1000:a811::11, Dst: fc00:1000: a820: e003::

0110 .... = Version: 6
<0110 .... = Version: 6 [This field makes the filter match on "ip.version == 6" possible]>
. 0000 0000 .... ... .... = Traffic Class: 0x00 (DSCP: CSO, ECN: Not-ECT)

. 0000 0000 0000 1110 1111 F1ow Label: 0x000ef
Payload Length: 82
Next Header: IPIP (4)
Hop Limit: 254
Source Address: fc00:1000:a811::11
<Source or Destination Address: fc00:1000:a811::11>
<[Source Host: fc00:1000:a811::11]>
<[Source or Destination Host: fc00:1000:a811::11]>
Destination Address: fc00:1000:a820:e003::
<Source or Destination Address: fc00:1000:a820:e003::>
<[Destination Host: fc00:1000:a820:e003::]>
<[Source or Destination Host: fc00:1000:a820:e003::]>

Internet Protocol Version 4, Src: 10.10.1.2, Dst: 10.10.20.2

0100 .... = Version: 4

. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: 0x00 (DSCP: CSO, ECN: Not-ECT)

S

2k

g

o AA:fc00:1000:a811::11 >> AA TAE AI2E|= PE19| 2 Z 84 100 L|Ct.
. Dst: fc00-1000-a820-e003:: >> PE29| 2F|0|E]: 7|5.
. ipv6 ™S s, CtE2 IPv4 HO|2=]L|C}.

TI-LFA(Topology-Independent - Loop-Free Alternate)E S8 HAHE! 7|2 4 8] A2



<tfroot>

RP/0/RPO/CPUO:PE1#show cef ipv6 fc00:1000:a820::
via fe80::a2b4:39ff:feff:d416/128, TenGigE0/0/0/9, 11 dependencies, weight 0, class O,

backup (TI-LFA

) [flags 0xb00]
path-idx O NHID 0x0 [0x8ef0f2b0 0x0]
next hop fe80::a2b4:39ff:feff:d416/128, Repair Node(s): fc00:1000:a802::2
local adjacency

SRv6 H. Insert.Red SIDlist {fc00:1000:a802::}

via fe80::9eel:76ff:feca:e8a8/128, TenGigE0/0/0/8, 4 dependencies, weight 0, class 0, protected [fla
path-idx 1 bkup-idx 0 NHID O0x0 [0x8f2db710 0x0]
next hop fe80::9eel:76ff:feca:e8a8/128

PE12| 2IE{H| O|A TenGigE0/0/0/8(7 |2 BZ)0| CI_El B9
O[HE &=

P P2
Locator = feld: 1000-a801:-/48 Locator = fo00: 1000:0802::/48
LB 100 « fedi-1000:a801=1/128 LB 100 - fold: 1000:0802:22128

CE2
10.10.20.2
10.10.1.2

- N & o

Teng;, PE2
PE1 EE
=¥ 1000 1l
e s,
LB100 - fc00c1 000:a811::11.1128 @ : - i

P3
Locater - fe00-1000:0803::/48
LE 100 - fe00:1000:0803:: 37128

CE1

222 0l0|ZRST Y

PE10lM @3 tengig 0/0/80| CH2 =T PE11t P1 AtO|Q| HHQd ZHZ0iA{ OFO|3 2 R X7t O Al E|H,
Ol= PE12| MLA(Microloop Avoidance) HI7HLI& & E 2|7 g LCt.

<#froot>

RP/0/RP0O/CPUO:PEl#show logging
RP/0/RPO/CPUO:

Mar 21 08:30:10. 244

UTC: 1ifmgr[307]: %PKT_INFRA-LINK-5-CHANGED : Interface TenGigE0/0/0/8, changed state to Administrative

RIE{H 0| A TenGigE0/0/0/80| & & X|El A%, HX{ FRR(Fast Reroute) O|HIE 7} S MBHLICtH &



, EEH=IO| TI-LFA Z2Z ™S ELICH

<{froot>

RP/0/RPO/CPUO:PE1#show cef trace
Mar 21 08:30:10.244 fib/common/frr 0/RPO/CPUO 43# t5991 Common: FRR-ITF-EVENT: proto=3 type=0 ifh=0x3c0
Mar 21 08:30:10.244 fib/common/frr 0/RPO/CPUO 13# t5991 IPv6: FRR-LOOKUP-DONE: evt=0, 1ifh=0x3c0000a0,

Mar 21 08:30:10.244 fib/comon/frr 0/RPO/CPU0 12# t5991 | Pv6: FRR-|I TF-EVENT: d obal Active; handl e: 0x3c(

Mar 21 08:30:10.244 fib/common/frr 0/RPO/CPUO 13# t5991 IPv6: FRR-ITF-EVENT: FRR Active; handle:0x3c000
Mar 21 08:30:10.244 fib/common/frr 0/RPO/CPUO 1# t5991 IPv6: FRR-EVENT: evt=0, notify protocol=1, ifh=0
Mar 21 08:30:10.244 fib/common/fast 0/RPO/CPUO 20# t5991 Common: PLAT-UPD-FAST: Proto=common, Obj[FIB_D

08:30:10:30701 I1S-I1S AFA|| 21744 0] /&Lt

<#root>
RP/0/RPO/CPUO:PEl#show isis 1sp last 20

08: 30: 10: 307

1 Te0/0/0/8 DELADJ

08:30:10:35801| LSP(Label Switched Path)7} =1 E|® 11 SFP(Small Form-Factor Pluggable) 7t 7|
ME|RAS T uloop7t B H3HEIRIELICEH

<{froot>

RP/0/RPO/CPUO:PE1l#show isis spf-log detail

08:30:10: 358 FSPF 2 5 2 PE1. 00- 00 DELADJ LI NKBAD
Delay: 50ms (since first trigger)
46257ms (since end of Tast calculation)
Trigger Link: P3.00
Trigger Next Hop: P3
New LSP Arrivals: 0
SR ul oop: Li nk Down

IS-IS F=2{0i| A O|2&t O|HIEE XIA|S| & &= U&LICt 0] B2 F4E RIB(Routing Information
Base) YO|O|E X|9d AlZh2 CtE 1t Z&LICH 65535 ms ~ 65%

<{froot>

RP/0/RPO/CPUO:PEl#show isis trace all
Mar 21 08:30:10.308 isis/Mring_2801/std 0/RPO/CPUO t8712 isis_roca_event_schedule_result_debug:329



Mar 21 08:30:10.308 isis/Mring_2801/spf 0/RPO/CPUO0 t8712 disis_roca_spf_Tinkchanged_trigger:2609

Mar 21 08:30:10.358 isis/Ming 2801/std 0/ RPO/ CPU0 6669# t8712 isis_roca_event_start: 1541

Mar 21 08:30:10.358 isis/Ming _2801/sr_ 0/RPO/CPUO t8712 isis_roca_sr_ul oop_prep: 3069

Mar 21 08:30:10.358 disis/Mring_2801/sr_ 0/RPO/CPUO 8451# t8712 -dsis_roca_uloop_install_exp_path:3915

Mar 21 08:30:10.358 isis/Ming_2801/sr_ 0/ RPO/CPUO t8712 i sis_roca_prefix_update_run: 1040

Mar 21 08:30:10.864 1isis/Mring_2801/std 0/RPO/CPUO t8712 disis_roca_frr_run:1538

Mar 21 08:31:15.893 isis/Ming 2801/sr_ 0/RPO/CPU0 t8712 isis_ip_rib_worker_del ayed update_run: 2344

MLAZ} &8 SEiY el RIB & EILICE.

<tfroot>

RP/0/RPO/CPUO:PE1#show route ipv6 fc00:1000:a820:: detail
Routing entry for fc00:1000:a820::/48
Routing Descriptor Blocks
fe80::a2b4:39ff:feff:d416, from fc00:1000:a822::22, via TenGigE0/0/0/9
Route metric is 6000

<snip>
SRv6 Headend: H.Insert.Red [f3216], SID-1list {fc00:1000:a802::} ##

this locator of P2 is inserted before the SRH

MLAZ} &4 AE {o| CEF(Cisco Express Forwarding) AFEl.

<{froot>

RP/0/RPO/CPUO: PEl#show cef ipv6 fc00:1000:a820:: detail
local adjacency to TenGigE0/0/0/9
<snip>
via fe80::a2b4:39ff:feff:d416/128, TenGigE0/0/0/9, 10 dependencies, weight 0, class 0 [flags 0xO0]
SRv6 H.Insert.Red SID-Tist {fc00:1000:a802::}

## P node (locator of P2)sid is inserted into the packet

Load distribution: 0 (refcount 9)
Hash OK Interface Address
0 Y TenGigE0/0/0/9 fe80::a2b4:39ff:feff:d416

PE10{ M A|ZHEl THZI2 P2s uSID(Micro-Segment Identifier) & 53 | &4 SXMX|2 5t0{ P12
Sl MY ELICH TiZlo] P20l =& &+ uSID2F 4ZEEl SRv6 &% 0| SRH(Segment Routing
Header) JZi£35tE EC|7{5tH, O F #eH T2 MLA T 5tof PE2E MEELICH



P1 P2
Locator - Te0d: 1000:0501:2/48 Locator - a0 1000:a802::/48
LB 100 - fe00:1000:a8012 1128 LB 100 - feld: 1000:a802:221128

CE2

10.10.20.2

Pocket sont from PE1 has a SRH with active 1 destination as P2 @

D
R~ 1 (
Torc, -
J-FEOJWM
e PE2
Locator foba:1000-a810::/48 B wu[ "'&”f‘ﬁé?‘;;ﬁa
LE100 - fe00:1000:a811:11/128 @

F3
Locater - fe00:1000:5803::/48
LB 100 - fe001000: 5803:: 31128

CE1
10.10.1.2 «

12 3. MLA &0 o|s8 EB=

MLA &0i PE1 L P10| ME 8t mfZ!elL|C}.

<ffroot>

Frame 1: 160 bytes on wire (1280 bits), 160 bytes captured (1280 bits)
Ethernet II, Src: Cisco_a7:8a:0d (c4:b2:39:a7:8a:0d), Dst: Cisco_ff:d4:16 (a0:b4:39:ff:d4:16)

Internet Protocol Version 6, Src: fc00:1000:a811::11, Dst: fc00:1000:a802:: >> during M.A the 1st acti ve

0110 .... = Version: 6
<0110 .... = Version: 6 [This field makes the filter match on "ip.version == 6" possible]>
. 0000 0000 .... ... .... = Traffic Class: 0x00 (DSCP: CSO, ECN: Not-ECT)

. 0000 0000 0000 1110 1111 = Flow Label: 0x000ef
Payload Length: 106

Next Header: Routing Header for IPv6 (43) >> indicates the next header is a SRH

Hop Limit: 254

Source Address: fc00:1000:a811::11

<Source or Destination Address: fc00:1000:a811::11>
<[Source Host: fc00:1000:a811::117>

<[Source or Destination Host: fc00:1000:a811::11]>
Destination Address: fc00:1000:a802::

<Source or Destination Address: fc00:1000:a802::>
<[Destination Host: fc00:1000:a802::]>

<[Source or Destination Host: fc00:1000:a802::]>

Routi ng Header for |Pv6 (Segnent Routing) >>>>>>>>> SRH header which contains the orginal PE2 |ocator

Next Header: IPIP (4)
Length: 2

[Length: 24 bytes]

Type: Segment Routing (4)

Segnents Left: 1

Last Entry: O
Flags: 0x00
Tag: 0000

Address[ 0] : fc00:1000: a820: e003: : >>>>>>>>>>>>>>>> PE2 | ocator : function



Internet Protocol Version 4, Src: 10.10.1.2, Dst: 10.10.20.2
0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)

AM=3t F, o W22 P20 o8 & Tl SRHE MLA S+ P20f| |5 M7HE!Ct.
<#root>

Frame 1: 136 bytes on wire (1088 bits), 136 bytes captured (1088 bits)
Ethernet II, Src: Cisco_87:d8:58 (b0:a6:51:87:d8:58), Dst: Cisco_af:48:01 (c8:47:09:af:48:01)

Internet Protocol Version 6, Src: fc00:1000:a811::11, Dst: fc00:1000: a820: e003::

0110 .... = Version: 6
<0110 .... = Version: 6 [This field makes the filter match on "ip.version == 6" possible]>
. 0000 0000 .... ... .... = Traffic Class: 0x00 (DSCP: CSO, ECN: Not-ECT)

. 0000 0000 0000 1110 1111 = Flow Label: 0x000ef
Payload Length: 82
Next Header: IPIP (4)
Hop Limit: 252
Source Address: fc00:1000:a811::11
<Source or Destination Address: fc00:1000:a811::11>
<[Source Host: fc00:1000:a811::11]>
<[Source or Destination Host: fc00:1000:a811::11]>
Destination Address: fc00:1000:a820:e003::
<Source or Destination Address: fc00:1000:a820:e003::>
<[Destination Host: fc00:1000:a820:e003::]>
<[Source or Destination Host: fc00:1000:a820:e003::]>
Internet Protocol Version 4, Src: 10.10.1.2, Dst: 10.10.20.2
Data (62 bytes)

RIB &O|0|E X[ E}O|H O|F0f| ZAHT AT} b M5t &l El SRH7F M7E| T mfZlo| S&F
IGP(Best Interior Gateway Protocol) ZZ2 £ M&ELICH.

RP/0/RPO/CPUO: PEl#show cef ipv6 fc00:1000:a822::22/128
Tocal adjacency to TenGigE0/0/0/9
Prefix Len 128, traffic index 0, precedence n/a, priority 1
via fe80::a2b4:39ff:feff:d416/128, TenGigE0/0/0/9, 9 dependencies, weight 0, class 0 [flags 0x0]
path-idx O NHID 0x0 [0x8ef0f2b0 0xO0]
next hop fe80::a2b4:39ff:feff:d416/128
local adjacency

U oo
Time & HZHUE




H

08:30:10.244 23 Zof, Eef=o| ] BEZ 0|& El2}u}

08:30:10:307 LSP =4I, M SPF(Shortest Path First) 7| &t MLA(E 2[7HE)

RIB YOIO|E 7} X|24E| T EEHZI0| MLA E{'EE i

-30: SFA
08:30:10.358 A= =Lt MLA(ZE 3)
08:31:15.893 X|od Elo|H BtE, FIBO| Mx|E %5 4= 2t H| 4

742

= L

ol EMoME I1S-IS &2l SRv6 uSID ZE2 7} HEQ|3 S8 =0l MLAE X|25tE ghtod cis &t
|5| MHESLICH =AM7F X|HE EEEX| 2= E uSID SE0| 2 QI3 EEF o ZM Eci=l0| =Y
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RE ARz R} Qe /Y0 ERELICEH

AHTA S0t 21zl A PEOA Ol 2l A (egress)stE THA 2 AF AAE uSID AIHAE AHE St
04 UA|ZQI IGP next-hop A0l o|E5X| &t &7t P = EE SO LICH X|HE uSID A==l
EolMe| =3t olixll S2E S E3E MIHET 2E2E[H 7|2 XY 2 o] HAAel M

ol E&HELICH 1S-IS ZEE 22! AnIo|EQ SRve uSID CI|O|E| EE|Q! S2F ztol| ZIZstHA &2

stEl ol 43 xgg S w21 A3 2late o] JHsELCH

IS-IS uSID 7|Et MLAE OO/ 2R = Qi
Ao 2PMoZ 7HHEH £F MHME X|ZB5l
CHH 2 SRv6 X[ HEQFof A&eh|Ct.
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« #show isis 2IAEIA <> jpv6 microloop avoidance <prefix> MIE HE

e #show isis
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