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« Cisco ACI %1 4.2(71)

« Cisco Leaf 22|x| N9K-C93180YC-EX
« Cisco Spine 22|x| N9K-C9336PQ

« Nexus 7k H{Z 8.2(2)
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https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/4-x/L4-L7-services/Cisco-APIC-Layer-4-to-Layer-7-Services-Deployment-Guide-42x/b-Cisco-APIC-Layer-4-to-Layer-7-Services-Deployment-Guide-42x_chapter_01001.html#id_55135
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/4-x/L4-L7-services/Cisco-APIC-Layer-4-to-Layer-7-Services-Deployment-Guide-42x/b-Cisco-APIC-Layer-4-to-Layer-7-Services-Deployment-Guide-42x_chapter_01001.html#id_55135

HE®3 EEEX]

POD-1 IPN POD-2
Spine-1001 N 7K Spine-2001
N9K-93336PQ exus N9K-93336PQ

Leaf-102
N9K-93180YC-EX

Leaf-103

Leaf-202
N9K-93180YC-EX NIK-93180YC-EX

SRC PBR node DST
192.168.150.1/24 172.16.1.1/24 192.168.151.1/24

CONSUMER

PROVIDER
EPG-150 BD GW pmy  CONTRACT g EPG-151 BD GW
192.168.150.254/24

192.168.151.254/24

Cisco ACIE MH|A JEiZ & ALE5to] Y3t e =& WAMIE MO 7= Ho|EQ07F 2 2R 9i0] 2ot 3 7ho| ECfEE

— =2 =2
YeH s 2 YWHME 2|CIRHME = J&LCH

PBR M&9o|IPSLA 7 I%% AM83HH ACI THE 2|0l M AL A} B39 MH|A =E(L4-L7 C|HIO|A)E ZLIE{RSHD, THE 2lofA &4
O

SiE B9 OB MulA a2 BlCiMaR| otg 4 ALt



o2

i
N

AlLt2|2

0| il M= POD-12] &4 AEEQIE 192.168.150.13 POD-22| X K| Mt 192.168.151.1 ZHol| S-M HAE &=

EzZi=lo| POD-12| MH|A E2|Z 1030M PBR & 172.16.1.12 EIC|AME|D &
Cl2M M2 AR5t T U&Lict

S i EERE

b

ACI IPSLAE T{E 2| A|AE GIPO(HE|FHAE F 4 239.255.255.240/28)01| [+2}
Lich.

AAEH

s

2

=]

L

=
S

&t

LICt. PBRO| IPSLA 2 L|E{Z

a

W



1EFA. IPSLA SEf Al

e APICUIO|A Tenants(ElI'=1E) > Your_Tenant > Faults(Z28h 2 0| S &L Ct.

o 4% F2011, F2833, F29928 At&L|LC}.

b APIC (CH-site2 DO OO OO

o Tenant-Ib1 00
Summary Dashboard Pualicy Dperational Slats Health Faulis History
Faulls Fault Couns Stals
7 Healtry o O (m] Lo R4

= Severit Acked Cause Craation Timme Affected Object Decription Code  Last Transition Lifecycle

v}

Fzam 2024-00-31T1906:48..  Ralsed

IPSLA Agt

2EHA|. &S X[ HEljo] &Ef 2 50| UE == 1D AE

« APICCLIOIAM Z%& F2911, F2833, F2992 = SILIE AL25104 moquery B2 AsighL|Ct,
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<tfroot>

MXS2- AP002# noquery -c faultlinst -f 'fault.lnst.code == "F2911""

# fault.Inst

code : F2911

ack : no

alert : no

annotation

cause : svcredir-healthgrp-down
changeSet : operSt (New: disabled), operStQual (New: healthgrp-service-down)
childAction

created : 2024-01-31T19:07:31.505-06:00
delegated : yes

descr : PBR service health grp

I bl::1b-healthGp

on nodeid 202 fabric hostname MXS2-LF202 is in failed state, reason Health grp service is down.



dn : topol ogy/ pod- 2/ node-202/ sys/svcredir/inst/healthgrp-Ibl::|b-healthGp/fault-F2911 <<<

domain : infra
extMngdBy : undefined
highestSeverity : major

3EtA|. PBRC|HIO|AT} AEZQIEZ AT MH|A BlZ 0l 934 7hsEHK| & ol

<#root>

MXS2- LF103# show systeminternal epmendpoint ip 172.16.1.1

MAC : 40ce.2490.5743 ::: Num IPs : 1

IP# 0 : 172.16.1.1 ::: IP# 0 flags : ::: 13-sw-hit: No
Vlan id : 22 ::: Vlan vnid : 13192 ::: VRF name : 1bl:vrfl
BD vnid : 15958043 ::: VRF vnid : 2162693

Phy If : 0x1a00b000 ::: Tunnel If : O

Interface :

Et hernet 1/ 12

Flags : 0x80004c04 ::: sclass : 16391 ::: Ref count : 5
EP Create Timestamp : 02/01/2024 00:36:23.229262

EP Update Timestamp : 02/02/2024 01:43:38.767306

EP Flags :

| ocal

|IP|MAC|scTlass|timer|

MXS2- LF103# iping 172.16.1.1 -V I bl:vrfl

PING 172.16.1.1 (172.16.1.1) from 172.16.1.254: 56 data bytes
64 bytes from 172.16. : icmp_seq=0 ttl1=255 time=1.046 ms
64 bytes from 172.16. icmp_seq=1 tt1=255 time=1.074 ms
64 bytes from 172.16. icmp_seq=2 ttl1=255 time=1.024 ms
64 bytes from 172.16. icmp_seq=3 tt1=255 time=0.842 ms
64 bytes from 172.16. icmp_seq=4 ttl1=255 time=1.189 ms

R R RRPR
N N el

---172.16.1.1 ping statistics ---
5 packets transmitted, 5 packets received, 0.00% packet loss
round-trip min/avg/max = 0.842/1.034/1.189 ms
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MXS2- LF102# show service redir info health-group | bl::1b-healthGp

LEGEND
TL: Threshold(Low) | TH: Threshold(High)

| HP: HashProfile | HG: HealthGrp | BAC: Backup-Dest | TRA: Tr

HG-Name HG-OperSt HG-Dest HG-Dest-OperSt

1bl::Tb-healthGrp

enabl ed
dest-[172.16.1.1]-[vx1an-2162693]1]

up

N

2. CHAH EPGE Leaf Node 202 POD-201 Q!& LICH PBR C|HFO|A 7} Service Leaf 103 POD-10{A{ DOWNSE FXE|= 748 &0lst 4

A& L

<ffroot>

MXS2- LF202# show service redir info health-group | bl::1b-healthGp

LEGEND
TL: Threshold(Low) | TH: Threshold(High)

| HP: HashProfile | HG: HealthGrp | BAC: Backup-Dest | TRA: Tr

HG-Name HG-OperSt HG-Dest HG-Dest-OperSt

1bl::Tb-healthGrp

di sabl ed
dest-[172.16.1.1]-[vx1an-2162693]]

down <<<<< Health Goup is down.
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trigger reset
trigger init in-select 14 out-select O
set inner |2 dst_nac

01- 00- 00-00-00- 00

src_mac

00- 00- 00- 00-00-01

set outer ipv4d src_ip

172. 30. 200. 64

dst_ip

239. 255. 255. 240

start
st at
er eport

I nner L2 Header

I nner Destination MAC : 0100.0000. 0000
Source MAC : 0000. 0000. 0001

802.1Q tag is valid : no

CoS: O

Access Encap VLAN : O

Quter L3 Header



DSCP : O
Don't Fragment Bit : 0xO0
TTL @ 27
I P Protocol Nunber : UDP

Destination | P : 239.255.255. 240
Source | P : 172.30.200. 64

AT A TjEE] A|AE GIPO EQl( 239.255.255.240)0| =2 12U E| A &L C}.

&1zt cIPool CHaEH Zt PODOIA BtLEo| AmQl =0 A28 4~ QM= CIHFO|AZ MEiE|o| HE|FHAE Z e MY
stH IPNS &8l IGMP X Q12 ®&hL|ct.



1. Spine 1001 POD-12 HE|FHAE ZHE Z 5T IPNS &8l IGMP X
QIE{H| O] A Eth1/32 N7K IPNS &&fLict
<#root>

MXS2- SP1001# show isis internal ntast routes gipo | nore

IS-IS process: isis_infra
VRF : default

GIPo Routes

System GIPo - Configured: 0.0.0.0
Operational: 239.255.255.240

<OUTPUT CUT> ...

G Po: 239. 255. 255. 240 [ LOCAL]

OIF List:
Ethernetl/35.36

Et her net 1/ 3. 3( Ext er nal )

Ethernetl/16.40
Ethernetl/17.45
Ethernetl/2.37

Ethernetl/36.42

<<< Interface must point out to I PN on el ected Spine



Ethernetl/1.43

MXS2- SP1001# show ip ignmp gipo joins | grep 239.255.255. 240

239.255.255.240 0.0.0.0 Join Eth1l/3.3 43 Enabled

2. Spine 2001 POD-2&= HE|FHAE Z3YE MEStD IPNS &l IGMP Zolg ™

aZ

QIE{m| 0| A Eth1/36€ N7K IPNS &&hL|ct.

<#froot>

MXS2- SP2001# show isis internal ntast routes gipo | nore

IS-IS process: isis_infra
VRF : default

GIPo Routes

System GIPo - Configured: 0.0.0.0
Operational: 239.255.255.240

<OUTPUT CUT> ...

G Po: 239. 255. 255. 240 [ LOCAL]

OIF List:
Ethernetl/2.40
Ethernetl/1.44



Et her net 1/ 36. 36( Ext er nal ) <<< Interface must point out to I PN on el ected Spine

MXS2- SP2001# show ip ignmp gipo joins | grep 239.255. 255. 240

239.255.255.240 0.0.0.0 Join Eth1l/36.36 76 Enabled

3. & A1}Q19| VSHOM outgoing-interface-list gipo7} HI04 K| ot 2 K| & QlgtL|Ct.

<#root>

MXS2- SP1001# vsh

MXS2- SP1001# show forwarding distribution nulticast outgoing-interface-list gipo | nore

Outgoing Interface List Index: 1
Reference Count: 1

Number of Outgoing Interfaces: 5
Ethernetl/35.36

Ethernetl/3.3

Ethernetl/2.37

Ethernetl/36.42

Ethernetl/1.43

External GIPO OIFList

Ext OIFL: 8001

Ref Count: 393



No OIFs: 1
Ethernetl/3.3

7THA|. IPNOIM GIPO( 239.255.255.240)7F A £l =X| ZHQlgtL|Ct.

1. IPN x| 28l 0|Moil GIPO 239.255.255.2400| Qi&LICt.

<#froot>

N7K- ACl _ADM N- VDC- ACI - | PN- MPOD# show run pim

ip pim rp-address 192.168.100.2 group-Tlist 225.0.0.0/15 bidir
ip pim ssm range 232.0.0.0/8

N7K- ACl _ADM N- VDC- ACl - | PN- MPOD# show i p nroute 239.255. 255. 240

IP Multicast Routing Table for VRF "default"

(*, 239.255.255.240/32), uptime: 1d0lh, igmp ip pim

Incoming interface: Null, RPF nbr: 0.0.0.0 <<< Inconming interface and RPF are M SSI NG

Outgoing interface Tist: (count: 2)
Ethernet3/3.4, uptime: 1d01lh, {igmp
Ethernet3/1.4, uptime: 1d01lh, {igmp

2. IPNO{| A GIPO 239.255.255.2400| Tt A |44 Lt



<#root>

N7K- ACl _ADM N- VDC- ACI - | PN- MPOD# show run pi m

ip pim rp-address 192.168.100.2 group-Tist 225.0.0.0/15 bidir

ip pimrp-address 192.168.100.2 group-list 239.255.255.240/28 bidir <<< @ POis configured

ip pim ssm range 232.0.0.0/8

N7K- ACl _ADM N- VDC- ACI - | PN- MPOD# show i p nroute 225.0.42.16

IP Multicast Routing Table for VRF "default"

(*, 225.0.42.16/32), bidir, uptime: 1lwed, ip pim igmp

Incom ng interface: |oopbackl, RPF nbr: 192.168.100.2

Outgoing interface 1list: (count: 2)
Ethernet3/1.4, uptime: 1d02h, igmp
Toopbackl, uptime: 1d03h, pim, (RPF)
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<#root>
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MXS2- LF202# show service redir info health-group | bl::1b-healthGp

LEGEND
TL: Threshold(Low) | TH: Threshold(High)

| HP: HashProfile | HG: HealthGrp | BAC: Backup-Dest | TRA: Tr

HG-Name HG-OperSt HG-Dest HG-Dest-OperSt

Tbl::1b-healthGrp

enabl ed

dest-[172.16.1.1]-[vx1an-2162693]1]

up
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https://tools.cisco.com/bugsearch/bug/CSCwi75331
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