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A Z7EHE(7|2) I8 0|Me 2 AREIGLICH HERAI HS 52 B2 ZE BAH9
ol oisF2 O|5l5
=

HiE HE
IKE 20{%l

- IPsec(QEA Z2E& HPoH) = Oo|E 21E, FEE A 7|2EE MSste IP HESIZ T
Ol27| SAXIH tho| EFE Z2EE ZSLICEH

- IKEv2(Internet Key Exchange version 2)& IPsec Z2E & X|& 20| A SA(Security
Association)& A¥5tE Ol A5l Z2EFLICH

- SA(Security Association)&= 22t S 412 X|H5t7| @lal F LHES|T AEE| 2ol S & 2ot &
Mg d-ste ALt SAdleE st dneld Y 2EQ 22 EMo| 28 E += /JU&Lch
Effg &53t 7| ¢ddE S8l MEEl= U ESRR dlo|E{Q| o7 #=JL|ct,

- 32U ID(VID)= HIHE 7|52 X|§5t7| s S| 730 SLE m[of C|HO|AE A
5t ol AASELUct

- Nonce: &lo| M2 F7t5tn "M 42 & X|5t7| I3 exchangeoll MEl 210|9| Z}.

- DH(Diffie-Hellman) 22 7| m &t = 2 M| A0 CH$t KE(Key-Exchange) HE

- ID Initiator/responder(IDi/IDr)= I|0{2 Q15 HEE ELli= Ol ASELICE O| HE= 38 3
= Hl%‘é’ B35 35t0 M&ELCH

. IPSec &% 7|= DHE CHA| AFE35}04 PFS(Perfect Forward Secrecy) & 2 &5t 7Lt 2l DH
DEM otME SR EE ME DFEISto{ THME = A&LICH

- DH(Diffie-Hellman) 7| &2 & A'dE Sall 2T AH =23t D& DEHsie WHY
Lict.

. TS(Traffic Selectors)= & 23t El {2 S1t5t7| 2|5l IPsec
= EfEL[C.
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IKEV2 PACKET EXCHANGE

INITIATOR | RESPONDER
IKE_SA_INIT Request
VID, SA, KE, Nonce, NAT-T NEGOTIATE

E CRYPTO
< 5 PHASE 1 IKE_SA_INIT Response SETNIEGS
[T _
‘g s VID, SA, KE , Nonce, NAT-T SECRET KEY

]
g 2 EXCHANGE
v m
[~ =
22

I
IKE_AUTH Request

-

(7]

®
T =
g E PROVE

=
g% PHASE 2 IKE_AUTH Response IDENTITY
S §

=4

=

PHASE 1 AND PHASE 2 COMPLETE- ENCRYPTED & AUTHENTICATED

IKEV2-Exchange

&1 IPsec E{'0| o Zm|eio|Mut HEAEl AI|aefoldE Al&stH EAdstod EME

Fxo 2 AT 4 Q= IKE 3Aato| mfZ! mEHE &HolsH of °*LI C}.

&1 ol EMUME IKEv2 THZ! 1
IKEv2 Packet Exchange

gtoll CHal AtMIS| dHSHR| b&LICH FoF =X
2! Protocol Level DebuggingS £ O|S & L|LC}.

E =2

2

vEdge Z1Z|22{|0|M1} Cisco IOS® XE Z1I|2zio|Mo| At AHIE EA4afoF ghLct. =8t 0|0 K|
off ZAIE CHZ IKEv2 THZ! w o]l CHEH IPsec 7HE 2! HO|ZE 2HIRE UX|A|F7|= W0l R8¢
L|C}.


https://www.cisco.com/c/ko_kr/support/docs/security-vpn/ipsec-negotiation-ike-protocols/115936-understanding-ikev2-packet-exch-debug.html

Vedge and 10S-XE Config.

vpn 0 interface Tunnell 00001
. . ip address 169.169.169.1 255.255 255 252
IIjterfal:E IpSEC1 TUI"II'IE' Interface tﬁnnel s0Urce Giga;}b'rtEtherneﬂ
ip address 153-159-169-2-'{30. — tunnel destination 34 213.26.25
tunnel-source-interface ge0/0 tunnel mode ipsec ipv4
tunnel-destination 52.39.104 108 E'—'"”e: Pﬂt?'gu"i_‘“”"’ewrl - -
dead-peer-detection interval 10 retries 3 |VID h o= DL IR aE B B e
ke Phase 1 {Sa} crypto ikev2 proposal p1-global
version 2 encryption aes-cbe-128 aes-cho-255)

reke 86400 integrity shal sha256 shald4 shas1

ey group 14 15 16 2
cipher-suite aes256-che-shal
group 14 crypto ikew2 policy policy1-global
proposal pl-global

auther;tlca;mkn-type Phase 1 crypto ikevz profile i-ipseci -ikev2-profie

pre-shared-key : AUTH (Identification) match identity remote address 34.213.26.25 255.255.055.255 |
pre-shared-secret Ciscol123 D match identity remote address 128.1.3.43 255 255 255 255
remote-id 1002117 authentication remote pre-share

crypto ikev2 keyring if-ipseci-kev2-keyring
peerif-ipseci-kev2-keyrng-peer

address 34.213.26.25

pre-shared-key cisco 1234567890

I authentication local pre-share

2 keyring local i-ipsec-ikev2-keyring
: dpd 10 3 on-demand  VID

no config-exchange request

ipsec ;
rekey 3600

replay-window 512 Phase 2 {Sa} crypto ipsec transform-set if-psect-ikev2-transfom esp-gom 258
cipher-suite aes256-gcm made tunnel

perfect-forward-secrecy group-16 crypto ipsec profike if-ipsecl-ipsec-profie
! set security-association lifetime kilebytes disable
no shuid own set security-association replay window-size 512
I set transform-setif-ipsec! -ikev24ransform
set pfs group1s
set ikev2-profile if-ipgectdkev2-profile

IKE lS==I|Jko|- I||_§|_|'_Q| élnj_:'% 'Ig Lll:l- OI %‘%% |PS€C—Q| =

£ sl d
IKE CItHZ A8

vEdges debug(vEdge CIHH)E IKEv1 £ IKEV2 & &tLEo| ClH Bl HEE &AdstEkLct.

debug i ked m sc high
debug i ked event high

vshell LHoi| 34Xl C|HHO HEE E A|5HD tail -f <debug path> H S AHE 4+ A&LICH

vshel |
tail -f /var/log/ message

CLIOM = X|™El Z2oi et 3/ 2/c|HO HEE EAIE =& U&LIC

moni tor start /var/l og/ messages

IPsec 2A|0f CHEF 22X slE T2 MA AlZF E

37tX| IPsec AILIE|2 & E2|E & A&LICH Ol AlEsiE dHE O & 27| 2l & AEst
= E2 #Fxact
L S A1LHdA .

1. IPsec E{20| M™MEE|X| f&LCH
2. IPsec E{'0| Ct2 E|o{ AtA|Zdo 2 CHA| MM E|i& LI (ERE)
3. IPsec E{'d0| C}2&|o{ CI2 A EN7I R X|ELICEH




IPsec E'H0| 54 & YR = F? AAIZI2 2 C|HZE 0] IKE H4f 2| 247 SEF2 & elst ot
stL|CtH
= .

IPsec E{'HO| Ct2E|1 XtA| S4fof CHaH CHA| ™ ELICH B E30|2tn 7tE Ybtro = o ed
X4 211 RCA(root cause analysis)7} Z & LICH E{'HO| CIRE|HL CIHOE 8 £ UE 04 A
{t2 #= EtAAR T & ook gLt

IPsec E{'0| Ct2 &[T Ct2&E S8 H=H A= 32, E'20] o|Tol 2 SFX|2 ofH O|R 2
£ X S0| BXENoH E'LE CHA| HAXMo 2 MME = Qi st= &l SE T 2 ARE &
OfoF gfLICt.

ER=#EE AlEst7| ol ZRIEE #elgfLct

1. =M & AL o|MHo] /= IPsec HH'E(fHE)

2. E{O| CIRE EIJAR T (GIE = A2R).
3. IPsec I|0 IP A (E{L CHA.

2 E CIHZ Y 23 = harllog/messages T 0| A& T $X 29| F2 HAIX| ZtLol| HE K

X0t 0| §H B340 F2 EA &M & T AZHY Fof E2ERS AHE = U&LCH 2HE CHEE

ol ClHaE HIAIX|1,2,3.50] S = U&LICH SHIE O }

O| IKE &40l CH8t C|H{Z(charon)E& EAMStE EIQAR=ZE ot

>
El

CHE 22| CIHE IPsec Ei'd =& Q4o x| A &LICH He WIS AlEst= 7
2 #74 1mlofe| IP =& I E'H0| vedgeIM AHE|E IP FAE AIEstE ZALCH M El IKE
ClHZ el E 71X of = Ch&1 Z&LCh.

Jun 18 00: 31: 22 vedge0l charon: 09[CFG vici initiate 'child IPsec2_1'
Jun 18 00:31: 22 vedge0l charon: 16[IKE] initiating IKE_SA ipsec2_1[223798] to 10.10.10.1
Jun 18 00:31: 22 vedge0l charon: 16[IKE] initiating IKE_SA ipsec2_1[223798] to 10.10.10.1

IKE INIT E &0l CHEF {20 IPsec B #1374 EAIE|X|2F, ! ol Ot £& HE=
IPsec E{'d IP F=ABF AL LICEH

Jun 18 00: 31: 22 vedge0l1 charon: 09[CFG vici initiate 'child_ipsec2_1'

Jun 18 00: 31: 22 vedge0l1 charon: 16[I1KE] initiating | KE_SA ipsec2_1[223798] to 10.10.10.1

Jun 18 00: 31: 22 vedge0l1 charon: 16[I1KE] initiating | KE_SA ipsec2_1[223798] to 10.10.10.1

Jun 18 00: 31: 22 vedge0l1 charon: 16[ ENC] generating IKE_SA INIT request O [ SA KE No N(NATD_S | P)
N(NATD_D_ | P) N(FRAG SUP) N(HASH ALG N(REDI R_SUP) ]

Jun 18 00: 31: 22 vedge0l1 charon: 16[ NET] sending packet: from 10.132.3.92[500] to 10.10.10.1[500]
(464 bytes)

Jun 18 00: 31: 22 vedge0l1 charon: 12[ NET] received packet: from 10.10.10.1[500] to
10.132.3.92[500] (468 bytes)

Jun 18 00: 31: 22 vedge0l1 charon: 12[ENC] parsed IKE_SA INIT response 0 [ SA KE No N(NATD_S | P)
N(NATD_D_ | P) N(HTTP_CERT_LOOK) N(FRAG SUP) V ]

Jun 18 00: 31: 22 vedge01 charon: 12[ ENC] received unknown vendor |D:

4f: 85:58:17: 1d: 21: a0: 8d: 69: cb: 5f : 60: 9b: 3c: 06: 00

Jun 18 00: 31: 22 vedgeO1 charon: 12[1KE] |ocal host is behind NAT, sending keep alives

IPsec E{'& T4

interface ipsec2 ip address 192.168.1.9/30 tunnel -source 10.132.3.92 tunnel -destination
10. 10. 10. 1 dead-peer-detection interval 30 ike version 2 rekey 86400 ci pher-suite aes256-cbc-
shal group 14 authentication-type pre-shared-key pre-shared-secret



$8%wgr s/ Cwet XOna34yF4Fga0B62mEBpHFdOz FaRmo Yf nBi oW/O3s3ef FPBbkazgqvoN ! | I ipsec rekey 3600
repl ay-w ndow 512 ci pher-suite aes256-gcm perfect-forward-secrecy group-14 !

&4 1. IPsec E{'E0| MHEE|X| &t

Ol EXl= Edel A ¢l 34U = U2 ol &] M SE|X| AUSH IKE CIHIAZ 7HE E2 &
u[=}
I_E

&4 2. IPsec EI'H0| C}2 &[] AIAMHM2 2 R A HEIU&LICH

UM ATHEOl, YHH 2 0] BAIE Efo| CHRE ol ol CHE 2
ch. 282 #Ql 20| YR HEST HEIRIL 7t 2HE Y|

Mok

1. 2M & AHI|ayo|MH0o| UE IPsec EAIL(HE
2. E{'O| Ct2 E Ef AR Z I},
3. IPsec I|0{ IP FA(E{'d CHA)

DPD MT&

o] oflofl M E{d2 62 18 00:31:170l CHR £ & LT},

Jun 18 00:31:17 vedge0l1 FTMD] 1472]: %Viptela-vedge01l-FTMD-6-INFO-1000001: VPN 1 Interface ipsec2
DOWN

Jun 18 00:31:17 vedge0l1 FTMD] 1472]: %Viptela-vedge0l-ftmd-6-INFO-1400002: Notifi cation:

i nterface-state-change severity-1|evel:major host-nane:"vedge0l" systemip:4.0.5.1 vpn-id:1if-
nane: "i psec2" new- state: down

&3 IPsec BE{E Cl20of Ciet 2= 2 E Cl{ae| Y87} ofulet FTMD 23] ct.
2t A charontt IKEE @IME|X| et & LCH.

Ir

o 2O Ao 2 B QIMEIX| toH, SUF T2 MAQF 20| Qe FH Y
Bt l&Lct.

1EHA| Bt AR 7 AEE[T AlZE D 237 22 A7F Qe + 238 otefollAM fl= AESHY|
AlZfgfLict

Jun 18 00:31: 17 vedgeOl charon: 11[IKE] giving up after 3 retransnits

Jun 18 00:28: 22 vedge0l charon: O08[IKE] retransnit 3 of request with message ID 543 (tries=3,
ti meout =30, exchange=37, state=2)

Jun 18 00:28: 22 vedge0l charon: O8] NET] sending packet: from 10.132.3.92[4500] to

10. 10. 10. 1[ 4500] (76 bytes)

Jun 18 00: 26: 45 vedge0l charon: O06[IKE] retransnmit 2 of request with message ID 543 (tries=3,
ti meout =30, exchange=37, state=2)

Jun 18 00: 26: 45 vedge0l1 charon: O06[ NET] sending packet: from 10.132.3.92[4500] to

10. 10. 10. 1[ 4500] (76 bytes)

Jun 18 00: 25: 21 vedge0l1l charon: 08[1KE] sending DPD request



Jun 18 00: 25: 21 vedge0Ol1 charon:
Jun 18 00: 25: 21 vedge0Ol1 charon:

10. 10. 10. 1[ 4500] (76 byt es)

Jun 18 00: 25: 51 vedge0Ol1 charon:
st at e=2)
Jun 18 00: 25: 51 vedgeOl1 charon:

ti meout =30, exchange=37,

10. 10. 10. 1[ 4500] (76 byt es)
olx|2te 2 MZ st DPD I{Z!

Jun 18 00: 24: 08 vedge0l1 charon:
Jun 18 00: 24: 08 vedge0l1 charon:

10. 10. 10. 1[ 4500] (76 byt es)

Jun 18 00: 24: 08 vedge0l1 charon:

10. 10. 10. 1[ 4500] (76 byt es)

Jun 18 00: 24: 08 vedge0l1 charon:

08[ ENC] generating | NFORVATI ONAL request 543 [ ]
O08[ NET] sending packet: from 10.132.3.92[4500] to
05[ | KE]

retransmt 1 of request with nmessage |ID 543 (tries=3,

O5[ NET] sending packet: from 10.132.3.92[4500] to

WE2 @™ #5422 HHEE|o] YUELICH

11[ ENC]
11[ NET]

generating INFORMATIONAL request 542 [ ]
sendi ng packet: from 10.132. 3.92[4500] to
07[ NET]

recei ved packet: from 13.51.17.190[4500] to

07[ ENC] parsed INFORMATIONAL response 542 [ ]

2EHA. RE HEE SHIE =AM 2 sfR|ELICH

Jun 18 00: 24: 08 vedge0l1 charon:
Jun 18 00: 24: 08 vedge0l1 charon:

10. 10. 10. 1[ 4500] (76 byt es)

Jun 18 00: 24: 08 vedge0l1 charon:

10. 132. 3. 92[ 4500] (76 bytes)

Jun 18 00: 24: 08 vedge0l1 charon:

Jun 18 00: 25: 21 vedge0l1 charon:
Jun 18 00: 25: 21 vedge0l1 charon:
Jun 18 00: 25: 21 vedge0l1 charon:

10. 10. 10. 1[ 4500] (76 byt es)

Jun 18 00: 25: 51 vedgeOl1 charon:
st at e=2)
Jun 18 00: 25: 51 vedgeOl1 charon:

ti meout =30, exchange=37,

10. 10. 10. 1[ 4500] (76 byt es)

Jun 18 00: 26: 45 vedge0l1 charon:
st at e=2)
Jun 18 00: 26: 45 vedge0l1 charon:

ti meout =30, exchange=37,

10. 10. 10. 1[ 4500] (76 byt es)

Jun 18 00: 28: 22 vedge0l1 charon:
st at e=2)
Jun 18 00: 28: 22 LvedgeOl charon:

ti meout =30, exchange=37,

10. 10. 10. 1[ 4500] (76 byt es)

Jun 18 00:31: 17 vedge0Ol charon:
Jun 18 00:31: 17 vedge0l1 FTM)] 1472]:

i psec2 DOMNN

Jun 18 00:31: 17 vedge0l1 FTM)] 1472]:
i nterface-state-change severity-Ievel

nane: "i psec2" new- state: down

o & S04 vEdge010A1 10.10.10.12 FE DPD T4
O| DPDE MZTI&E T £ IPsec |07} "lost"2 ML
|__||:|. OII:I|-X-IO§ _U_Hio
D7} B B WhAIEIH & AlE| E TS Rx{sH

SEollE o421 7tx| ol R 7+
O| A&LICH.

™ vEdge, ¥4 IPSec I[0{ & ISPOAM ZAE AIS

&4 3. IPsec EI'0| Ct2X|o] CH2 & E{o]

ol B0l %M AT FEO| IS Ol M2 S H K

ol
AAEH

11[ ENC] generating | NFORVATI ONAL request 542 [ ]
11[ NET] sendi ng packet: from 10.132.3.92[4500] to
07[ NET]

recei ved packet: from 10.10. 10. 1[ 4500] to

07[ ENC] parsed | NFORVATI ONAL response 542 [ ]
08[ I KE]
08[ ENC]
08[ NET]

sendi ng DPD request

generating | NFORVATI ONAL request 543 [ ]
sendi ng packet: from 10.132.3.92[4500] to
05[ I KE]

retransmt 1 of request with nmessage ID 543 (tries=3,

O5[ NET] sending packet: from 10.132.3.92[4500] to

O6[ I KE] retransmit 2 of request with nessage ID 543 (tries=3,

06[ NET] sending packet: from 10.132.3.92[4500] to

O8[I KE] retransmt 3 of request with nessage ID 543 (tries=3,

O08[ NET] sendi ng packet: from 10.132.3.92[4500] to

11[ I KE] giving up after 3 retransmts
%/ pt el a- LONDSRO1- FTMD- 6- | NFO- 1000001: VPN 1 Interface

%/i pt el a- LONDSRO1- f t md- 6- | NFO- 1400002: Notification:
:maj or host-nane: "LONDSRO1" systemip:4.0.5.1 vpn-id:1 if-
g +Alstx| pte oz B{'do| CH2ELICH 374
I E{do| e Zdo 2 of Ar=lL|Ct. of

|

F -
o| cte 243t
Z2olM &4 e

L} APK|| =l ISPet Bt
EX7F ASE

A ol {2 odx|Of
T2 T AL O =HI-
301 28 ZE + plaLich

k=3
=

04 O|RZE E{'€0| Ct2 [0
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20| AIFE[7| Tof| ME &It

1. 2 & ZHx|aso|M0o] U= IPsec EH'E(HZE)
. E{HOo| Ct2F Ef AR Z QfL|Ct.
3. IPsec I|0{ IP FA(E{'E CHA)

N

PFS x|

Ol ofol M= E{HOo| Ct2E | EtUARIEZ EP{EFE 0| A E[X]| E&LICH X7 HS
IKE C|EHH27} 7t& E4&LCt.

interface i psecl description VWAN VPN i p address 192.168.0. 101/ 30 tunnel -source-interface ge0/0
tunnel -destination 10.10.10.1 i ke version 2 rekey 28800 ci pher-suite aes256-cbc-shal group 2
aut henti cati on-type pre-shared-key pre-shared-secret

"$8%nj K2pLLj gkWNQUOKecNt Y3+f 03hbTs0/ 7i Jy6unNt er smCG GB38kI Pj soqqXZdVvnt i zLu79\ naQdj t 2POVR42Yw=="
1 I 1 ipsec rekey 3600 replay-w ndow 512 ci pher-suite aes256-chc-shal perfect-forward-secrecy
group-16 ! ntu 1400 no shut down

ClHT 371 &d3tE|n Haol ZAIELICH

daenon. i nfo: Apr 27 05:12:56 vedgeOl charon: 16[ NET] received packet: from 10.10.10.1[4500] to
172.28. 0. 36[ 4500] (508 bytes)

daenon. i nfo: Apr 27 05:12:56 vedgeOl charon: 16[ ENC] parsed CREATE_CHI LD SA request 557 [ SA No
TSI TSr ]

daenon. i nfo: Apr 27 05:12:56 vedgeOl charon: 16[ CFG received proposals:

ESP: AES_GCM 16_256/ NO_EXT_SEQ, ESP: AES_CBC_256/ HVAC_SHA1_96/ NO_EXT_SEQ,

ESP: 3DES_CBC/ HVAC_SHA1_96/ NO_EXT_SEQ, ESP: AES_CBC_256/ HVAC_SHA2_256_128/ NO_EXT_SEQ,

ESP: AES_CBC_128/ HVAC_SHA1_96/ NO_EXT_SEQ, ESP: 3DES_CBC/ HVAC_SHA2_256_128/ NO_EXT_SEQ

daenon. i nfo: Apr 27 05:12:56 vedgeOl charon: 16[ CFG confi gured proposals:

ESP: AES_CBC_256/ HVAC_SHA1_96/ MODP_4096/ NO_EXT_SEQ

daenon. i nfo: Apr 27 05:12:56 vedgeOl charon: 16[|IKE] no acceptabl e proposal found

daenon. i nfo: Apr 27 05:12:56 vedgeOl charon: 16[IKE] failed to establish CH LD SA, keeping

| KE_SA

daenon. i nfo: Apr 27 05:12:56 vedgeOl charon: 16[ ENC] generating CREATE_CHI LD SA response 557 [
N( NO_PROP) ]

daenon. i nfo: Apr 27 05:12:56 vedgeOl charon: 16[ NET] sendi ng packet: from 172.28.0.36[4500] to
10. 10. 10. 1[ 4500] (76 bytes)

daenon. i nfo: Apr 27 05:12:57 vedgeOl charon: O8[ NET] received packet: from 10.10.10.1[4500] to
172.28. 0. 36[ 4500] (76 bytes)

daenon. i nfo: Apr 27 05:12:57 vedgeOl charon: O8[ENC] parsed | NFORMATI ONAL request 558 [ ]
daenon. i nfo: Apr 27 05:12:57 vedgeOl charon: O8[ENC] generating | NFORVATI ONAL response 558 [ ]
daenon. i nfo: Apr 27 05:12:57 vedgeOl charon: O8[ NET] sending packet: from 172.28.0.36[4500] to
10. 10. 10. 1[ 4500] (76 bytes)

daenon. i nfo: Apr 27 05:12:58 vedgeOl charon: O7[NET] received packet: from 10.10.10.1[4500] to
172.28. 0. 36[ 4500] (396 bytes)

daenon. i nfo: Apr 27 05:12:58 vedgeOl charon: O07[ENC] parsed CREATE_CHI LD SA request 559 [ SA No
TSI TSr ]

daenon. i nfo: Apr 27 05:12:58 vedgeOl charon: 07[ CFG received proposals:
ESP:AES_GCM_16_256/NO_EXT SEQ, ESP:AES_CBC_256/HMAC_SHAl 96/NO_EXT_SEQ,
ESP:3DES_CBC/HMAC_SHA1l 96/NO_EXT SEQ, ESP:AES_CBC_256/HMAC_SHA2 256_128/NO_EXT SEQ,
ESP:AES_CBC_128/HMAC_SHA1l 96/NO_EXT SEQ, ESP:3DES_CBC/HMAC_SHA2 256_128/NO_EXT_ SEQ

daenon. i nfo: Apr 27 05:12:58 vedgeOl charon: 07[ CFG configured proposals:

ESP:AES CBC_256/HMAC_SHAl 96/MODP_4096/NO_EXT SEQ

daenon. i nfo: Apr 27 05:12:58 AvedgeOl charon: 07[1 KE] no acceptable proposal found

daenon. i nfo: Apr 27 05:12:58 vedgeOl charon: O7[IKE] failed to establish CH LD SA, keeping



| KE_SA

#11: CREATE_CHILD_SA I{Z!2 ZE 7| M == M SAof Cia wetELIch F7F &=
e Understanding IKEv2 Packet Exchange(IKEv2 TiZ! w &t OIOH)E SELct.

IKECIHI= S8 S& 2 H0iFH X|SHo 2 HH=Ea2 HEO| AR E 7tx{et BA4E £
&Lt

CREATE_CHILD_SAE IPsec EXQIE 7+of| A SPISE Mdstn nEeE SMo 2 7| AMAH™HE
olO|gtuct.

. vedgeE= 10.10.10.10{A-{ CREATE_CHILD_SA 2 T{Z!lg ¢
. vedgee 22 A2l I|04 10.10.10.10|A EIH XILHSA)
. vedget= I|047} EiH =415 XotE T E Aot ”H|m Ehc.
. WEEI CREATE_CHILD_SA7t " 5{& 7ttt MStME &2 =+ g "2 AlufgfLct.
Ol AIHAM EE2 CtEot Z&LICh E{'go] o|Mof &S|t ¢HA AtEo| gl A< ZHu| g
o|Mo| x|t x| &= Ol = FLULITF?

mo >
9'|_|
r
[ul

Al
=

Moz EMstH m|oi7t &SR] ele FEE MetAol F7h HeET &L

O

T-&E AMek: ESP:AES_CBC_256/HMAC_SHA1_96/MODP_4096/NO_EXT_SEQ

2r2 AetH

ESP:AES_GCM_16_256/NO_EXT_SEQ,
ESP:AES_CBC_256/HMAC_SHA1_96/NO_EXT_SEQ,
ESP:3DES_CBC/HMAC_SHA1_96/NO_EXT_SEQ,
ESP:AES_CBC_256/HMAC_SHA2_256_128/NO_EXT_SEQ,
ESP:AES_CBC_128/HMAC_SHA1_96/NO_EXT_SEQ,
ESP:3DES_CBC/HMAC_SHA2_256_128/NO_EXT_SEQ

MODP_4096< IPsec Al 2EH7|0l| A PFS(Perfect-forward-secrecy) ol CH3H vEdge 7t 743! DH
& 16LCt.

PFSE E{'d0| ME2XMo 2 MAE|HLE IKE 340l M initiator 55 = responder@! A& Abof| 2k A
ZX| e fUs EUX| Au|ao|MULIct Lt 7| XH*E“SOI AIRE|H B ASE & o
O o] &4 gtedE = &Lt

vEdge IPSec/ikev2 E{'0| DELETE O|HEZ Q& SEE % CtA| AR E[X| S

0| S0l CHEt AFAIEH LI Cisco H{1 ID CSCvx864272 & Z 3t AAIL.

SAN7} R|& 5= B2 IKE ClH27) 7HE 28 SMQUc asdLt Cla 7} g5t E 742 0| EX
Mol Z2 HO|ZOolLt HAIX| ot & o HE L EA|L|X| et &LCH.

O] EXE £0|1 vEdge7t Cisco 1 ID CSCvx8642701 =& =X| & Ql5ted™H E{'0| CHRElE=
Al E Frotof ghct.

EHES 70| AEE7| ™Mo ™S gelghu/ct

1. 28 % 74T 23|0/440] i IPsec Ef(H2)
2. E{o| CHR Bl EFUABZ QILC}


https://www.cisco.com/c/ko_kr/support/docs/security-vpn/ipsec-negotiation-ike-protocols/115936-understanding-ikev2-packet-exch-debug.html
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvx86427
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvx86427

3. IPsec I|0{ IP F&A(E{ CHA)
EIUARZ I AlHEE| 7 AlZE L 2371 A2EA 71 o M B o] SEHE|7| Mo 238 HE
ghoict
= .

Apr 13 22:05:21 vedge0l charon: 12[IKE] received DELETE for IKE_SA ipsecl_1[217]

Apr 13 22:05:21 vedgeOl charon: 12[I1KE] deleting | KE_SA ipsecl _1[217] between

10. 16. 0. 5[ 10. 16. 0. 5] . .. 10. 10. 10. 1[ 10. 10. 10. 1]

Apr 13 22:05:21 vedgeOl charon: 12[I1KE] deleting | KE_SA ipsecl _1[217] between

10. 16. 0. 5[ 10. 16. 0. 5] . .. 10. 10. 10. 1[ 10. 10. 10. 1]

Apr 13 22:05:21 vedgeOl charon: 12[1KE] | KE_SA del eted

Apr 13 22:05:21 vedgeOl charon: 12[1KE] | KE_SA del eted

Apr 13 22:05:21 vedgeOl charon: 12[ENC] generating | NFORVATI ONAL response 4586 [ ]

Apr 13 22:05:21 vedgeOl charon: 12[ NET] sending packet: from 10.16.0.5[4500] to 10.10.10. 1] 4500]
(80 bytes)

Apr 13 22:05:21 vedgeOl charon: 12[KNL] Del eting SAD entry with SPI 00000e77

Apr 13 22:05:21 vedge0l FTMD[1269]: %Viptela-AZGDSRO1l-FTMD-6-INFO-1000001: VPN 1 Interface
ipsecl DOWN

Apr 13 22:05:21 vedge0l FTMD[1269]: %Viptela-AZGDSRO1l-ftmd-6-INFO-1400002: Notification:
interface-state-change severity-level:major host-name:"vedgeOl" system-ip:4.1.0.1 vpn-id:1 if-
name: "ipsecl" new-state:down

a1 IPsec @40l DELETE T{Z!0| 0421 7 /204 CHILD_SAO0{ CHEF DELETE= REKEY
ZZ MAO| CHE of & DELETERILICE O] EXMlE= &% IPsec 84 10| &% IKE_SA
DELETE Wz 418 ol gtAistL|Ct. O] DELETEE 2 E IPsec/IKE E{22 N 7{&L|Ct.

#Hd e

CKEVIHZI L T2 EZE & C|HA

. IKE(Internet Key Exchange) - RFC 2409

- IKEv2 - RFC 7296

- VEdgeZ2} Cisco 10S Zt AIO|E ZF LAN-LAN IPSec
. 71 X 2 2 M - Cisco Systems



https://www.cisco.com/c/ko_kr/support/docs/security-vpn/ipsec-negotiation-ike-protocols/115936-understanding-ikev2-packet-exch-debug.html
https://datatracker.ietf.org/doc/html/rfc2409
https://datatracker.ietf.org/doc/html/rfc7296
https://www.cisco.com/c/ko_kr/support/docs/routers/sd-wan/214521-site-to-site-lan-to-lan-ipsec-between.html
https://www.cisco.com/c/ko_kr/support/index.html
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