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https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/iproute_isis/configuration/xe-16/irs-xe-16-book.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/iproute_isis/configuration/xe-16/irs-xe-16-book.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/iproute_isis/configuration/xe-16/irs-xe-16-book.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/iproute_isis/configuration/xe-16/irs-xe-16-book.html
https://www.cisco.com/c/en/us/support/docs/ip/integrated-intermediate-system-to-intermediate-system-is-is/200293-IS-IS-Adjacency-and-Area-Types.html#anc0
https://www.cisco.com/c/en/us/support/docs/ip/integrated-intermediate-system-to-intermediate-system-is-is/200293-IS-IS-Adjacency-and-Area-Types.html#anc0

1IS-I1S @I S

Ol MO ME I1S-IS CHR o YersiQl 2Rof Chet iR S MZBrLICt o] EQII Crojoja e

O Al L|C}:

x>

Deviced

net 49.,0001.0000.0000.000a.00

7|8 EEZX|

IS-IS7} DeviceA2l DeviceB AtO|of Q)& LICt.

<#froot>
DeviceA#

show i si s nei ghbors det ai

System Id Type Interface IP Address
DeviceA#

<#root>

DeviceB#

show i si s nei ghbors det ai

System Id Type Interface IP Address
DeviceA L1L2 Twel/0/9 192.0.2.1

Area Address(es): 49.0001

SNPA: a84f.blc3.9484

State Changed: never

Format: Phase V

Remote TID: O

Local TID: O

Interface name: TwentyFiveGigE1l/0/9
Neighbor Circuit Id: 5

Adj sync: Full

DeviceB

net 49,0001.0000.0000.000k.00

State Holdtime Circuit Id

State Holdtime Circuit Id
DOWN 28 05



<#root>
DeviceA#

ping 192.0.2.2 size 1500 df-bit

Type escape sequence to abort.

Sending 5, 1500-byte ICMP Echos to 192.0.2.2, timeout is 2 seconds:
Packet sent with the DF bit set

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms
DeviceA#

<#root>
DeviceB#

ping 192.0.2.1 size 1500 df-bit

Type escape sequence to abort.

Sending 5, 1500-byte ICMP Echos to 192.0.2.1, timeout is 2 seconds:
Packet sent with the DF bit set

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms
DeviceB#

2. FZo| FH2 HAEFLIC
<{froot>
DeviceA#

show runni ng-config | sec router isis

ip router isis

router isis

net 49.0001.0000.0000.000a.00
DeviceA#

<#root>
DeviceB#

show runni ng-config | sec router isis

ip router isis



router isis
net 49.0001.0000.0000.000b.00
DeviceB#

Z{440| CLNS(Connectionless Network Service). C|HFO|A 0] 943! Lf|0|t{oi CHEH 22k A
|Ct

OH <
¢ ro

<#root>
DeviceA#

show cl ns nei ghbors detail

System Id Interface SNPA State Holdtime Type Protocol
0000.0000.000B Te0/0/4

6c31. Oedb. 3b5f

Up

257 IS ES-IS
Area Address(es): 49.0001

Uptime: 02:02:11

Interface name: TenGigabitEthernet0/0/4
DeviceA#

<tfroot>

DeviceB#

show cl ns nei ghbors detai

System Id Interface SNPA State Holdtime Type Protocol
0000.0000.000A Twel/0/9

a84f . blc3. 9484

Down

20 L1L2 IS-IS
Area Address(es): 49.0001
IP Address(es): 192.0.2.1%

Uptime: 02:02: 09

NSF capable
Interface name: TwentyFiveGigE1l/0/9
DeviceB#



<#froot>

DeviceA#

show i nterface TenG gabitEthernet0/0/4

TenGigabitEthernet0/0/4 is up, line protocol is up
Hardware is 8xSFP+, address is

a84f . blc3.9484 (bia aB84f.blc3.9484) < nac address appeared on SNPA Devi ceB

Internet address 1is 192.0.2.1/30
MTU 1500 bytes, BW 10000000 Kbit/sec, DLY 10 usec,
reliability 255/255, txload 1/255, rxload 1/255

<#root>
DeviceB#

show i nterface TwentyFi veG gE1/0/9

TwentyFiveGigE1l/0/9 is up, line protocol is up (connected)
Hardware is Twenty Five Gigabit Ethernet, address is

6c31. Oedb. 3b5f (bia 6c31. Oedb. 3b5f) < nmac address appeared on SNPA Devi ceA

Internet address is 192.0.2.2/30

MTU 9216 bytes, BW 10000000 Kbit/sec, DLY 10 usec,
reliability 255/255, txload 1/255, rxload 1/255

Encapsulation ARPA, loopback not set

4. O 7024 2= chow cInsinterface
7t L|ofet LUX|5t=K| =Ql5t7| {dH HES A™-EL|Ct

CHS 2tk LX[st=X| FIghL|cH

C|HFO|AA

<tfroot>

DeviceA#

show clns interface TenG gabi t Et hernet 0/ 0/ 4

TenGigabitEthernet0/0/4 is up, line protocol is up
Attached to: isis
Checksums enabled,




MIU 1497

, Encapsulation SAP

ERPDUs enabled, min. interval 10 msec.

CLNS fast switching disabled

CLNS SSE switching disabled

DEC compatibility mode OFF for this interface
Next ESH/ISH in 19 seconds

Routing Protocol: IS-IS

Crcuit Type: level-1-2

Interface number 0x0, local circuit ID 0x5

Neighbor Extended Local Circuit ID: 0xO

Level-1 Metric: 10, Priority: 64, Circuit ID: DeviceA.05
Level-1 IPv6 Metric: 10

Number of active level-1 adjacencies: 0

Level-2 Metric: 10, Priority: 64, Circuit ID: DeviceA.05
Level-2 IPv6 Metric: 10

Number of active level-2 adjacencies: 0

Next IS-IS Hello in 908 milliseconds

if state DOMN

el
A
™

<#root>
DeviceB#

show cl ns interface TwentyFi veG gE1/0/9

TwentyFiveGigE1l/0/9 1is up, Tine protocol 1is up
Attached to: isis
Checksums enabled,

MIU 9213

, Encapsulation SAP

ERPDUs enabled, min. interval 10 msec.

CLNS fast switching disabled

CLNS SSE switching disabled

DEC compatibility mode OFF for this interface
Next ESH/ISH in 8 seconds

Routing Protocol: IS-IS

Crcuit Type: level-1-2

Interface number 0x0, Tocal circuit ID OxB

Neighbor Extended Local Circuit ID: 0x5

Neighbor System-ID: 0000.0000.000A

P2P retransmit queue size: 0

Level-1 Metric: 10, Priority: 64, Circuit ID: DeviceB.OB
Level-1 IPv6 Metric: 10

Number of active level-1 adjacencies: 0

Level-2 Metric: 10, Priority: 64, Circuit ID: DeviceB.OB
Level-2 IPv6 Metric: 10

Number of active level-2 adjacencies: 0

Next IS-IS Hello in 2 seconds




if state INIT

o| AlLt2|20M EAl= MTU &LICt. debugisisadj-packets
27 T/o{oll ANAE & G !

3 +4lst= MTU 2/ 2 EAE & U&LiCH

7320112t show cinsinterface®™ 2 EL|C} if state INIT.

<tfroot>

DeviceA#

debug isis adj-packets TenG gabitEthernet 0/0/4

IS-IS Adjacency related packets debugging is on for router process null

*Jul 18 23:24:16.598: ISIS-Adj: SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0x0 Length:5
*Jul 18 23:24:16.599: ISIS-Adj: Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:DOWN,

length 1496 < MIU sent to the nei ghbor >



*Jul 18 23:24:25.189: ISIS-Adj:
*Jul 18 23:24:25.189: ISIS-Adj:
*Jul 18 23:24:34.057: ISIS-Adj:
*Jul 18 23:24:34.057: ISIS-Adj:
*Jul 18 23:24:42.866: ISIS-Adj:
*Jul 18 23:24:42.866: ISIS-Adj:
*Jul 18 23:24:51.646: ISIS-Adj:
*Jul 18 23:24:51.646: ISIS-Adj:
*Jul 18 23:24:59.606: ISIS-Adj:
*Jul 18 23:24:59.606: ISIS-Adj:

<{froot>

DeviceB#

SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0x0 Length:5
Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:DOWN,
SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0x0 Length:5
Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:DOWN,
SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0x0 Length:5
Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:DOWN,
SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0x0 Length:5
Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:DOWN,
SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0x0 Length:5
Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:DOWN,

debug isis adj-packets twentyFiveG gE 1/0/9

*Jul 18 23:53:22.420: ISIS-Adj

length 9212 < MIU sent to the

*Jul 18 23:53:22.591: ISIS-Adj
*Jul 18 23:53:22.591: ISIS-Adj

: Sending serial IIH on TwentyFiveGigE1l/0/9, 3way state:INIT,

nei ghbor >

: Rec serial IIH from a84f.b1c3.9484 (TwentyFiveGigE1l/0/9)
: cir type L1L2, cir 1id 05,

I ength 1496 < MIU received from nei ghbor >

*Jul 18 23:53:22.592: ISIS-Adj:
*Jul 18 23:53:22.592: ISIS-Adj:
*Jul 18 23:53:22.592: ISIS-Adj:
*Jul 18 23:53:22.592: ISIS-Adj:
*Jul 18 23:53:22.592: ISIS-Adj:
*Jul 18 23:53:22.592: ISIS-Adj:

rcvd state DOWN, old state INIT, new state INIT, nbr usable TRUE
RCV:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0x49000184 Length:5
Nghbr Ckt ID changed: FALSE

newstate:1, state_changed:0, going_up:0, going_down:0

Action = ACCEPT

ACTION_ACCEPT:

1ISIS QI SEHMTU 2L x| 23 o)

IS-IS7} Ct2 |7 QIE{H O|A0|AM MTUZF & %|EFL|CT.

<#root>
DeviceA#

show cl ns nei ghbors

System Id Interface
DeviceA#

<#froot>

SNPA State Holdtime Type Protocol

Tength
Tength
Tength
Tlength

Tength



DeviceB#

show cl ns nei ghbors

System Id Interface SNPA State Holdtime Type Protocol
DeviceB#
1. Zlo{et L x|5t= ZHI|ad|o|MdE &elgfLCt.
2. 22|18 QIEHIO|AT ME st7[of E2 SEHRIX| EQIFLICHRF E= 2 ol X i3).
3. I|o{ Zto| A EQIFLICKMTU 27| & df HIE &7} ping EHIAE)
4. 1|0{ Z+2| CLNS L|O|EHE & QlghLct.
5. %% T 0| HEiet & SUst MTU & S8t Circuit-Type2 7HX|D JU=X| ElgL(Ct,
C|HIO|AA
<#root>
DeviceA#

show clns interface TenG gabitEthernet 0/0/4

TenGigabitEthernet0/0/4 is up, line protocol is up
Attached to: isis
Checksums enabled,

MIU 1497

, Encapsulation SAP

ERPDUs enabled, min. interval 10 msec.

CLNS fast switching disabled

CLNS SSE switching disabled

DEC compatibility mode OFF for this interface
Next ESH/ISH in 41 seconds

Routing Protocol: IS-IS

Crcuit Type: level-1-2

Interface number 0x0, Tocal circuit ID 0x5

Neighbor Extended Local Circuit ID: 0x0

Level-1 Metric: 10, Priority: 64, Circuit ID: DeviceA.05
Level-1 IPv6 Metric: 10

Number of active level-1 adjacencies: 0

Level-2 Metric: 10, Priority: 64, Circuit ID: DeviceA.05
Level-2 IPv6 Metric: 10

Number of active level-2 adjacencies: 0

Next IS-IS Hello in 2 seconds

if state DOMW

ozl
A
™

<ttroot>




DeviceB#

show clns interface twentyFiveG gE 1/0/9

TwentyFiveGigE1/0/9 1is up, line protocol is up
Attached to: isis
Checksums enabled,

MIU 1497

, Encapsulation SAP

ERPDUs enabled, min. interval 10 msec.

CLNS fast switching disabled

CLNS SSE switching disabled

DEC compatibility mode OFF for this interface
Next ESH/ISH in 42 seconds

Routing Protocol: IS-IS

Circuit Type: level-1-2

Interface number 0x0, Tocal circuit ID OxB

Neighbor Extended Local Circuit ID: 0xO0

P2P retransmit queue size: 0

Level-1 Metric: 10, Priority: 64, Circuit ID: DeviceB.OB
Level-1 IPv6 Metric: 10

Number of active level-1 adjacencies: 0

Level-2 Metric: 10, Priority: 64, Circuit ID: DeviceB.OB
Level-2 IPv6 Metric: 10

Number of active level-2 adjacencies: 0

Next IS-IS Hello in 5 seconds

if state DOMW

6. M& debug isis adj-packet
U s AE WA g gYststn 5o

<#root>
DeviceA#

debug isis adj-packets TenG gabitEthernet 0/0/4

IS-IS Adjacency related packets debugging is on for router process null
*Jul 19 13:32:52.788: ISIS-Adj: SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0x0 Length:5
*Jul 19 13:32:52.788: ISIS-Adj:

Sending serial |IIH on TenG gabitEthernet0/0/4, 3way state: DOM, |ength 1496

*Jul 19 13:33:00.708: ISIS-Adj: SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0x0 Length:5
*Jul 19 13:33:00.709: ISIS-Adj:

Sending serial |Il1H on TenG gabitEthernet0/0/4, 3way state: DOM, |ength 1496

*Jul 19 13:33:09.726: ISIS-Adj: SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0x0 Length:5

*Jul 19 13:33:09.726: ISIS-Adj: Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:DOWN, length

*Jul 19 13:33:18.376: ISIS-Adj: SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0x0 Length:5

*Jul 19 13:33:18.376: ISIS-Adj: Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:DOWN, length

*Jul 19 13:33:26.132: ISIS-Adj: SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0x0 Length:5



*Jul 19 13:33:26.132: ISIS-Adj: Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:DOWN, Tength
DeviceA#

<{froot>
DeviceB#

debug isis adj-packets TwentyFi veG gE1/0/9

IS-IS Adjacency related packets debugging is on for router process null
*Jul 19 14:01:32.125: ISIS-Adj: SND:3way Adj. Local Ckt ID:0xB Nghbr Ckt ID:0x0 Length:5
*Jul 19 14:01:32.125: ISIS-Adj:

Sendi ng serial |IH on TwentyFiveG gE1/0/9, 3way state: DO, |ength 1496

*Jul 19 14:01:40.005: ISIS-Adj: SND:3way Adj. Local Ckt ID:0xB Nghbr Ckt ID:0x0 Length:5
*Jul 19 14:01:40.005: ISIS-Adj:

Sendi ng serial |IH on TwentyFiveG gE1/0/9, 3way state: DO, |ength 1496

*Jul 19 14:01:49.602: ISIS-Adj: SND:3way Adj. Local Ckt ID:0xB Nghbr Ckt ID:0x0 Length:5
*Jul 19 14:01:49.602: ISIS-Adj: Sending serial IIH on TwentyFiveGigEl/0/9, 3way state:DOWN, length 1496
*Jul 19 14:01:58.284: ISIS-Adj: SND:3way Adj. Local Ckt ID:0xB Nghbr Ckt ID:0x0 Length:5
*Jul 19 14:01:58.284: ISIS-Adj: Sending serial IIH on TwentyFiveGigEl/0/9, 3way state:DOWN, length 1496

ClHiO|A 25 ™& F0|X|EF Q1Y C|HO[AZFE| Hello THZ!E &5t x| S &LICH
Zt Hio|tHoi| miZ!o| S E|=X| &elst| {lal AME &/ d3tefLIct A7t 2t 2 £/ bootflash
= ZCAIE LHELHD TFTP M| F 2 E5}09 peapfile RHA|EH LIS S 2 Q1T LICH

—
=
7.
I_ZE
<tfroot>

DeviceA#

show nonitor cap cap paraneter

nmoni tor capture cap interface TenG gabitEthernet0/0/4 BOTH < Interface fromwhere send and receive the |
nmoni tor capture cap control-plane IN < Packets to be process and generated by the CPU >

nmonitor capture cap access-list TAC < ACL for capture only the IS IS packets >

monitor capture cap buffer size 10
monitor capture cap Timit pps 1000

DeviceA#

show access-list TAC

Extended MAC access Tist TAC
permit host

aB84f . blc3. 9484
host

0900. 2b00. 0005 < Local MAC address towards the IS-1S Hello >



permit host

6¢31. Oedb. 3b5f host 0900. 2b00. 0005 < Renpte MAC address towards the 1S-1S Hello >

<tfroot>

DeviceB#

show nonitor capture cap paraneter

nmonitor capture cap interface TwentyFiveG gE1/0/9 BOTH < Interface from where send and receive the Hel

nmonitor capture cap control -pl ane BOTH < Packets to be process and generated by the CPU >

monitor capture

cap match any < match all the packets on the switch >

monitor capture cap buffer size 10



&t Catalyst Cisco I0S XE A2{x|2| EPCE g 41 IS-IS HelloBt ZHx{5t 1 Q1aal|A o
2 &t x| St &LICH CHRt2 2 SPAN A E AL sHE ZJ0| E4LICH

O| E0i| M= Hello IHZ!oi| CHet HEE Hoi ELICH

Ol& CHa Mac &4
ZEL1IS 0180.c200.0014
D2EL21IS 0180.c200.0015
2EIS 09,0024 &3 (¢t
2EES 09,002b00.0004
8. LI X E HAESI 1 QI CIHFO|A ZHoi hello THZ!0| W& &= K| & QIgFLC}.



DeviceA= A|AE! IDE F7t510q hello THA S TS ELICHE 7HM A ZHE). AIAE] IDE AHE 504
1Y C|HtO|AZ R E THZ!S = Al5HoF B LICt O] %10 A= DeviceB7} 0|28t =!IS m|o{2 ™
SR S22 & = USLICH

| | eth.dst == 09:00:2b:00:00:05
N¢| Time | Source | Destination | seq

3 2023-87-19 08:32:05.236987 Cisco_c3:94:84 DEC-MAP-(or-0517)-. P2P HELLO, System-ID: 0000.0000.000a

» Frame 3: 1513 bytes on wire (12184 bits), 1513 bytes captured (12184 bits)
~ IEEE 802.3 Ethernet ' ' Hello packet
» Destination: DEC-MAP-(or-0SI?)-Intermediate-System-Hello? (09:00:2b:00:00:085) Source from local interface(MAC)
> Source: Cisco_c3:94:84 (a8:4f:bl:c3:94:84) Destination MAC I5-IS Point to Paint
Length: 1499 ]
> Logical-Link Control
- IS0 18589 ISIS InTRA Domain Routeing Information Exchange Protocol
Intradomain Routing Protocol Discriminator: ISIS (@x83)
Length Indicator: 2@
Version/Protocol ID Extension: 1
ID Length: @
= Reserved: 0x@
..1 @001 = PDU Type: P2P HELLO (17)
Version: 1
Reserved: @
Maximum Area Addresses: @
~ ISIS HELLO
= Circuit type Level 1 and 2 (@x3)

System 1D sent to the neighbor

PDU length: 1496
Local circuit ID: 5
> Restart Signaling (t=211, 1=3)
> Point-to-point Adjacency State (t=248, 1=5)
> Protocols Supported (t=129, 1=1)
> Area address(es) (t=1, 1=4)
> IP Interface address(es) (t=132, 1=4)
> Padding (t=8, 1=255)
> Padding (t=8, 1=255)
> Padding (t=8, 1=255)
> Padding (t=8, 1=255)
> Padding (t=B, 1=255)
» Padding (t=B, 1=162)

DeviceA ISIS CI2 Z &

DeviceB Z{Z{= hello T{Z!0| HO|HZE MEEES E0o{FL|CHWE 7 AFZEE). T2{L} OFx|2f ZHx{}
OF&t7ER|2, WO AM Hello THZ! & = AISHK|



| M | eth.dst == 09:00:2b:00:00:05
Ne¢| Time | Seurce | Destination | seq
1 2023-07-19 09:80:28.028914 Cisco_db:3b:5f DEC-MAP-(or-05I7)-. P2P HELLO, System-ID: 0@80.0080.0200b

> Frame 1: 1513 bytes on wire (12184 bits), 1513 bytes captured (121084 bits) on interface /tmp/epc_ws/wif_to_ts_pipe, id @
b IEEE 802.3 Ethernet
> Destination: DEC-MAP-(or-0SI7)-Intermediate-System-Hello? (09:008:2b:00:00:05) Hello packet
» Source: Cisco_db:3b:5f (6c:31:@e:db:3b:5f) Sowrce MAC address (local intsrtace)
Destination MAC 15-1S Point to Point
Length: 1499
» Logica"—Link Contro
~ ISD 18589 ISIS InTRA Domain Routeing Information Exchange Protocol
Intradomain Routing Protocol Discriminator: ISIS (@x83)
Length Indicator: 20
Version/Protocol ID Extension: 1
ID Length: @
P08. .... = Reserved: @x@
...1 @001 = PDU Type: P2P HELLO (17)
Version: 1
Reserved: @
Maximum Area Addresses: @
« ISIS HELLO
iaas wwdll = Circudt type Level 1 and 2 (@x3)

System ID sent to the neighbor

PDU length: 1496
Lecal circuit ID: 11

> Restart Signaling (t=211, 1=3)

> Point-to-point Adjacency State (t=248, 1=5)
> Protocols Supported (t=129, 1=1)

»> Area address(es) (t=1, 1=4)

» IP Interface address{es) (t=132, 1=4)
> Padding (t=8, 1=255)

> Padding (t=8, 1=255)

> Padding (t=8, 1=255)

> Padding (t=8, 1=255)

» Padding (t=8, 1=255)

» Padding (t=8, 1=162)

DeviceB ISIS C2 ZHA

Ol AlLtE[22] EXME hello HZ! MEE 51&stK| o St ClHIO|A HEQLICH RAFEH &2
zr&sto] F£IF EB{E#E0| HREh B Cisco TAC #H0|AE oA,

ﬁ —
1IS-I1S CI1%]A 0| EorE s
O] Mo ME IS-I1S Z7o| 2ldtxiol 2 Ao CHst AR S XI| 2 EFL|C}.

=X TIEH

IS-ISE= DeviceA2} DeviceB 7ol £ 9H&4shL|C}.

<tfroot>

DeviceA#



show | oggi ng

Jul 19 15:05:03.623:

YCLNS- 5- ADJCHANGE

ISIS:
ISIS:
ISIS:
ISIS:
ISIS:

Jul
Jul
Jul
Jul
Jul

19 15:05:15.075:
19 15:07:04.575:
19 15:07:15.759:
19 15:09:04.983:
19 15:09:14.835:

%CLNS-5-ADJCHANGE :
%CLNS-5-ADJCHANGE :
%CLNS-5-ADJCHANGE :
%CLNS-5-ADJCHANGE :
%CLNS-5-ADJCHANGE :

Adjacency
Adjacency
Adjacency
Adjacency
Adjacency

<#root>
DeviceB#

show | oggi ng

Jul 19 15:05:02.316:

YCLNS- 5- ADDICHANGE: | SI'S: Adj acency to DeviceA

%CLNS-5-ADJCHANGE :
%CLNS-5-ADJCHANGE :
%CLNS-5-ADJCHANGE :
%CLNS-5-ADJCHANGE :
%CLNS-5-ADJCHANGE :

ISIS:
ISIS:
ISIS:
ISIS:
ISIS:

Jul
Jul
Jul
Jul
Jul

19 15:05:18.191:
19 15:07:09.280:
19 15:07:18.876:
19 15:09:06.080:
19 15:09:17.948:

Adjacency to
Adjacency to
Adjacency to
Adjacency to
Adjacency to

1. Ilof Zhe| AZAE

—

gelgLchMTU

OF

2. 2C/X QlE{mo|lao| ™
C

LNS Q1Y C|dto|A7F B-EE A& 5t0d
L

<#root>
DeviceA#
show clns traffic interface TenG gabit Ethernet0/0/ 4

CLNS: Time since last clear: 00:01:57

CLNS & ESIS OQutput: 3, Input: 21

Dropped Protocol not enabled on interface: 0
CLNS Local: 0, Forward: O

I SI'S: Adjacency to DeviceB (TenG gabitEt hernet 0/ 0/ 4) Down,

DeviceB
DeviceB
DeviceB
DeviceB
DeviceB

(Twent yFi veG gE1/ 0/ 9) Down,

DeviceA
DeviceA
DeviceA
DeviceA
DeviceA

(TenGigabitEthernet0/0/4)
(TenGigabitEthernet0/0/4)
(TenGigabitEthernet0/0/4)
(TenGigabitEthernet0/0/4)
(TenGigabitEthernet0/0/4)

hold tinme expired

(TwentyFiveGigE1/0/9)
(TwentyFiveGigE1/0/9)
(TwentyFiveGigE1/0/9)
(TwentyFiveGigE1/0/9)
(TwentyFiveGigE1/0/9)

Up,
Up,

Up,

2
op
gh
rir
A
g
s
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=
5
nt
&
®

Down,

Down,

hold tinme expired

Up, new ad
Down, hold
Up, new ad
Down, hold
Up, new ad

new adjace
hold tim
new adjace
hold tim
new adjace



Interface TenG gabit Et her net 0/ 0/ 4:

IS-IS: Time since last clear: 00:01:57
IS-IS: Level-1 Hellos (sent/rcvd): 0/0
IS-IS: Level-2 Hellos (sent/rcvd): 0/0
1S-1S: PTP Hellos (sent/rcvd): 15/11
IS-1S: Level-1 LSPs fl ooded (sent/rcvd):
I1S-1S: Level-2 LSPs fl ooded (sent/rcvd):
IS-IS: Level-1 CSNPs (sent/rcvd): 1/1
IS-IS: Level-2 CSNPs (sent/rcvd): 1/1
IS-IS: Level-1 PSNPs (sent/rcvd): 1/1
IS-IS: Level-2 PSNPs (sent/rcvd): 1/1
IS-IS: Level-1 DR Elections: 0O

IS-IS: Level-2 DR Elections: 0

<#root>

DeviceB#

< Devi ceA sends hell o packets and receives less than its sends

2/2
2/2

show clns traffic interface TwentyFi ved@ gE1/ 0/ 9

CLNS:

Time since last clear: 00:00:27

CLNS queue depth: 0/100, drops: 0, highest: 2
CLNS & ESIS Output: 1, Input: 14
Dropped Protocol not enabled on interface: 0
CLNS Local: 0, Forward: O

Interface TwentyFiveGigE1l/0/9:

IS-1IS:
IS-1IS:
IS-1IS:

I1S1S:

1S-1S:
1S-1S:

IS-IS:
IS-IS:
IS-IS:
IS-IS:
IS-IS:
IS-IS:

Time since last clear: 00:00:27
Level-1 Hellos (sent/rcvd): 0/0
Level-2 Hellos (sent/rcvd): 0/0

PTP Hel | os (sent/rcvd): 4/5

Level -1 LSPs fl ooded (sent/rcvd):
Level -2 LSPs fl ooded (sent/rcvd):

Level-1 CSNPs (sent/rcvd): 1/1
Level-2 CSNPs (sent/rcvd): 1/1
Level-1 PSNPs (sent/rcvd): 1/1
Level-2 PSNPs (sent/rcvd): 1/1
Level-1 DR Elections: 0
Level-2 DR Elections: 0O

< Devi ceB,

2/2
2/2

sends and receives a couple of hellos in conparison v



L

St
=

El: O] HR-anstraffic 1S-I1S B! ! [S-IS HEQT FEE 7|HISZ |S-IS HelloE EA|

ct
4. 174 C|HFO|A Zhdebug 1S1S adj-packets
of o mZ!o| mete|=X| & Qlste{T &gt Ehct
<#root>
DeviceA#
show i sis adj-packets TenG gabitEthernet0/0/4

Hel l os sent to the DeviceB with no response >

<



Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul

< |1S-1S declares the

Jul 19 18:59:01.879:

19
19
19
19
19
19
19
19

Down,

18:
18:
18:
18:
18:
18:
18:
18:

58:
58:
58:
58:
58:
58:
58:
58:

34.
34.
42.
42.
50.
50.
58.
58.

779:
779:
719:
719:
430:
430:
356:
356:

ISIS-Adj:
ISIS-Adj:
ISIS-Adj:
ISIS-Adj:
ISIS-Adj:
ISIS-Adj:
ISIS-Adj:
ISIS-Adj:

pr ot ocol

SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0xB Length:15
Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:UP,
SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0xB Length:15
Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:UP,
SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0xB Length:15
Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:UP,
SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0xB Length:15
Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:UP,
down >

%CLNS-5-ADJCHANGE: ISIS: Adjacency to DeviceB (TenGigabitEthernet0/0/4)

hold tine expired

< 1S 1S sends hellos to the neighbor and receives a response from Devi ceB >

Jul 19 18:59:01.879: ISIS-Adj: L2 adj count O
Jul 19 18:59:07.724: ISIS-Adj: SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0x0 Length:5

Jul 19 18:59:07.724: ISIS-Adj:

Sendi ng seria

Jul
Jul
Jul

Rec

Jul
Jul

RCV:

Jul
Jul
Jul
Jul
Jul

< Devi ceA

I1H on TenG gabit Et hernet 0/ 0/ 4, 3way state: DOMW, |ength 1496

19 18:59:15.894: ISIS-Adj: SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0x0 Length:5
19 18:59:15.894: ISIS-Adj: Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:DOWN, length 1

19 18:59:15.896: ISIS-Adj:

seria

I1H from 6c31. Oedb. 3b5f (TenG gabi t Et her net 0/ 0/ 4)

19 18:59:15.896: ISIS-Adj: cir type L2, cir id OB, Tength 1496

19 18:59:15.896: ISIS-Adj:

19 18:
19 18:
19 18:
19 18:
19 18:

3way Adj .

59:15.896:
59:15.896:
59:15.896:
59:15.896:
59:15.896:

Local

Ckt

ISIS-Adj:
ISIS-Adj:
ISIS-Adj:
ISIS-Adj:
ISIS-Adj:

I D: OxB Nghbr Ckt |ID:0x5 Length: 15

Nghbr Ckt ID changed: TRUE

received Neighbor System-ID (must be our) 0000.0000.000A
received Neighbor ext.circuit ID (must be our) O0x5
newstate:1, state_changed:1, going_up:0, going_down:0
Action = GOING UP, new type = L2

declares that the adjacency is UP and starts to establish the session >

Jul 19 18:59:15.896: ISIS-Adj: New serial adjacency

Jul 19 18:59:15.896: ISIS-Adj:

rcvd state INIT, old state DOMN, new state INIT, nbr usable TRUE

Jul 19 18:59:15.898: ISIS-Adj: SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0xB Length:15

Jul 19 18:59:15.898: ISIS-Adj:

Sendi ng seria

Jul 19 18:59:15.900: ISIS-Adj:
Jul 19 18:59:15.900: ISIS-Adj:
Jul 19 18:59:15.900: ISIS-Adj:

rcvd state UP, old state INT,

Jul 19 18:59:15.900: ISIS-Adj:

I1H on TenG gabitEthernet0/0/4, 3way state:INIT, length 1496

Rec serial IIH from 6c31.0edb.3b5f (TenGigabitEthernet0/0/4)
cir type L2, cir id 0B, length 1496

new state UP, nbr usable TRUE

RCV:3way Adj. Local Ckt ID:0xB Nghbr Ckt ID:0x5 Length:15

Tength 149
Tength 149
Tength 149

Tength 149



Jul 19 18:59:15.900: ISIS-Adj: Nghbr Ckt ID changed: FALSE

Jul 19 18:59:15.900: ISIS-Adj: received Neighbor System-ID (must be our) 0000.0000.000A

Jul 19 18:59:15.900: ISIS-Adj: received Neighbor ext.circuit ID (must be our) 0x5

Jul 19 18:59:15.900: ISIS-Adj: newstate:0, state_changed:1, going_up:1l, going_down:0

Jul 19 18:59:15.900: ISIS-Adj: Action = GOING UP, new type = L2

Jul 19 18:59:15.900: %CLNS-5-ADJCHANGE: ISIS: Adjacency to DeviceB (TenGigabitEthernet0/0/4)

Up, new adj acency

<{froot>
DeviceB#

debug isis adj-packets TwentyFi veG gE1/0/9

< Hello sent to the DeviceA with no response >

Jul 19 18:58:44.105: ISIS-Adj: SND:3way Adj. Local Ckt ID:0xB Nghbr Ckt ID:0x5 Length:15
Jul 19 18:58:44.105: ISIS-Adj: Sending serial IIH on TwentyFiveGigE1l/0/9, 3way state:UP, Tength 1496
Jul 19 18:58:51.814: ISIS-Adj: SND:3way Adj. Local Ckt ID:0xB Nghbr Ckt ID:0x5 Length:15
Jul 19 18:58:51.814: ISIS-Adj: Sending serial IIH on TwentyFiveGigE1l/0/9, 3way state:UP, Tength 1496
Jul 19 18:58:59.768: ISIS-Adj: SND:3way Adj. Local Ckt ID:0xB Nghbr Ckt ID:0x5 Length:15
Jul 19 18:58:59.768: ISIS-Adj: Sending serial IIH on TwentyFiveGigE1l/0/9, 3way state:UP, Tength 1496

< IS IS declares the protocol down >

Jul 19 18:59:07.886: %CLNS-5-ADJCHANGE: ISIS: Adjacency to DeviceA (TwentyFiveGigEl/0/9)

Down, hold tine expired

< IS 1S sends hellos to the nei ghbor and receives a response from Devi ceA >

Jul 19 18:59:07.887: ISIS-Adj: L2 adj count O
Jul 19 18:59:08.422: ISIS-Adj: SND:3way Adj. Local Ckt ID:0xB Nghbr Ckt ID:0x0 Length:5
Jul 19 18:59:08.422: ISIS-Adj:

Sending serial IIH on TwentyFiveG gE1/0/9, 3way state: DO, |ength 1496

Jul 19 18:59:16.144: ISIS-Adj: SND:3way Adj. Local Ckt ID:0xB Nghbr Ckt ID:0x0 Length:5
Jul 19 18:59:16.144: ISIS-Adj: Sending serial IIH on TwentyFiveGigE1l/0/9, 3way state:DOWN, length 1496
Jul 19 18:59:19.001: ISIS-Adj:

Rec serial IlIH from a84f. blc3.9484 (TwentyFi veG gE1/0/9)

Jul 19 18:59:19.001: ISIS-Adj: cir type L2, cir id 05, length 1496
Jul 19 18:59:19.001: ISIS-Adj:

RCV: 3way Adj. Local Ckt |D:0x5 Nghbr Ckt |D: 0x49000184 Length:5

Jul 19 18:59:19.001: ISIS-Adj: Nghbr Ckt ID changed: TRUE
Jul 19 18:59:19.001: ISIS-Adj: newstate:1, state_changed:1l, going_up:0, going_down:0
Jul 19 18:59:19.001: ISIS-Adj: Action = GOING UP, new type = L2

< DeviceB declares that the adjacency is UP and starts to establish the session >

Jul 19 18:59:19.001: ISIS-Adj: New serial adjacency



Jul 19 18:59:19.001: ISIS-Adj:
rcvd state DOMWN, old state DOMN, new state INIT, nbr usable TRUE

Jul 19 18:59:19.002: ISIS-Adj: SND:3way Adj. Local Ckt ID:0xB Nghbr Ckt ID:0x5 Length:15
Jul 19 18:59:19.002: ISIS-Adj:

Sending serial IIH on TwentyFiveG gE1/0/9, 3way state:INT, |ength 1496

Jul 19 18:59:19.004: ISIS-Adj: Rec serial IIH from a84f.b1c3.9484 (TwentyFiveGigE1l/0/9)
Jul 19 18:59:19.004: ISIS-Adj: cir type L2, cir id 05, Tength 1496
Jul 19 18:59:19.004: ISIS-Adj:

rcvd state INIT, old state INIT, new state UP, nbr usable TRUE

Jul 19 18:59:19.004: ISIS-Adj: RCV:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0xB Length:15
Jul 19 18:59:19.004: ISIS-Adj: Nghbr Ckt ID changed: FALSE

Jul 19 18:59:19.004: ISIS-Adj: received Neighbor System-ID (must be our) 0000.0000.000B
Jul 19 18:59:19.004: ISIS-Adj: received Neighbor ext.circuit ID (must be our) OxB

Jul 19 18:59:19.004: ISIS-Adj: newstate:0, state_changed:1, going_up:1l, going_down:0

Jul 19 18:59:19.004: ISIS-Adj: Action = GOING UP, new type = L2

Jul 19 18:59:19.004: %CLNS-5-ADJCHANGE: ISIS: Adjacency to DeviceA (TwentyFiveGigE1l/0/9)

Up, new adj acency
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N |eth.dst == 09:00:2b:00:00:05
N¢| Time | Source | Destination

5 19:15:05.147987 Cisco_db:3b:5f DEC-MAP-(or-0SI?)}-. P2P HELLO, System-ID: ©00@.0000.000b

> Frame 5: 1513 bytes on wire (12184 bits), 1513 bytes captured (12184 bits)
» IEEE 882.3 Ethernet

> Logical-Link Comtrol
> ISD 18589 ISIS InTRA Domain Reouteing Information Exchange Protocol

> ISIS HELLO

ISIS =2t 8t C|HFO|AA

DeviceBOl M Zx{st= Zd2 mlo1e| 41t FAELICH ClHO|A= Q1% C|HtO|AZ 5 E hello I
g = |oPX| Sf&Lict Obx[ef 2! 2 30% 27 Eto|Ho| =& & 77k X| DeviceBOod| A
DeviceA2| SE 9i0| M&ELICH O]l 22X QUHEE & Aoz ¢hFELICH o] A & A2

%= DeviceAZ S E{ helloE 41511 HO|HAE AIZFEHLICE



N |eth.dst == 09:00:2b:00:00:05
Ne| Time | Source | Destination

21:11:52,513295 Cisco_c2:94:84 DEC-MAP-(or-0SI7)-.. P2P HELLO, System-ID: 00@0.00080.0800a

IS-1ISE= DeviceA2t DeviceB 7toll 2oHHEILICH T2 EZ0|M o] 40| e ehL|Ct.

<#root>
DeviceA#
show | oggi ng

Jul 21 10:03:38.633: %CLNS-5-ADJCHANGE: ISIS: Adjacency to DeviceB (TenGigabitEthernet0/0/4) Down, hold
Jul 21 10:05:10.272: %CLNS-5-ADJCHANGE: ISIS: Adjacency to DeviceB (TenGigabitEthernet0/0/4) Up, new ad
Jul 21 10:33:41.528: %CLNS-5-ADJCHANGE: ISIS: Adjacency to DeviceB (TenGigabitEthernet0/0/4) Down, hold
Jul 21 10:35:07.979: %CLNS-5-ADJCHANGE: ISIS: Adjacency to DeviceB (TenGigabitEthernet0/0/4) Up, new ad
Jul 21 11:03:42.442: %CLNS-5-ADJCHANGE: ISIS: Adjacency to DeviceB (TenGigabitEthernet0/0/4) Down, hold
Jul 21 11:05:08.469: %CLNS-5-ADJCHANGE: ISIS: Adjacency to DeviceB (TenGigabitEthernet0/0/4) Up, new ad

<tfroot>



DeviceB#
show | ogg

Jul
Jul
Jul
Jul
Jul
Jul

21
21
21
21
21

21 11

ST g

1. Z4x|Zejlol440] mo{ef
. 221 Qe 0|AT} ME &
CI|oq Zto| dZAE EQlstL|C

10:
10:
10:
10:
11:

03:
05:
33:
35:
03:
:05:

H35lH CI=

44 535:
13.281:
38.408:
10.989:
39.291:
11.479:

%CLNS-5-ADJCHANGE:
%CLNS-5-ADJCHANGE:
%CLNS-5-ADJCHANGE:
%CLNS-5-ADJCHANGE:
%CLNS-5-ADJCHANGE:
%CLNS-5-ADJCHANGE:

xtoje
i — ]

ISIS:
ISIS:
ISIS:
ISIS:
ISIS:
ISIS:

Adjacency
Adjacency
Adjacency
Adjacency
Adjacency
Adjacency

QIErLCH.

to
to
to
to
to
to

or EjQIX| &Ol
37| 2 df HE 7}

DeviceA
DeviceA
DeviceA
DeviceA
DeviceA
DeviceA

=2 O L=

ghLIcHR
M|

(TwentyFiveGigE1/0/9)
(TwentyFiveGigE1/0/9)
(TwentyFiveGigE1/0/9)
(TwentyFiveGigE1/0/9)
(TwentyFiveGigE1/0/9)
(TwentyFiveGigE1/0/9)

'?r
ping EIAE).

Down, hold tim
Up, new adjace
Down, hold tim
Up, new adjace
Down, hold tim
Up, new adjace
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<#root>
DeviceA(config)#

no | oggi ng consol e

DeviceA(config)#exit
DeviceA#

debug isis adj-packets TenG gabitEthernet0/0/4

ok

A5}

S&tot T st

o

6. rHIol M THZ! Z4%{2

n

<#root>
DeviceA#

show nonitor capture cap paraneter

monitor capture cap interface TenGigabitEthernet0/0/4 BOTH
monitor capture cap control-plane IN
monitor capture cap

access-list TAC > match only the packets all owed on the ACL

monitor capture cap buffer size 100

circular > when the capture reaches the size of 100 MB this overwite the previous information
monitor capture cap limit pps 1000

DeviceA#

show access-1lists TAC

Extended MAC access Tist TAC
permit

host a84f. blc3.9484 host 0900.2b00. 0005 < Local MAC address towards the IS-IS Hello >

permit

host 6c¢31. Oedb. 3b5f host 0900. 2b00. 0005 < Renpte MAC address towards the IS 1S Hello >

Devi ceA#nonitor capture cap start



7. Cisco & x|0ll EEM(Embedded Event Manager)2 # &g LICt. 2|7t syslog THEH S E2|7{5tH
ZoiAlo] THUZE XMEE 237t oG ELICH REMEH LHE 2 2B HESHAM TFTP Ao FIEE
SHAAI2.

<#froot>
DeviceA#
show runni ng-config | sec event

event nanager applet 1SIS Flap authorization bypass

event syslog pattern "%CLNS-5- ADJCHANGE: . *hol d time expired"

action 1.0 syslog msg "ISIS down Please wait - capturing the traffic"

action 1.1 cli command "enable"

action 1.2 cli command "show cIns interface ten0/0/4 | append bootflash:ISIS_DeviceA.txt"
action 1.3 cli command "show clns traffic interface tenGigabitEthernet 0/0/4 |

append bootflash:1SI'S DeviceA txt"

action 2.0 c1i command "show Togging | append bootflash:debug_DeviceA.txt"
action 2.1 cli command "undebug all"

action 2.2 cli command "monitor capture cap stop"

action 3.0 c1i command "end"

For switches to append the logs it is neccesary to use the

append fl ash:

, as example:

event manager applet ISIS_Flap authorization bypass

event syslog pattern "%CLNS-5-ADJCHANGE:.*hold time expired"

action 1.0 syslog msg "ISIS down Please wait - capturing the traffic"
action 1.1 cli command "enable"

action 1.2 cli command "show cIns interface ten0/0/4 | append

flash:1SI'S DeviceB. txt"



action 3.0 c1i command "end"

8. 2|7} g A5t H bootflash/flasholl A ZHA{E LHE LT mfelo| S sl
=X| =ZelghLct

<#froot>

DeviceA#

nonitor capture cap export bootflash:|SI'S Devi ceA. pcap
Exported Successfully
DeviceA#
dir bootflash:*.txt
Directory of bootflash:/*.txt
Directory of bootflash:/
19 -rw- 6048 Jul 22 2023 13:33:40 +00:00
I SI'S_Devi ceA. txt

20 -rw- 103153 Jul 22 2023 13:33:40 +00:00

debug_Devi ceA. t xt
26975526912 bytes total (20527607808 bytes free)

DeviceB#

noni tor capture cap export |ocation flash:|SI'S DeviceB. pcap

Exported Successfully
DeviceB#
dir bootflash:*.txt

Directory of bootflash:/*.txt
Directory of bootflash:/

356939 -rw- 660 Jul 22 2023 13:33:42 +00:00

I SI S_Devi ceB. t xt

356943 -rw- 103283 Jul 22 2023 13:33:42 +00:00

debug_Devi ceB. t xt

0. x| ¢t 2O E H|wst7| {3 TFTP AMbqol| mh
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DeviceA#

copy bootflash:1SIS DeviceA txt tftp:
Address or name of remote host []?

< TFTP | P address >

Destination filename [

I SI'S Devi ceA txt

17

I
18144 bytes copied in 0.095 secs (190989 bytes/sec)

10. T BHLE{olA TZI0| M W S AEEX| 2Qlsty| QUsh Zx{et RIS HImELICH

IS-IS 211 EAd:

¢ 2SS QEHo|AE B S EQT €38 L1-L22 FA=L|C}
« Interfaces A EH(DOWN HENQ! ZAR)= F QIE{HO|A T} hello THZE £+~ AISHK| k2SS Eof
=L},

. IS IS: PTP Hello0il A & X +4lEl miZlo] UX[etX| ef&LICH DeviceA7} 20571 2] IHZ!E
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=
=
"% Mg & o152 LIEFHLICH

<#root>
Devi ceA

TenGigabitEthernet0/0/4 is up, line protocol is up
Attached to: isis
Checksums enabled, MTU 1497, Encapsulation SAP
ERPDUs enabled, min. interval 10 msec.
CLNS fast switching disabled
CLNS SSE switching disabled
DEC compatibility mode OFF for this interface
Next ESH/ISH in 30 seconds
Routing Protocol: IS-IS

Circuit Type: level-1-

Interface number 0x0, Tocal circuit ID 0x5

Neighbor Extended Local Circuit ID: 0x0

Level-1 Metric: 10, Priority: 64, Circuit ID: DeviceA.05
Level-1 IPv6 Metric: 10

Number of active level-1 adjacencies: 0

Level-2 Metric: 10, Priority: 64, Circuit ID: DeviceA.05
Level-2 IPv6 Metric: 10

Number of active level-2 adjacencies: 0

Next IS-IS Hello in 574 milliseconds



if state DOMW

CLNS:

Time since last clear: 00:29:37

CLNS & ESIS OQutput: 33, Input: 241
Dropped Protocol not enabled on interface: 0
CLNS Local: 0, Forward: O

Interface TenGigabitEthernet0/0/4:

IS-IS: Time since last clear: 00:29:37
IS-IS: Level-1 Hellos (sent/rcvd): 0/0
IS-IS: Level-2 Hellos (sent/rcvd): 0/0

1S 1S: PTP Hell os (sent/rcvd): 205/199
IS-1S: Level-1 LSPs flooded (sent/rcvd): 2/2
IS-1S: Level-2 LSPs flooded (sent/rcvd): 2/2
IS-IS: Level-1 CSNPs (sent/rcvd): 0/0

IS-IS: Level-2 CSNPs (sent/rcvd): 0/0

IS-IS: Level-1 PSNPs (sent/rcvd): 2/2

IS-IS: Level-2 PSNPs (sent/rcvd): 2/2

IS-IS: Level-1 DR Elections: 0O

IS-IS: Level-2 DR Elections: O

Devi ceB

TwentyFiveGigE1/0/9 1is up, line protocol is up
Attached to: isis
Checksums enabled, MTU 1497, Encapsulation SAP
ERPDUs enabled, min. interval 10 msec.
CLNS fast switching disabled
CLNS SSE switching disabled
DEC compatibility mode OFF for this interface
Next ESH/ISH in 20 seconds
Routing Protocol: IS-IS

Circuit Type: level-1-2

Interface number 0x0, Tocal circuit ID OxB
Neighbor Extended Local Circuit ID: 0x0
P2P retransmit queue size: 0

Level-1 Metric: 10, Priority: 64, Circuit ID:

Level-1 IPv6 Metric: 10
Number of active level-1 adjacencies: 0

Level-2 Metric: 10, Priority: 64, Circuit ID:

Level-2 IPv6 Metric: 10
Number of active level-2 adjacencies: 0
Next IS-IS Hello in 7 seconds

DeviceB.0OB

DeviceB.0OB



if state DOMW

CLNS:

Interface TwentyFiveGigE1/0/9:

IS-IS:
IS-IS:
IS-IS:

I1S-1S:
I1S-1S:
I1S-1S:

IS-IS:
IS-IS:
IS-IS:
IS-IS:
IS-IS:
IS-IS:

Time since last clear:
CLNS queue depth: 0/100, drops: 0, highest: 1
CLNS & ESIS OQutput:
Dropped Protocol not enabled on interface: 0
CLNS Local: 0, Forward: O

Time since last clear:
Level-1 Hellos (sent/rcvd): 0/0
Level-2 Hellos (sent/rcvd): 0/0

PTP Hel | os
Level -1
Level -2

Level-1
Level-2
Level-1
Level-2
Level-1
Level-2

CSNPs
CSNPs
PSNPs
PSNPs

00:29:34

34, Input: 243

00:29:34

(sent/rcvd): 202/ 202
LSPs fl ooded (sent/rcvd): 2/2
LSPs fl ooded (sent/rcvd): 2/2

(sent/rcvd): 0/0
(sent/rcvd): 0/0
(sent/rcvd): 2/2
(sent/rcvd): 2/2
DR Elections:
DR Elections:

CHS Ef7le ClHae XM E Hlnste AUt

<tfroot>

Devi ceA

Jul
Jul
Jul

Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul

Jul
Jul
Jul
Jul

Jul
Jul
Jul

22
22
22

22
22
22
22
22
22
22
22
22

22
22
22
22

22
22
22

19:
19:
19:

19:
19:
19:
19:
19:
19:
19:
19:
19:

19:
19:
19:
19:

19:
19:
19:

17:
17:
17:

17:
17:
17:
17:
17:
17:
17:
17:
17:

17:
17:
17:
17:

17:
17:
18:

24.
24.
31.

31.
31.
31.
31.
31.
31.
31.
31.
31.

33.
33.
42.
42.

52.
52.
01.

929:
929:
685:

685:
685:
685:
685:
685:
685:
685:
685:
685:

626:
627:
671:
672:

008:
008:
475:

ISl S Adj :
ISl S Adj :
ISl S Adj :

ISIS-Ad]:
ISIS-Ad]:
ISIS-Ad]:
ISIS-Ad]:
ISIS-Ad]:
ISIS-Ad]:
ISIS-Ad]:
ISIS-Ad]:
ISIS-Ad]:

ISl S Adj :
ISl S Adj :
ISl S Adj :
ISl S Adj :

ISIS-Ad]:
ISIS-Ad]:
ISIS-Ad]:

SND: 3way Adj. Local Ckt ID:0x5 Nghbr Ckt |1D:0xB Length: 15
Sending serial IIH on TenG gabitEthernet0/0/4, 3way state: UP, |ength 149¢
Rec serial IlH from 6c31. 0Oedb. 3b5f (TenG gabit Et hernet 0/ 0/ 4)

cir type L1L2, cir id OB, length 1496

rcvd state UP, old state UP, new state UP, nbr usable TRUE
RCV:3way Adj. Local Ckt ID:0xB Nghbr Ckt ID:0x5 Length:15
Nghbr Ckt ID changed: FALSE

received Neighbor System-ID (must be our) 0000.0000.000A
received Neighbor ext.circuit ID (must be our) 0x5
newstate:0, state_changed:0, going_up:0, going_down:0
Action = ACCEPT

ACTION_ACCEPT:

SND: 3way Adj. Local Ckt ID:0x5 Nghbr Ckt |1D:0xB Length: 15
Sending serial IIH on TenG gabitEthernet0/0/4, 3way state: UP, |ength 149¢
SND: 3way Adj. Local Ckt ID:0x5 Nghbr Ckt |1D:0xB Length: 15
Sending serial IIH on TenG gabitEthernet0/0/4, 3way state: UP, |ength 149¢

SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0xB Length:15
Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:UP, Tength 149
SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0xB Length:15



Jul 22 19:

Jul

Jul 22 19:
Jul 22 19:

22

19:

Devi ceB

Jul

Jul

Jul

Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul

Jul

Jul

Jul

Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul

Jul

Jul

Jul
Jul
Jul
Jul

Jul

Jul

22

22

22

22
22
22
22
22
22
22
22
22

22

22

22

22
22
22
22
22
22
22
22
22

22

22

22
22
22
22

22

22

19:

19:

19:

19:
19:
19:
19:
19:
19:
19:
19:
19:

19:

19:

19:

19:
19:
19:
19:
19:
19:
19:
19:
19:

19:

19:

19:
19:
19:
19:

19:

19:

18:

18:

18:
18:

17:

17:

17:

17:
17:
17:
17:
17:
17:
17:
17:
17:

17:

17:

17:

17:
17:
17:
17:
17:
17:
17:
17:
17:

17:

17:

17:
17:
18:
18:

18:

18:

01.

01.

01.
01.

25.

25.

27.

27.
27.
27.
27.
27.
27.
27.
27.
27.

34.

34.

36.

36.
36.
36.
36.
36.
36.
36.
36.
36.

43.

43.

51.
51.
00.
00.

06.

06.

475:

685:

685:
685:

693:

693:

882:

882:
882:
882:
882:
882:
882:
882:
882:
882:

637:

637:

579:

579:
579:
579:
579:
579:
579:
579:
579:
579:

270:

271:

658:
658:
248:
248:

579:

579:

ISIS-Adj:

Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:UP, length 149

UCLNS- 5- ADJCHANGE: | SI'S: Adjacency to DeviceB (TenG gabit Et hernet 0/ 0/4) Down, hold

ISIS-Adj:
ISIS-Adj:

ISl 'S Adj :

ISl 'S Adj :

ISl 'S Adj :

ISIS-Ad]:
ISIS-Ad]:
ISIS-Ad]:
ISIS-Ad]:
ISIS-Ad]:
ISIS-Ad]:
ISIS-Ad]:
ISIS-Ad]:
ISIS-Ad]:

ISl 'S Adj :

ISl 'S Adj :

I'SI'S Adj :

ISIS-Ad]:
ISIS-Ad]:
ISIS-Ad]:
ISIS-Ad]:
ISIS-Ad]:
ISIS-Ad]:
ISIS-Ad]:
ISIS-Ad]:
ISIS-Ad]:

ISl 'S Adj :

ISl 'S Adj :

ISIS-Ad]:
ISIS-Ad]:
ISIS-Ad]:
ISIS-Ad]:

L1 adj count 0O
L2 adj count 0O

SND: 3way Adj. Local Ckt |ID:0xB Nghbr Ckt 1D:0x5 Length: 15

Sending serial |IIH on TwentyFiveG gE1/0/9, 3way state: UP, |ength 1496

Rec serial IIH from a84f.blc3.9484 (TwentyFi veG gE1/ 0/ 9)

cir type L1L2, cir id 05, length 1496

rcvd state UP, old state UP, new state UP, nbr usable TRUE
RCV:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0xB Length:15
Nghbr Ckt ID changed: FALSE

received Neighbor System-ID (must be our) 0000.0000.000B
received Neighbor ext.circuit ID (must be our) O0xB
newstate:0, state_changed:0, going_up:0, going_down:0
Action = ACCEPT

ACTION_ACCEPT:

SND: 3way Adj. Local Ckt |D:0xB Nghbr Ckt 1D:0x5 Length: 15

Sending serial |IIH on TwentyFiveG gE1/0/9, 3way state: UP, |ength 1496

Rec serial II1H from a84f.blc3.9484 (TwentyFi veG gE1/ 0/ 9)

cir type L1L2, cir id 05, length 1496

rcvd state UP, old state UP, new state UP, nbr usable TRUE
RCV:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0xB Length:15
Nghbr Ckt ID changed: FALSE

received Neighbor System-ID (must be our) 0000.0000.000B
received Neighbor ext.circuit ID (must be our) O0xB
newstate:0, state_changed:0, going_up:0, going_down:0
Action = ACCEPT

ACTION_ACCEPT:

SND: 3way Adj. Local Ckt |D:0xB Nghbr Ckt 1D:0x5 Length: 15

Sending serial IIH on TwentyFiveG gE1/0/9, 3way state: UP, |ength 1496

SND:3way Adj. Local Ckt ID:0xB Nghbr Ckt ID:0x5 Length:15
Sending serial IIH on TwentyFiveGigEl/0/9, 3way state:UP, length 1496
SND:3way Adj. Local Ckt ID:0xB Nghbr Ckt ID:0x5 Length:15
Sending serial IIH on TwentyFiveGigEl/0/9, 3way state:UP, length 1496

UCLNS- 5- ADJCHANGE: 1SI'S: Adj acency to DeviceA (TwentyFi veG gE1/ 0/9) Down, hold tine

ISIS-Ad]:

L1 adj count O



Jul 22 19:18:06.579: ISIS-Adj: L2 adj count O

IS-IS CIHO 21 E4Ad:

« DeviceA7} hello THZE &5t (7R 222 19:17:24), DeviceB7} O] ThZlol| St (7H
222 19:17:25), DeviceA7t O| 8 FAIELICHT7E 22 19:17:31).

C|HIO|AA

Jul 22 19:17:24.929: ISIS-Adj: SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0xB Length:15
Jul 22 19:17:24.929: ISIS-Adj: Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:UP, Tength 149
Jul 22 19:17:31.685: ISIS-Adj: Rec serial IIH from 6c31.0edb.3b5f (TenGigabitEthernet0/0/4)

o3
2
w

Jul 22 19:17:25.693: ISIS-Adj: SND:3way Adj. Local Ckt ID:0xB Nghbr Ckt ID:0x5 Length:15
Jul 22 19:17:25.693: ISIS-Adj: Sending serial IIH on TwentyFiveGigE1l/0/9, 3way state:UP, length 1496
Jul 22 19:17:27.882: ISIS-Adj: Rec serial IIH from a84f.blc3.9484 (TwentyFiveGigE1l/0/9)

« DeviceAE CIE hello THZ!2 M& st (7Y 222 19A] 178 33%), DeviceBE hello THZ! g T
S5t (78 22 194 178 34%) 2% £ 0f m|o{oi| A THZIS = AlgHL|CH.

C|HFO|AA

Jul 22 19:17:33.626: ISIS-Adj: SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0xB Length:15
Jul 22 19:17:33.627: ISIS-Adj: Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:UP, length 149

el
A
™

Jul 22 19:17:34.637: ISIS-Adj: SND:3way Adj. Local Ckt ID:0xB Nghbr Ckt ID:0x5 Length:15
Jul 22 19:17:34.637: ISIS-Adj: Sending serial IIH on TwentyFiveGigE1l/0/9, 3way state:UP, length 1496
Jul 22 19:17:36.579: ISIS-Adj: Rec serial IIH from a84f.b1lc3.9484 (TwentyFiveGigE1l/0/9)

B
el
rr
N
(=)
ofn
e
|K
HU
HM
M
rlo
w
o
A
~for
2
pal
>
mo

« DeviceA7} DeviceBOIA EH IiZIS £=Al5
OfeHZ MAErLCt.

C|HFO|AA



Jul 22 19:17:42.671: ISIS-Adj: SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0xB Length:15
Jul 22 19:17:42.672: ISIS-Adj: Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:UP, length 149

Jul 22 19:18:01.475: ISIS-Adj: Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:UP, length 149
Jul 22 19:18:01.685: %CLNS-5-ADJCHANGE: ISIS: Adjacency to DeviceB (TenGigabitEthernet0/0/4) Down, hold

* DeviceB7} g IofollM miZ!E = Alst x| ef&LICH 7|2 2/ 7IZH0| X|LIH O Z2 E
AHseZ Ct2E L

M
rlo

&xIB

Jul 22 19:17:43.270: ISIS-Adj: SND:3way Adj. Local Ckt ID:0xB Nghbr Ckt ID:0x5 Length:15
Jul 22 19:17:43.271: ISIS-Adj: Sending serial IIH on TwentyFiveGigE1l/0/9, 3way state:UP, Tength 1496

<snip>

Jul 22 19:18:06.579: %CLNS-5-ADJCHANGE: ISIS: Adjacency to DeviceA (TwentyFiveGigE1l/0/9) Down, hold tim

] H AL
= _ .

rir
:‘.ﬂ
"
rlo

DeviceA= DeviceBO|A ZHZ!E 5= 4I5HK|BE O] 2FRE{7} L[0{0i| M OFX |22 2 = AlSt
138 17.31L|Ct. 218424 DeviceA7l Hello THZ/2 ELHL|Ct

zlofoll M ofFH SH 210



M | eth.dst == 09:00:2b:00:00:05

N¢| Time | Source | Destination

2023-87-22 13:17:31.684962 Cisco_db:3b:5f DEC-MAP-(or-0SI7)-.. P2P HELLO, System-ID: @000.0000.000b

> Frame 679: 1513 bytes on wire (12184 bits), 1513 bytes captured (12184 bits)
» IEEE 80@2.3 Ethernet

» Logical-Link Control
> IS0 18589 ISIS InTRA Domain Routeing Information Exchange Protocol
> ISIS HELLO

DeviceB Z{X = |FAISt RS BE0o{FH, AIXx[= I|o{0| M OFX|E hello THEIE £
DeviceBE & 90| hello I{Z! 2 HM&5H7| AlRHEFLICH

Alstx|gt,



N |eth.dst == 09:00:2b:00:00:05

Ne| Time | Source Destination

2023-07-22 19:14:20.125427 Cisco_c3:94:84 DEC-MAP-(or-0SI?)-.. P2ZP HELLO, System-ID: 2000.080800.0080a

> Frame 1971: 1513 bytes on wire (12184 bits), 1513 bytes captured (12104 bits) on interface \Device\NPF_{D6BBEB6A-0886—4A6C-BDDS-8E2837C66FE0}, id @
-~ ITEEE 802.3 Ethernet

» Destination: DEC-MAP-{o i B:2b:00:00:085)

» Source: Cisco_c3
Length: 1499
Logical-Link Control
IS0 18589 ISIS InTRA Domain Routeing Information Exchange Protocol
» ISIS HELLO

ISIS =t e C|HtO|AB

LHEH ZHX{of| A= Hello THZ!0| Z|o{ Ztoll MEE|X| ot &LICH O] EXMlE 2481 #3710 e R
2 2elLct.
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