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ol s & E2|HE UEO|EE AH8sto &

x|}
& AZ 2?I5H eIGRPE= 1P 2i[0]04(Protocol 88)01| A & &S 35tH E& E|T = M7 X[HE 3! M2 2|5
RTP(Reliable Transport Protocol)& AR ELICIH £35| WE|FHAE FA 224.0.0.10 EE= FF02:AE AFBSHE

hello HA|X|2} &7H HE|FHAEQ RLIFIAEE 25 K|HELICEH
EIGRP 22 7|2Mo 2 M| 7}X| Ho|20 MEE HEE J|gte 2 §hLct.
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192.188.192.115 SR 44— FTOV for VMware 742 y Essentials © s

1931
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Firewall Management Center

Overview Analysis Policies Devices Objects Integration Deploy @ 00 £ @  admin - il cpe

192.168.193.115

Cizsco Firepower Threat Defense for Wihware

Device Interfaces Inling Sets - DHCP VTEP

Virtual Tunnels

2, Search by name Add Interfaces =

Interface Logical Name Type Security Zones MAC Address (Active/Standby) IP Address Path Monitoring  Virtual Router

® Managoment/( management Phiysical Disabbed Global [+ o
@ GigabiEtherne10/0 inside Physical inside 172.16.193.6/29(Static) Disabod Global
@ GigabitEtherne10/1 outside Physical oulside 192.168.193.116/24(Static) Disabled Global

GigabitEthernet0/2 Physical Disabled

2% i 7ol M EIGRPE 2 =IEHLICH.
Enable EIGRP(EIGRP Ed$hE ZalstL|ct.

As H3$(1-65535)2 & & EFLICEH

HESI/SAE 5tLIE MEHRIL|CE. 'Available Network/Host' 5 0| A O|70i| 4438 ZHX|E MEHSI 7L
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192.168.193.115

Cisco Firepower Threat Defense for Viware

Device Interfaces Infine Sets Routing DHGP VTEP
—

rtual Routers Enable EIGRP | 2

AS Nuirmber®

! 3

Setup Neighbors Filter Rules Redistrbution Summary Address Interfaces Advanced

Auto Summary

Available Networks/Hosts (11} O + Selected Networks/Hosts (2) 4
I 192.168.193.0_24 i
17 1
aged Routing £16:19340 172.16.193.0 5

192.168.193.0_24
192.168.193.254
any=ipvd

IPvd-Benchmark-Tests

IPvd-Link-Local

CHES 2 EIGRP U|O[H QIR dofl CHEt 2|4 @ F AFEILICt
« AS HE 7} URJ[sH ok ErL|ct
QE{mHojAE &Y MEHOI_T'_ 14 7hssHoF F L.
2 A2 M, Hello & Hold EFO|H7} L xI&H o &L|Ct.
K-zt 2 Y X[l oF ErLICt.
EIGRP EZiEE AtEst= HM A F5F0| glofoF LICH

CLIE At8et 45

» show run router eigrp
eigrp U[O|HH EA|

. eigrp EEZRX| EA|

» show eigrp interfaces
- B2 eigrp EA|

eigrp EEHTE EA|
C|EH ip eigrp LH[O|H
eigrp IZ! CIHH

firepower B1% show run router eigrp

2HE eigrp 1
of 7|2 W& gig

—_

72 42 £

3
Ojo

eigrp log-neighbor-warnings 3=
eigrp log-neighbor-change 1S

HE2/3 192.168.193.0 255.255.255.0

s ez



HE23 172.16.193.8 255.255.255.248
firepower #1%
firepower# show eigrp neighbors
AS(1)& EIGRP-IPv4 2I%] C|HIO|A
H &4 QIEH oA 27 7k& AlZh SRTT RTO CH7 (&
(%) (ms) Cnt HE
014 2|5 192.168.193.121 21 21:45:04 40 240 0 30
firepower# show eigrp topology
AS(1)/1D(192.168.193.121)& EIGRP-IPv4 EEZZX| E|0|=
AL P-+§,A-24, U-UH0IE, Q- 32|, R- 3[4,
r- 3[4 &El, s - sia & Ef

P 192.168.193.0 255.255.255.0, 12| F X}, FD= 512

P 172.16.193.0 255.255.255.248, 15 2| £ X}, FD: 768

192.168.193.116(768/512)2 &3 2

I

P 172.16.193.8 255.255.255.248, 18 9| X}, FD 512

A4, LH=
firepower# show eigrp interface
AS(1)& EIGRP-IPv4 QIE{m| 0| A

Xmit CH7 | B S HEPHAE ER &

QIE{H| 0|A |04 Un/Reliable SRTT Un/Reliable Flow Timer Z2
Q|% 10/0100/1 50 0
LHE 00/000/1000

firepower &

firepower B1% show route eigrp

AL L-24,C-¢¥ZEE S-HX R-RIP, M- ZHIY B-BGP



D - EIGRP, EX - EIGRP 2|%, O - OSPF, IA - OSPF ¥ 7t
N1 - OSPF NSSA 2| 2% 1, N2 - OSPF NSSA Q|8 & 2
E1-OSPF 2|8 9% 1, E2-OSPF Q|8 & 2, V- VPN
i-1S-IS, su-1S-1IS 29, L1-1S-IS I 1, L2 - IS-IS Blle 2
ia - IS-IS inter area, * - £2 7|22t U- AISAE 14 F=2
0-ODR,P-H7|Moz2 CIREEL|E 1M ZE2, +- EXE E=2
S| - % InterVRF, Bl - BGP InterVRF
%|Z SXK|2| HO|ESOIE 192.168.193.2540| M HIE L3 0.0.0.022
D 172.16.193.0 255.255.255.248
[90/768] - 192.168.193.116, 02:32:58, 2|
firepower# show route
IEL-2H C-4AE,S-H™M, R-RIP,M - ZHtY, B-BGP
D - EIGRP, EX - EIGRP 2|%, O - OSPF, IA - OSPF &< 7t
N1 - OSPF NSSA 2| 2% 1,N2- OSPF NSSA 2|8 8% 2
E1-OSPF 2|8 9% 1, E2- OSPF Q|8 & 2, V- VPN
i-1S-IS, su-1S-1IS 22, L1-1S-IS 2l 1, L2 - I1S-IS Bl 2
ia-1S-ISinter area, * - £2 7|22}, U- AI8AtE 1Y B2
0-ODR,P-M7|Mo2 C}RECE= 1M ZE +- EXE E=2
S| - % InterVRF, Bl - BGP InterVRF
%|E SHMK|9| HOIERIOlE 192.168.193.25401| M U ER/Z 0.0.0.022
$*0.0.0.0 0.0.0 [1/0] - 192.168.193.254, 2|&
D 172.16.193.0 255.255.255.248
[90/768] - 192.168.193.116, 02:33:41, 2|
C 172.16.193.8 255.255.255.2482 LHF0i| 2% AZA [0 /U &LICEH.
L 172.16.193.14 255.255.255.255= LIS 0| M E1 HAZELICH
C 192.168.193.0 255.255.255.02 2|5 0f =& dZ4x|o Q&L

L 192.168.193.121 255.255.255.255= 2|F 0| A & AZELICt



firepower %
firepower 8% show eigrp traffic
AS(1)0i| CHEt EIGRP-IPv4 ECHE SH|
Hello £LHZ|/8t7|: 4006/4001
HiiZ|/2 2 Ho0|E: 4/4

B/

=l 2{2]: 0/0

A
TAI_II_

Hii7l/g2 2[4 0/0

SIA-Replies £ LHZ|/Et7]: 0/0
OtASMI R T2 M|A ID: 2503149568
PDM Z ZM|A ID: 2503150496

T

b
N

0|24 C§7|: 0/2000/2/0( 34 RH/EICH/Z| 11 /A A])

firepower &

Debug B2 H|O|HH &EHO| H4E AIEE 2HE Sl Ol AASE £ /JU&LICH
firepower# C|HH 1 ip eigrp Li|O[H

firepower H%

EIGRP: 2R/ AlZh 2tE

Otz 2 0|S: Z[0{ 192.168.193.121 total=0 stub 0, iidb-stub=0 iid-all=0
EIGRP: &3 |4 Amj M2[[0]

EIGRP: U|O[tH 192.168.193.1210| HIZ 2 2 Ct2E|U&LICH

show eigrp neighbors &2 Al&304 FTD 7F2| H|O[H & EHE = QIgtLICt.

firepower# show eigrp neighbors



AS(1)& EIGRP-IPv4 2I%] C|HIO|A

show interface ip brief @& 2 At&35t0{ QIE{H|0|A Q| MEHE 2 QIFLICt GigabitEthernet0/1 2IE
HOo|A7F BE|4 CHR2E RS =elg = U&LICH

firepower# show interface ip brief

QEHO|A IP T4 HY 07 HME Bl Z2EZ
GigabitEthernet0/0 172.16.193.14 YES CONFIG up
GigabitEthernet0/1 192.168.193.121 YES CONFIG administratively down up
GigabitEthernet0/2 192.168.194.24 YES manual up
Internal-Control0/0 127.0.1.1 0i| A7 S|
Internal-Control0/1 unassigned YES unset up
Internal-Data0/0 unassigned YES unset down up
Internal-Data0/0 unassigned 0i| A% 5|
Internal-Data0/1 169.254.1.1 off A7 SHA|
Internal-Data0/2 unassigned YES unset up

Management0/0 203.0.113.130 of] A% s
ALtEIR 2- 218

FTDE EIGRP I{Z!& 21&535t= MD5 SHA| & 1 2|&S X|HELICH 7|[2XMo 2 0| 2152 HIg-H&
z|o] U&LLCt.

MD5 SHA| &1 E|ES
AMAMO| &= C|HIo|A 2
Me &M8HE|X| =

& 445} 5t 24 'MD5 Authentication'(MD5 /&) = Qlgtg A._‘|E—.?=.*L—|IZF 5
F oM L x|5HoF & LICt. 8 ClHo[A0f 'IE %*

A< Ho|HH 21T Mol E Atolof|l BEE = ei&

CIHH eigrp THZ!2 AFE 504 O ZHI|a 20| S =elgh Lt

firepower H% C|H{1 eigrp THZ!

(MOlolE, 23, #El, &, HELLO, IPXSAP, PROBE, ACK, STUB, SIAQUERY,
SIAREPLY)EIGRP I{Z! C|HHZ 0| 74X U=

firepower 1%
EIGRP: 2|5 192.168.193.1210 A R A|El T{Z!, opcode = 5(2!F sl & 7| A +)

EIGRP: 2% nbr 172.16.193.140{| A{ HELLO =2l



AS 1, Z211 0x0:(NULL), AlZA 0/0 QIE{m 0|AQ 0/0
EIGRP: 2|50 A< HELLO EL{7|
AS 1, Z2i2 0x0:(NULL), Seq 0/0 interfaceQ 0/0 iidbQ un/rely 0/0
EIGRP: L& 0| A<{ HELLO 2 LHZ|
AS 1, Z2122 0x0:(NULL), Seq 0/0 interfaceQ 0/0 iidbQ un/rely 0/0
EIGRP: 2|5 192.168.193.1210{ M FA|El T{Z!, opcode = 5(2!1& &Ml E= 7| #|Q! F&F
EIGRP: 2% nbr 172.16.193.140{ A{ HELLO =4I
AS 1, Z212 0x0:(NULL), AIEA 0/0 2IE{H|0]|AQ 0/0
EIGRP: Li§ 0 A<{ HELLO ELH7|
AS 1, Z2i1 0x0:(NULL), Seq 0/0 interfaceQ 0/0 iidbQ un/rely 0/0
EIGRP: 2|5 0{ A< HELLO EL{7|
AS 1, Z2i1 0x0:(NULL), Seq 0/0 interfaceQ 0/0 iidbQ un/rely 0/0
EIGRP: 2|5: 192.168.193.1210{| M F A|El T{Z!, opcode = 5(2/5 SHAl = 7| &l +2).

215 0| THM AUHLE 7| A[Qlo] giEE LIEIHLHE HIAIXIE #HEE + A&LICH O] AlLI2[20 M=
UM o 2 215 0] & mofolM &&=tz x|et CHE Z|o{oM= & d3tE|x| o2 M 2Lt

EIGRP: 2[%:192.168.193.1210{| M F A|El T{Z!, opcode = 5(215 Al EE= 7| MRl +5}).
show run interface <EIGRP interface>& A& 3t0{ & QI&FL|C}.

Firepower1# show run interface GigabitEthernet0/1

I

QIE{H| 0| A GigabitEthernet0/1

nameif 2|5

=
=

e

0

M4

A
e

ip &4 192.168.193.121 255.255.255.0

OI)I

7| eigrp 1 ***** key-id 10

0

P1FZ T C eigrp 1 md5
Firepower2# show run interface GigabitEthernet0/1



QIE{m| 0| A GigabitEthernet0/1

nameif 2|5

ot

0

4

ES
ip =4 192.168.193.116 255.255.255.0
AlLIE|Q 3 - THA|E QIE{m|0|A

EIGRP7} 44 A< EIGRP hello HZ!2 Qttso 2 =937} # 445 E QlEH 0lA0M &4
Al

gLt QIE{HO|A 7 HA|EHE R El B2 EIGRPE liiE QUE{H| 0|4 0| F 2t E Ztoi| hello THZ!
Ol Xetl= AE AK|stod 1™ ClHtolA QI -0l £ AELICEH [HetA o] 242 2t E7t Bt ?

2 HOO|EE sliiE IE{H 0|A0|AM E|X| ZotH & # ofLizt siE UEm 0|20 M 2t E MO
O|EE #IstX| Z5tH| FLict

show eigrp neighbors &2 Al&35t0{ FTD 7+2| |0t AEHE =FQIFtLICt.
firepower# show eigrp neighbors

AS(1)& EIGRP-IPv4 Q1% C|HIO|A

debug eigrp packets HHE AI&3l04 & Q! EIGRP {21} o|z48t miZlg Sall M& ke 2H
Ho|AE =olE 5= A&LICE

-2 T AAHE
FTD 1
Firepower1#

(YOIolE, 2, #&El, S, HELLO, IPXSAP, PROBE, ACK, STUB, SIAQUERY,
SIAREPLY)EIGRP I{Z! C|iHZI0| 74x4 2l

firepower %
EIGRP: 2|F0{ A HELLO EL{7|

AS 1, Z2i1 0x0:(NULL), Seq 0/0 interfaceQ 0/0 iidbQ un/rely 0/0
EIGRP: L5 0l A HELLO EL{7|

AS 1, Z2i1 0x0:(NULL), Seq 0/0 interfaceQ 0/0 iidbQ un/rely 0/0
EIGRP: 2|5 0{l A HELLO EL{7|

AS 1, Z2i32 0x0:(NULL), Seq 0/0 interfaceQ 0/0 iidbQ un/rely 0/0
EIGRP: LIS 0l A HELLO EL{7|

AS 1, £24 0x0:(NULL), Seq 0/0 interfaceQ 0/0 iidbQ un/rely 0/0



EIGRP: 2|50 A HELLO EL{7|
FTD 2
Firepower2# eigrp IiZ! C|H{1

(MOlolE, 2, #El, 8&, HELLO, IPXSAP, PROBE, ACK, STUB, SIAQUERY,
SIAREPLY)EIGRP IHZ! C|HZO| 74X JUZ

Firepower2#

O AlLt2|20IA FTD 2= LHE & 2|F QIE{H|0|A 7 THA|EHE FHE|0{ /222 EIGRP hello H|
AlXIE ELHX| et&LICt show run router eigrp S A& 3104 0|2 & QIErLICH.

Firepower2# show run router eigrp
2 Ef eigrp 1
of 7|2 E& gig

72 HE &3

0
Ojo

eigrp log-neighbor-warnings 815

eigrp log-neighbor-change 81

HE 23 192.168.193.0 255.255.255.0
HE®|3 172.16.193.8 255.255.255.248
Q|F mA|E QIE{H 0]A

LHE THA|E QIE{H|O|A



rH

=

2k

t1: PHE 2E Ll T2 MHAE SX|5H24™ undebug all

1 x4

- O -1

« FTD C|H}O|A 9| EIGRP
- FTDOI M EIGRP T4
- EIGRP £ HIE HEE!

0424
oo


https://www.cisco.com/c/ko_kr/support/docs/security/secure-firewall-threat-defense/222488-troubleshoot-eigrp-on-ftd-devices.html
https://www.cisco.com/c/ko_kr/support/docs/security/secure-firewall-threat-defense/222488-troubleshoot-eigrp-on-ftd-devices.html
https://www.cisco.com/c/ko_kr/support/docs/security/secure-firewall-threat-defense/222488-troubleshoot-eigrp-on-ftd-devices.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/routing-eigrp.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/routing-eigrp.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/routing-eigrp.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/routing-eigrp.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/iproute_eigrp/configuration/15-s/ire-15-s-book/ire-wid-met.pdf
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/iproute_eigrp/configuration/15-s/ire-15-s-book/ire-wid-met.pdf
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