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O BEXME sllZ23t7| 2I5H o] Mol MHE EtA M= &Y ES= 2 DSCP(Differentiated

Services Code Point)£ E A|504 §ét= TZE AlHst=s WS 20 & IEP Ol Zf2 L& ==
S0 M IPsec SICHZ SAIZ|2 2 DSCPE AIE35104 EEHEIS AlHE 4 Ql&LICt |stE 3!
o] MH='5| 5 WAN Zix{ Ao ECHES o0& 5o AANM OS2 ECfE0| ME LTS
Sl W E 2o ELCH
5 7He| Bt Bt RE{ AIO|EE AF235104 O| EBHE R 7|22 AIIFLICE o] A< o|O|X|of A
El Zd%{& 100ping2| & EH_.E_ ICMP E2i=Z!0] 10.0.0.100{| A 10.0.2.102 2 EEE*E.'I—IEL O| ol Alol A
= &A0| QIX|TH O|dE AlHSIT| I8t £40| Y= B0l 0| SUSH EHERE 7|20 AR E
Ct.
10.0.0.10 F . 192.168.23.149 192.168.28.240 10.0.2.10
e 7 A &V AN
LAY LAY
cEdge1 cEdge3

2A| §ld Z2H|A
e TEAMA

1. WANE Sall FHE|s EcfEel B2, YT O/ALE DSCP 2tz ECHEE EAlstidH
ACL(Access List)(E= 5 54! ¥a)o| HELCt o] oflof A= DSCP 270| AFSElL|Ct

2. EBfEO| ZAIEH HHICIE THZ! HXME MEsIo A4 I SXX| Bt EL| TS QEm0|A
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1. 4747} E#YE|H Wiresharkol| A &o{ EL|C}.
2. Wireshark0| A EE{E M&3lo4 H5t= W2l EAISH CHS Y| ghLct
3. Microsoft Excel2 Mt H g E&357| 2/l CHE 3 ZH&{ ol At ElLICH.

DSCPEZ Héte ECiE EA|

OIAIQt Z 2 HMA FSE2 AA BFRE{(O] 0| Al2] B cEdget)ol FHE|1 EAIE CHZ 2R E
|2 o|M ISDWAN 220 = QEmo|A0 MEELICH

MEN I 2E{7} 7:_19504 Ef{=o| & CHZE Mol == st=X| = 2lRFL|Ct. show sdwan policy
access-list-counters o 2 & QI8 4= Q)& L|CH



policy

access-1ist mark_dscp_27
sequence 10

mat ch

source-ip 10.0.0.10/ 32
destination-ip 10.0.2.10/32
1

action accept

count MARK DSCP_27_ COUNT (optional counter to verify packets that hit the policy)
set

dscp 27

!

1

1

defaul t-acti on accept

sdwan
interface G gabitEthernet3
access-list mark_dscp_27 in

LHEE A2 EcHE X

2 11: Cisco 10S XEO|AM HHICI= THZ! M E F55t0d WANE Shtetes 2 E3HE mZlS
& 5t= W2 Embedded Packet Capture for Cisco I0S and Cisco I0S XE Configuration
Example@ Z 0|S&L|Ct

&t1: EPCO] CH3H 1000PPS rate-limit& =& £~ U =22 ACLE AF230{ WANS| EPCE
K| gtsHok gLict.

of

ACLE cEdge1 2! cEdge30ilAl TAELICH o] ofloflAls E2HZl0| 200N CHM O R 7He Wit
28t grolgly| MUt

&1 WAN IP A £ X E ZEZste o AFRELICH ACL ZE{of CHa HIE WAN IPE

=
Ager 4+ 9z 2 EaiTio| Z2 8 Aysts Of AL E 4 2t of2] 20| UBLICH O &

E"‘é *”“‘F" IHI AEE £ Q= W2 show sdwan app-fwd cfloud flow ! show sdwan
policy service path@LIC}. C|tH1 X742 32 Conditional Packet Trace(Z74E TiZ! FEHZ2
OlE o|.A| Al o .

ip access-list extended CAP-Filter
10 permit ip host 192.168.23.149 host 192.168. 28. 240

Of Ao F Bt RE{HM ZiX{7} AlZTE[D 2B{E0|E S35H 100702 pingO| & ELICY.

#ping vrf 10 10.0.2.10 rep 100
Type escape sequence to abort.

Sendi ng 100, 100-byte | CWP Echos to 10.0.2.10, tineout is 2 seconds:
| A T T T T A O A R O A A A A O |

Success rate is 100 percent (100/100), round-trip mn/avg/max = 1/1/4 ns
5 EIREM X7t SX|ZD =EE|M 0|2 E248 Wiresharkoll M sHE ZHZ{E o{of & L|Ct.


https://www.cisco.com/c/ko_kr/support/docs/ios-nx-os-software/ios-embedded-packet-capture/116045-productconfig-epc-00.html
https://www.cisco.com/c/ko_kr/support/docs/ios-nx-os-software/ios-embedded-packet-capture/116045-productconfig-epc-00.html
https://www.cisco.com/c/ko_kr/support/docs/content-networking/adaptive-session-redundancy-asr/117858-technote-asr-00.html

WiresharkE& St 24

Wireshark0i| A cEdge1 Zix{7t Q2|H £ & Ecf= 0| &3kl o miZ! 0| MEE Ping2lX| 4]
35t 7|7t 2 X| et &Lt

Ml carpow - o
e fdt Vew Oo Copture Anshoe Stasticc Tebphomy Wineles Took  Help
Adm’ 8 B - LR L Eeaaan
It -
P Froacn  Leng® ESF Sequence Differentoted Servoes Codepont.  SorcePort  DesirasonPort  Sequencebmber  Info
[ -~ e ars Class Selactor & 32386 = 12487 Len=333
wor 148 Clase Zelecter & 22588 = “
e 17 Clase Salecees & 22388 =
wor 148 Class Selector & 32386 +
e 17 Clase Selecter & FEET
e 148 Class Selector & 12386 +
woe a7 Claze Selecter & 21386 =
oe us Claze Selactor & 12386 =
e 7S €hass Selectsr & 32306 =
e 158 €lazs Selector 12084 =
e 178 Clazs Selactor & 12306 =
P 168 ©lass Selector & 32386 +
e 178 Class Selector & 12386 =
e 168 Clazs Selector & 12086 +
[ 178 £lass Selector & 22385 -
[ 168 Class Selector & 12386 =
[ 175 Class Selector & 12386 +
e €lass Selector & 12385 -
e 175 Clazs Selector & 12386 +
0 B8.774553 P 168 Class Selector & 12386 =
1 9.111890 e 17 Class Selector & 12386 =
12 9.653557 [ 168 Clazs Selector & 12386 +
3 10.082588 P 175 Class Selector & 12386 =
34 10564557 [ 168 Class Selecter & 12386 =
15 10945599 [ 175 Class Selecter & 12386 =
6 11.416970 ok 168 £lass Selecter & 12385 =
37 11937591 [ 175 Class Selecter & 12384 =
3 12.00964 [ 168 €lass Selecter & 12386 =
3 12,3698 e 17 Class Selecter & 12386 = 13487 Len-133
ETRLR T 103 468, 28388 ok 168 £lass Selecter & 3386 - 13487 Len-126
31 15.77958 192.168.28.288 wor 175 £lass Selecter & 12386 = 12487 Lens133
33 14471888 103468, 38388 ok 1% Befault 3388 = 13487 Len-134
202,168, 33140 102268, 28_ 388 ok 176 Default 13386 = 12407 Lens134
292.368.23.248 192.268.28.200 wor 176 Default 12386 = 12487 Len-134
202,168, 33148 103168, 38_388 woh 1% Befault 3588 = Len=ii4
202.168. 23140 102.268.28_288 wor 178 Default 12588 =
292.368.23. 249 192.268.28.290 wor 178 Default 22388 =
102.268.28_288 won 17 Default 22388 =
192.268.25.240 wor 17 Default 12386 =

O| ZIXE E Al ZH ip.dsfield.dscp == 272 ZE{2!5tH 3l 5tEHofl 100702 T B EA|Z|T
=A1E /N =5 Ip.dstield.ascp = =Cloor 2’ or = A ac Ly
DSCP & gfofl 25 270| EA|ELICH
= B A= .
Adm @ BB g ==
st 2o == 27 @aed -+
. Tme saurce Destruson Frotocal  Lengts 5% Sequence [ p——— brcerort  CestrasnPot  Sequrcetumber i s
451 55441963 192.168.13.149 192.168.28.290 e e w 12386 = 12487 Len=1M4
452 55.445576 197.164.1).149 197.164.78. 240 e 17 n 12386 + 12487 Len=iM
453 55, 448566 197.163.1).149 197,168,728, 240 we e w 12386 =+ 12487 Len=1M
ATE 55, A%0965  197.168.70.145 197.164.78. 240 we 76 w 12086 + 12407 Len=1l4
455 55 451564 197.148.7).149 193.168.28. 240 we 17 n 12386 = 12437 Len=1M4
Gessasen Irimais  samiae e = 12386 - 13997 Leneion
Syl mamais  etusmie i 5 ey
Gisen wisnie  eusmue 5 12306 - 12487 Lenvion
459 SS.ASTHEE  102.168.13.149 192.168.28. 248 o 176 ” 12386 = 12487 Len=134
A58 55458575 192.164.1).140 192.168.28. 248 (- 176 nw 123886 = 12487 Len=134
461 55.461966 213,149 192,168, 28. 240 e 176 w 12386 =+ 12487 Len=134
46T 55, 463565 L1048 197,164, 18. 240 e 17 n 12386 + 12487 Len=1M
46D 55, 465564 10,148 197.164.78. 240 we 176 w 12086 + 12407 Len=lM
454 35, 466971 13149 191.168.20. 240 we i7e w 1206 + 12497 Len=l}4
4GS 5548762 L 33,049 193.168.38. 240 we 7% n 12386 = 12437 Len=134
Gesskmei IPeDIS e - 12306 - 1348 Lemwion
B aows M  wmie = 12000 - 13007 Lomeits
468 55.47197% 23140 192.168.28.248 uoe 17 ” 12386 = 12487 Len=134
469 5547967 192.168.13.149 192.164.28.240 e e mw 12386 = 12487 Len=134
470 55474566 197.164.1).149 192.168.28. 248 e 176 nw 12386 - 12487 Len=134
471 55.475573  197.168.1).149 192,168, 28. 240 e 16 w 12386 + 12487 Len=1M
AT 55, ATEFES  197.168.10.145 192.164.79. 240 we 76 w 1206 + 12487 Len=1M4
47D 55.47856)  197.164.1).149 197.164.70. 240 e 76 n 12086 + 12497 LenslM
ATH B ARG 197.168.70.048 197, 168.38.240 we te ) ” 12386 + 12497 Len=134
Dl Geimos  mammis e " Tk - raks Laahe
Gesimen mimnie  usmue e " 12306 - 1248 Lemwion
ATT S5.AS9SET 102.168.23.149 192.168.28. 248 e 178 ” 12386 = 12487 Len=134
ATE SS.487966 102.168.13.140 192.168. 28,248 (- 176 ” 123886 = 12487 Len=134
4TS 55.485573  192.168.71.149 192.168.28. 248 (- 176 w 12386 = 12487 Len=134
488 55.401563 192.164.1).148 191,164, 18. 240 e 7% mw 12386 =+ 13487 Len=134
481 55.508561 191.164.1).149 197.164.78. 240 e 176 w 12386 = 12487 Len=lM
482 55.5L09%9 191.168.1).149 197,168.20.240 we 17 w 1206 =+ 1247 Len=1M
ASY 55501566 197.148.1).145 197.168.28. 340 e 17 mw 13386 + 12487 Len=1M
AB4 35,5065 192.148.1).048 192.168.20.240 we 176 Fel 12386 = 12407 Lensl34
prepree e e > 1368 - k7 it
Bessien mimnie  eusmiue i 5 12334 - 1248 Lemeion
48T 55507963 192.168.13.149 192.168.28.240 e e w 12386 = 12487 Len=134
488 55.52%550 102.144.3).140 192168, 38,348 e 17 w 12386 = 13487 Len=134
489 55.524966 192.164.1).148 197.168.28. 248 (- 176 w 12386 = 12487 Len=1}4 -,
Frame 451: 176 bytes on wire (1488 bits), 176 bybes captured (1480 Blts)
Etharnat 11, Sro: \Pheare Bhiafidh (00:H0:56:B4:09245), Dut: Vhare B4:e2:b7 (00:50:%6:B4zed:bT)
Intersgt Protocol Version 4, Sre: 192.168.33.149, Dut: 192.168, 18, 240
5 Uier Ditagrem Protocsl, See Porn: 12388, D4t Ports 13407
* Data (134 bytes)
B 5 56 B4 2 L7 00 S0 6 84 a1 ASEB 00 A 6 PY P ¥ £ £l =

@ F cwpam |.-sa- rati: et

DSCP Z{0l WANOIIM R X2l dF T2 tie ZMolM SLet EEIE MEE + U&LICH

DSCP 2t0| 38 QB! A0 X|IXKIE §EXME CHE BR0lE ol MY +™dE & sl&aLth



I{ZIo| ESP AlEA HEE HiE
MEdgfLCEH

Decode(C|2 &)

1L

ECZAUXME =L B
12386
12386
Mark/Unmark Packet Ctrl+M LESH0
12386
Ignore/Unignore Packet Ctrl+D 12386
Set/Unset Time Reference Ctrl+T 12386
Time Shift... Ctrl+Shift+T 12386
Pack . 12386
acket Comments 12386
Edit Resolved Name 12386
12386
Apply as Filter » 12386
12386
: »
Prepare as Filter 12386
Conversation Filter 4 12386
Colorize Conversation » 12386
SCTP \ 12386
12386
FD“OW » 12386
12386
3
LORY, 12386
Protocol Preferences » 12386
12386
Show Packet in New Window 12386
MEHSI T SiE Z =0l UPPENCAPS 245t 7HLE ESCHR2 0 MESSE



‘ Wireshark - Decode As...

Field Value Type Default Current
UDP port 12386 Integer, base 10 (none) |(none)
3GPP2 AN
A1
ACDR
AcCtrace
ADP
ADwin
ALC
AMP
][] =] B
[ ok || save Copy from Cancel Help
O| 2f40| 2 2 |™H OK(E Q) E MEErLICH
‘ Wireshark - Decode As...
Field Value Type Default Current
UDP port 12386 Integer, base 10 (none) UDPENCAP
(] [=] =] &
Copy from Cancel Help

= -

Wireshark Packet Details(Wireshark THZ! M| ALeh) A0 A THZ! 2| Encapsulating Security

Payload(Zi=3t 2o H|O|ZE)

H-dH o
T ==

&350 ESP Sequence(ESP AR A)E &QlgL|Ct



A7Q B8 ARRGTR 147 1AR 23 144 142 1AR 2R 244 Fsp 17/
<

> Frame 464: 176 bytes on wire (1408 bits), 176 bytes captured (1488 bits)

> Ethernet II, Src: VMware_84:af:45 (@0:50:56:84:af:45), Dst: VMware_84:e2:b7 (00:50:56:84:e2:b7)
Internet Protocol Version 4, Src: 192.168.23.149, Dst: 192.168.28.240

> User Datagram Protocol, Src Port: 12386, Dst Port: 12487
UDP Encapsulation of IPsec Packets

Encapsu latmg Securlty Payload

ESP Sequence 319

ESP Sequence(ESP A|AHA)E O0IRA 2LEZR HESZE 22!5t1 apply as column(CHS 22 M
) =450 ESP A|ZA T} Wireshark 384 & 0| Packet List(Ti %! = 5) Mol M stLte| H=z
EAE = JAES FHuch

456 55.< ESP
457 55. Expand Subtrees ESP
458 55.¢ Collapse Subtrees ESP
459 55.¢ Expand All ESP
V.
Dl Collapse All e
461 55. ESP
462 55. Apply as Column Ctrl+Shift+| ESP
463 55, ESP
464 55.¢ Apply as Filter 4 ESP
465 55.4 Prepare as Filter » ESP
466 55.4 ESP
467 55.¢ Conversation Filter > ESp
468 55.4 Colorize with Filter > ESP
469 55.< Follow b ESP
478 55.4 ESP
471 55.4 Copy 3 ESP
472 55.¢ ESP
473 55.¢ Show Packet Bytes... Ctrl+Shift+0 ESP
474 55.¢ Export Packet Bytes... Ctrl+Shift+X ESP
Wiki Protocol Page -
Frame 464: 176 byt ) ] 8 bits)
Ethernet II, Src: ' Filter Field Reference e _84:e2:b7 (@
Internet Protocol ° Protocol Preferences » .240
User Datagram Prot:
Encapsulating Secu Go to Linked Packet
= d Packet in New Window
ESP Sequence: 3.

A1 cEdge12| mZ!of CHEF ESP SPI= 0x040001dcILICE. Ol CHAM Z4%{o| ZE{of AL E
L|ct.



> Frame 464: 176 bytes on wire (1408 bits), 176 bytes captured (1408 bits)

» Ethernet II, Src: VMware_84:af:45 (00:50:56:84:af:45), Dst: VMware_84:e2:b7
Internet Protocol Version 4, Src: 192.168.23.149, Dst: 192.168.28.240
User Datagram Protocol, Src Port: 12386, Dst Port: 12407
UDP Encapsulation of IPsec Packets

THZI0f ESP AlZA M3 7F E A|Z|H 5 HI| Z4%{0| ESP SPIE 5 M 22| HEZ A& 5104
Mot EcHZ Ux|StE S SPI LHS| EfZigt EAIE = l&Lch

£ Ct Yx[ete WA AEL #HS 0= DSCP 270] EA|Z|0o{ Q&LICH.

R - - a
Fie Bdt View Go Cophwe Ansbre Sistnbics Teephony W ook M
Am @ - -REEE EEI-] LR %Y . . = = = =
: 4 | . qesGTiEaaan
i [ et g = 37 9+ B
] =l - L e - [ere—re— 5 Seqmnce Oofarentated Serace Codepont. SasnPot -
I Ledt] b (”11“::: - 192.160.20. 200 e 176 200 efaalt £S5 (5P
- 353,148,230, 360 » o 5 (%P1
m - Esr G 1ae) 7 T e i e (e
': :: ;: :; ';.l_* ’« 192.168.28. 300 [ 17 ﬁ £ (ST
b ot e 1«) 192.148.38. 308 (] 1 B (ShI-
B et =L ot 192.168.28. 200 e 17 208 27 P (SPIe
o L il ) 15214030, 186 e nh W5 7 [
5 el 192.168.28. 260 e 1 0o 17 £ (s
i e /:24”,*_"“""’“’ 192,148,328, 140 £sr 17 n 35 (i
i e s B 102,148, 38. 108 e it aue e (o
i =, et 192,168,328, 200 s 17 m w P (SPIe
: ,:, :,. ::: ':{.m::] 192.168.28. 200 e e 24 17 3 (S
- ( ) 92,168,280, 4 e 1 ns 7 [
e R = ::::“"’"::; 192.148.38, 140 tsr 1 ne 7 3 (sl
| i 143148, 38. 360 esr 1 7 37 5 (D
o Lottty
:: ‘::‘ o :3 ::r: um::] 192.168.28. 200 s 1 ns 2w [
v === = 192,140,280, 200 s 17 ne 27 55 (5P
b == e s 192.148.28. 140 e m e 52 (sP1m
e = = :m“‘“'""m; 192,148,328, 140 tse 1 ) 3 (i
i i 143148, 38. 360 £ss 1 32 17 [T
»
: ‘::: = :3 :;Ir: “""‘::] 192.168.28. 200 s 176 2 2w B8 (S
b =2 = wm‘""‘m: 192.140.28.200 ese 176 24 27 e (S
19214828 180 e m Fre) [
e -t SRR = 192.148.28. 160 T 17 206 17 [y
« » < »
Frame 4311 176 bytes on wire (1688 BIRS), 176 bytes capfured (LOBE Bits) Prame 4437 176 bytes on wire (1488 bits), 376 bytes coptured (1888 bits)
Ethermet 11, Srcn Vebeare_B4af 45 (80:500560841a1 045, Dutn Vieare BA1e21B7 (BOES01561B41621T) Btharnat 11, Src: Whamre_S4:af145 (00:50:56:84:a1145), Dut: Vasre_SAte2tb7 (00:50:56:B4te2tbT)
Intermet Protecel Version 4, Srei I00.168.20,140 Deti 192.160.20. 240 Internet Protocel Version 4, Srct 192,164.23.049, Dat: 192.168,20. 340
Uer Outagram Protocal, Sre Port: 12386, Dut Perts 10607 Usér Betagres Pratocsl, See hort: 12046, Dat Port: 13407
0P Entapiulation of Piec Packets - \oP Encapsulation of IPsec Packets
- Encaprulating Secerity Paylosd
ESP SPI1 MwbAOMIISC (6THORIR)

O| H| & WiresharkOl M =52 2 &5} 7{L} Microsoft ExcelS At&3t0{ H|m & &= U&LICH

Microsoft Excel& At&3ot04 H|Lst2{™ F XM E ZF &ct0|Ast0o] & Aol Qe mZler 27
sHioF &FL|ct,

4ol M, A1 22 IHZI2 ESP A2 A(306)8 7HKIMH Ol THZ! = (451)01 CHS BtCt.

A

Am2® REReEZF S EQQQH
N |ip.dsfield.dscp == 27 [X] -] +

Mo. Time Source Destination Protocol  Length ESP Sequence Different A
[ 451 55.441963 192.168.23.149 192.168.28.240 ESP 176 306 27

452 55.445976 192.168.23.149 192.168.28.248 ESP 176 387 27

453 55.448966 192.168.23.149 192.168.28.248 ESP 176 3es8 27

454 55.450965 192.168.23.149 192.168.28.248 ESP 176 3e9 27

455 55.452964 192.168.23.149 192.168.28.240 ESP 176 310 27

456 55.454963 192.168.23.149 192.168.28.249 ESP 176 311 27

457 55.455970 192.168.23.149 192.168.28.240 ESP 176 312 27

458 55.456977 192.168.23.149 192.168.28.248 ESP 176 313 27

a4 Ao oFR|E 2t2d IZI2 ESP AZA 4058 7HX|0{ THZ! B35 550 4L |CH



548 55.608962 192.168.23.149 192.168.28.240 ESP 176 403 2?
549 55.6@9969 192.168.23.149 192.168.28.2408 ESP 176 404 27
550 55.61096@0 192.168.23.149 192.168.28.240 ESP 176 405 27

SMX| MM, M1 2E T2 ESP AIRA 3062 #d= 4224 ZAof CHESHKIEH Ol ZAMAIME
%! 4630|Ct.

461 60.522028 192.168.23.149 192.168.28.248 ESP 168 487 Class S¢
462 60.715026 192.168.23.149 192.168.28.240 ESP 175 408 Class St
463 60.999008 192.168.23.149 192.168.28.240 ESP 176 3e6 27

464 51 003006 192.168.23.149 192.168.28.240 ESP 176 3e7 27

OfX|2h 2H2d THZ2 B3 ESP A3 A 4052 87 EXH5H0 THZ! 564 4 LIC.

5b¥ bL.1b5W52 1Y2.1b¥.23.13Y 192.1b8.25.23¢ (= 1/b 443 2/
561 61.166043 192.168.23.149 192.168.28.240 ESP 176 484 27
562 61.166043 192.168.23.149 192.168.28.240 ESP 176 485 27
563 61.431029 192.168.23.149 192.168.28.240 ESP 168 409 Class St

564 61.584021 192.168.23.149 192.168.28.248 ESP 175 410 Class S¢

O|A| 23 #Hm| Z{X{= 2t miZIet X &5l =5 =& aloF & LICH

ok
o

File(It ) > Export Packet Dissections(IiZ! L LHZ[) > As CSV...(CSVE)E O|SELCt.

A CAP.pcap
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Open Ctrl+0 ER O SIE_QAQQEH
Open Recent »
Merge... Destination Protocol  Length E¢
Import from Hex Dump... 149 192.168.28.240 ESP 176
Close Ctrl+W 149 192.168.28.240 ESP 176
149 192.168.28.240 ESP 176
Save Ctrl+S 149 192.168.28.240 ESP 176
St A Ctrl+Shift+S 149 192.168.28.240 ESP 176
149 192.168.28.240 ESP 176
File Set » 149 192.168.28.240 ESP 176
149 192.168.28.240 ESP 176
Export Specified Packets... 149 192.168.28.240 ESP 176
Export Packet Dissections 4 As Plain Text... -240 ESP 176
. 240 ESP 176
Export Packet Bytes... Ctrl+Shift+X As CSV.., 240 ESp 176
Export PDUs to File... As "C" Arrays... .240 ESP 176
Export TLS Session Keys... . 240 ESP 176
AsPSMLXML.. | 240 ESP 176
Export Objects »
As PDML XML... .240 ESP 176
Print... Ctrl+P As JSON... -240 ESP 176
. 240 ESP 176
Quit Ctr+Q 149 192.168.28.240 ESP 176
= 0 wz>+149 192.168.28.240 ESP 176
548 55.608962 192.168.23.149 192.168.28.240 ESP 176

Captured and Range® A1%5t 11 Range T ol & 1Y 2124 7! 0|2t B Tzl
9I8 QUzBfLIC

File Name(Tt 2 O|§) Z=oi I} O|F/2 /235t Save(XM{E)E S=2gLIct



*

Quick access

Desktop

Libraries

‘-_:-I

This PC

N

Network

M Wireshark - Export Packet Dissections

Savein:

X
I Desktop v @ F @
Name a Status Date modified
No items match your search.
L4 >
File name: CAP1_slice v Save
Save as type: :CSVCmaSq:adedV&mmnay}('_cm v Cancel
Help
Packet Range Pack:
@® Captured O Displayed P
(O All packets 880 100 E
(O Selected packet 1 l Pz
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1 |No. Time Source  Destinatic Protocol Length
2 451 55.44196 192.168.2:192.168.2£ ESP 176
3 452 55.44598 192.168.2:192.168.2£ ESP 176
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60.99901 192.168.2:192.168.2¢ ESP
61.00301 192.168.2:192.168.2f ESP
61.00506 192.168.2:192.168.2¢ ESP
61.00706 192.168.2:192.168.2¢ ESP
61.00905 192.168.2:192.168.2¢ ESP
61.01006 192.168.2:192.168.2f ESP
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61.01406 192.168.2:192.168.2 ESP
61.01606 192.168.2:192.168.2 ESP
61.01806 192.168.2:192.168.2 ESP
61.02106 192.168.2:192.168.2¢ ESP
61.02205 192.168.2:192.168.2¢ ESP
61.02306 192.168.2:192.168.2¢ ESP
61.02506 192.168.2:192.168.2¢ ESP
61.02605 192.168.2:192.168.2¢ ESP
61.02805 192.168.2:192.168.2{ ESP
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61.02906 192.168.2:192.168.2¢ ESP
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61.03206 192.168.2:192.168.2¢ ESP
61.03306 192.168.2:192.168.2¢ ESP
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61.03606 192.168.2:192.168.2¢ ESP
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ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
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ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI1=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI1=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI1=0x040001dc)
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55.441596 192.168.2:192.168.2{ ESP i?él 306_| 7 ESP (5P I=0x040001dc]) |=IF! ISNAIVLOOKUR(G2,CAPZ_slicelG:G,1,FALSE)),"MISSING™,"PRESENT")
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1 _.No. -TI'I'HE Source  Destinatic Protocol Length  ESP Seque Diﬂerenti.Suume Po Destinatic Info Sequence Number COMPA ~ | ESP_SEQUENCE
2 451 55.44196 192.168.2:192.168.26 ESP 176 306 27 ESP (SPI=0x040001dc) PRESENT

3| 452 5544598 192.168.2: 192.168.28ESP 176 307 27 ESP (SPI=0x040001dc)
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31 55.44196 192.168.2: 192.168.2EESP 176 306 7 ESP (SPI=0x040001dc) PRESENT

52 55.445598 192.168.2% 192.168.2EESP 176 307 27 ESP (SP=0n040001dc)

¥3 5544897 192.168.2: 192.168.2LESP 176 I0E 7 ESP |SP1=0x040001dc)

3 5545097 192.168.2: 192.168.2E ESP 176 309 7 ESP (SPI=0x040001dc)

35 5545296 192.168.2: 192.168.2E ESP 176 310 27 ESP (SPI=0x040000dc)

36 55.45496 192.168.2: 192.168.2EESP 176 311 27 ESP [SP=0n040001dc)

37 55.45597 192.168.27 192.168.2E ESP 176 312 7 ESP (SPI=0x040001dc)

¥ 5545698 192.168.2: 192.168.2(ESP 176 313 7 ESP (5P1=0x040001dc)

59 55.45797 192.168.2: 192.168.2EESP 176 314 27 ESP (SP=0n020001dc)

50 55.45893 192.168.2:192.168.26ESP 176 315 27 ESP (SP1=0n040001dc)

31 55.45197 192.168.2: 192.168.2E ESP 176 316 7 ESP (SPI=0x040001dc)

52 55.46397 192.168.2: 192.168.2EESP 176 317 27 ESP SP1=0x080001dc)

53 55.46596 192.168.2: 192.168.2EESP 176 318 27 ESP [SP1=0x040001dc)

¥ 5546697 192.168.27 192.168.2E ESP 176 319 7 ESP (5PI1=0x040001dc)

¥ 5546796 192.168.2: 192.168.2E ESP 176 3N 7 ESP | SPI=0x040001dc)

36 55.46996 192.168.2: 192.168.2EESP 176 n 27 ESP (SP=0n040001dc)

37 5547097 192.168.2% 192.168.2E ESP 176 322 27 ESP [SPI=0x040001dc)
2T DIUULT T ATLAVOLD LTLAUO. LLCOF i 7% “r COF | IF I=UAsUUUAUL | .I'I\ml 1
540 55.60496 192.168.2:192.168.2f ESP 176 385 27 ESP (SPI=0x040001dc) PRESENT
541 55.60596 192.168.2:192.168.2f ESP 176 396 27 ESP (SPI=0x040001dc) _PRESENT_
542 55.60696 192.168.2:192.168.2{ ESP 176 397 27 ESP (SPI=0x040001dc) PRESENT
543 55.60696 192.168.2:192.168.2{ ESP 176 398 27 ESP (SPI=0x040001dc) PRESENT
544 55.60696 192.168.2:192.168.2{ ESP 176 399 27 ESP (SPI=0x040001dc) PRESENT
545 55.60796 192.168.2:192.168.2{ ESP 176 400 27 ESP (SPI=0x040001dc) PRESENT
546 55.60796 192.168.2:192.168.2f ESP 176 401 27 ESP (SPI=0x040001dc) _PRESENT
547 55.60896 192.168.2:192.168.2{ ESP 176 402 27 ESP (SPI=0x040001dc) PRESENT
548 55.60896 192.168.2:192.168.2{ ESP 176 403 27 ESP (SPI=0x040001dc) PRESENT
549 55.60997 192.168.2:192.168.2{ ESP 176 404 27 ESP (SPI=0x040001dc) PRESENT
550 55.61096 192.168.2:192.168.2{ ESP 176 405 27 ESP (5PI=0x040001dc) PRESENT
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4/Z DLULDUD 19Z2.108.2: 192.108.2¢ ESV 1/0 315 27 ESF [dPI=UXuguuULac)
473 61.01806 192.168.2:192.168.2¢ ESP 176 316 27 ESP (SPI=0x040001dc)
474_61.02106 192.168.2: 192.168.26 ESP 176 317 27 ESP (SPI=0x040001dc
475 61.02205 192.168.2:192.168.26 ESP 176 318 27 ESP (SPI=0x040001d(
476 61.02306 192.168.2:192.168.28 ESP 176 319 27 ESP (SPI=0x040001d
477 61.02506 192.168.2:192.168.26 ESP 176 320 27 ESP (SPI=0x040001d(
478 61.02605 192.168.2:192.168.26 ESP 176 321 27 ESP (SPI=0x040001d(
479 61.02805 192.168.2:192.168.2¢ ESP 176 322 27 ESP (SPI=0x040001d(
480 61.02906 192.168.2:192.168.28 ESP 176 323 27 ESP (SPI=0x040001d«
481 61.02906 192.168.2:192.168.26 ESP 176 324 27 ESP (SPI=0x040001d(
482 61.03005 192.168.2:192.168.2¢ ESP 176 325 27 ESP (SPI=0x040001d(
483 61.03206 192.168.2:192.168.2¢ ESP 176 326 27 ESP (SPI=0x040001d(
484 61.03306 192.168.2:192.168.28 ESP 176 327 27 ESP (SPI=0x040001d¢
485 61.03505 192.168.2:192.168.2¢ ESP 176 328 27 ESP (SPI=0x040001dc)
436 61.03606 192.168.2:192.168.26 ESP 176 329 27 ESP (SPI=0x040001dc)
487 61.03905 192.168.2:192.168.2¢ ESP 176 330 27 ESP (SPI=0x040001dc)
488 61.04105 192.168.2:192.168.2¢ ESP 176 331 27 ESP (SPI=0x040001dc)
489 61.04206 192.168.2:192.168.2¢ ESP 176 332 27 ESP (SPI=0x040001dc)
430 61.04406 192.168.2:192.168.2¢ ESP 176 333 27 ESP (SPI=0x040001dc)
491 61.04606 192.168.2:192.168.2€ ESP 176 334 27 ESP (SPI=0x040001dc)
492 61.06305 192.168.2:192.168.2¢ ESP 176 335 27 ESP (SPI=0x040001dc)
493 61.06505 192.168.2:192.168.2¢ ESP 176 336 27 ESP (SPI=0x040001dc)
434 61.06705 192.168.2:192.168.2¢ ESP 176 337 27 ESP (SPI=0x040001dc)
495 61.06905 192.168.2:192.168.2¢ ESP 176 338 27 ESP (SPI=0x040001dc)
496 61.07105 192.168.23192.168.2¢ ESP 176 339 27 ESP (SPI=0x040001dc)
497 61.07105 192.168.2:192.168.2¢ ESP 176 340 27 ESP (SPI=0x040001dc)
498 61.07205 192.168.23192.168.26 ESP 176 341 27 ESP (SPI=0x040001dc)
499 61.07605 192.168.2:192.168.2£ ESP 176 342 27 ESP (SPI=0x040001dc)
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ESP (SPI=0x040001dc)
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ESP (SPI=0x040001dc)
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Time Source  Destinatic Protocol Length  ESP Seque Differenti Source Po Destinatic Info
55.46596 192.168.2:192.168.2£ ESP 176 318 27 ESP (SPI=0x040001dc)
55.46697 192.168.2:192.168.28 ESP 176 319 27 ESP (SPI=0x040001dc)
55.46796 192.168.2:192.168.2¢ ESP 176 320 27 ESP (SPI=0x040001dc)
55.46996 192.168.2:192.168.2f ESP 176 321 27 ESP (SPI=0x040001dc)
55.47097 192.168.2:192.168.2§ ESP 176 322 27 ESP (SP1=0x040001dc)
55.47198 192.168.2:192.168.28 ESP 176 323 27 ESP (SPI=0x040001dc)
55.47297 192.168.2:192.168.28 ESP 176 324 27 ESP (SPI=0x040001dc)
55.47497 192.168.2:192.168.2f ESP 176 325 27 ESP (SPI=0x040001dc)
55.47597 192.168.2:192.168.2§ ESP 176 326 27 ESP (SP1=0x040001dc)
55.47697 192.168.2:192.168.28 ESP 176 327 27 ESP (SPI=0x040001dc)
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