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<{froot>
RP/0/RPO/CPUO:Router#

run

[xr-vm_node0_RPO_CPUO:~1$

grep "Conodo_AAA Services_root.crt\|enSign_ECC Root_CA - G3.crt" /etc/ca-certificates. conf

mozilla/Comodo_AAA_Services_root.crt
mozilla/emSign_ECC_Root_CA_-_G3.crt

|
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<tfroot>

[xr-vm_node0_RPO_CPUO:~]1$

find / -type f \( -nane "Conpdo_AAA Services_root.crt" -o -nane "enSi gn_ECC Root _CA -_G3.crt" \) 2>/dev/

/usr/share/ca-certificates/mozilla/Comodo_AAA_Services_root.crt
/usr/share/ca-certificates/mozilla/emSign_ECC_Root_CA_-_G3.crt
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<#root>
[xr-vm_node0_RPO_CPUO:~1$

cat /etc/ca-certificates.conf | grep "Conodo_AAA Services_root.crt\|entSign_ECC Root_CA -_G3.crt

Imozilla/Comodo_AAA_Services_root.crt
Imozilla/emSign_ECC_Root_CA_-_G3.crt

X2 ASM A

<#root>
[xr-vm_node0O_RPO_CPUO:~]$

rm/usr/share/ca-certificates/nozill al/ Conodo_AAA Services_root.crt

[xr-vm_node0O_RPO_CPUO:~]$

rm/usr/share/ca-certificates/nozillal/enSi gn_ECC Root CA - G3.crt

certificate.conf I} & 2{H|0|E

<tfroot>

[ xr-vm nodeO_RPO_CPW0: ~] $updat e-ca-certificates

Updating certificates in /etc/ssl/certs...
rehash: warning: skipping ca-certificates.crt,it does not contain exactly one certificate or CRL
0 added,

2 renoved;

done.
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<#root>
sysadmin-vm:0_RPO#

copy harddi sk: exr _renove_eMiudhra_cert.sh harddi sk: |ocation 0/RP0/CPUO/ VML

Tue Oct 27 01:59:29.149 UTC+00:00

Copyi ng har ddi sk: exr _renove_eMidhra_cert.sh to harddi sk

exr_remove_eMudhra_cert.sh 100% 1604 4.3MB/s 00:00

File copied successfully

. 28 RPO| EE[XF VMR Z O|&

<{froot>
RP/0/RPO/CPUQ: Router#

adm n

Last login: Mon Oct 26 22:46:01 2026 from 192.0.2.4
user connected from 192.0.2.4 using ssh on sysadmin-vm:0_RPO
sysadmin-vm:0_RPO#

run

[sysadmin-vm:0_RPO:~]$

>
lu
L
m
=
0%

<#root>
[sysadmin-vm:0_RP0O:~]$.

/ exr _renove_eMidhra_cert. sh

== Local sysadmin VM (sysadm n-vm 0_RP0) ==

-- /etc/ca-certificates.conf entries:

I'mozi | | a/ Conbdo_AAA Services_root.crt

I'mozi | | a/ en5i gn_ECC Root _CA - _G3.crt



found: /usr/share/ca-certificates/nozilla/ Conbdo_AAA Services root.crt

del eted: /usr/share/ca-certificates/nozilla/ Conobdo_AAA Services root.crt

found: /usr/share/ca-certificates/nozillal/enSign ECC Root CA - G&3.crt

del eted: /usr/share/ca-certificates/nozillal/enSign ECC Root CA - &3.crt

Val i dation (expect: |s: cannot access '/etc/ssl/certs/...pem: No such file or directory):

1s: cannot access '/etc/ssl/certs/Comodo_AAA_Services_root.pem': No such file or directory
1s: cannot access '/etc/ssl/certs/emSign_ECC_Root_CA_-_G3.pem': No such file or directory

== Local host (my_host) ==

-- Jetc/ca-certificates.conf entries:

Imozilla/Comodo_AAA_Services_root.crt

'mozilla/emSign_ECC_Root_CA_-_G3.crt

found: /usr/share/ca-certificates/mozilla/Comodo_AAA_Services_root.crt

deleted: /usr/share/ca-certificates/mozilTla/Comodo_AAA_Services_root.crt

found: /usr/share/ca-certificates/mozilla/emSign_ECC_Root_CA_-_G3.crt

deleted: /usr/share/ca-certificates/mozilla/emSign_ECC_Root_CA_-_G3.crt

-- Validation (expect: 1s: cannot access '/etc/ssl/certs/...pem': No such file or directory):
1s: cannot access '/etc/ssl/certs/Comodo_AAA_Services_root.pem': No such file or directory
1s: cannot access '/etc/ssl/certs/emSign_ECC_Root_CA_-_G3.pem': No such file or directory

== | cO_xr ==

-- Jetc/ca-certificates.conf entries:

Imozilla/Comodo_AAA_Services_root.crt

'mozilla/emSign_ECC_Root_CA_-_G3.crt

found: /usr/share/ca-certificates/mozilla/emSign_ECC_Root_CA_-_G3.crt

deleted: /usr/share/ca-certificates/mozilla/emSign_ECC_Root_CA_-_G3.crt

found: /usr/share/ca-certificates/mozilla/Comodo_AAA_Services_root.crt

deleted: /usr/share/ca-certificates/mozilla/Comodo_AAA_Services_root.crt

-- Validation (expect: 1s: cannot access '/etc/ssl/certs/...pem': No such file or directory):
1s: cannot access '/etc/ssl/certs/Comodo_AAA_Services_root.pem': No such file or directory
1s: cannot access '/etc/ssl/certs/emSign_ECC_Root_CA_-_G3.pem': No such file or directory

== rp0_xr ==

-- Jetc/ca-certificates.conf entries:

Imozilla/Comodo_AAA_Services_root.crt

'mozilla/emSign_ECC_Root_CA_-_G3.crt

found: /usr/share/ca-certificates/mozilla/Comodo_AAA_Services_root.crt

deleted: /usr/share/ca-certificates/mozilla/Comodo_AAA_Services_root.crt

found: /usr/share/ca-certificates/mozilla/emSign_ECC_Root_CA_-_G3.crt

deleted: /usr/share/ca-certificates/mozilla/emSign_ECC_Root_CA_-_G3.crt

-- Validation (expect: 1s: cannot access '/etc/ssl/certs/...pem': No such file or directory):
1s: cannot access '/etc/ssl/certs/Comodo_AAA_Services_root.pem': No such file or directory
1s: cannot access '/etc/ssl/certs/emSign_ECC_Root_CA_-_G3.pem': No such file or directory



Done.

PEE VM Z SAE OSOHAM 2B M 0|F L certificates.confol] ZTHEE|T, QIS ME AH L 4d| 0]

A3 2lE 3 3: https://cisco.box.com/s/mevtcydjarl2tz0rc39862x100b8x3mu

XR7 &zlA9o 3

40

XR7 2| 20| CHEH Hats o X AE FULIC
&=

=

1. Cisco 29t ™11 cisco-sa-emudhra-info-ScS22A1r
Cisco Talos E21: Z =l eMudhra 57t 215 A



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-emudhra-info-ScS22A1r
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-emudhra-info-ScS22A1r
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-emudhra-info-ScS22A1r
https://blog.talosintelligence.com/compromised-intermediate-certificates/
https://blog.talosintelligence.com/compromised-intermediate-certificates/
https://blog.talosintelligence.com/compromised-intermediate-certificates/
https://blog.talosintelligence.com/compromised-intermediate-certificates/

o] HHofl &5t
Cisco= ™ M| AFEXI0f| A CIe 012 X 2 i% M5

b7 loi 71A HE T|s0 2y
HAS HASI0 0| ZME HAMSLICL OfF 2| FEO| =2 7|H HIol2t: ME HATIS| H
o A2 0tE MESIK|= & LICE Cisco Systems, Inc.= 0] Z2 tHHof| CHal| of st MU
XXl 2o eat 2 72 EM(E3 M3 E)E &xe AS AL CHL



