Ol 2} EtZ3M Cisco I0S XR

ASEX| tEHEISMHEE
IP AA BFRE(RFC 791)
SSH v1
M B8 717t 9= TACACS+ 2! Radius(Type 7)
TLS 1.0/11.1, offt 5 A8 ST
Bl (M 2 2ato|ME)
TETP(MH] 2 220|¢E)
TICP/UDP A2 AMH
ETP
SNMP v1/2¢
NTP H{F 2 2/ 3 MD5 QI=
GRPC

Insecure Execute W 55

o429 EAt
AMx| 024
SE|p|E| o424
Yang 2 &
I0S XR &8t 7to|=
Config Resilient Infrastructure Tester
ZI2 0} CHE

v |

0 2A0IME Cisco I0S® XRO| B 7} X| 243} =00l CHal ABEFLICH EOtE|X| ot 7|51 25
E #MAXMoZ BAX o= MAHeLIC)

=L |
=

F'|.2

CiscolOSXROl=2} &2

Cisco= Cisco & x|o| Hot AFEiE T M5H7| 6l 7|8 MM S HAs
2 SXIFCH I A=ols MAHS D, ME2 2o 7|52 =stn A& .
3 QlZptE Zslstn E QA ESof Cist . L2 7EAIMEE NS5

O| Trust Center H|O|X|, & Resilient InfrastructureE AIT{E AMA|2. @1Z 2} Z3}, Cisco 10S XR
Software Hardening Guide, 7|5 At& SEt ZEAMA, 7|5 AHS ST 2! X|7{ MF AEFod| CHSH 4

HerL|C Mot 2 ek oi7[of A= ElLich: Z|s X[7{ & xoF E CHOk,



https://www.cisco.com/c/en/us/about/trust-center/resilient-infrastructure.html#~infrastructure-hardening
https://www.cisco.com/c/dam/en_us/about/doing_business/trust-center/docs/cisco-resilient-infrastructure-feature-deprecation-and-removal-details.pdf
https://www.cisco.com/c/dam/en_us/about/doing_business/trust-center/docs/cisco-resilient-infrastructure-feature-deprecation-and-removal-details.pdf
https://www.cisco.com/c/dam/en_us/about/doing_business/trust-center/docs/cisco-infrastructure-resilience-feature-removal-and-suggested-alternatives.pdf

Cisco IOS XRE CHHSHX| g2 7|sTt S & HAHMOZE FA4A3510 R

Ho| 25 EHELIC

I

mjo

s 7]

oIr

* Telnet

s TFTP

* FTP

s HTTP

¢ SNMP viiv2c

* authPrivZ} 4= SNMP v3
s PAA AR

* TCP/UDP &2 AH{
A 38 7|7} Q= TACACS+ 2! Radius(5& 7) 2! MD5
* SSHv1

e TLS1.0/1.1

* NTPv2/3 & MD5

* GRPCno TLS, TLSVv1.0/1.1

linstall with TFTP/FTPE AL 5lE

* copy, utility 2! EXEC BH

I|zefo|M B0 UX|BH BRI(0A: "copy" BH) = AATrLICH

MEEIX| tle BE2 a&sY + &L

* SSHYI, HLl(ME 2 2t0IQIE), TFTP(Z2H0IQIE), FTP
+ DSAZAE 7| TACACS/RADIUS 23 7, TLS 1.0/1.1
« 7|E}: TCPIUDP ATFE MHY, IP AA B2 E/(IPv4 L [Pv)

ol ZEMEL Yol Jls AS BB MI WAS MEUL F1

* CiscoIOSXR ZI2|A 25.4.19| 7B,
o Al EtA|
e Jls MAH

o

ox
kl

i

ox
[

22 FUULIM?

1. CLI(Command Line Interface) == 7|
2. syslog 31

3.yang ZEC| MY B

olr

THE HIE e SMoi| cHal Z

& LICH 07]ofl= Cisco I0S XR 2| configuration 2! execute

> A5 -> A AH.

2074 EAIELICH BIZ 7} 30291 syslog HIA| X| L C}.



HIEZC 7SOl AI8ElE B8R Og 2O 1(T+&E 4 E= E1)7t LdghLict

%INFRA-WARN_INSECURE-4-INSECURE_FEATURE_WARN: 7|'S '<feature-name>'O|(7}) AF& ZIAHLE T HEIRELICE O] 7S
OFMSHR| i 2 Ho 2 LEdx J&LICt O] 7|5l M8 BXRIGHMAIR. <HE ALE>

erratx| of2 S Chidl ofiH SME ALSE K| HEELICH

rlo
(0]
Py
9'|_l
Ral
°
rlo

%INFRA-WARN_INSECURE-4-INSECURE_FEATURE_WARN: FTP' 7|5 0| AAS | HLF T EE|&LICH o] 7|s
Ho 2 dP{Xd U&LICE 0| 7|52l AH8 2 BXIGHAA|IR. SFTPE AH85tE /A0l E&LICH

AM& e FTHE o2 &QIELICE UtiizedE execute WS & Z5H1, configured= configuration B S & & & L|C}.
insecure SMO| M7HEl 22 BT HAIXI7} QIME = UELICHEFE 6 £ HE). of:

RP/O/RPO/CPUO: 10 22 06:43:43.967 UTC: tacacsd[1155]: %INFRA-WARN_INSECURE-6-INSECURE_CONFIG_REMOVED: H| £ ¢t 7|
5'3% 4371 UE TCPE S8 TACACS+(Z|E 2E) Z4m|asio|Mo| MHEIi&LICH.
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P A2 2H2E(RFC 791)

CLI

<#root>
RP/0/RP0O/CPUO:Router(config)#

ip?

source-route Process packets with source routing header options (This is deprecated sin

RP/0/RP0O/CPUO:Router(config)#

ipvd ?

source-route Process packets with source routing header options (This is deprecated since

RP/0/RP0O/CPUO:Router(config)#

ipve ?

source-route Process packets with source routing header options (This is deprecated since



RP/0/RPO/CPU0:102 172 19:01:48.806 UTC: ipvd_ma[254]: %INFRA-WARN_INSECURE-4-INSECURE_FEATURE_WARN: 'IPV4
SOURCE ROUTE' 7|5 0| AL E|U7HLE T EEIRUELICE 0] 7|52 2HTstx| gf2 Hez i &Lt 0| 7|52l ALE
2 BX[SHMAIR. 2ot 213 MEol| IPv4 24 2tREIE E48H5HK| OHMAIR.

RP/O/RPO/CPUO:108 172 19:01:48.806 UTC: ipv6_io[310]: %INFRA-WARN_INSECURE-4-INSECURE_FEATURE_WARN: 'IPV6 &4 7
2'7|50[ AL EIUALE T EEIRELICE 0] 7|5 & 2HTstX| gt 2 He 2 i &Lt 0| 7|52 AL & SXIstAl

2. 2o 918 W20l s 22 Bt TS HAIBHSHA| DHIAIR.

% 2y

Cisco-10S-XR-ipv4-ma-cfg
Cisco-10S-XR-ipv6-io-cfg
Cisco-10S-XR-um-ipv4-cfg

Cisco-10S-XR-um-ipv6-cfg

M8 CHOLO| ZRISHR| ALICH AA FAE 7|Ho2 HEYIE ETsts EFTS Mofsieis nE 2E ARA
ol Bt 9E ZEE BIIX| o B Jl¥ Bt T & Jle BRI Fofste 24 BLE HHLIES A8 3o 0l
g e = A&t

<ttroot>

RP/0/RP0O/CPUO:Router(config)#

ssh client ?

vl Set ssh client to use version 1. This is deprecated and will be removed in .

RP/0/RP0O/CPUO:Router(config)#

ssh server ?

vl Cisco sshd protocol version 1. This is deprecated in 25.3.1.



ssh 22I0|HE v1
ssh AHH v1

a1

RP/0/RPO/CPU0:11& 19¥] 15:20:42.814 UTC: ssh_conf_proxy[1210]: %SECURITY-SSHD_CONF_PRX-4-WARNING_GENERAL: HHO4 M
H, netconf ZE T4, sshvl, ssh ZEE= 0| ZEE D} 2| A0 M X|RE|X| eto M E|XK| et&LCt

¢ oy

Cisco-10S-XR-um-ssh-cfg

HEF AFS

o o
SSHV2E AtEEfLICH.

71| 28|0|44 SSHv2: Secure Shell 734

APH B8 7171 Y= TACACS+ U Radius(Type 7)
cLl
<#root>

RP/0/RP0O/CPUO:Router(config)#

tacacs-server host 10.0.0.1

RP/0/RP0O/CPUO:Router(config-tacacs-host)#

key ?

. Use '0' instead.
. Use '7' instead.

clear Config deprecated from
encrypted Config deprecated from

NN
ENGN
=

RP/0/RP0O/CPUO:Router(config)#

tacacs-server key ?

. Use '0' instead.
. Use '7' instead.

clear Config deprecated from
encrypted Config deprecated from

NN
I
=

tacacs-server key 7 135445410615102B28252B203E270A

tacacs-server A E 10.1.1.1 L E 49

7| 7 1513090F007B7977


https://www.cisco.com/c/en/us/td/docs/iosxr/cisco8000/security/25xx/configuration/guide/b-system-security-cg-cisco8000-25xx/implementing-secure-shell.html
https://www.cisco.com/c/en/us/td/docs/iosxr/cisco8000/security/25xx/configuration/guide/b-system-security-cg-cisco8000-25xx/implementing-secure-shell.html

radius-server host 10.0.0.1 auth-port 9999 acct-port 888

7|7 1513090F007B7977

aaa AMH radius S ARt

Z2210|MHE 10.10.10.2 vif 7|E 7L

ME{ 7| 7 05080F1C2243

radius-server key 7 130415110F

aaa 1E AMH{ g4 RAD

server-private 10.2.4.5 auth-port 12344 acct-port 12345

7|7 1304464058

3

i

RP/0/RPO/CPU0:10% 18 18:00:42.505 UTC: tacacsd[1155]: %INFRA-WARN_INSECURE-4-INSECURE_FEATURE_WARN: 'TACACS+ &
7 AEZ(Type 7 ARAY) 7158 A8t HLE FEMELICE O] 7|52 TSR] oh2 W2 Le{x Q&LIC 0] 7S 2l A
82 SKIstdlAl. il Type B(AES 7|8t 2= 3HE AFSELICH

RP/0/RPO/CPU0: 102 182! 18:00:42.505 UTC: tacacsd[1155]: %INFRA-WARN_INSECURE-4-INSECURE_FEATURE_WARN: '3 & &%
7t QU= TCPE & TACACSH 7|2 2E) 7I50| A EIRHLE FEEIRELICH O] 7|52 &AT6HX| 2 W2 I
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RP/0/RPO/CPUO:102 182 18:18:19.460 UTC: radiusd[1149]: %INFRA-WARN_INSECURE-4-INSECURE_FEATURE_WARN: 7|5
'RADIUS S 7 HE(FB7 UIE)E ALEstHL FERELICE O 7|52 etHstx| of2 Hez dEixd /&Lt o] s
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Ol At & BXIGHAAIL. CHAI Type 6(AES 7|8h) &3S AFSEFLICH

OF§_7|.

RP/0/RPO/CPU0:10%d 182! 18:18:19.460 UTC: radiusd[1149]: %INFRA-WARN_INSECURE-4-INSECURE_FEATURE_WARN: '& & ¢
4= RADIUS over UDP(7|2 ZE) 7|5 0| ArZEIRIHLE FHEIRELICE 0] 7|52 QHHGHX| b2 W2 LEdx U&Lich
0| 7|s2ol A82 BXISIMAIR. O Z24ft EoH2 2|5l RADIUS over TLS(RadSec) 2= DTLSE AR &fLICH.
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TACACS+ EE = Radius over TLS 1.3 EE= DTLSE ALEE

TLS 1.0/1.1, st &4 AL Lt
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https://www.cisco.com/c/en/us/td/docs/iosxr/cisco8000/security/25xx/configuration/guide/b-system-security-cg-cisco8000-25xx/configuring-aaa-services.html
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<#root>
RP/0/RP0O/CPUO:Router(config)#

http client ssl version ?

t1s1.0 Force TLSv1.0 to be used for HTTPS requests, TLSv1l.0 is deprecated from
tlsl.1 Force TLSvl.1l to be used for HTTPS requests, TLSvl.1l is deprecated from

RP/0/RP0O/CPUO:Router(config)#

l ogging tls-server server-nane m n-version ?

t1s1.0 Set TLSv1l.0 to be used as min version
t1sl.1 Set TLSvl.1l to be used as min version

RP/0/RP0O/CPUO:Router(config)#

| oggi ng tls-server server-nane max-version ?

t1s1.0 Set TLSv1l.0 to be used as max version
tl1sl.1 Set TLSvl.1l to be used as max version

tis-server server-name <> max-version tis1.0[tls1.1 22

41

¢ oy

Cisco-10S-XR-um-logging-cfg
Cisco-10S-XR-um-http-client-cfg.yang

HEF AVS

—= o o

TLS1.2 EE= TLS1.32 Ab28tLCt.

2

Zduagjod Bt 24 Eot =2 3

<tfroot>

RP/0/RP0O/CPUO:Router(config)#

tel net ?

for
for

for
for

syslog, TLSv1.0
syslog, TLSvl.1

syslog, TLSv1.0
syslog, TLSvl.1

is deprecated
is deprecated

is deprecated
is deprecated

from 25.3.1
from 25.3.1

from 25.3.1
from 25.3.1


https://www.cisco.com/c/en/us/td/docs/iosxr/cisco8000/security/25xx/configuration/guide/b-system-security-cg-cisco8000-25xx/implementing-secure-logging.html

ipv4d 1IPv4 configuration. (Telnet is deprecated since 25.4.1. SSH is recommended instead.)
ipv6 IPv6 configuration. (Telnet is deprecated since 25.4.1. SSH is recommended instead.)
vrf  VRF name for telnet server. (Telnet 1is deprecated since 25.4.1. SSH is recommended inst
RP/0/RP0O/CPUO:Router(config)#
tel net ipv4d ?
client Telnet client configuration commands. (Telnet is deprecated since 25.4.1. SSH 1is recol
server Telnet server configuration commands. (Telnet is deprecated since 25.4.1. SSH is recol
RP/0/RP0O/CPUO:Router(config)#
tel net ipv6 ?
client Telnet client configuration commands. (Telnet is deprecated since 25.4.1. SSH 1is recol
server Telnet server configuration commands. (Telnet is deprecated since 25.4.1. SSH is recol
RP/0/RP0O/CPUO:Router(config)#
telnet vrf default ?
ipv4d IPv4 configuration. (Telnet 1is deprecated since 25.4.1. SSH is recommended instead.)
ipv6 IPv6 configuration. (Telnet 1is deprecated since 25.4.1. SSH is recommended instead.)
RP/0/RP0O/CPUO:Router(config)#
telnet vrf test ?
ipv4 IPv4 configuration. (Telnet is deprecated since 25.4.1. SSH is recommended instead.)
ipv6 IPv6 configuration. (Telnet 1is deprecated since 25.4.1. SSH is recommended instead.)
RP/0/RP0O/CPUO:Router#
tel net ?
A.B.C.D IPv4 address. (Telnet is deprecated since 25.4.1. SSH is recommended instead
WORD Hostname of the remote node. (Telnet is deprecated since 25.4.1. SSH 1is recol
X:X::X IPv6 address. (Telnet is deprecated since 25.4.1. SSH is recommended instead
disconnect-char telnet client disconnect char. (Telnet 1is deprecated since 25.4.1. SSH is re
vrf vrf table for the route lookup. (Telnet 1is deprecated since 25.4.1. SSH is r
Bl
= A
2 ipvd
=2 jpv6
= vrf
An

RP/0/RPO/CPU0:6 3 27 10:59:52.226 UTC: cinetd[145]: %IP-CINETD-4-TELNET_WARNING: &4 X|

_?I:I

2 25.4.1 O|F2E A2 &
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Cisco-10S-XR-ipv4-telnet-cfg

Cisco-10S-XR-ipv4-telnet-mgmt-cfg

Cisco-10S-XR-um-telnet-cfg

=

g A

oo

SSHv2E AFEELICE.

71| 28y|0|44 SSHv2: Secure Shell T34

TFTP(AH S S2L0|AUE)

CLI

<#root>
RP/0/RP0O/CPUO:Router(config)#

iptftp ?

client TFTP client configuration commands (This is deprecated since 25.4.1)

tftp
ip tftp
titp 22tO|HE

a1

RP/0/RPO/CPU0:10®! 17 19:03:29.475 UTC: tftp_fs[414]: %INFRA-WARN_INSECURE-4-INSECURE_FEATURE_WARN: 'TFTP 22} 0|
E'7|50| ArBEIRAHLE FHEEIRFELICE O 7|52 SHTHSIR| &2 Ho 2 X UELICE 0] 7|52l AAE 2 BXISHAAI
2. CHAI SFTPE AFE35HAAI2.

¢ oy

HEF AFS

—= o o

SFTP EE= HTTPSE At2&fLCt.


https://www.cisco.com/c/en/us/td/docs/iosxr/cisco8000/security/25xx/configuration/guide/b-system-security-cg-cisco8000-25xx/implementing-secure-shell.html
https://www.cisco.com/c/en/us/td/docs/iosxr/cisco8000/security/25xx/configuration/guide/b-system-security-cg-cisco8000-25xx/implementing-secure-shell.html

714|220 sFTP: Secure Shell 73

TCP/UDP &2 AMH

CLI

<tfroot>

RP/0/RP0O/CPUO:Router(config)#

service ?
ipv4 Ipv4 small servers (This 1is deprecated)
ipv6 Ipv6e small servers (This is deprecated)

RP/0/RP0O/CPUO:Router(config)#

service ipvd ?

tcp-small-servers Enable small TCP servers (e.g., ECHO)(This is deprecated)
udp-small-servers Enable small UDP servers (e.g., ECHO)(This is deprecated)

MH|A ipv4
MHIA ipv6

a1

¢ oy

Cisco-10S-XR-ip-tcp-cfg
Cisco-10S-XR-ip-udp-cfg
A AL
TCP/UDP AT 2 M E HIE &3t &Lt

FTP

CLI

<tfroot>

RP/0/RP0O/CPUO:Router(config)#


https://www.cisco.com/c/en/us/td/docs/iosxr/cisco8000/security/25xx/configuration/guide/b-system-security-cg-cisco8000-25xx/implementing-secure-shell.html
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ftp ?

client FTP client config commands.This is deprecated since 25.4.1.SFTP is recommended instea

RP/0/RP0O/CPUO:Router(config)#

ip ftp ?

client FTP client config commands.This is deprecated since 25.4.1.SFTP is recommended instea

IP ftp
ftp

<l

RP/O/RPO/CPU0:108 16 21:42:42.897 UTC: ftp_fs[1190]: %INFRA-WARN_INSECURE-4-INSECURE_FEATURE_WARN: 'FTP 2 2t0|2d
E'7|50[ AL EIUALE T EEIRUELICE 0] 7|5 & 2TstX| g2 W2 i &Lt 0| 7|52 AL 8 SXIstAl

2. CHAI SFTPE AFESHAAI2.

%2y

Cisco-10S-XR-um-ftp-tftp-cfg

HE AL

o o

SFTP EE= HTTPSE At &fLCt.

71| 8y|0|M sFTP: Secure Shell #34

SNMP v1/2c

CLI

<#root>
RP/0/RP0O/CPUO:Router(config)#

snnp-server ?

chassis-id String to uniquely identify this chassis
community Enable SNMP; set community string and access privileges. (This is depr

RP/0/RP0O/CPUO:Router(config)#

snnp-server ?

community Enable SNMP; set community string and access privileges. (This is depr


https://www.cisco.com/c/en/us/td/docs/iosxr/cisco8000/security/25xx/configuration/guide/b-system-security-cg-cisco8000-25xx/implementing-secure-shell.html
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RP/0/RP0O/CPUO:Router(config)#

snmp-server user test test ?

vl user using the vl security model (This is deprecated since 25.4.1)
v2c user using the v2c security model (This is deprecated since 25.4.1)
v3 user using the v3 security model

RP/0/RP0O/CPUO:Router(config)#

snnp-server host 10.0.0.1 version ?

1 Use 1 for SNMPvl. (This is deprecated since 25.4.1)
2c Use 2c for SNMPv2c. (This is deprecated since 25.4.1)
3 Use 3 for SNMPv3

RP/0/RP0O/CPUO:Router(config)#

snnmp-server group test ?

vl group using the vl security model (This is deprecated since 25.4.1)
v2c group using the v2c security model (This 1is deprecated since 25.4.1)
v3  group using the User Security Model (SNMPv3)

RP/0/RP0O/CPUO:Router(config)#

snnp-server ?

community Enable SNMP; set community string and access privileges. (This 1is depr
community-map Community Mapping as per RFC-2576. (This is deprecated since 25.4.1)

RP/0/RP0O/CPUO:Router(config)#

snnp-server user userl groupl ?

vl user using the vl security model (This is deprecated since 25.4.1)
v2c user using the v2c security model (This is deprecated since 25.4.1)

RP/0/RP0O/CPUO:Router(config)#

snnp- server user userl groupl v3 auth nmd5 test priv ?

3des Use 168 bit 3DES algorithm for encryption (This is deprecated since 25.4.1)
des56 Use 56 bit DES algorithm for encryption (This is deprecated since 25.4.1)

RP/0/RP0O/CPUO:Router(config)#

snnmp ?

community Enable SNMP; set community string and access privileges. (This is depr

RP/0/RP0O/CPUO:Router(config)#

snnmp user user test ?

remote Specify a remote SNMP entity to which the user belongs
vl user using the vl security model (This is deprecated since 25.4.1)
v2c user using the v2c security model (This is deprecated since 25.4.1)



RP/0/RP0O/CPUO:Router(config)#

snnmp- server user userl groupl v3 auth ?

md5 Use HMAC MD5 algorithm for authentication (This
sha Use HMAC SHA algorithm for authentication (This

RP/0/RP0O/CPUO:Router(config)#

snnp user userl groupl v3 auth ?

md5 Use HMAC MD5 algorithm for authentication (This
sha Use HMAC SHA algorithm for authentication (This

RP/0/RP0O/CPUO:Router(config)#

snnp user userl groupl v3 auth nd5 test priv ?

3des Use 168 bit 3DES algorithm for encryption (This i
des56 Use 56 bit DES algorithm for encryption (This is

RP/0/RP0O/CPUO:Router(config)#

snnp host 10.1.1.1 version ?

1 Use 1 for SNMPvl. (This is deprecated since 25.4.1)
2c Use 2c for SNMPv2c. (This is deprecated since 25.4.1)

RP/0/RP0O/CPUO:Router(config)#

snnp-server host 10.1.1.1 version ?

1 Use 1 for SNMPvl. (This 1is deprecated since 25.4.1)
2c Use 2c for SNMPv2c. (This is deprecated since 25.4.1)

RP/0/RP0O/CPUO:Router(config)#

snnp ?

community-map Community Mapping as per RFC-2576.

snmp-server 747 L|E|

snmp ME{ AFE R} <> <> v1|v2e

snmp-server AF& X} <> <> v3 @15 md5 | sha
snmp-server user <> <> v3 auth md5|sha <> priv 3des|des56
snmp-server host <> BHH%1 1|v2c

snmp MB & <> vijv2c

is deprecated since 25.4.1)
is deprecated since 25.4.1)

is deprecated since 25.4.1)
is deprecated since 25.4.1)

s deprecated since 25.4.1)
deprecated since 25.4.1)

(This is deprecated since 25.4.1)



snmp-server community-map

snmp 747 LIE|

snmp AFE XF <> <> vi|v2c

snmp AF& X} <> <> v3 auth md5|sha

snmp AF& A} <> <> v3 auth md5/sha <> priv 3des|des56
snmp EAE <> B 1|v2c

snmp & <> vi|vac

snmp 77 LIE| &

a1

oF &

o o

Cisco-10S-XR-um-snmp-server-cfg

HE A
R1E LU & 3 3t(authPriv)2t 274 SNMPV3E A& &FLCt.
Q& I authPrivZ SNMPv3 7+ 4: Bt HEQ ME|ZZ2EE 74

NTPEHH 2 3 3, MD5 QS

CLI

<ffroot>

RP/0/RP0O/CPUO:Router(config)#

ntp server 10.1.1.1 version ?

<2-4> NTP version number. Values 2-3 are DEPRECATED from 25.4.1 onwards; use 4 instead.

RP/0/RPO/CPUO:Router(config)#

ntp peer 10.1.1.1 version ?

<2-4> NTP version number. Values 2-3 are DEPRECATED from 25.4.1 onwards; use 4 instead.

RP/0/RPO/CPUO:Router(config)#

ntp server adnin-plane version ?


https://www.cisco.com/c/en/us/td/docs/iosxr/cisco8000/system-management/25xx/configuration/guide/b-system-management-cg-8k-25xx/configuring-simple-network-management-protocol.html

<1-4> NTP version number. Values 1-3 are DEPRECATED from 25.4.1 onwards; use 4 instead.

RP/0/RP0O/CPUO:Router(config)#

ntp interface gi gabitEthernet 0/0/0/0 broadcast version ?

<2-4> NTP version number. Values 2-3 are DEPRECATED from 25.4.1 onwards; use 4 instead.

RP/0/RP0O/CPUO:Router(config)#

ntp interface gigabitEthernet 0/0/0/0 multicast version ?

<2-4> NTP version number. Values 2-3 are DEPRECATED from 25.4.1 onwards; use 4 instead.

RP/0/RP0O/CPUO:Router(config)#

ntp authentication-key 1 nd5 clear 1234

ntp AME{ <> HZ 2|3

ntp peer <> % 2/3

ntp server admin-plane B4 1/2/3

ntp interface <> broadcast version 2|3
ntp interface <> multicast version 2|3
ntp authentication-key <> md5 <> <>

41

RP/0/RPO/CPU0:11& 252 16:09:15.422 UTC: ntpd[159]: %IP-IP_NTP-5-
CONFIG_NOT_RECOMMENDED: NTPv2 2! NTPv32 25.4.1 0|4 [ O|& A2 E|X| et&LCt.
NTPV4E AFESHAAIR.

RP/0/RPO/CPU0:11& 252 16:09:15.422 UTC: ntpd[159]: %INFRA-WARN_INSECURE-4-
INSECURE_FEATURE_WARN: '2I& 9= NTP' 7|50| AP EIQHL M E|IELICE 0] 7|15

OFMIs K| 2 We =z AE{M QJ&LICE 0] 7[5l AEE EXIstAlAIL.

% 2y

Cisco-10S-XR-um-ntp-cfg.yang

HE AL

NTP HHZ 4 BE= MD5 0[2(2| 152 AtSgfLCt

711|280 NTP: Network Time Protocol T 44



https://www.cisco.com/c/en/us/td/docs/iosxr/ncs5500/sysman/25xx/configuration/guide/b-system-management-cg-ncs5500-25xx/configuring-ntp.html
https://www.cisco.com/c/en/us/td/docs/iosxr/ncs5500/sysman/25xx/configuration/guide/b-system-management-cg-ncs5500-25xx/configuring-ntp.html

GRPC

CLI

<tfroot>

RP/0/RP0O/CPUO:Router(config)#

grpc ?

aaa AAA authorization and authentication for gRPC
address-family DEPRECATED. Removing in 26.3.1: Address family identifier type
apply-group Apply configuration from a group
certificate DEPRECATED. Removing in 26.3.1: gRPC server certificate
certificate-authentication DEPRECATED. Removing in 26.3.1: Enables Certificate based Authentication
certificate-id DEPRECATED. Removing in 26.3.1: Active Certificate
default-server-disable Configuration to disable the default gRPC server
dscp DEPRECATED. Removing in 26.3.1: QoS marking DSCP to be set on transmitted
exclude-group Exclude apply-group configuration from a group
gnmi gNMI service configuration
gnpsi gnpsi configuration
gnsi gNSI
gribi gRIBI service configuration
keepalive DEPRECATED. Removing in 26.3.1: Server keepalive time and timeout
Tisten-addresses DEPRECATED. Removing in 26.3.1: gRPC server Tistening addresses
Tocal-connection DEPRECATED. Removing in 26.3.1: Enable gRPC server over Unix socket
max-concurrent-streams gRPC server maximum concurrent streams per connection
max-request-per-user Maximum concurrent requests per user
max-request-total Maximum concurrent requests in total
max-streams Maximum number of streaming gRPCs (Default: 32)
max-streams-per-user Maximum number of streaming gRPCs per user (Default: 32)
memory EMSd-Go soft memory 1imit in MB
min-keepalive-interval DEPRECATED. Removing in 26.3.1: Minimum client keepalive interval
name DEPRECATED. Removing in 26.3.1: gRPC server name
no-tls DEPRECATED. Removing in 26.3.1: No TLS
part p4 runtime configuration
port DEPRECATED. Removing in 26.3.1: Server listening port
remote-connection DEPRECATED. Removing in 26.3.1: Configuration to toggle TCP support on th
segment-routing gRPC segment-routing configuration
server gRPC server configuration
service-Tlayer grpc service layer configuration
tls-cipher DEPRECATED. Removing in 26.3.1: gRPC TLS 1.0-1.2 cipher suites
tls-max-version DEPRECATED. Removing in 26.3.1: gRPC maximum TLS version
tls-min-version DEPRECATED. Removing in 26.3.1: gRPC minimum TLS version
tls-mutual DEPRECATED. Removing in 26.3.1: Mutual Authentication
tls-trustpoint DEPRECATED. Removing in 26.3.1: Configure trustpoint
tlsVl-disable Disable support for TLS version 1.0

tlsvl-disable CLI is deprecated.

Use tls-min-version CLI to set minimum TLS version.
ttl DEPRECATED. Removing in 26.3.1: gRPC packets TTL value
tunnel DEPRECATED. Removing in 26.3.1: grpc tunnel service
vrf DEPRECATED. Removing in 26.3.1: Server vrf
<cr>

grpc no-tls



grpc tls-max|min-version 1.0|1.1
grpc tls-cihper defaultjenable|disable (TLS 1.20i & M| 7}HX| 744
JEE MEste 3% HHSHR| 24 8)
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a1

RP/0/RPO/CPUO: 1128 292! 19:38:30.833 UTC: emsd[1122]: %INFRA-WARN_INSECURE-4-
INSECURE_FEATURE_WARN: 'gRPC H|2 ¢t ZAI|ag|o|M 7|S 0| AFE EIRHLE R EE[R& L
Ct. O] 7|52 X6t X| ot W2 UBdXd Qe B2 O] O|4 AFSE|X| St&LICt &% Z2Z2|A0M
NM7HE o ™ LICt. server=DEFAULT(TLS HHTO| 1.22C QelE, et™SHX| §f2 &= JE0| F
ME)

oF OS]

Cisco-1I0S-XR-um-grpc-cfg.yang
Cisco-I0S-XR-man-ems-oper.yang
Cisco-I0S-XR-man-ems-grpc-tls-credentials-rotate-act.yang

Cisco-I0S-XR-man-ems-cfg.yang

r#
03

Ag

o3
il

8t ot 3 oF BUA TLS 1.2 O| & (HIR =l8t 7= TLS 1.3)2 AFSEfLICH

Iado|M: gRPC ZEEZ2 AI235104 Ho|E| REHZ | EQ|T & X9

Insecure Execute B 2 &

oR

3 24

CLI

<#froot>

RP/0/RPO/CPUO:Router#

copy ?
ftp: Copy from ftp: file system (Deprecated since 25.4.1)
tftp: Copy from tftp: file system (Deprecated since 25.4.1)

copy <src as tftp/ftp> <dst as tftp/ftp>
copy running-config ?"


https://www.cisco.com/c/en/us/td/docs/iosxr/ncs560/programmability/25xx/b-programmability-cg-25xx-ncs560/grpc-session.html
https://www.cisco.com/c/en/us/td/docs/iosxr/ncs560/programmability/25xx/b-programmability-cg-25xx-ncs560/grpc-session.html

a1

RP/0/RPO/CPU0:11% 262 15:05:57.666 UTC: filesys_cli[66940]: %INFRA-WARN_INSECURE-4-
INSECURE_FEATURE_WARN: 'copy ftp' 7|S 0| AFE E[RR{7HLE 2 HE[R&LICE O] 7[&52 tT st
X2 Jo2 4B U B E [ 0|4 MAEE(X| A&LICH &F ZE[A0M XHE ol Lct.

CHAl SFTP EEE SCPE AF25HAAIL.

RP/0/RPO/CPU0:112& 262 15:09:06.181 UTC: filesys_cli[67445]: %INFRA-WARN_INSECURE-4-
INSECURE_FEATURE_WARN: 'copy tftp' 7|5 0| A [} HL FHEIRIELICE O] 7|52 &5t
X2 Ho2 dE{X U222 O 0|y AFSE[X| b&LICtH &F ZE|A0M MHE o Hduct
CHAl SFTP EEE SCPE AFE5HAAIL.

% 2y

X AV

= o

sFTP EE= SCPE AFSELCL.

I| 124 0|M: Secure Shell 734

2x 33

CLI

install source

install add source

install replace

ox
kl

% 2y

Cisco-10S-XR-sysadmin-instmgr-oper.yang


https://www.cisco.com/c/en/us/td/docs/iosxr/cisco8000/security/25xx/configuration/guide/b-system-security-cg-cisco8000-25xx/implementing-secure-shell.html
https://www.cisco.com/c/en/us/td/docs/iosxr/cisco8000/security/25xx/configuration/guide/b-system-security-cg-cisco8000-25xx/implementing-secure-shell.html

AT MY

sFTP EE= SCPE A2 %fLC}.

711|124 0|4: Secure Shell T34

HeolE| B

4o

CLI

utility mv source

Yang 2%
Yang DO = #HE ALE 0| LT Bfot 2= of7|of LIdE =~ gigLct

A A BFRE M7of| CHEF Yang 2 & Cisco-I0S-XR-ipv4-ma-cfg.yang2| A& of| IL|C}.

revision "2025-09-01" {
description
"Deprecated IPv4 Source Route Configuration.

Teaf source-route {

type boolean;

default "true";

status deprecated;

description
"The flag for enabling whether to process packets
with source routing header options (This is
deprecated since 25.4.1)";

CHS2 FTP & TFTPE M 74317 {18t Yang 22! Cisco-I0S-XR-um-fip-tftp-cfg.yang 2| AAH ol CHEH of ILICEH.

revision 2025-08-29 {
description
"TFTP config commands are deprecated.
2025-08-20
FTP config commands are deprecated.";

container ftp {
status deprecated;
description
"Global FTP configuration commands.This is deprecated since 25.4.1.
SFTP is recommended instead.";


https://www.cisco.com/c/en/us/td/docs/iosxr/cisco8000/security/25xx/configuration/guide/b-system-security-cg-cisco8000-25xx/implementing-secure-shell.html
https://www.cisco.com/c/en/us/td/docs/iosxr/cisco8000/security/25xx/configuration/guide/b-system-security-cg-cisco8000-25xx/implementing-secure-shell.html

container client {
status deprecated;
description
"FTP client configuration commands.This is deprecated since 25.4.1.
SFTP is recommended instead.";

container ipv4d {
status "deprecated";
description
"Ipv4 (This is deprecated since 25.4.1)";

container ipv6e {
status "deprecated";
description
"Ipve (This is deprecated since 25.4.1)";

container tftp-fs {
status deprecated;
description
"Global TFTP configuration commands (This 1is deprecated since 25.4.1)";
container client {
status deprecated;
description
"TFTP client configuration commands (This is deprecated since 25.4.1)";
container vrfs {
status "deprecated";
description
"VRF name for TFTP service (This is deprecated since 25.4.1)";

I0S XR Z3} 710l =

Cisco 10S XR Software Hardening Guide= HIE /3 & 2|RFet 2 oF AF X7} Cisco I0S XR 7|8t EIREE E& 3510 HELX 39|
Mutrol 2ot MEE JiMEHE ol == 0| ELICh

Ol EM= HIERA ClHo|A 2| 7|58 B/ st= M 7K Edi2lg Sz FHYELICH

O M 7tx| 7|5 £l #el EiQ), Mof EaiQ! & ololE E2ULIcH 24z 2 EE8lfok st MZ CHE 7Is

o B2l EgQI: #al Z2aQlolE Cisco I0S XR CIHIO|A 2 HIEF0f CHet Z2H|IXME, fK| &2l 2 ZLEZ 7|58
X|gete ZE EefElo| =2| 2Eo0| ZEELIC o] &2l EeH=lofl= SSH(Secure Shell), SCP(Secure Copy Protocol),
SNMP(Simple Network Management Protocol), Syslog, TACACS+, RADIUS, DNS, NetFlow &I Cisco Discovery Protocol O] 2 &t &l L|C}.
el el EEHE% &4 27 Cisco I0S XR C|HFO|AZ & §LCt.

- ZAEE EYQ: HEE Zoields HESIT LU Y QEHo|A | HEHE BHETD | XIStE Ol A8ElE BE IR
g, Alagd, E'E AE) 2 JIEt HEE T2 EE0| =2| 2 &0| Z&ELICE 047]0ll= BGP(Border Gateway Protocol),
OSPF(Open Shortest Path First), LDP(Label Distribution Protocol), IS-IS(Intermediate System to Intermediate System), NTP(Network Time
Protocol), ARP(Address Resolution Protocol) & 2{|0|01 2 ZIdEt0|E7F Z et ElLICt ZHEE ECQ ECE2 o 24
Cisco I0S XR C|HIO|A 2 MEHEIL|CH.

* Hlo|E E2Ql: cl|o|E| EBQlol= HERIAM X|H5tE |FALE OHE X2 ELX|T MEE=E =
AE, MtH & ofEZIA 0| dME|l= "1 2" o Z 27| 0| EEfEo| =2|X 2 &0 Z&EL|ct
Ql7lsoE IPAA BIRE, IP X8 EEEINAE, ICMP EICIEM, ICMP 914 875, ZEA| ARP7} X
OlF Zdiol EBfE2 F2 2 ZB2olM 2| 23 ZZ Cisco IOS XRC[HO|AZ & 5HE 20|


https://sec.cloudapps.cisco.com/security/center/resources/Cisco-IOS-XR-HardeningGuide
https://sec.cloudapps.cisco.com/security/center/resources/Cisco-IOS-XR-HardeningGuide

Config Resilient Infrastructure Tester

IOS XR: Cisco Config Resilient Infrastructure Tester% HIZE 0 2d Ao 2 S3t= 0l
£ A8735104 BHRE AI|2d|o|MO| oHHEHK| R E &l &=~ & LICE

Ugt oM MZ CHE F 7|s0ol cHet & 7He| Hm| ol HHEo = Qe F 712 syslog
Al

RP/0/RPO/CPU0:10% 172 19:01:48.806 UTC: ipv6_io[310]: %INFRA-WARN_INSECURE-4-
INSECURE_FEATURE_WARN: 'IPV6 AA ZZ2' 7|50| AF2E|URHLE M E[RI&LICE 0] 7|52
OIMSIXR| I 2 NWo 2 YE{Xd JU&LICt O] 7|s2| AAE 2 BXISHMAIL. EoF 2/ HEol IPve &
A CIRE2 #4355 K| Ot AL,

RP/0/RPO/CPU0:10% 172 19:01:48.806 UTC: ipv4_ma[254]: %INFRA-WARN_INSECURE-4-
INSECURE_FEATURE_WARN: 'IPV4 SOURCE ROUTE' 7|50| AF2 E|Q 7Lt FAIE|QI&LICH
Ol 7|52 SHHGHK| k2 Ho 2 ABdxd U&LICE 0] 752 A8 SXIGHAAIR. E0 2IE 2
of IPv4 AA BIREIE & 435}6HK| oA A2,

3. M2 commitol M M2 H|E ot Hu|28|o|M HedoZ Ols M2 ZA1 7| g AMSHL|771?

Ho

A:of.

4. H|E ot 7|50| Au|ado|MollMd M7HE M syslog Z7F EAIE LI
A: o

0d:

RP/0/RPO/CPUO0:10& 182 08:16:24.410 UTC: ssh_conf_proxy[1210]: %INFRA-
WARN_INSECURE-6-INSECURE_CONFIG_REMOVED: H|£¢t 7|5 'SSH SAE 7| DSA & 12|
&' Hu|ago|Mo| MHEIR&LICE.

RP/0/RP0O/CPU0:10® 22¢! 06:37:21.960 UTC: tacacsd[1155]: %INFRA-WARN_INSECURE-6-
INSECURE_CONFIG_REMOVED: 2tT3&tX| §f2 7|5 'TACACS+ 3R] &E(Type 7 /2 E) Z1L|
a0l Mol MHEIR& LICH.


https://cway.cisco.com/tac-quick-tools/forms/692e20ab62961abb6b3a83ae
https://cway.cisco.com/tac-quick-tools/forms/692e20ab62961abb6b3a83ae

RP/0/RPO/CPU0:10% 222 06:42:21.805 UTC: tacacsd[1155]: %INFRA-WARN_INSECURE-6-
INSECURE_CONFIG_REMOVED: H|2¢ 7|5 '&®/ ¥Z7} /= TCPE S8 TACACS+(7|2 &2
E) Zx|agio[40o] MHEI&LICE

5. EFRE{0IAM A& TtsE 20| EAIZ(X| §E&LICH

rok

b Z<ofgt 0] MISElE 10S XR XR7/ANTE ME =

o>

A ME ARl S RPME 2E
Lict

6. XR7/LNTO{| = "install source" B0l CH#t sFTP 2= SCP SM0| EA|L|X| et &LCt

A : #XH XR7/LNTE= "install source" B& 0| CHSH sFTP EE= SCPE K|St K| i &L Ct

7. 938 AE0|10S XR eXR 2 10S XR XR7/LNTH = S L5t H MSELIM?

A:of.

8. EFRE{0l A 10S XR eXRE A&3I=X] 10S XR XR7/LNTE A=K o{=AH &olgtL|nt?

A : "show version"& AF235t1D "LNT"E A&LICH 8000 EFHRE{QF LE NCS540 H4&2 10S
XR7/LNTE AlglistL|Ct.

of:

<#root>
RP/0/RPO/CPUO: Router#

show ver si on

Cisco IOS XR Software, Version 25.2.2

LNT
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