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MAG#show ip interface brief | exclude unassigned

Interface IP-Address OK? Method Status
Cellular0/1/0 203.0.113.1 YES NVRAM up
Ethernet0/1 198.51.100.254 YES NVRAM up
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<tfroot>

Router#sh cellular 0/1/0 all
Hardware Information

Modem Firmware Version = <version>

Modem Firmware built = 2015/03/04 21:30:23
Hardware Version = 1.0

Device Model ID: xxxx

Package Identifier ID: Cisco ID

I nternational Mbile Subscriber Identity (IMSI) = 310410901877700

International Mbile Equipnment Identity (I MEl) = XXXXXXXXXXXXXXX

Integrated Circuit Card ID (ICCID) = < ICCID Number >
Mobile Subscriber Integrated Services
Digital Network-Number (MSISDN) = < MSISDN ID >



Modem Status = Online

Current Modem Temperature = 33 deg C

PRI SKU ID = <SKU ID>, PRI version = 005.026, Carrier = ISP
OEM PRI version = <version>

et B Hmaz ol o

Zu|aejo|lMd 7| 2=

<ffroot>

ipv6 mobile pmipv6-domain LMA-DOMAIN
replay-protection timestamp window 255
encap gre-ipv4

Tma LMA_SVC

i pv4- addr ess

nai | MSI @GAPN

Tma LMA_SVC

i pv6 nmobile pm pv6-nmag

domai n LVA- DOVAI N

role 3GPP

apn

address dynamic

roaming interface Cellular0/1/0 priority 1 egress-ATT LTE Tabel MAG replay-protection timestamp window
no generate grekey

ignore grekey




i nterface LoopbackO < Logical Mbile Node Interface >

Tma LMA_SVC LMA-DOMAIN

i pv4- addr ess

encap gre-ipv4

| ogical-m | MSI @

nmobil e network Ethernet0/1 < Interface to be advertised over the Tunnel 0>

hone interface LoopbackO < Logi cal Mbile Node Interface >

x| 330|4 of Al

<f#froot>

ipv6 mobile pmipv6-domain LMA-DOMAIN
replay-protection timestamp window 255
encap gre-ipvé

Tma LMA_SVC

i pv4- address 203.0.113.10

nai 310410901877700@L3511. nts

Tma LMA_SVC
ipv6 mobile pmipv6-mag MAG819 domain LMA-DOMAIN
role 3GPP

apn 13511. nts

address dynamic

roaming interface Cellular0/1/0 priority 1 egress-ATT LTE Tabel MAG replay-protection timestamp window
no generate grekey

ignore grekey

interface Loopback0

Tma LMA_SVC LMA-DOMAIN

i pv4- address 203.0.113.10




encap gre-ipvé

| ogi cal -m 310410901877700@L3511. nts

nobi |l e network EthernetO/1

hone interface LoopbackO

2. MAGS| ZEfE = QIEFLICH INIT 2 Ef= MAG7t LMAO] 185240 A|= &S LIEHLICH

=1

<ttroot>

a) non-wor ki ng exanpl e

MAG#
show i pv6 nobile pnmi pv6 mag bindi ng

Total number of bindings: 1

[Binding] [MN]: Domain: LMA-DOMAIN, Nai: 310410901877700@13511.mcs
[Binding] [MN]:

State: INT

[Binding] [MN]: Interface: LoopbackO
[Binding] [MN]:

Hoa: 0.0.0.0, Att: 4, |lid: 310410901877700@35

[Binding] [MN]: HNP: O

[Binding] [MN]: APN: 13511.mcs

[Binding] [MN][LMA]: Id: LMA_SVC

[Binding] [MN][LMA]: Lifetime: O

[Binding] [MN]: Yes

[Binding] [MN] [MobiTle Network]: Ethernet0/1

[Binding] [MN][PATH]: interface: Cellular0/1/0, Label: MAG
State: PATH_INIT
Refresh time: 0(sec), Refresh time Remaining: 0(sec)

b) worki ng exanpl e

MAGHshow i pv6 nobile pmi pv6 mag bindi ng

Total number of bindings: 1

[Binding] [MN]: Domain: LMA-DOMAIN, Nai: 310410901877700@13511.mcs



[Binding] [MN]:
State: ACTI VE

[Binding] [MN]: Interface: LoopbackO
[Binding] [MN]:

Hoa: x.Xx.Xx.x, Att: 4, |lid: 310410901877700@.35

[Binding] [MN]: HNP: O

[Binding] [MN]: APN: 13511.mcs

[Binding] [MN][LMA]: Id: LMA_SVC

[Binding] [MN][LMA]: Lifetime: 3600

[Binding] [MN]: Yes

[Binding] [MN][Mobile Network]: Ethernet0/1

[Binding] [MN][PATH]: interface: Cellular0/1/0, Label: MAG
State: PATH_ACTIVE
Tunnel: TunnelO
Refresh time: 300(sec), Refresh time Remaining: 299(sec)
[Binding] [MN] [PATH] [GREKEY]: Upstream: 0, Downstream: 0O

3. 2FREISI MAG A EHE =fQIgtLct A HIAIXIE MAGOIAM LMAZ 9| HEQIZof ChE
Efel PBU & PBARILICY.

<#root>

MAG#show ipv6 mobile pmipve mag stats

[MAG819]: Total Bindings 1
[ MAGB19]: PBU Sent 6
[ MAGB19]: PBA Rcvd 0

[MAG819]: PBRI Sent 0
[MAG819]: PBRI Rcvd : 0
[MAG819]: PBRA Sent : 0
[MAG819]: PBRA Rcvd 0
[MAG819]: No Of handoff 0

Detailed Statistics Information

<snip >

4. A& 2E{H 0|2 0iA ISPO| CHE AE 7} &S FHX| & lgfLCt



5 &

<#froot>

2H

A

it

MAG#debug i pv6 mobil e mag events

-.'rApr-
-.'rApr-
-.'rApr-
-.'rApr-
-.'rApr-
-.'rApr-
-.'rApr-
-.'rApr-
-.'rApr-
-.'rApr-

14
14
14
14
14
14
14
14
14
14

20:
20:
20:
20:
20:
20:
20:
20:
20:
20:

53:
53:
53:
53:
53:
53:
53:
53:
53:
53:

30.
30.
30.
30.
30.
30.
30.
30.
30.
33.

772:
773:
773:
773:
773:
773:
773:
773:
773:
397:

PMIPv6 RIB_RWATCH: Debugging is ON

[PMIPV6_LMN_EVENT]:
[PMIPV6_LMN_EVENT]:
[PMIPV6_LMN_EVENT]:
[PMIPV6_LMN_EVENT]:
[PMIPV6_MAG_EVENT]:
[PMIPV6_MAG_EVENT]:
[PMIPV6_MAG_EVENT]:
[PMIPV6_MAG_EVENT]:
[PMIPV6_MAG_EVENT]:

Attach Timer expired

Event received Attach timer expiry in state: LMN_READY, new s
Logical MN (310410901877700@13511.mcs) sending Attach trigger
Starting Logical MN attach timer, period (5000)

Trigger request received (Session create trigger) from (31041
Trigger attach request received

Event received 01d MN intf attached for Nai: 310410901877700@
Event received First path created for Nai: 310410901877700@13
Retx Timer expired for Nai: 310410901877700@13511.mcs



*Apr 14 20:53:33.397: [PMIPV6_MAG_EVENT]: Event received ReTx timer exhausted for Nai: 310410901877700@
*Apr 14 20:53:33.397: [PMIPV6_MAG_EVENT]: Event received Last path Down for Nai: 310410901877700@13511.
*Apr 14 20:53:33.397: [PMIPV6_MAG_EVENT]:

Event received New MN intf attached for Nai: 310410901877700@L3511.nts in path state machine, path: Cel

*Apr 14 20:53:33.398: [PMIPV6_MAG_EVENT]: Starting Retx timer, period (1000)
*Apr 14 20:53:33.398: [PMIPV6_MM_EVENT]: Allocated packet of size 152 with tlv Tength 140
*Apr 14 20:53:33.398: [PMIPV6_MAG_EVENT]:

PBU nessage sent for Nai: 310410901877700@.3511. nts

*Apr 14 20:53:33.398: [PMIPV6_MAG_EVENT]: Event received First path created for Nai: 310410901877700@13
*Apr 14 20:53:34.423: [PMIPV6_MAG_EVENT]: Retx Timer expired for Nai: 310410901877700@13511.mcs
*Apr 14 20:53:34.423: [PMIPV6_MAG_EVENT]:

Event received PBU Retx tinmer expired for Nai: 310410901877700@3511.nts in path state nachine, path: C

*Apr 14 20:53:34.423: [PMIPV6_MM_EVENT]: Allocated packet of size 152 with tlv Tength 140

*Apr 14 20:53:34.423: [PMIPV6_MAG_EVENT]: PBU message sent for Nai: 310410901877700@13511.mcs

*Apr 14 20:53:34.423: [PMIPV6_MAG_EVENT]: Starting Retx timer for Nai: 310410901877700@13511.mcs,period
*Apr 14 20:53:34.423: [PMIPV6_MAG_EVENT]: Event received First path created for Nai: 310410901877700@13

JTodslor e =5 23
A) MAG7t LMARLo| 442 AlZEFEFLICt

42 142 20:53:33.397: [PMIPV6_MAG_EVENT]: O[HIE 7} Naiofl CH3H 42! A MN intfS &+t
&LICH A2 AE] A|AE0] 310410901877700@13511.mcs Z2: Cellular0/1/0, AHEH:
PATH_NULL, M &tEl: B2 % 7|5}

B) E{d 02 M35t 7| 93 LMAZR & El= PBU HIAX]

*42d 14 20:53:33.398: [PMIPV6_MAG_EVENT]: Naioil CH3H & El PBU HIA|X|:
310410901877700@13511.mcs

C) MAG7 LMARRE &Q/(PBA)E & X| et&LICH MAG7I E'EE M™5t7| @8l CHE PBUE £
Li24dD &holct.

42 14 20:53:34.423: [PMIPV6_MAG_EVENT]: O[HIE 4 Al PBU Retx E}O|H7} Naiof| CHaH Bt
BER&LICH B2 AE| A|AE 0| 310410901877700@13511.mcs Z2: Cellular0/1/0, ALEH:
PATH_INIT, M &El: 22 %7|5

6. EPC(Embedded Packet Capture)& TI&5t0{ LMA7} PBA THZ!2 ™&SHX| L =X| =QlghL(Ct.
Embedded Packet Capture Configuration GuideE E X5l AA[L.

<tfroot>

MAG#

noni tor capture cap control -plane both access-list tac buffer size 10


mailto:310410901877700@13511.mcs
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/epc/configuration/xe-3s/epc-xe-3s-book.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/epc/configuration/xe-3s/epc-xe-3s-book.html

MAG#

moni tor capture cap start

< wait at least 3 minutes >

MAG#

show nonitor capture cap buffer brief

# size  timestamp source destination dscp protocol
0 194 0.000000 203.0.113.2 -> 203.0.113.10 0 BE UDP
1 194 1.024000 203.0.113.2 -> 203.0.113.10 0 BE UDP
2 194 3.075008 203.0.113.2 -> 203.0.113.10 0 BE UDP
3 194 7.109994 203.0.113.2 -> 203.0.113.10 0 BE UDP
4 194 15.178991 203.0.113.2 -> 203.0.113.10 0 BE UDP
5 194 31.246041 203.0.113.2 -> 203.0.113.10 0 BE UDP
6 194 65.757016 203.0.113.2 -> 203.0.113.10 0 BE UDP
7 194 66.780010 203.0.113.2 -> 203.0.113.10 0 BE UDP
8 194 68.828011 203.0.113.2 -> 203.0.113.10 0 BE UDP
9 194 72.861014 203.0.113.2 -> 203.0.113.10 0 BE UDP

10 194 80.931003 203.0.113.2 -> 203.0.113.10 0 BE UDP

HZ! A= IP 4 203.0.113.2(ISPOlM EF B F4)7F LMA IP FAE ALE3t01 PBU IS
203.0.113.1022 &5t WS EoiFLICH

oo
g'l_l
i
IR

XEMIBH LI € E 24T monitor capture cap export bootflash:<name>.pcap B&E 2 A
HEZaAIZ LHELHD tfitp M0l .pcap THUZ P2 =& £~ Q&LICH

LHE L ZH %0 A MAGE LMAO] 50212 25 X|BF LMAE PBA THZ! € T&6HR| et &L CH



| Time | Delta | Source | Destination | seq

1 2023-04-14 17:45:29.814945 0.000000 203.0.113.2 203.0.113.10 Binding Update
2 2023-04-14 17:45:30.838945 1.024000 203.6.113.2 203.0.113.10 Binding Update
3 2023-04-14 17:45:32.889953 2.851008 203.9.113.2 203.9.113.10 Binding Update
4 2023-04-14 17:45:36.924939 4.034986 203.0.113.2 203.9.113.10 Binding Update
5 2023-04-14 17:45:44,993936 8.068997 203.0.113.2 203.0.113.10 Binding Update
6 2023-04-14 17:46:01.060986 16.067050 203.0.113.2 203.0.113.10 Binding Update
7 2023-04-14 17:46:35.571961 34.510975 203.8.113.2 203.0.113.10 Binding Update
8 2023-04-14 17:46:36.594955 1.822994 203.8.113.2 203.0.113.10 Binding Update
9 2023-04-14 17:46:38.642956 2.048001 203.0.113.2 203.0.113.10 Binding Update
18 2023-84-14 17:46:42.675959 4.933003 203.0.113.2 203.8.113.10 Binding Update
5 11 2023-04-14 17:46:50,745948 8.069989 203.8.113.2 203.0.113.10 Binding Update

> Frame 1: 194 bytes on wire (1552 bits), 194 bytes captured (1552 bits)
> Ethernet II, Src: 00:00:00_00:00:00 (00:00:00:00:00:00), Dst: @Q:00:00_00:00:00 (00:00:00:00:00:00)
» Internet Protocol Version 4, Src: 203.0.113.2, Dst: 203.08.113.10
» User Datagram Protocol, Src Port: 5436, Dst Port: 5436
Mobile IPv6
Payload protocol: No Next Header for IPv6 (59)
Header length: 18 (152 bytes)
Mobility Header Type: Binding Update (5)
Reserved: @x@e
Checksum: @x@e@l
Binding Update
Sequence number: 98
Acknowledge (A) flag: Binding Acknowledgement requested
Home Registration (H) flag: Home Registration
Link-Local Compatibility (L) flag: Mo Link-Local Address Compatibility
Key Management Compatibility (K) flag: No Key Management Mobility Compatibility
MAP Registration Compatibility (M) flag: No MAP Registration Compatibility
Mobile Router (R) flag: No Mobile Router Compatibility
Proxy Registration (P) flag: Proxy Registration
Forcing UDP encapsulation (F) flag: No Forcing UDP encapsulation
TLV-header format (T) flag: No TLV-header format
e e T S SO Bulk-Binding-Update flag (B): Disable bulk binding update support
Lifetime: 900 (36008 seconds)
> Mobility Options

W muwnn

wnnnn

7. 0| M= I1SPoi| Z8tx|o] JU&LICH 24 ISPO| £ 25104 PMIP MH|A 7L #4430 JU=X] &
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1. MAG(Mobile Access Gateway)2| 7+ AEgLIC}.

2. MAGS} LMAS| it g &FolshL|ct.

<tfroot>
MAG

#sh i pv6 nobile pmi pv6 mag bi ndi ng

MAG#

3. PBU 2 PBA MIA|X|E & QIEFL|Ct.

<tfroot>



MAG#

show i pv6 nobile pmpv6 nmag stats

[MAG819]: Total Bindings : 0

[ MAGB19]: PBU Sent
[ MAGB19] : PBA Rcvd

[MAG819]: PBRI Sent
[MAG819]: PBRI Rcvd
[MAG819]: PBRA Sent
[MAG819]: PBRA Rcvd

[MAG819]: No Of handoff

<snip>

Trigger Sent Stats

Response to DHCP DISCOVER
Response to ARP REQUEST
Response to GARP

ATTACH QUERY Sent

Response to DHCP REQUEST : 0

Response to Rtr Solicitation : O

[=NeNeNe)

CLEANUP | NDI CATI ON Sent 137

Resp to MCSA CREATE REQ : 62

Resp to MCSA UPD REQ
Resp to MCSA DEL REQ

o

A) RESP to MCSA CREATE REQ= MAG7} LMA 9422 Q&3 LIELICH LMA7} PBUS A

£ 518 MAGE= CLEANUP INDICATION HA|X[2 A|Zf

4. C|HH1 ipv6 2HIY MAG O|HIEE &/d3l5l0{ MAGOH] LIEILIE @F ZEE ASELICHL

<{froot>

*Apr 17 18:13:22.
*Apr 17 18:13:22.
*Apr 17 18:13:22.
*Apr 17 18:13:22.
*Apr 17 18:13:22.
*Apr 17 18:13:22.
*Apr 17 18:13:22.

885:
885:
885:
885:
885:
885:
885:

[PMIPV6_LMN_EVENT]: Attach Timer expired

[PMIPV6_LMN_EVENT]: Event received Attach timer expiry in state: LMN_READY, new s
[PMIPV6_LMN_EVENT]: Logical MN (310410901877700@13511.mcs) sending Attach trigger
[PMIPV6_LMN_EVENT]: Starting Logical MN attach timer, period (5000)
[PMIPV6_MAG_EVENT]: Trigger request received (Session create trigger) from (31041
[PMIPV6_MAG_EVENT]: Trigger attach request received

[PMIPV6_MAG_EVENT]:

Event received New MN intf attached for Nai: 310410901877700@3511.nts in path state machine, path: Cel

*Apr 17 18:13:22.
*Apr 17 18:13:22.
*Apr 17 18:13:22.

PBU nessage sent

*Apr 17 18:13:22.
*Apr 17 18:13:22.

nessage recei ved

885:
885:
885:

for

885:
886:

[PMIPV6_MAG_EVENT]: Starting Retx timer, period (1000)
[PMIPV6_MM_EVENT]: Allocated packet of size 160 with tlv length 148
[PMIPV6_MAG_EVENT]:

Nai : 310410901877700@.3511. nts

[PMIPV6_MAG_EVENT]: Event received First path created for Nai: 310410901877700@13
[PMIPV6_MAG_EVENT]:

PBA



*Apr 17 18:13:22.886: [PMIPV6_MAG_EVENT]:

PBU rejected by LMA, NAI:310410901877700@3511. nts, status: 130

*Apr 17 18:13:22.886: [PMIPV6_MAG_EVENT]:
PBA: nai (310410901877700@L3511. nts),nai len: 26, |li (310410901877700@35), Il len: 21, att:4, lifetine:
*Apr 17 18:13:22.886: [PMIPV6_MAG_EVENT]:
Event received PBA reject for Nai: 310410901877700@3511.nts in path state nmachine, path: Cellular0/1/0,

<snip>
*Apr 17 18:13:22.886: [PMIPV6_MAG_EVENT]: S

endi ng cleanup ind reason Last path Down, orig_event PBA reject
*Apr 17 18:13:22.886: [PMIPV6_LMN_EVENT]:
Event received C eanup request fromMAG in state: LMN READY, new state: LM\ READY
*Apr 17 18:13:22.886: [PMIPV6_MAG_EVENT]:
Nai : 310410901877700@3511. nts, Sending |IPv4 address cleanup indication for address (0.0.0.0)

*Apr 17 18:13:22.886: [PMIPV6_MAG_EVENT]: Nai: 310410901877700@13511.mcs, Binding Removed

ofr

HoF

A) MAGE LMAR | dZAE AlZFgrLCt.

*42d 17 18:13:22.885; [PMIPV6_MAG_EVENT]: O[HIE 7} Naiol| CHall 2=l M MN intfS &
A&LICH BZ ME| A|AE 2] 310410901877700@13511.mcs B Z: Cellular0/1/0, AFEH:
PATH_NULL, A &E}: Z2 X713}

FESQ 2:

ol

s

B) MAGOI A LMAZE ELH= PBU.

*42d 17 18:13:22.885: [PMIPV6_MAG_EVENT]: Naioi| CH3H & E PBU MIA|X|:
310410901877700@13511.mcs

C) LMAOIA{ =418t PBA
“42 172 18:13:22.886: [PMIPV6_MAG_EVENT]: 82 M A|X|: PBA
D) ZE 13022 2Ial| LMAMIM 7HE§H PBU MIA|X|

*43 172 18:13:22.886: [PMIPV6_MAG_EVENT]: LMAOI A 7{& 3t PBU,
NAI:310410901877700@13511.mcs, & EH: 130

E) ZE 13022 Q& MAGOI A PBA HIAIX|E HE &Lt

*43 172 18:13:22.886: [PMIPV6_MAG_EVENT]: PBA: LtO|
(310410901877700@13511.mcs),L+ 0| &l: 26, 11i(310410901877700@135), Il len: 21, att:4,
lifetime:0, status:130



F) PBU 2! PBA T{Z!0| B E|2Z MAG7} NULL &EfZ EolzL|ct

*42 17 18:13:22.886: [PMIPV6_MAG_EVENT]: O|HHIE 7} Naioi| CHEt PBA 7HE E &4 &

. B2 AEf A|IAEIC] 310410901877700@13511.mcs Z2: Cellular0/1/0, ”EH.PATHI NIT, AH &
Ef: 22 NULL

G) Clean('84) HIAIX|= LMAE &l E{dS Ad™datoF &2 LIEFLICY.
42 17 18:13:22.886: [PMIPV6_MAG_EVENT]: 2| 44 0|8 Otx|at = ¢

—r, orig_event
PBA 75 27|
*42d 17 18:13:22.886: [PMIPV6_LMN_EVENT]: O|HE 7| C} & AlEo| MAGEREH HE| 23
g 2rot&LICH LMN_READY, M AEl: LMN_ZH|E

*42 17 18:13:22.886: [PMIPV6_MAG_EVENT]: Lt+0[: 310410901877700@13511.mcs, 4

(0.0.0.0)0i CHEH IPv4 T4 HE| EAIS ELiE SQLICH



E LMAZEE HEE 8 EE 74$3+7I sl CIHZ | HEHE 2
MAGOIM PBAE 41 M &g & Ql&LCH

PBA: L}0[(310410901877700@13511.mcs),L+t 0| &l: 26,
[i(310410901877700@135), Il len: 21, att:4, lifetime:0, status:130
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14 2023-85-88 11:33:10.893654 203.0.113.10 203.0.113.2 Binding Acknowledgement

marmm e mEmE e F o Ee marmar m WoAm s SramEs A f  EeR WA RS AIrE e R m e w mer ) Erir R EmArar s e w e m o

» User Datagram Protocol, Src Port: 5436, Dst Port: 5436
- Mobile IPvG
Payload protocol: No Next Header for IPv6 (59)
Header length: 16 (136 bytes)
Mobility Header Type: Binding Acknowledgement (6)
Reserved: @x0@
Checksum: @x@eae
+ Binding Acknowledgement
Status: Insufficient resources (138)
@... .... = Key Management Compatibility (K) flag: No Key Management Mobility Compatibility
.@.. .... = Mobile Router (R) flag: No Mobile Router Compatibility
..1. .... = Proxy Registration (P) flag: Proxy Registration
coal oac TLV-header format (T) flag: No TLV-header format
«sss Bu.. = Bulk-Binding-Update flag (B): Disabled bulk binding update support
Sequence number: 149
Lifetime: @ (@ seconds)
~ Mobility Options
> MIPv6 Option — PadN
> MIPv6 Option — Mobile Node Identifier: 318410981877788@13511.mcs
MIPvé Option — Padl
MIPvé Option — Handoff Indicator: Handoff state unknown
MIPvEé Option — Access Technology Type Option: IEEE 882.11a/b/g
MIPvEé Option PadN
MIPvEé Option Timestamp: May &, 2823 17:33:10.175094604 UTC
MIPvEé Option PadN
MIPvé Option Mobile Mode Link-layer Identifier
MIPvEe Option Padl
MIPv6 Option — IPv4 Home Address Reply: Virtual : 9.0.9.9 LMA did not reply with a success address
MIPv6 Option GRE Key to establish the tunnel
MIPvE& Option PadN
MIPvé Option Vendor Specific: 3GPP Protocol Configuration Options
MIPvE6 Option Padl
MIPv6 Option — Padl
MIPvEé Option Padl
MIPvE& Option Padl
MIPvé Option Padl
MIPv6 Option Padl

Code 130 insufficient information
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17 2023-05-08 11:33:15.953328 203.0.113.1@ 203.0.113.2 Binding Acknowledgement

neEauen LENYLIl: 40 L4JL UYyLED)
Mobility Header Type: Binding Acknowledgement (&)
Reserved: @x@@
Checksum: @x@e@e
+ Binding Acknowledgement
Status: Bindi

Accepted Binding Code 0

= Key Management Compatibility (K) flag: No Key Management Mobility Compatibility
= Mobile Router (R) flag: No Mobile Router Compatibility
= Proxy Registration (P) flag: Proxy Registration
TLV-header format (T) flag: Mo TLV-header format
Bulk-Binding-Update flag (B): Disabled bulk binding update support
Sequence number: 15@
Lifetime: 90@ (3608 seconds)
v Mobility Options
> MIPvE Option — PadN
> MIPve Option Mobile Node Identifier: 3104109818777006@1351l1l.mcs
> MIPvE Option Handoff Indicator: Handoff state unknown
> MIPv6 Option Access Technology Type Option: IEEE 882.1la/b/g
> MIPvE6 Option PadN
> MIPvE Option Timestamp: May 8, 2023 17:33:15.187896728 UTC
> MIPvE Option PadN
Option Mobile MNode Link-layer Identifier

LMA replied with an IP address
for establish the reverse Tunnel

Option

Option

Option Vendor Specific: 3GPP Protocol Configuration Options

Option Padl

Option Padl

Option Padl

Option Padl

Option Padl

Option Padl

Option Padl

Option Padl

Option Delegated Mobile MNetwork Prefix: 192.168.1.8/24

0p 0 = 2 Ol

6. 271 1SPE HOIFLICH 0] 22 LMA 3|4lojs ofwr st Efde Msl7| 9lst
of /x| etesLict

D

PMIPv6 HF 24 - LMA

*May 8 23:09:33.631: %LINEPROTO-5-UPDOWN: Line protocol on Interface TunnelO, changed state to up
*May 8 23:09:33.632: %PMIPV6-5-TUNNELUP: Bringing up the Proxy Mobile IPv6 tunnel TunnelO
*May 8 23:15:39.067: %PMIPV6-5-TUNNELDELETE: Deleting the Proxy Mobile IPv6 tunnel TunnelO
*May 8 23:17:16.655: %LINEPROTO-5-UPDOWN: Line protocol on Interface TunnelO, changed state to up
*May 8 23:17:16.656: %PMIPV6-5-TUNNELUP: Bringing up the Proxy Mobile IPv6 tunnel TunnelO



HZ: dE2 EX 22 ol EMe| HIE o{ Lt

rir
Ral
1l
ro
o
r
[ul
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<#root>
*May 9 20:28:26.784: [PMIPV6_LMN_EVENT]:
Attach Tinmer expired
*May 9 20:28:26.784: [PMIPV6_LMN_EVENT]:
Event received Attach tinmer expiry in state: LMN_READY, new state: LMN_READY

*May 9 20:28:26.784: [PMIPV6_LMN_EVENT]: Logical MN (310410901877700@13511.mcs) sending Attach trigger
*May 9 20:28:26.784: [PMIPV6_LMN_EVENT]: Starting Logical MN attach timer, period (5000)

*May 9 20:28:26.784: [PMIPV6_MAG_EVENT]: Trigger request received (Session create trigger) from (31041
*May 9 20:28:26.784: [PMIPV6_MAG_EVENT]: Trigger attach request received

*May 9 20:28:26.784: [PMIPV6_MAG_EVENT]:

Event received dd MN intf attached for Nai: 310410901877700@3511.nts in path state machine, path: Ce



*May 9 20:28:26.784: [PMIPV6_MAG_EVENT]:

Event received First path created for Nai: 310410901877700@3511.nts in state: INIT, new state: INIT

At this point the MAG waits for a reply from the LMA to establish the tunnel. Since the timer expires,

*May 9 20:28:39.523: [PMIPV6_MAG_EVENT]:

Event received Last path Down for Nai: 310410901877700@3511.nts in state: INIT, new state: NULL

*May 9 20:28:39.523: [PMIPV6_MAG_EVENT]: Trigger Reply sent in Bul Null state entry for Nai: 310410901
*May 9 20:28:39.523: [PMIPV6_LMN_EVENT]: Event received Trigger Attach Failure in state: LMN_READY, ne
< snip >

*May 9 20:28:39.523: [PMIPV6_MAG_EVENT]:

sendi ng cl eanup ind reason Last path Down, orig_event ReTx tinmer exhausted

*May 9 20:28:39.523: [PMIPV6_LMN_EVENT]:

Event received Cl eanup request fromMAG in state: LM\ READY, new state: LM\ READY

*May 9 20:28:39.523: [PMIPV6_MAG_EVENT]:

Nai : 310410901877700@L3511. nts, Sending | Pv4 address cleanup indication for address (0.0.0.0)
*May 9 20:28:39.523: [PMIPV6_MAG_EVENT]:

Nai : 310410901877700@L3511. nts, Bi ndi ng Renoved

< Snip >

*May 9 20:28:41.955: [PMIPV6_MAG_EVENT]: Event received New MN intf attached for Nai: 310410901877700@
*May 9 20:28:41.955: [PMIPV6_MAG_EVENT]: Starting Retx timer, period (1000)

*May 9 20:28:41.955: [PMIPV6_MM_EVENT]: Allocated packet of size 160 with tlv Tength 148

*May 9 20:28:41.955: [PMIPV6_MAG_EVENT]:

PBU nessage sent for Nai: 310410901877700@3511. nts

*May 9 20:28:41.956: [PMIPV6_MAG_EVENT]: Event received First path created for Nai: 310410901877700@13
*May 9 20:28:42.979: [PMIPV6_MAG_EVENT]: Retx Timer expired for Nai: 310410901877700@13511.mcs

*May 9 20:28:42.979: [PMIPV6_MAG_EVENT]: Event received PBU Retx timer expired for Nai: 31041090187770
*May 9 20:28:42.979: [PMIPV6_MM_EVENT]: Allocated packet of size 160 with tlv Tength 148

*May 9 20:28:42.979: [PMIPV6_MAG_EVENT]:

PBU nessage sent for Nai: 310410901877700@3511. nts

*May 9 20:28:42.979: [PMIPV6_MAG_EVENT]: Starting Retx timer for Nai: 310410901877700@13511.mcs,period
*May 9 20:28:42.979: [PMIPV6_MAG_EVENT]: Event received First path created for Nai: 310410901877700@13
*May 9 20:28:45.027: [PMIPV6_MAG_EVENT]: Retx Timer expired for Nai: 310410901877700@13511.mcs

*May 9 20:28:45.027: [PMIPV6_MAG_EVENT]: Event received PBU Retx timer expired for Nai: 31041090187770
*May 9 20:28:45.027: [PMIPV6_MM_EVENT]: Allocated packet of size 160 with tlv Tength 148

*May 9 20:28:45.027: [PMIPV6_MAG_EVENT]: PBU message sent for Nai: 310410901877700@13511.mcs



*May 9 20:28:45.027: [PMIPV6_MAG_EVENT]: Starting Retx timer for Nai: 310410901877700@13511.mcs,period
*May 9 20:28:45.027: [PMIPV6_MAG_EVENT]: Event received First path created for Nai: 310410901877700@13
*May 9 20:28:45.228: [PMIPV6_MAG_EVENT]:

nessage received: PBA

*May 9 20:28:45.228: [PMIPV6_MAG_EVENT]: P

BA: nai (310410901877700@3511.nts),nai len: 26, Ili (310410901877700@35), Il len: 21, att:4, lifetine::
*May 9 20:28:45.228: [PMIPV6_MAG_EVENT]:

Event received PBA accept for Nai: 310410901877700@3511.nts in path state nmachine, path: Cellular0/1/0,

*May 9 20:28:45.228: [PMIPV6_MAG_EVENT]: Starting Refresh timer, period (300000)
*May 9 20:28:45.229: PMIPV6_LMN_EVENT]: Received event (20)
*May 9 20:28:45.229: [PMIPV6_LMN_EVENT]:

Addr ess change event received for Tunnel 0
*May 9 20:28:45.229: %LINEPROTO-5-UPDOWN:
Li ne protocol on Interface Tunnel 0, changed state to up
*May 9 20:28:45.230: %PMIPV6-5-TUNNELUP:

Bringing up the Proxy Mbile IPv6 tunnel Tunnel O

*May 9 20:28:45.230: [PMIPV6_MAG_EVENT]: Adding V4 Tunnel, Handle (Tunnel0), mode: (GRE_IN_IPV4)

*May 9 20:28:45.230: [PMIPV6_MAG_EVENT]: Populating Reverse V4 Tunnel entry, 12 address (0x31041090187
*May 9 20:28:45.230: [PMIPV6_MAG_EVENT]: Populating Reverse V4 Tunnel entry, 12 address (0x31041090187
*May 9 20:28:45.230: [PMIPV6_MAG_EVENT]: Stopping Retx timer for Nai: 310410901877700@13511.mcs

*May 9 20:28:45.230: [PMIPV6_MAG_EVENT]: Event received First path UP for Nai: 310410901877700@13511.m
*May 9 20:28:45.230: [PMIPV6_MAG_EVENT]: Nai: 310410901877700@13511.mcs, Updating binding succeeded

Iodslor e =5 23
A) MAGE LMARtS| @i g Bt= st 8E 2 7|CHR LICEH

*52d 92l 20:28:26.784: [PMIPV6_LMN_EVENT]: 0{Ef%| Ef0| Bt
*52d 921 20:28:26.784: [PMIPV6_LMN_EVENT]: O|HIE 24l 9474 Efo| Bt2 ALEY:
LMN_READY, A AHEH: LMN_ZH|El

*52d 92l 20:28:26.784: [PMIPV6_MAG_EVENT]: O|HIE 7} Naiol| CHall 22 E! O|F! MN intfS &t
t&LICH HZ AE] AIAEIC| 310410901877700@13511.mcs ZZ: Cellular0/1/0, AHEH:
PATH_INIT, A{ &fEl: B2 Z=7|5t

*52 9 20:28:26.784: [PMIPV6_MAG_EVENT]: O|HIE 7} 4= AIEl Naiofl CHEH A AIE! & el 23
2:310410901877700@13511.mcs2| A EN: X7|3t, A MEH: =7|38

B) 0| HtQIEE A&lst M EIdE HEst7] flol L HAIXIE 2-LICH

o>

*52d 9 20:28:39.523: [PMIPV6_MAG_EVENT]: O E 7} Naioi| CHSt OFX|2f HZE 2hot&L

Ct. 310410901877700@13511.mcs2| & Ef: Z 7|3}, M 2 Ef: S &Y

Al
of>

*524 92l 20:28:39.523: [PMIPV6_MAG_EVENT]: &2| Z4A 0| O} X[2t ZHE S
orig_event ReTx EtO|H AT



*59J 92 20:28:39.523: [PMIPV6_LMN_EVENT]: O|HIE 7} C} 2 AlEfo| MAGERE M| &S

Hhok & LICH LMN_READY, M| AFEl: LMN_ZH|E

*5$J 92l 20:28:39.523: [PMIPV6_MAG_EVENT]: L}0|: 310410901877700@13511.mcs, A
(0.0.0.0)01 CHEt IPv4 4 HE| EAIE EUiE SLCH

*52d 92l 20:28:39.523: [PMIPV6_MAG_EVENT]: L}0]: 310410901877700@13511.mcs, HQIE!
A7HE

C) M E'd 02 &H3t7] I3 LMAOY PBU HIAIX|7F MEELICH MAG7t =412/ PBA7I E'E &
go{guct.

*52 9 20:28:41.955: [PMIPV6_MAG_EVENT]:Naioi| CH3H M&E PBU M A|X]:
310410901877700@13511.mcs

D) PBAE= MAG % LMAX| o|al| =412 | 1 =2FEL|Ct

*52 92l 20:28:45.228: [PMIPV6_MAG_EVENT]: &2 HIA|X]: PBA

*52 92l 20:28:45.228: [PMIPV6_MAG_EVENT]: PBA: L} 0|
(310410901877700@13511.mcs),L+O| &l: 26, 11i(310410901877700@135), Il len: 21, att:4,
lifetime:3600, status:0

*52 9 20:28:45.228: [PMIPV6_MAG_EVENT]: O|HE 7} Naiod| CHEF PBA £¢QI2 &k &LICTH
=2 AE] A|IAEIO] 310410901877700@13511.mcs @2 Cellular0/1/0, & EH: PATH_INIT, A & Ef
: B2 (_Active)

E) Bi'd 00| A EIR&LICH

*52 9 20:28:45.229: [PMIPV6_LMN_EVENT]: Tunnel00i| CHEF =4 8473 O|HIEE g k&LICH

*58 9 20:28:45.230: %PMIPV6-5-TUNNELUP: ZE A| 2 HtY IPv6 E{'d Tunnel0 Al

3. BHPE{OlM HEE ool HHE HY

XI5t 0 T{Zl0] MAGS2 LMA ZHoll 2] E|=XK| #olstL|ct.

| Destination | seq

2023-05-08 17:39:27.111994 203.0.113.2 203.0.113.10 Binding Update

5 2023-05-08 17:39:30.184528 203.06.113.2 203.0.113.10 Binding Update

11 2023-95-08 17:39:42.285758 203.0.113.2 203.0.113.10 Binding Update

19 2023-@05-88 17:39:58.357894 203.0.113.2 203.9.113.10 Binding Update
20 2023-95-08 17:39:58.368576 203.0.113.10 203.9.113.2 Binding Acknowledgement

66 2023-05-08 17:44:59.532368 203.0.113.2 203.0.113.10 Binding Update

69 2023-85-88 17:45:13.679442 203.08.113.2 203.8.113.10 Binding Update

76 2023-85-88 17:45:44.998085 203.8.113.2 283.08.113.10 Binding Update

77 2023-85-08 17:45:48.062409 203.0.113.2 2083.0.113.10 Binding Update
79 2023-05-08 17:45:48.083544 203.0.113.10 203.0.113.2 Binding Acknowledgement

-
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mailto:310410901877700@13511.mcs

WX XY Aoz o|dELch e U EHdE dYsied™

PMIPE ISPEEE 7|18 B2E

LMAS| IPE 7I2|17|= EAE ZAZ27} Q040 6t{ M E7] QIEHO|AE CI2 E2 2 F7t6H0F &L
Ct.

of:

ip route 203.0.113.10 255.255.255.255 cellular0/1/0

&01 kS

=AM 2HFY 7R} ID(IMSI) SIM ZtEd| €S E 15KE| 2= #HE

IMEI(International Mobile Equipment Identity) | ZHIY EH|of §&E 15XIE| 2=

_ st= <o FlE o] Ed5| e=El 19~20K
ICCID(EIX 3|2 7}= AlHR}) j.: #lof simM 7H=0 5| &g E 19~20%t2|
MSISDN(Mobile Station International ISPOIM &E 8t ZHIY & x| HE LICH 047[o]
Subscriber Directory Number) = 37t A=t X[™E HE 7t Z7FELIC

HELIZ HMHA QIE Sof 2Et0IAUETL XE

NAI(Network Access Identifier) st AL2 XD
[ o

DHY HERSF Clo|Eof HAE ZHHY FX]

APN(AAA ZQIE O|F) o ME (Roam ZZAM|A)

D HFY = E(MN)

MAG(Mobile Access Gateway) ISP2to| oA 2 E|sts HMA F X

HF IPv6 = HIQI(PMIP)2S| 2HIY =

EE
LMA(Local Mobility Anchor) E;_ il ofo|ME
— OO A1 -_

& F2(HoA) LMA Z0ilM g8t S5 1P F&

LMA 7|'O| E'I Eg Exo °|'7| TlOH MAGO‘“A-l Oi-l
PBU(Proxy Binding Update) gtL|ct. o] 2 Holl= Mobile Node Identifier =44
o| E%I-EI |__||:|.

LMAO{| A MAGE L= HIAIX|. HoA HE2IZ
PBA(Proxy Binding Acknowledgment) HEAE Zatetn U g Mg EE|A
grLICH

=
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