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<ttroot>

Device#

show systeminsecure configuration

ACTIVE INSECURE CONFIGURATION DATABASE




Generated: Active Configuration Analysis
Total Active Insecure Commands: 1
Database Type: Active (Current State)
Scan Status: Complete

Next Update:

Pending in 8 min 0 sec <<<----------

Database State: Update Scheduled

<snip>

[

r
eill
A
ro
rlo
]
H
4

CHS ofolA= otx|2h 224 o|%F Zx|aefo|M HZEo| A XIEX| fge==z o
cilolMofl CHEF F7F HA7E HRstX| of&8 2o ELICH

<ffroot>

Device#

show system insecure configuration

ACTIVE INSECURE CONFIGURATION DATABASE

Generated: Active Configuration Analysis
Total Active Insecure Commands: 1
Database Type: Active (Current State)
Scan Status: Complete

Next Update:

No pendi ng updates <<<----------

Database State: Stable

<snip>
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%SYS-4-INSECURE_CONFIG: Module: <MODULE> - Command: <COMMAND> - Reason: <REASON> - Remediation: <REMEDI,



%SYS-4-INSECURE_DYNAMIC_WARNING: Module: <MODULE> - Command: <COMMAND> - Reason: <REASON> - Remediation
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! Feature in the Warning phase:
*Jan 1 01:23:45.678: %SYS-4-INSECURE_DYNAMIC_WARNING: Module: HTTP - Command: ip http server - Reas

! Feature 1in the Restriction phase:
*Jan 1 01:23:45.678: %SYS-4-INSECURE_CONFIG: Module: FTP - Command: ip ftp source-interface Gigabit
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! Feature in the Warning phase:
INSECURE DYNAMIC WARNING - Module: HTTP, Command: ip http server , Reason: Legacy protocol poses da

! Feature in the Restriction phase:
SECURITY WARNING - Module: FTP, Command: 1ip ftp source-interface GigabitEthernet0/0/0 , Reason: No
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A& Xt= show system security mode &S AFE 504 C|HIO[A 7 HEot REQIX| HIE o HEQIX]
&rolgh = QI&LICH show running-config aII | include system mode BHE2 & x|7} 2ot ZEQIX]
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<tfroot>

Device#

show system security node

System Security Mode :

Secure



i ncl ude system node

Device#
I

show runni ng-config all

no system node insecure
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<tfroot>

Device#
show system security node

System Security Mode

I nsecure
i ncl ude system node

Device#
I

show runni ng-config all

syst em node insecure

o1 7

<#root>
Device# configure terminal

Device(config)#

I

|Z2Bio|Me 2 HIZEeH 2=



syst em node insecure

Hot ne M3
MEXRt= EHot ZEH AT[Td0|Mol| M A|IAR BETL Qe Eot REE &3 = U&LICh
<#root>

Device# configure terminal
Device(config)#

no system node insecure
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<ffroot>

Device# configure terminal
Device(config)# no system mode insecure
System secure mode cannot be changed to secure as

insecure configuration scanning is in progress. Try after 4 min O sec

A& XH= test system secure all BHEE ALE5t0{ HA| CHA| AME = l&LICH

Eto|H7} Btz |1 Zm[Tefo|d AZH0| 2= El Fo= A|AR0|AM HIEQH Zx| gy o[ME B X|st
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<#root>



Device(config)# no system mode insecure
System secure mode cannot be changed to secure as

insecure cli(s) are present in system

Olei#t @7 A0l 25 ST EH ALSAE HOt REE BASY £ aLich

<tfroot>

Device# configure terminal
Device(config)#

no system node insecure
YSYS- 4- SYSTEM _SECURI TY_MODE_CHANGE: System Security Mde Changed from | NSECURE t o SECURE

H ot D=0l A AFSAFIE AMIBHE EHA|| HIE O AT T 0|ME X852 6t 2 F HAIXI7L E
AIEIJ_ Hujzagloldo] MEL[X| ef&LCt o W LS Z &L

<#root>

Device# configure terminal
Device(config)# ip ftp source-interface Gi0/0/0

%rror:lnsecure configurations are not pernmitted in secure node.
To proceed, set the system mode to insecure using the command
system node insecure

, and then try again.
Module: FTP, Command: ip ftp source-interface GigabitEthernet0/0/0 , Reason: No encryption is configure

YERROR: Security policy check failed, configuration can't be applied

Device(config)#end
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Device# show running-config | include ip ftp source-interface
Device#

Mgt BA HIE et An|aeoldE

HME5l2{H AISAHE HA A|AR 2 H|EoF Mod Hm|ag|o|
Mol HA|MoZ HIEOH ZEE &

3}l oF & LICt.

<ffroot>

Device# configure terminal
Device(config)#

system node insecure

Device(config)# end

Device#show running-config all | include system mode

system node i nsecure

ClHRO[A 7 HIE e R Eof RoB XMt B A HIE S Hu|agojde MY - U&LIch I3
cilol4d Al RALEH 20t A1 HIAIX|7F ZAIELICH et eF -SR] o2 Zix|ae oo HEEL
Ct.

<#root>

Device# configure terminal
Device(config)# ip ftp source-interface Gi0/0/0

SECURI TY WARNI NG

- Module: FTP, Command: ip ftp source-interface GigabitEthernet0/0/0 , Reason: No encryption is config
Device(config)# end
Device# show running-config | include ip ftp source-interface
ip ftp source-interface GigabitEthernet0/0/0
Device#

o5 oFXMBEK| o2 | ol Mo H?_ FOo|E @75t BT HAIXK|I7F EAIELUCH Elo|HE
t71 |28t HIAIX|E FYstE ElOIH MHE +| 0| sysloge 74 & EAlZlE o 2|

%SYS-4-INSECURE_CONFIG: Module: FTP - Command: ip ftp source-interface GigabitEthernet0/0/0 - Reason: N
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Cisco I0S XE C[HIO|AE 26.1.1 O|&4 22 LI O|=5tH AAHR 22 T2 MA o A& T
Ael Hl2 ot AHu|Te|o|ME B X|etD AHSSE C|HIO|AE HIZE ot EEE THEEILICH AASX =
AMAHEI EE HIEo 22 HI|TJH0|M AIME 822 FItst= 7ol CHal| AHE 27t gie
M, Restriction ZtAHIZ O|SE M H|EC 7|S0| &S FK| t&LICH

26.1 (|:|=|)\|x-| H| & ot EI: Z1E AE7|- o
Rl LIC ClbholALS bl ot ip ftp &
= dE= AI"*E.H—II:L

o ol M= 17.18.2(HIE Ot B E HEIAE T} 912)
2)2 dado|EstE ¢t HIEet ZEZR 9| XtE ME
A QIE{H| 0| A GigabitEthernet0/0/0 Z1I| 124040 &

#=20l= 0| C|HFO|A 7} Cisco I0S XE B 17.18.200l A A|ZHE|L|CE.

Device# show version | include Cisco IOS XE Software
Cisco I0S XE Software, Version 17.18.02

B X2 H|2eF AT go]4d0] stLt A& LICH.

<tfroot>

Device# show system insecure configuration

ACTIVE INSECURE CONFIGURATION DATABASE

Generated: Active Configuration Analysis
Total Active Insecure Conmands: 1 <<<----------

<snip>

[ Module: FTP
| Parent Command: NA
| CLI Command:

ip ftp source-interface G gabitEthernet0/0/0 <<<----------

| Description: FTP service enabled - transmits credentials and data in plaintext, vulnerable t
[ Reason: No encryption is configured
[ Remediation: Transition to secure file transfer methods using SCP, SFTP, HTTPS protocols



| Config Mode: configure
| Status: ACTIVE
| Severity: HIGH

<snip>

DATABASE SUMMARY

Total Active Entries Processed: 1
<snip>

w8t of BiFols 2ot B Ei HE e 2=0o| JHol gL

Device# show running-config all | include system mode
Device#

O3 2 CIHO|A 7 26.1.12 U 8|0|=EE|o] EoF 2l H|E ot B E 7} EQI=lL|C},

Device# show version | include Cisco I0OS XE Software
Cisco IOS XE Software, Version 26.01.01

04%15| S Yt HIE 2 1| gy o[40] HE E|o{ /U&LICH.
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<tfroot>

Device# show system insecure configuration

ACTIVE INSECURE CONFIGURATION DATABASE

Generated: Active Configuration Analysis

Total Active Insecure Conmands: 1 <<<----------

<snip>

| Module: FTP
| Parent Command: NA
| CLI Command:

ip ftp source-interface G gabitEthernet0/0/0 <<<----------

| Description: FTP service enabled - transmits credentials and data in plaintext, vulnerable t
| Reason: No encryption is configured



| Remediation: Transition to secure file transfer methods using SCP, SFTP, HTTPS protocols
| Config Mode: configure

| Status: ACTIVE

| Severity: HIGH

<snip>

DATABASE SUMMARY

Total Active Entries Processed: 1
<snip>
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<ffroot>

Device# show system security mode
System Security Mode :

I nsecure

JO2|1 AAR RE HIEeH AT[Te| oMol Aisez HEFLICH

<#froot>

Device# show running-config all | include system mode

system node insecure <<<----------

system mode warning periodicity 24
Device#

T o] HIE oF Z1x|TEi[o]M0] ? Eh_ oHH HIZoH RE = o] MEto| EE[HEl= A2 otEL]
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MEE HIEQH Amago|M AlH

A& XH= show system insecure configuration EXEC @S 2 #A| M El M8t Bt H|E o 71|
adlo|lMe 2 & U&LIC o] HR-2 BT 26.1.1 0|4 Q| show tech-support £210f| A}S2Z %
grELIch chE2 Ml 7HX| Mg B A B2 e Zx| T 80| 0| M E Cluto|A o £ of &ILIC.

<{froot>

Device#

show system insecure configuration

ACTIVE INSECURE CONFIGURATION DATABASE

Generated: Active Configuration Analysis
Total Active Insecure Commands:

3 << Number of insecure configurations identified

Database Type: Active (Current State)
Scan Status: Complete
Next Update: Pending in

10 min O sec <<<------- Time remaining until this output refreshes to reflect

Database State: Update Scheduled

any configuration changes applied

SECURE_CONFIG_ACTIVE_INSECURE_CONFIG_DB_WALK: Processing 3 active insecure CLI entries

[ Parent Command: NA

CLI Conmand

: ip ftp source-interface GigabitEthernet0/0/0
|

Description



: FTP service enabled - transmits credentials and data in plaintext, vulnerable to interception

Reason

: No encryption is configured

Renedi ati on

: Transition to secure file transfer methods using SCP, SFTP, HTTPS protocols
| Config Mode: configure

| Status: ACTIVE

| Severity: HIGH

SECURE_CONFIG_ACTIVE_INSECURE_CONFIG_DB_WALK: Processed entry 1: ip ftp source-interface GigabitEtherne

DATABASE SUMMARY

Total Active Entries Processed: 3
<snip>
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%SYS-4-INSECURE_CONFIG: Module: FTP - Command: ip ftp source-interface GigabitEthernet0/0/0 - Reason: N
%SYS-4-INSECURE_CONFIG: Module: FTP - Command: ip ftp username cisco - Reason: No encryption is configu
%SYS-4-INSECURE_CONFIG: Module: FTP - Command: ip ftp password * - Reason: No encryption is configured

show system insecure configuration2 &¥4&t0o{ o248t H|E ¢t Zdm[aa||o|Mof CHet £t HEE
= 7 A&

<tfroot>

Device#

show system i nsecure configuration

ACTIVE INSECURE CONFIGURATION DATABASE

Generated: Active Configuration Analysis
Total Active Insecure Commands: 3
Database Type: Active (Current State)
Scan Status: Complete

Next Update: No pending updates

Database State: Stable

SECURE_CONFIG_ACTIVE_INSECURE_CONFIG_DB_WALK: Processing 3 active insecure CLI entries

[ Module: FTP
| Parent Command: NA
| CLI Command:

ip ftp source-interface G gabitEthernet0/0/0

Description: FTP service enabled - transmits credentials and data in plaintext, vulnerable t
Reason: No encryption is configured
Remediation: Transition to secure file transfer methods using SCP, SFTP, HTTPS protocols
Config Mode: configure
Status: ACTIVE

|
|
|
|
|
| Severity: HIGH

[ Module: FTP
| Parent Command: NA
| CLI Command:

ip ftp usernane



| Description: FTP service enabled - transmits credentials and data in plaintext, vulnerable t
| Reason: No encryption is configured

| Remediation: Transition to secure file transfer methods using SCP, SFTP, HTTPS protocols

| Config Mode: configure

| Status: ACTIVE

| Severity: HIGH

| Module: FTP
| Parent Command: NA
| CLI Command:

ip ftp password

| Description: FTP service enabled - transmits credentials and data in plaintext, vulnerable t
| Reason: No encryption is configured

| Remediation: Transition to secure file transfer methods using SCP, SFTP, HTTPS protocols

| Config Mode: configure

| Status: ACTIVE

| Severity: HIGH

SECURE_CONFIG_ACTIVE_INSECURE_CONFIG_DB_WALK: Processed entry 3: ip ftp password cisco

DATABASE SUMMARY

Total Active Entries Processed: 3
<snip>
Device#

olefst 2= Chg HmTB0M0 KT HTELICH

Device# show running-config | include ip ftp
ip ftp source-interface GigabitEthernet0/0/0
ip ftp username cisco
ip ftp password cisco



Device#

configure term na

Enter configuration commands, one per line. End with CNTL/Z.
Device# (config)#

no ip ftp source-interface G gabitEthernet0/0/0

Device# (config)#

no ip ftp usernane

Device# (config)#

no ip ftp password

OFMGIK| 2 Bl|l7HA| SNMP Z2EZ

ClHtO|AO| EA|E[E B HIAIX|LICH

%SYS-4-INSECURE_CONFIG: Module: SNMP - Command: snmp-server community * ro - Reason: Legacy protocol po

show system insecure configuration® A&i5t0o{ HIE Ot ZAm|a8f|o| Mol CHEt FI7I HEE 2 = QU
&LCt
= .

<tfroot>

Device#

show system insecure configuration

ACTIVE INSECURE CONFIGURATION DATABASE

Generated: Active Configuration Analysis



Total Active Insecure Commands: 1
Database Type: Active (Current State)
Scan Status: Complete

Next Update: No pending updates
Database State: Stable

SECURE_CONFIG_ACTIVE_INSECURE_CONFIG_DB_WALK: Processing 1 active insecure CLI entries

| Module: SNMP
| Parent Command: NA
| CLI Command:

snnp-server community

| Description: SNMP Community string configured - uses insecure SNMPvl/v2c protocol vulnerable
| Reason: Legacy protocol poses data confidentiality and integrity risks due to lack of e
| Remediation: Configure SNMP v3 User

| Config Mode: configure

| Status: ACTIVE

| Severity: HIGH

SECURE_CONFIG_ACTIVE_INSECURE_CONFIG_DB_WALK: Processed entry 1: snmp-server community cisco RO

DATABASE SUMMARY

Total Active Entries Processed: 1
<snip>

Device#

olzi#t 23 ol Zm|aBolMol BF BHEELICH

<{froot>

Device# show running-config | include snmp-server

snnp-server community
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