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emSign ECC Root CA - G3
+-- emSign Root TLS CA - G3 (issued by emSign ECC Root CA - G3)
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emSign Root CS CA - G3
+-- Original EM OV CS CA - G3B or G3C
+-- Code-signing identity certificate
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AAA Certificate Services
+-- One of the eight cross-signed CAs 1isted above
+-- TLS or code-signing identity certificate
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show versi on show cl ock show crypto pki trustpoints show running-config | section crypto pki trustpoint
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Certificate Serial Number (hex): 3CF607A968700EDA8B84
Issuer:
cn=emSign ECC Root CA - G3
Subject:
cn=emSign ECC Root CA - G3
Associated Trustpoints:
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CA Certificate
Certificate Serial Number (hex): O00A4AEE678F23362B4COE460B772F214
Issuer:
cn=emSign Root TLS CA - G3
Subject:
cn=EM DV TLS CA - G3B
Associated Trustpoints:

CA Certificate
Certificate Serial Number (hex): 00A024FDF4BA665C785CE4A020483858B7
Issuer:
cn=AAA Certificate Services
Subject:
cn=EM DV TLS CA - G3B
Associated Trustpoints:
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<ffroot>

copy running-config
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<{froot>

configure termnal no crypto pki trustpoint

end
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<#root>

show runni ng-config | section crypto pki certificate pool show crypto pki trustpool verbose show crypto
crypto pki certificate pool(®f £t pki 215 A &) L Trustpool(2lZ| £)E EA|E CA B2 =04 M 71|
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<#root>

configure termnal crypto pki trustpool clean end

show crypto pki trustpool verbose
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Cisco A& CA HE: ios.p7b

Cisco 70{ CA HHE: ios core.p7b

<#root>

show file systens copy

configure termnal crypto pki trustpool inport url

end show crypto pki trustpool verbose
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<#root>
configure termnal crypto pki trustpoint
revocation-check crl ocsp exit end
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<#root>
configure term nal crypto pki trustpool policy chain-validation revocation-check crl ocsp exit end show
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show crypto pki crls clear crypto pki crl show crypto pki crls
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<#root>
configure termnal crypto pki trustpool policy cabundle url
exit end show crypto pki trustpool policy
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<ffroot>

configure termnal crypto pki certificate map EMSI GN-1 SSUER- FI LTER 10 i ssuer-nanme nc cn=EM DV TLS CA - (

match certificate EMSI G\ I SSUER-FI LTER exit end
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<{froot>

show runni ng-config | section crypto pki certificate map show running-config | section crypto pki trusty
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Trusted root CA



+-- Affected SubCA
+-- New child SubCA
+-- ID (leaf) certificate
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<{froot>

configure term nal crypto pki trustpool policy no cabundle url

exit

crypto pki trustpoint

no match certificate EMSI G\ | SSUER- FI LTER exit end
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<#froot>

show crypto pki certificates verbose show crypto pki trustpool policy wite nenory

CHE AElE O 22 & S T ElE E th7] ClHIO|AMM X|& & & elgfLct
AE MM O E A2, 218 2 &5 Cisco TACOH 22f8t & E—.“P_|E| ME[HF AL E 1848
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Cisco: Cisco I0S XE PKIE AIE23510{ CA MEE QIS A

| 1ok
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Cisco I0S XE GuestShell CA EBHAE 710|E


https://www.cisco.com/c/en/us/td/docs/routers/ios-xe/security-vpn/security-vpn/m_sec-pki-trustpool-mgmt.html
https://www.cisco.com/c/en/us/td/docs/routers/ios-xe/security-vpn/security-vpn/m_sec-pki-trustpool-mgmt.html
https://www.cisco.com/c/ko_kr/support/docs/security-vpn/public-key-infrastructure-pki/220422-configure-ca-signed-certificates-with-io.html
https://www.cisco.com/c/ko_kr/support/docs/security-vpn/public-key-infrastructure-pki/220422-configure-ca-signed-certificates-with-io.html
https://www.cisco.com/c/ko_kr/support/docs/security-vpn/public-key-infrastructure-pki/220422-configure-ca-signed-certificates-with-io.html
https://www.cisco.com/c/ko_kr/support/docs/security-vpn/public-key-infrastructure-pki/220422-configure-ca-signed-certificates-with-io.html
https://www.cisco.com/c/en/us/td/docs/ios/ios_xe/sec_secure_connectivity/configuration/guide/convert/sec_pki_xe_3s_book/sec_cfg_auth_rev_cert_xe.html
https://www.cisco.com/c/en/us/td/docs/ios/ios_xe/sec_secure_connectivity/configuration/guide/convert/sec_pki_xe_3s_book/sec_cfg_auth_rev_cert_xe.html

1CHAl: & X| GuestShell HiZE AHE{ ZEAL

GuestShellO| Ax|k£|0{ Q! RUNNING EE = DEPLOYED AEHQI Cisco I0S XE A|AEI0|AMTF 10
0| 2R LICH GuestShellO| DEPLOYED #ENQ! A2 m HHES M™st7| o MK
'guestshell enable' BE O 2 & 4435l oF & LICt show app-hosting listol] 'S & = QI1S'0| E
AlZ|P(GuestShellO| Hi Z E|7{Lt & M35 E|X| &FF) GuestShellol| CHEE 2Fed0| 5t X| ef&LCt.

st

A. DEPLOYED &'E{9O| GuestShell(Z¢] 2 Q: HX

utok

ol
s s
o
-r
ok
-

show app-hosting list7} DEPLOYED AEH 2| GuestShell@ £ 118 7 GuestShell Z1E|0|L] A&
A 7F UX|DE ZAE|0|L47F S XIE/LICEH bashE& &1233t7| Tod 'guestshell enable'S A1&3HoF 5,
MEHMo 2 IHE 228t £ SX|E 4EHR S07HM 'guestshell disable's A& oF & LIC}.

<ttroot>

Router#

show app-hosting |ist

guestshell DEPLOYED

0%

B. GuestShellO] RUNNING & E{ (A E: & TIF)

show app-hosting list reports GuestShell in the RUNNING state(® &
GuestShell0| A& S0[=2Z GuestShell0| A S0|2 2 Ctg BHZE 2Y TI™AE = U&LICH

<{froot>

Router#

show app-hosting |ist

guestshell RUNNING

ls]

o od
IL HA

0jo

B. GuestShell A+& o &/HHEZE|X| oF S (&Y

)

show app-hosting listoll No App found7t E A|=|™ GuestShellO| A|ARIOf| A X|E|0f LX[ L HLE &



H3tE|od UX| efe F7t 5ol ERstR| ef&LCh

S

<{froot>

Router#
show app-hosting |ist

No App found

2EHA|: GuestShell YMA L CA EX XME

Cisco |I0S XE &3 EXEC(‘enable’) ZEZ E0f A O] H2IS AStLICt GuestShellO]
DEPLOYED &E{Ql A2 MK M35t 4 : 7|2 g 3stn FER o AH(0]
MEHCIE 2 E Cisco I0S XE EEZ|ANM S8tHE EEGIEE XM ZEH MEHE AFE510{ CA &
Ct S5 A MHELICH

x

<tfroot>

! 1. If GuestShell is in DEPLOYED state, enable it first:
Router#

guest shel |l enable

! 2. Enter GuestShell bash shell:
Router#

guestshell run bash

! 3. Escalate to root user inside GuestShell:
[guestshell@guestshell ~]$

sudo -s
! 4. Prepare the ca-trust blocklist directory (compatible with 17.15.x and 17.18.x):
d=/etc/pki/ca-trust/source/blocklist

[ -d "$d" ] || d=/etc/pki/ca-trust/source/blacklist
mkdir -p "$d"

£ AE Mudhra QI EH

trust extract HHE A&5lo &4 El ZF eMudhra !5 ME ca-trust blocklist CIHEEIZ 2 F&
Bt CH2 Al2HE AME MEAE MTESELICH



trust extract --overwrite --format=pem-bundle \
--filter="pkcsll:object=emSign%20ECC%20R00t%20CA%20-%20G3; type=cert' \
"$d/emSign_ECC_Root_CA_-_G3.pem"

trust extract --overwrite --format=pem-bundle \
--filter="pkcsll:object=Comodo%20AAA%20Services%20root;type=cert' \
"$d/Comodo_AAA_Services_root.pem"

trust extract --overwrite --format=pem-bundle \
--filter="pkcsll:object=emSign%20ECC%20R00t%20CA%20-%20C3;type=cert' \
"$d/emSign_ECC_Root_CA_-_C3.pem"

trust extract --overwrite --format=pem-bundle \
--filter="pkcsll:object=emSign%20Root%20CA%20-%20C1;type=cert' \
"$d/emSign_Root_CA_-_Cl.pem"

update—ca—t rust extract

FO|

—

59
rr
ro
0l
X
ok

3CEHA|: GuestShellol A AlZ|E £

ZEEI QIB M 4747} AAH] AR 22 XAof| E AT of2l verification W2 AF25lod &
H EB{AE 70l Mel=|=X] gelg|ct o] BH2 QB M7 xHE =5 HHMo| SFEUSS
stolst |}

1 —_H

###Verify with below command

[guestshell@guestshell ~]1$ trust 1list --filter=trust-policy --purpose=server-auth | grep -E -A3 'emSign
label: AAA Certificate Services
trust: distrusted
category: authority

label: emSign ECC Root CA - C3
trust: distrusted
category: authority

label: emSign ECC Root CA - G3
trust: distrusted
category: authority

Tlabel: emSign Root CA - C1
trust: distrusted
category: authority

Tlabel: emSign Root CA - Gl
trust: anchor
category: authority

Output will vary based on CentOS Stream version
###Verify CentOS Stream Version
[guestshell@guestshell ~]1$ cat /etc/redhat-release
Cent0OS Stream release 8



0S CentOS Stream 8 CentOS Stream 9
Directory blacklist only blocklist
Result shown trust: blacklisted trust: distrusted

ATHA|- AME K|S A 2 Aol &2 F 7|

0| X|&M &1 olg{st 2B M 84l =82 'guestshell enable' & 'guestshell disable'
Muto] X|& £, /ete/pkilca-trustZ7t P37 ZIE| 0| A E2|X|of & F&17| W20 CIHIO|A T} R HE!
Ech.

=

DEPLOYED A EiZ S0} 7}7|(SHE El= Z42): GuestShellO| 2421 DEPLOYED AEHQIT O &t Al
MAIE A7 SHA B 5= S'-r bash& ZE35I11 10S ST EXEC ZEZE 0 M
'guestshell disable'S &1345l04 GuestShellE O|XMo| ZX|El AEfZ T|ESEILICH

<tfroot>

[root@gquestshell ~]#

exit

[guestshell@guestshell ~]$%
exit

Router#

guest shel | disabl e

2tO|ZALOIZ 2| F2 1124 AFE: GuestShellO| 'guestshell destroyé 2+ 75| MHEIH FHE]o|Lq T}
ol A|AEIO| MHEILICH 0|20 GuestShellS CHA| #4458t 5t04 HE|| 0|7} 7|2 A|AE o|O|X|of
A‘I L—.l'Al AC|>'|A'|E||:|:| OlE—lo}' Al —lx-l E}j;'l% L—-l'Al X-IQ'OHOI: °I'L||:|'

5EHA|: 284 HXHCA AE F)

BH Exioz A

E M HI|Tpo|ME F| AT Cisco I0S XE ZEZ|AMA 7|2 CA AZRE 2215}
I} 2l(Comodo AAA

ElE X S8 C|RHEZ|($d)E MEHSIT, O MAto|M FI7HE 47H2] Q1B M T
Services root Z&)E N7t CtF, &ZE MHELAE RHFEFELICH

<ffroot>

| Escalate to root user inside GuestShell:
[guestshell@guestshell ~]$



sudo -s

d=/etc/pki/ca-trust/source/blocklist
[ -d "$d" ] || d=/etc/pki/ca-trust/source/blacklist

! Remove only the four certificate files added during remediation:
rm -f "$d/emSign_ECC_Root_CA_-_G3.pem" "$d/Comodo_AAA_Services_root.pem" \
"$d/emSign_ECC_Root_CA_-_C3.pem" "$d/emSign_Root_CA_-_Cl.pem"

! Rebuild the system CA trust store:
update-ca-trust extract

At S5 CIRMEE|of M7HE ool o oY = x| & lgfLch.

<{froot>

[root@guestshell ~]#
Ils -1 "$d"/

total O

CA A1Z| =2l =0l 35HH) 20l HUS ChA| A#stod 57) QB M 25 B4 EHAE Y72 Sof
=X ZOIBLICHRE #22 trust® 218 LICH A7)

<tfroot>

[root@guestshell ~]#
trust list --filter=trust-policy --purpose=server-auth | grep -E -A3 'enfi gn| AAA

trust: anchor
trust: anchor
trust: anchor
trust: anchor
trust: anchor

o=

ol s AlsH 7|2 o

=
T =

0| 7|2 & Cisco |I0S XE C|HFO|AO|A A
Hoi&EL|CtH

OH

Mo =2 22 Fl GuestShell ZHAF, T3 4l &0l M2

<ffroot>

Router#



guestshell run bash

[guestshell@guestshell ~]$ sudo -s

bash-4.4#

d=/ et c/ pki / ca-

bash-4.4#

[ -d"$d" ] ||

bash-4.4#

nkdir -p "$d"

bash-4.4#

trust extract

bash-4.4#

trust extract

bash-4.4#

trust extract

bash-4.4#

trust extract

bash-4.4#

t rust/source/ bl ockli st

d=/ et c/ pki/ca-trust/source/ bl ackli st

--overwite --format=pem bundle \

--overwite --format=pem bundl e \

--overwite --format=pem bundl e \

--overwite --format=pem bundl e \

updat e-ca-trust extract

bash-4.4#

--filter="pkcsll:

--filter="pkcsll:

--filter="pkcsll:

--filter="pkcsll:

trust list --filter=trust-policy --purpose=server-auth | grep -E -A3

label: emSign ECC Root CA - G3
trust: blacklisted

category:

authority

Tabel: AAA Certificate Services
trust: blackTisted

category:

authority

label: emSign ECC Root CA - C3
trust: blacklisted

category:

authority

obj ect =entsi gn%20ECCY20Root %20CAY20-

obj ect =Conpdo¥%20AAAYR0Ser vi ces%20r c

obj ect =ensi gn%20ECCY20Root %20CAY20-

obj ect =ensi gn%20Root ¥20CAX20- %20C1;

" enSi gn| AAA



label: emSign Root CA - C1
trust: blacklisted
category: authority

label: emSign Root CA - Gl
trust: anchor
category: authority

bash-4.4#

cat /etc/redhat-rel ease

Cent0S Stream release 8
bash-4.4#

d=/ et c/ pki/ca-trust/source/ bl ockli st

bash-4.4#

[ -d "$d" ] || d=/etc/pki/ca-trust/source/blacklist

bash-4.4#

rm-f "$d/ entSi gn_ECC Root _CA - G3. peni "$d/ Combdo_AAA Services_root.pent \ > "$d/ entSi gn_ECC_Root _(

bash-4.4#
bash-4.4#

updat e-ca-trust extract

bash-4.4#
Ils -1 "$d"/
total 0

2d 2 CL

GuestShell

show app-hosting 1list
el ZHA

GuestShell

= = = |guestshell enable
ERRETCE AL




i
ox
P

hell
GuestShe guestshell run bash
Bash &!=4
== k=
FE MK
_ sudo -s

2 g
AE 2=
C|BlE{2| & |d=/etc/pki/ca-trust/source/blocklist; [ -d "$d" 1 || d=/etc/pki/ca-trust/source/blacklist;
H|
AEF=2EE0

rL'_j;:ﬂ 1|trust extract --overwrite --format=pem-bundle ... (x4 CAs)
CA=x&E
CA EXA
E X{&A |update-ca-trust extract
CHAl HE

trust list --filter=trust-policy --purpose=server-auth

Restore
DEPLOYED
State(T+ &
=l AtEf =
2)(44%4 A
)

i

o3

guestshell disable

=
ro
MU
1=

rm -f "$d/emSign_ECC_Root_CA_-_G3.pem" "$d/Comodo_AAA_Services_root.pem" "$d/emSign_ECC_Roc
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