ISE 3.2 & WindowsO0| M 41 Dot1x &A| sHZ

HE2/3 clolo{124

)|

O —'?'-A-IOHA‘I" ISE(Identity Services Engine) 3.2 & Windows 7|& A& X}oi| CHEH 7|& 802.1X
PEAP Q&2 Fdst= Widol| CHa M EhLICE.
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CHS ol cHet X[A2 ERstn o™ REELICH

+ PEAP(Protected Extensible Authentication Protocol)
* PEAP 802.1x
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« Cisco ISE(ldentity Services Engine) %
« Cisco C1117 Cisco IOS® XE Software, {7 17.12.02
« Windows 102 A5t BE
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GIG 0/1/0

’y
ISR 1100 NAD
WINDOWS ENDPOINT
AUTHENTICATING AUTHENTICATOR

HE23 clojo{2=H

A4 X4
=O

CtS BAHIE ™50 F#-& Lot
1EHA1. ISR 1100 2HRE{E F & LICH
2EH7|. Identity Service Engine 3.28 FAgL|Ct.

3EHAl. Windows WIOIE|E M E2| Zd EE +/d & LICH

1Ct7A]. ISR 1100 2tRE{ #+A
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ISE 3.2 with
PSN Persona Enabled Node

Zm|aefolMo Chal A



AD:CIE L C ISE 0| 32 PSN HEALL7F &€AM51E =0 IPE RAIEHL|CH

Administration(Z 2l) > System(A|A&]) > Deployment(#%) & of2Ho|lM ISEZ 0|5 & &
O Ol 7|22 2|'A'| I.c-}' A OlAL_IL__I._

AN EH

aaa new-model

aaa session-id common

!

aaa authentication dotlx default group ISE-CLUSTER

aaa authorization network default group ISE-CLUSTER

aaa accounting system default start-stop group ISE-CLUSTER
aaa accounting dotlx default start-stop group ISE-CLUSTER
!

aaa server radius dynamic-author

client A.B.C.D server-key <Your shared secret>

!

!

radius server ISE-PSN-1

address ipv4 A.B.C.D auth-port 1645 acct-port 1646
timeout 15

key <Your shared secret>



|

!

aaa group server radius ISE-CLUSTER
server name ISE-PSN-1

|

interface GigabitEthernet0/1/0
description "Endpoint that supports dotlx"
switchport access vlan 15
switchport mode access
authentication host-mode multi-auth
authentication order dotlx mab
authentication priority dotlx mab
authentication port-control auto
dotlx pae authenticator
spanning-tree portfast

2EHA|. Identity Service Engine 3.28 FA&FLIC}.
2.a. 2150 AIE HERZ EX|E FH5tT FIHELICH

Network Device to ISE Network Devices(ISE HE 2|3 C|HIO|A 0| HELT C|HIO|A F7}) MM
2 F7tgh ot

AlZtetEdm Add(F7H HHE € Z2lgfLct

Network Devices

Selected 0

{] Duplicate ) Generate PAC

~ IP/Mask Profile Name Location
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Administration - Network Resources

Network Devices Network Device Groups MNetwork Device Profiles External RADIUS Servers

Network Devices
» ISR1100

Default Device

; . : Network Devices
Device Security Settings

Name ISR1100

Description

IP Address i il A.B.C.q

Device Profile

B cisco
Model Name

Software Version

HE9i3 clutolA A4 m ol x|
O] H|O|X|ofM ofeHZ &3

NAD Z1I| 22 0| M0l AM AL St

v RADIUS Authentication Settings

RADIUS UDP Settings
Protocol RADIUS

Shared Secret

(] Use Second Shared Secret

Second Shared
Secret

CoA Port

Radius 711|124 0| M

£ IDE FdELich

4 Evaluation Mode 23 Days

More

Q @

=]
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Administration(Z 2l) > Identity Management(ID £ 2l) > Groups(2 &) BI2Z o|S &Lt O
IDE ddgfLict o o= o CHal MAME 21&2 iseUsersLICE.
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Administration - Identity Management

Identities Groups External Identity Sources Identity Source Sequences Settings

dentity Group
Identity Groups

Ee] Identity Group

* Name iseUsers|
Endpoint |dentity Groups

User Identity Groups Description

ID & ‘44 Hol|X]
Submit(XMZE) HE S Z=I&Lct
CHZ2 2 2, Administration(Z 2l) > Identity Management(ID & 2l) > Identity(ID) i 2 O|S & LIC}.

AddE Z=2IgLCt.

Identities Groups External Identity Sources Identity Source Sequences Settings

Users

Latest Manual Network Scan Res... N Etwork Access Users

Selected 0 Total 0

Username .~ Description First Name LastName Email Address User Identity Groups Adr

Mo data avallable

L HEQ| URE AZXE 0|22 AR ELICH ALEXl O|& iseiscool O O] 04|04 A AHS ELIC

4



> New Network Access User

~ Network Access User

* Username iseiscool

Status # Enabled

Account Name Alias

of S E

o -

st ZdelLct. o] b2 0oiAME VainillalSE97 0|

s BAle 4dE
AHEELICH

~ Passwords

Password Type: Internal Users

Password Lifetime:

With Expiration
Password will expire in 60 days
(O Never Expires

Password Re-Enter Password

* Login Password

Enable Password

iseUsers 1 &01 AFEAIE & eFL|CH.

~ User Groups

iseUsers




ISE Menu(ISE HIF) > Policy(Z%H) > Policy Sets(&%H Z£lghHZ 0|S&LiCt

7|2 8 g E MEE & J&LICH ILE-ILP OI ool ME HA Eghol Y= 0| Wired2t™
=

F7t EE Cst7| ofo|Z20| EAIEX| o™ YA MES| SLIHF| olo|2E 2=E = JU&LICH
7|01 oto|Z2 2 ME4EE CHS 2lol M & A US MEHEFLICEH

Daxfault Default policy set

Insert new row above

O| |0l M FEE ZH2 418021x0|H ISE AlF +FoM 0|2 FHEE =ZHLICH =228t Cf
2 Use(AI8)E E=FLct.

Conditions Studio
Library Editor

Wired_802.1X

Catalyst_Switch_Local_Web_A
uthentication

Switch_Local_Web_aAuthentica

tion
Switch_Web_Authentication

Wired_B02.1X

Wired_MAB

Wireless B02.1X

\I

THARLCIR

O R[22 2, Default Network Access preconfigured allowed protocols service(7 |2 HE {3 HA|
AANHFTEE ZEEZ MU|A)E MEIELICH



Paolicy Sets

Status Policy Sat Name Description Conditions Allowed Protocols | Server Sequence Hits Actions View

e x Default Ne!

ﬁ Default Default policy sot

Wired_802.1X

< Authentication Policy (1)

Status  Rule Name Conditions Hits  Actions

Dafault

Options

04 M Internal Users(LI& AFSXHE MEHFFLICEH




~ Authentication Policy (1)

Status  Rule Name Conditions Hits Actions

Internal Users

“ Qptions

If Auth fail

Q Internal Authentlcation Wired_BO02.1X
If User not found

If Procass fail

Policy - Policy Sets

pLuns

» Authorization Policy - Local Exceptions
» Authorization Policy - Global Exceptions

< Authorization Policy (1)

Results

Status Rule Name Conditions Profiles Security Groups Hits Actions

Dafault DenyAccess

E & x|™dgLict. o] ZAx|2e|o|AM0f| M= Internal ISE UsersEt=

£ 443524 Conditions(ZX7d) QollAM + oto|2 & E=lgfLCt.

= |seUsers Z1E 9|




ID 1& o}o|

AMEMID 2

Library Editor

Internalllser:ldentityGroup

e E =P

BYOD_is_Registered Dictionary Attribute

Catalyst_Switch_Local_Web_A All Dictionaries Attribute

uthentication
AD ExternalGroups

Compliance_Unknown_Devices CWA CWaA_ExternalGroups

Compliant_Devices IdentityGroup Description

IdentityGroup Name
EAP-MSCHAPv2

InternalUser IdentityGroup

EAP-TLS
PassivelD PazsivelD_Groups

InternalUser-ldentityGroup

PEOxe IDEF=EHECLOE

Equals User Identity Groups:iseUsers =

BYOD_is_Registered

Catalyst_Switch_Local_Web_A
uthentication

Compliance_Unknown_Devices
Compliant_Devices
EAP-MSCHAPv2

EAP-TLS




M Dot1x H= Zlgtof
& gLict. =2 E ZA DenyAccess 7t M%L—IEP.

D 1& ISEUsers| &7} ofl O] &

%1 ISEE Q15 0| AF2X}FID
Z0| O|N| 7|2 H3t Hod MRS &
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Authorization Paolicy (1)

Results

Status Rule Namea Conditions Profilas Security Groups

-] Intarnal ISE Users A ¥ ¥ ParmitAccess

ISEO]| CHEF ZAI|22y|0|MH0| 22 EIAE&LIC.
3EHA. Windows WIOIE|E M E2| 4 E 7+
3. a. WindowsO|lM &

M dot1xE ALt HdYeLIch

Windows Z4AH E AZ0|M HHIAE 4L|C}.

Hits

Actions




All Apps Documents Web More «

Best match

(| = Services q’
I System :
Micre

Search the web N
Services

System

/O sService - See more search results

ServiceNow - American technology
company
Open
services e
Run as administrator

service titan login Open file location

L service fusion login Pin to Start

Apps Pin to taskbar

[y

» Component Services

Settings

) Do not allow Microsoft to use your
voice to improve speech services

&9 Use online services with Narrator

P

Services(AH|A) =5 FEH M Wired Autoconfig(fM AHS ZAI|22l|0|MH)E & &LCt

Wired AutoConfig(fM XIS 74)E 01
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Wired AutoConfig Properties (Local Computer)

General LogOn Recovery Dependencies

Service name: dot3sve

Display name: Wired AutoConfig

Description: sponsible for performing |IEEE 802.1X A

uthentication on Ethemet interfaces. f your cument ~
srad natuads Aarlrvmard arfarmae BNT 1Y

Path to executable:

CAWINDOW Shsystem32\svchost .exe Kk LocalSystemNetwork Restricted p

Startup type: Manual

W

Resume

You can specify the start parameters that apply when you start the service

from here.

Start parameters:

OK

ot []

I

0z

o f
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Service Control X

Windows is attempting to start the following service on Local Computer...

Wired AutoConfig

Cloge

MH[A Ao

JH ohg 2 els E=gLct

O Fof Mu|A7} AHELICH
x*:'f;. Windows Update Enablesthe.. Running Manual (Trig... Local Syste...
&1 Windows Update Medic Service Enables rem... Manual Local Syste...
'-f,;'f-_. WinHTTP Web Proxy Auto-Discovery Service WinHTTPi..  Running Manual Local Service
=*1Wired AutoConfig The Wired A... Running Manual Local Syste...
‘“':‘ : WLAN AutoConfig The WLANS... Manual Local Syste...
o) A % WMI Performance Adapter Provides pe... Manual Local Syste...
f.{ Work Folders This service .., Manual Local Service

QU RS A MEIA

3. b. NAD 21&Xtol| (4ZE Windows B E QIE{H|0|A S FAEFLICHISR 1100).

HELZ Y AN Y A7|E M=t

Troubleshoot problems

Open Network & Internet settings

NN 3082004




Network Connections(HIE {3 21Z) 0| Y2|™ ISR Gig 0/1/00f A= O|H QIE{HO|AE O}
QA QEZ HHESoZ Z2IFLICH Properties(H4) SM2 Z2IgHLCH

Authentication(@!&) B2 22lgLIct.



E Ethernet Properties

vevekos [irian Jars
Connect using:
& Intel(R) Ethemet Connection (4) 1219-LM

| Configure...

This connection uses the following tems:

a Client for Microsoft Networks
S8 File and Printer Sharing for Microsoft Networks
QoS Packet Scheduler
4 Intemet Protocol Version 4 (TCP/IPv4)
4 Microsoft Network Adapter Multiplexor Protocol
2 Microsoft LLDP Protocol Driver
4 Intemet Protocol Version 6 (TCP/IPv6)

" RO EEEK

>

install...  Uninstal Properties
Description
Allows your computer to access resources on a Microsoft
network.

QIE{T|O| A Ol 44

Enable IEEE 802.1X authentication(IEEE 802.1X 2!
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Y Ethernet Properties

Networking Authentication Sharing

Select this option to provide authenticated network access for
this Ethemet adapter.

/| Enable |EEE 802.1X authentication

Choose a network authentication method:

Microsoft: Protected EAP (PEAP) v || Sefings

Remember my credentials for this connection each
time I'm logged on

Fallback to unauthorized network access

Additional Settings...




PEAP(Protected EAP)E ME8FL|CH,
EO2% motch o] 4o cHEt LH Xt

Settings(H’H)E SEIgLICt



Protected EAP Properties X

When connecting:

[ ] verify the server's identity by validating the certificate

Connect to these servers (examples:srv1;srv2;.*\.srv3\.com):

Trusted Root Certification Authorities:
] AAA Certificate Services A
Baltimore CyberTrust Root

Class 3 Public Primary Certification Authority

COMODO RSA Certification Authority

DigiCert Assured ID Root CA

DigiCert Global Root CA

DigiCert Global Root G2 v
< >

Notifications before connecting:

Tell user if the server's identity can't be verified

Select Authentication Method:

‘Secured password (EAP-MSCHAP v2) |[ configure... |

/| Enable Fast Reconnect
Disconnect if server does not present cryptobinding TLV
Enable Identity Privacy

OK | | Cancel

PEAP &



Interface:
ITF-ID:

MAC Address:

IPv6 Address:
IPv4 Address:
User-Name:
Status:

Domain:

Oper host mode:
Oper control dir:
Session timeout:
Common Session ID:
Acct Session ID:
Handle:

Current Policy:

Local Policies:

GigabitEthernet0/1/0
0x08767COD
8c16.450d.f42b
Unknown

Unknown

iseiscool <---------
Authorized <---------
DATA

multi-auth

both

N/A
22781F0A0000000C83E28
0x00000003

0xc6000002

POLICY_Gi0/1/0

The username configured for Windows Native Supplicant

An indication that this session was authorized by the PSN

461

Service Template: DEFAULT_LINKSEC_POLICY_SHOULD_SECURE (priority 150)

Security Policy:

Server Policies:

Method status Tist:
Method

dotlx

Should Secure

State

Authc Success <------

An indication that dotlx is used for this authenticati



Operations(2 ) > Radius > Live logs(2t0|2 21) o Z O|S&rL|Ct.

AEXt O|E IDE EEZELICE O oflof M= AF& XL O|F iseiscool O] A& ElLICY.
Operations - RADIUS

Live Logs Live Sessions

Misconfigured Supplicants Misconfigured Network Devices RADIUS Drops Cliant Stopped Responding Repeat Counter

Refresh Show Within
Naver v Latest 20 records - Last 3 hours

Status Details Repea... |dentity Endpoint ID Endpoint... @ Authentication Policy Authc
iseiscool ¥ Endpoint ID Endpoint Pr Authentication Policy Autho
Mar 28, 2024 07:04:35.4.., i Wired >> Internal Authentication Wired

Mar 28, 2024 07:04:35.3... Unknown Wired »> Internal Authentication Wirad
Last Updated: Thu Mar 28 2024 01:29:12 GMT-0600 (Central Standard Time) Records Shown: 2

ISEE|HZE
Operations - RADIUS

Live Logs Live Sessions

Misconfigured Supplicants Misconfigured Network Devices RADIUS Drops Client Stopped Responding Repeat Counter

Show Within
e Latest 20 records - Last 3 hours

Authorization Policy Authoriz... IP Address Network De... Device Port Identity Group Posture .. Saerver
IP Addrass

Wired »> Internal ISE Uzers ParmitAce...

Wired »>> Inbérnal ISE Users PermitAce.., ISR1100 User ldentity Groups:is

Last Updated: Thu Mar 28 2024 01:34:18 GMT-0600 (Central Standard Time) Records Shown: 2

ISEEI®HZ T
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Operations(2 ) > Radius > Live logs(Zt0|2 21) B{2 Z 0|5 5l04 Filter by Auth status:
Failed(21& &' Ef: AI{f)2 0|Sst7{Lt, ALE X} O|F 2 AHE5t04 EEZStHU, MAC FAE ALE6t
o EHE{ZSHHLE, AASE HERT HMA CIHIO|AE AH& 3o HEZELICt

Operations(%f ) > Radius > Live logs(2t0|E Z11) > Desired authentication(®35t= 215) > Live
log details(ZH0|2 2 M AFE | HAM|AEFLICE.
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Operations - RADIUS

Live Logs Live Sesslons

Misconfigured Supplicants Misconfigured Natwork Davices RADIUS Drops Cllent Stoppad Respg

Status Detalls Repea.. Identlty Endpoint.. Endpoint.. Authentication Pollcy Authoriz... Awthoriz.. IP Address
Identity Endpalat 1D Endpalnt Pr A Authorizatie  Authorzatie P Address

Apr 19, 2024 11:54:53.2
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Overview

Event

Username iseiscoool

Endpoint Id <ENDPOINT MAC ADDRESS>®
Endpoint Profile

Authentication Policy Wired == Internal Authentication
Authorization Policy Wired

Authorization Result

e

37 CH Authentication Details(2! S st 2to|E 2 M AFE O M AlTH

AR, 22 #olw o sHe

Event
Failure Reason

Check whether the subject is present in any one of the chosen
identity stores. Note that some identity stores may have been
skipped due to identity resoultion settings or if they do not
support the current authentication protocol.

Resolution

Root cause Subject not found in the applicable identity store(s).

Username iseiscooonl

oI M H2

O| AlLt2[20i A Q1B ol MTi5t= O|F= AFE XL O|Foll REFI 7| HE LT T2{Lt AHS Rt
ISEOI M MM E|X| eEATHLE ISEOIM AL REZL CHE ID M £A(0: LDAP == AD)OI| I=X| HBE
T Qe 42 SUSt 277 R AIELICH

CHA| Al




Evaluating Identity Policy
Selected Identity Source - Internal Users
Looking up User in Internal Users IDStore = iseiscoool

The user is not found in the internal users identity store

Subject not found in the applicable identity store(s)

The advanced option that is configured for an unknown
user is used

The 'Reject’ advanced option is configured in case of a
failed authentication request

Inner EAP-MSCHAP authentication failed
Prepared EAP-Failure for inner EAP method

Authentication failed and the advanced options are
ignored

Frepared EAP-Request with another PEAP challenge
Returned RADIUS Access-Challenge

Received RADIUS Access-Request

RADIUS is re-using an existing session

Extracted EAP-Response containing PEAP challenge-
response

Open secure connection with TLS peer
PEAP authentication failed

Prepared EAP-Failure

Returned RADIUS Access-Reject

Bt MMofl M= RADIUS CHat Sofl ISE7F M- E = = M[A0i CHell RhAllS| B efL(ct




- YAE EAP T ILICEH
- EAP & Z2MA.

Ol odlof M= ISEZH O] 1B 2 2I5H LIS IDE W2 =3 2RSS &0lg = U&LICH AFSAE &
g £ glo O Z ISE0| A Access-Reject(AAMA 7HE )0l Cist SESZ ERfiaLIC

5 ¢ AlLt2|2: ISE #EIRFL Policy Set Allowed Z2E Z0{| A PEAPE H|E G3t & LICEH

AmEt MlMo| 2tolE 2T MFAE 0| 2| "PEAPE 18Kl Z2EZ0AM SHEXIX| ef&L
Ch2hls 2F HAIXIZE 2 AEUCH

Event

Failure Reason

Ensure that the PEAP protocol is allowed by ISE in Allowed

Resaolution
Protocols.

The client's supplicant sent an EAP-Response/NAK packet
rejecting the previously-proposed EAP-based protocol, and
regquesting to use PEAP instead. However, PEAP is not allowed
in Allowed Protocols.

Root cause

Username Iseiscool

ol 2O ME ME &

Kl
x

Ol R = & sHae = U&aLct. sHZA L2 Policy(Z2) > Policy Elements(&2 @ 4) >
Authentication(2/&) > Allowed Protocols(31€ & ZE2EEZ)E 0|S35t= [ YLICH. Allow

PEAP(PEAP 5{8) S440| HIZ d3t =R =X gLt



Policy « Policy Elements

Dictionaries Conditions Results

it Allow EAP-TLS

Authentication | '| Allow Authe tion of expired certificates to allow certificate renewal in Authorization Policy
Allowed Protocols |_J Enable Stateless Session Resume

Session ticket time to live
Hours

Authorization » Proactive session ticket update will occur after 90 % of Time To Live has expired

Allow LEAP

Prafili
At [ Allow PEAP

Postura PEAP Inner Methods

Allow EAP-MS-CHAPv2
Client Pravisloning & Allow Password Change Retries 1 (Valid Range 0 to 3)
Allow EAP-GTC
Allow EAP-TLS

| ,| Allow Authentication of expired certificates to allow certificate renewal in Authori

Allow Password Change Retries 1 (Valid Range 0 to 3)

cryptobinding TLV

[ Allow PEAPYO only for legacy clients

Ml AlLtE|2: A= ZQIETLISE QIS ME MEISHX| ez Q50| MuigfLCt.

EtolE 23 M7 YEZ o|SELICH Aufgt l5ol CHEr HIZ=E ot 2lo|l2E 2T HF HEE
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Authentication Details

Source Timestamp 2024-04-20 04:37:42.007
Received Timestamp 2024-04-20 04:37:42.007
Policy Server ISE PSN

Event

Failure Reason

Check whether the proper server certificate is installed and
configured for EAP in the Local Certificates page (
Administration > System > Certificates > Local Certificates ).
Also ensure that the certificate authority that signed this server

Resolution certificate is correctly installed in client's supplicant. Check the
previous steps in the log for this EAP-TLS conversation for a
message indicating why the handshake failed. Check the
OpenSSLErrorMessage and OpenSSLErrorStack for more
information.

PEAP failed SSL/TLS handshake because the client rejected
the ISE local-certificate

Root cause

Username iseiscool

CHO|H 2 ME ME
A= X QIETJ} PEAP EH'E A0 AFSEl Q1B ME HEFLICH

ol 2xIE siZAstedH X7 U= Windows AIEZQIE|AM ISE QIZEME MEHBEH CA A Q10|
Windows 444 Manage User Certificates(At& At 215 A £ 2|) > Trusted Root Certification
Authorities(&Z[& = /U= R E 218 7|&) EE= Manage Computer Certificates(ZAFE 215 A &
2l) > Trusted Root Certification Authorities()‘._|E|°F 4 9l= RE Q15 7|ghof l=X| #lgtLct.
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& Manage computer certificates

&% Manage file encryption certificates

Windows 244 & Zd1}
3-ISETCP HZ T 7 (3! ZHX)

EA siE Al %! X 20| HeMALICH ISE A XM Y 2E £ Y = =9| Q|
O|A0IM 7tME + R F

m>
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O] =70i| M| ASHEd™H Operations(2 ) > Diagnostic Tools(ZIE =) > General Tools(EH =
) > TCP Dump(TCP HZ)Z 0o|s&LC}.
Operations « Troubleshoot

Diagnostic Tools Download Logs Debug Wizard

Genaral Tools

TCP Dump

The TCP Dump utility page is to monitor the contents of packets on a network interface and troubleshoot problems on the network as they appear
0 o 10> 0 Total Rows

>t

Host Name Network Intaerface Filter File Name Repository File 5... Number

TrustSec Tools




> New

Add TCP Dump

Add TCP Dump packet for monitoring on a network interface and troubleshoot problems on the network as they appear.

Host Name
ISE PSN

Metwork Interface

GigabitEthernet 0 [Up, Running]

Filter

E.g: ip host 10.77.122.123 and not

10.177.122.119

File Name

ISEPCAP




Repository

File Size
10

Limit to
1

Time Limit
5

Minute(s)

(] Promiscuous Mode

TCP HZ MM

ISE|A pcapE 24435t2d

2

Ct=E =slok st ool Lt

 pcapE 7}X{2}tof 5t L EE MEHFLICH

« pcapOll AL E|E ISE = E QIE{H|0|A S MEHSHL|C}

- EY ECHEE Zix{slof 5t B LE{E MAE5HH ISEMM & 7tX| o & M &Lt

« pcapl| O|§2 X|HELICt O] ALIE|20]MHE ISEPCAPE At $H&LIC

- SIEZX|ECIE MEiSH, MEE B|ZX|ER[7} gieo™ WA= ISE 2Z ClAT 0o HE T
GUIGM CtR2EEE £ U&LICH.

|18t B pcap Tt A 7|E FHELICH

B2 E 0|49 ot AMSELICEH et pecapZt THY 2718 Z1H5HH LIS ol Af ot

A1

C
fu]

I o nE R
FO © O rot

o ox 2 e

=
A2 pcapd CHEH ECHE 24X AlZtS AEFLICH

ORI S 2 Save(XME) HES Z&IgfLCt



TCP Dump

The TCP Dump utility page Is to monitor the contents of packets on a network interface and troubleshoet problems on the network as they appear

Host Namae Network Interface Filter Flla Nama Repository Flle 5.. Numberof.. TimeLUimit Promiscuous M... Status

ISE PSN GigabliEthernet O [Up, Run... ISEPCAP 10 1 NEW
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£ & o2{™ Operations(2 ) > Reports(=2 11 A{) > Reports(£ 11 M) > Endpoints and Users(21=
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Operations . Reports

— RADIUS Authentications

From 2024-04-14 00:00:00.0 To 2024-04-21 20:14:56.0
My Reports Reports exported in last 7 days 0

Reports

Audit

Device Administration ? Logged At RADIUS Status Detalls Identity

Dlagnostics
Last 7 Days |dentity
Endpoints and Usars

Guast 2024-04-20 05:10:59.176

Ui e = L L 2024-04-20 05:00:53.153

TrustSec
2024-04-20 04:50:59.135

- -5 . . 13,
Scheduled Reports 2024-04-20 04:40:59.097
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Endpoints and Usars o

Agentless Posture

Authentication Summary

Cllent Provisioning
Current Active Sessions
Endpoint & Logical Profi...

Endpoint Scripts Prowvisl...

External Mobile Device ...
Manual Certificate Provi...

PassivelD
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Operations - Reports

Devics Administration RAD I U S

Dlagnostics
Endpolnts and Users

Agentiess Posture

Logged At Detalls Idantity Endpoint ID Endpoint Profile Authorization Rule
® Pass ¥ X Identity L ol Author
24:38.101 = ac: 28 2 Intermnal

y24-04-19 23:24:51.641 = R BC:16:45:00:F4:28 Linknawn Intemal ISE Users
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Rejected OR Released Endpoints
From 2024-03-22 00:00:00.0 To 2024-04-21 20:30:41.0

Reporis exported In last 7 days O

Changed At Endpoint ID Status Fallure Reason

Last 30 Days ™ X

2024-04-10 21:17:00.64 BC:16:45:0D:F4:28 Releazed

2024-04-10 21:11:34.05 8C:16:45:00:F4:28 Rejected 12321 PEAP falled SSL/TLE handshake bacause the client rejacted the ISE local-certificate

2024-04-10 20:57:42.11 BC:16:45:00:F4:28 Rejected 12321 PEAP faile: [TLS handshaks bacausa the client rajacted the ISE local-cartificats
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QOperations . Reports

RADIUS Accounting

From 2024-04-14 00:00:00.0 Te 2024-04-21 20:28:47.0

Reports exported In last 7 days O

Logged At Details Account Status Type Identity Endpoint ID
Last 7 Days ™ X

2024-04-20 01:40:50.31

2024-04-20 01:37:25.22

2024-04-20 01:27:42.012

2024-04-20 01:24:38.128

2024-04-19 23:33:11.907

2024-04-19 23:24:51.744
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Authentication Summary

From 2024-04-21 00:00:00.0 To 2024-04-21 20:41:18.0

Filters:
Match All - of the following rules.

Tima Range - Is exactly (or equals). Last 30 Days

Chart: Passed Authentications By Day

2024-04-20 0..2024-04-19 0..2024-04-10 0..2024-04-00 0...2024-03-28 0..2024-03-27 0..2024-03-25 0...2024-03-22 0...

Failed Authessications Passed Authanticstions

Authentications By Day and Quick Link

Day Passed Falled Total Falled (%) Avg Response Time (ma) Peak Response Time (ms)
2024-04-20 00:00:00.0 S3.78 33.28

2024-04-19 B0:00:00.0 BI6 90.63

2024-04-10 00:00:00.0 ED

2024-04-09 00:00:00.0

2024-03-28 0O:00:00.0

2024-03-27 B0:00:00.0

2024-03-25 BO:00:00.0

2024-03-22 B0:00:00.0

RowsPage 8 > Y 8 Total Aows

Authentications By Failure Reason

Failure Reason
12303 Falled to negotiate EAP because PEAP not allowad In the Allowed Protocols
22056 Subject not found In the applicable identity store(s)

12321 PEAP falled SSLITLS handehake because the client rejected the ISE local-certificate

Rows/Page 3 . » 3| 3 Tewl Rows




Peak Response Time (

Avg Response Time (ms)

Failed (%)

Authentications By ldentity Group
. Falled

Identity Group Passed
RugisteredDevice:

salisers,RegisteredDavices

Lser I
User Idantity Groups:isallsers
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Authentications By ISE Server

assed Falled Falled (%) Avg Respanse Time (ms) Peak Response Time (ms)
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A Active dirsctory diagnostic tool found Issues

COA(Change of Authorization) AT - ISEQ| 042 ZE2 20 M CoAE AFSELICE O] &2 CoA
ZE 84 B0 HERZ ClHio|A0 27| &AsH B Le{ELIct.

A COA Falled
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- HELR AAA(prrt-server.log)
 nsf(ise-psc.log)
» nsf-session(ise-psc.log)
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Debug Level Configuration

Camponent Name . Log Laval
accessfilter INFO
Agtive Directory WARN
admin-ca INFO
admin-infra INFO
admin-license INFO
al-analytics INFO
anc INFO
apl-gataway INFO
apiservice INFO

bootstrap-wizard INFO

ca-service INFO

Cltiz 21 AHmzgo|M

Description

RBAC resource access filter

Active Directary client Internal messages

CA Service admin messages

infrastructure action messages

License admin messages

Al Analyties

Adaptive Network Control (ANC) debug messages

AP| Gateway native objects logs

ISE APl Service logs

Boatstrap wizard messages

CA Service messages

T4 24 0|& EollM o|Tof| LiFE
gLch HE AFg S MEELICH

Component Name

runtim

runtime-AAA

runtime-config

runtime-logging

va-runtime

Log Level

Description

Lag fils Nama

Ise-psc.log

ad_agent.log

ise-pse.log

ise-pec_log

Ise-psc.log

al-analytics.log

Ise-psc.log

apl-gateway.log

api-service.log

Ise-psc.log

caservice.log

AAA runtime messages (prrt)

AAA runtime configuration

Save

customer logs center messages (prrt)

Vulnerability Assessment Runtime messages

A7} SHIE2AH FHEREK]

st0|

=1

—

Log file Name

prrit-server.log
prrt-server.log
prrt-server.log

varuntime.log

A




Debug Level Configuration

Component Name Log Level Description Log file Name
debug

nsf DEBUG NSF related messages ise-psc.log
nsf-session DEBUG Session cache messages ise-psc.log

prri-JNI DEBUG prrt policy decision request processing layer related ... prri-management.log

runtime-AAA DEBUG AAA runtime messages (prrt) prrt-server.log
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Support Bundle Debug Logs

Debug Log Type Log File Description

~ ise-psc (16) (111 MB)

ise-psc (all logs) Main ise debug log messages

PSN-EQ|CIHO 21




Support Bundle Debug Logs

W Delete

Debug Log Type Log File Description

~ prrt-server (1) (7.8 MB)

prrt-server (all logs) Protocol Runtime runtime configuration, 7.8 MB
debug and customer logs messages

> pxcloud (4) (20 KB)
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ISE Menu(ISE H|+) > Operations(2 Q) > Troubleshoot(E Al 3§Z8) > Diagnostic Tools(EIE =)
> General Tools( gt =) > Endpoint Debug(ANI=EZQIE C|H1)Z O|SEL|Ct.

Operations - Troubleshoot

Diagnostic Tools Download Logs Debug Wizard

General Tools Endpoint Debug

Stopped

® MAC Address ) BC:16:45:0D:F4:2B
EndPoint Dabug

TCP Dump Automatic disable after 10 Minutes

Session Trace Tests

TrustSec Tools

Fila Name #  Host Name Madified Date Size (Bytes)

Mo data available




Endpoint Debug
# Processing ...

8C:16:45:0D:F4:2B

Status:
1P
Minutes

MAC Address

Automatic disable after

Host Name

File Name

File Name

CHa 23 A
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ISE PSN

Host Name

i,

ISE PSN

|Z2ef|ofAd0f| A &7

Modified Date

Apr 22 21:15
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Selected 0 Total 1

Size (Bytes)
40441
Selected 1 Total 1
Modified Date Size (Bytes)
Apr 22 21:17 67959712
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Wireshark - Preferences

ProtoBuf
PTP
PTP/IP
PULSE
PVFS
Q.931
Q932
QUAKE
QUAKE2
QUAKE3
QUAKEWORLD
Quic

R3
RADIUS
RANAP
RDP

RDT
RedbackLI
RELOAD
RELOAD FRA...
Riemann
RIP

RIPng

-

RADIUS Protocol

Shared Secret ' YourSharedSecret]

Validate Accounting Request and Response Authenticator
Show AVP Lengths
Disable extended attribute space (RFC 6929)

UDP port(s) 1645,1646,1700,1812,1813,3799

Cancel

Wireshark Radius &M

AL

8- LERF ClHIO|A~ ER{E#E BT

ChE FHE2 ISR 1100 = |4 NAD Ex|oMH EXE SHEE @

_|_ =
30
0o
L]
-
[ul

8 -1 AAA MB{ EEE ISE7} AL
aaa serversE AFSELICH

7tsstn HIESIZ ClHto|A0d A 218t242 show

Router>show aaa servers

RADIUS: 1id 1, priority 1, host 10.88.240.80, auth-port 1645, acct-port 1646, hostname
State: current UP, duration 2876s, previous duration Os
Dead: total time Os, count O

Platform State from SMD: current UP, duration 2876s, previous duration Os
SMD Platform Dead: total time Os, count O

Platform State from WNCD (1) current UP, duration 3015s, previous duration Os
Platform State from WNCD (2) current UP, duration 3015s, previous duration Os
Platform State from WNCD (3) current UP, duration 3015s, previous duration Os
Platform State from WNCD (4) current UP, duration 3015s, previous duration Os
Platform State from WNCD (5) current UP, duration 3015s, previous duration Os
Platform State from WNCD (6) current UP, duration 3015s, previous duration Os
Platform State from WNCD (7) current UP, duration 3015s, previous duration Os
Platform State from WNCD (8) current UP, duration 3015s, previous duration Os

WNCD P1atform Dead:

total time Os, count OUP



Quarantined: No
Authen: request 11, timeouts 0, failover 0, retransmission 0O

Response: accept 1, reject 0, challenge 10

Response: unexpected 0, server error 0, incorrect 0, time 33ms
Transaction: success 11, failure 0O

Throttled: transaction 0, timeout 0, failure O

Malformed responses: 0

Bad authenticators: 0

Dotlx transactions:

Response: total responses: 11, avg response time: 33ms
Transaction: timeouts 0, failover 0O
Transaction: total 1, success 1, failure O

MAC auth transactions:

Response: total responses: 0, avg response time: Oms
Transaction: timeouts 0, failover 0

Transaction: total 0, success 0, failure O

Author: request 0, timeouts 0, failover 0, retransmission 0
Response: accept 0, reject 0, challenge 0
Response: unexpected 0, server error 0, incorrect 0, time Oms
Transaction: success 0, failure O

Throttled: transaction 0, timeout 0, failure O
Malformed responses: 0

Bad authenticators: 0

MAC author transactions:

Response: total responses: 0, avg response time: Oms
Transaction: timeouts 0, failover 0O
Transaction: total 0, success 0, failure O

Account: request 6, timeouts 4, failover 0, retransmission 3
Request: start 1, interim 0, stop O
Response: start 1, interim 0, stop O

Response: unexpected 0, server error 0, incorrect 0, time 27ms
Transaction: success 2, failure 1

Throttled: transaction 0, timeout 0, failure O

Malformed responses: 0

Bad authenticators: 0

Elapsed time since counters last cleared: 47m
Estimated Outstanding Access Transactions: 0

Estimated Outstanding Accounting Transactions: 0
Estimated Throttled Access Transactions: 0

Estimated Throttled Accounting Transactions: 0

Maximum Throttled Transactions: access 0, accounting 0

Consecutive Response Failures: total O
SMD Platform : max O, current O total O
WNCD PTatform: max 0, current O total O
IOSD Platform : max O, current O total O

Consecutive Timeouts: total 3
SMD Platform : max O, current O total O
WNCD PTatform: max 0, current O total O
IOSD Platform : max 3, current O total 3

Requests per minute past 24 hours:
high - 0 hours, 47 minutes ago: 4



Tow - 0 hours, 45 minutes ago: 0O
average: 0

Router>

8-2 LE AME| ME HME Mol 2= ACL, @15 gt Ul xtAM|3 MEE Hi{M B2 show
authentication sessions interface <interface where the laptop attached> M5 HEE A& 5HA AL

Router#show authentication sessions interface gigabitEthernet 0/1/0 details
Interface: GigabitEthernet0/1/0

IIF-ID: Ox01D9BEFB

MAC Address: 8c16.450d.f42b

IPv6 Address: Unknown

IPv4 Address: Unknown

User-Name: 1iseiscool

Status: Authorized

Domain: DATA

Oper host mode: multi-auth

Oper control dir: both

Session timeout: N/A

Common Session ID: 22781F0A0000000C0777AECD
Acct Session ID: 0x00000003

HandTe: 0x0a000002

Current Policy: POLICY_Gi0/1/0

Local Policies:
Service Template: DEFAULT_LINKSEC_POLICY_SHOULD_SECURE (priority 150)
Security Policy: Should Secure

Server Policies:
Method status Tist:

Method State
dotlx Authc Success

Router#
8-3 22 U|Jd|0|MolM aaad Ciet 2E E BHO| U=X| & 2l5tE{H show running-
config aaa® A&#ELICH

Router#sh run aaa

!

aaa authentication dotlx default group ISE-CLUSTER

aaa authorization network default group ISE-CLUSTER

aaa accounting system default start-stop group ISE-CLUSTER
aaa accounting dotlx default start-stop group ISE-CLUSTER
!

aaa server radius dynamic-author

client <A.B.C.D> server-key Cisc0123

|

!



radius server COHVSRADISEO1-NEW

address ipv4 <A.B.C.D> auth-port 1645 acct-port 1646
timeout 15

key Cisc0123

|

1

aaa group server radius ISE-CLUSTER

server name COHVSRADISEO1-NEW

aaa new-model

aaa session-id common
|
|

Router#

8-4 &£ C}E {88 WAL EHIAE aaa group radius server <A.B.C.D> iseiscool VainillalSE97
legacy &{LIC}.

Router#test aaa group radius server <A.B.C.D> iseiscool VainillaISE97 Tlegacy
User was successfully authenticated.

Router#

9-UHEQ3 Fx| &&H ClHA

« debug dot1x all - 2 & dot1x EAP MIA|X|E ZEA|ELICEH

- debug aaa authentication - AAA O EZ Z|7{0|M 9| 215 C|H
- debug aaa authorization - AAA ™8t 2040 CH$ C|Ha ™ | :

debug radius authentication - x| Q15 S |t T2 EZE & & 50i CHEr XHME HEE A
SEct

debug radius - ZE2EEZ =& 50l Ciet RtAIEH HEE MSELICH
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