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event manager applet test authorization bypass

event timer watchdog time 60 maxrun 60

action 13 syslog msg "You would expect to see this message first"
action 120 syslog msg "This message prints first"
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event manager applet test authorization bypass
event timer watchdog time 60 maxrun 60
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action 0010 syslog msg "This message appears first"
action 0020 syslog msg "This message appears second"
action 0120 syslog msg "This message appears third"
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event manager applet snmp_cpu authorization bypass

event timer watchdog time 60

action 0010 info type snmp oid 1.3.6.1.4.1.9.9.109.1.1.1.1.3 get-type exact

action 0020 if $_info_snmp_value ge "50"

action 0030 syslog msg "This syslog message is sent if CPU utilization is above 50%"

action 0040 elseif $_info_snmp_value ge "30"

action 0050 syslog msg "This syslog message is sent if CPU utilization is above 30% and below 50%"
action 0060 else

action 0070 syslog msg "This syslog message is sent if CPU utilization is below 30%"

action 0080 end
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event manager applet int_util_check auth bypass

event timer watchdog time 300 maxrun 120

action 0001 cli command "enable"

action 0002 cli command "term exec prompt timestamp"

action 0003 cli command "term length 0"

action 0010 syslog msg "Running iteration 1 of command”

action 0020 cli command "show interface te2/1/15 | append flash:interface_util.txt"
action 0030 wait 10

action 0040 syslog msg "Running iteration 2 of command”

action 0050 cli command "show interface te2/1/15 | append flash:interface_util.txt"
action 0060 wait 10

action 0070 syslog msg "Running iteration 3 of command”

action 0080 cli command "show interface te2/1/15 | append flash:interface_util.txt"
action 0090 wait 10

action 0100 syslog msg "Running iteration 4 of command"

action 0110 cli command "show interface te2/1/15 | append flash:interface_util.txt"
action 0120 wait 10

action 0130 syslog msg "Running iteration 5 of command”

action 0140 cli command "show interface te2/1/15 | append flash:interface_util.txt"
action 0150 wait 10

action 0160 syslog msg "Running iteration 6 of command”

action 0170 cli command "show interface te2/1/15 | append flash:interface_util.txt"
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event manager applet int_util_check auth bypass
event timer watchdog time 300 maxrun 120

action 0001 c1i command "enable"

action 0002 c1i command "term exec prompt timestamp"
action 0003 c1i command "term Tength 0"



action 0010 set loop_iteration 1

action 0020 while $1oop_iteration le 6

action 0030 syslog msg "Running iteration $Toop_iteration of command"

action 0040 c1i command "show interface te2/1/15 | append flash:interface_util.txt"
action 0050 wait 10

action 0060 increment loop_iteration 1

action 0070 end

M alEg S5l 3 F=E(Regex)

EEM regexp 2 AF85t04 BE £20M 22 FE50 & HH| ME8E = U2HEEM 23
E'E XPiﬂOilkl S HH MM gdste -’F %Jﬁl—lEL show proc cpul| £230{ A SNMP 2 Z

A2 | SNMP QI EIS AL& 3104 syslog HIA|X|o] Q144
PE 2 HHEOME ALSE = JU&LCH.

event manager applet check_pid auth bypass

event none

action 0010 cli command "show proc cpu | i SNMP ENGINE"

action 0020 regexp "A[ 1*([0-9]+) .*" $_cli_result match matchl
action 0030 syslog msg "Found SNMP Engine PID $matchl"
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event manager applet mac_trace authorization bypass

event timer watchdog time 30

action 0001 cli command "enable"

action 0002 cli command "term exec prompt timestamp"
action 0003 cli command "term length 0"

action 0010 cli command "show ip arp | in b4e9.b0d3.6a4l1"
action 0020 regexp ".*(ARPA).*" $_cli_result

action 0030 if $_regexp_resu1t eq 1

action 0040 syslog msg $_cli_result

action 0050 end

action 0060 cli command "show mac add vlan 1 | in b4e9.b0d3.6a41"
action 0070 regexp ".*(DYNAMIC).*" $_cli_result

action 0080 if $_regexp_result eq 1



action 0090 syslog msg $_cli_result
action 0100 end
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event manager applet high-cpu authorization bypass

event snmp oid 1.3.6.1.4.1.9.9.109.1.1.1.1.3 get-type next entry-op gt entry-val 80 poll-interval 1 rat
action 0001 cli command "enable"

action 0002 c1i command "term exec prompt timestamp"

action 0003 c1i command "term Tength 0"

action 0010 syslog msg "High CPU detected, gathering system information."

action 0020 cli command "show clock"

action 0030 regex "([0-9]1|[0-9][0-9]):([0-9]|[0-91[0-91):([0-9]1[0-9]1[0-9]1)" $_cTi_result match matchl
action 0040 string replace "$match" 2 2 "."

action 0050 string replace "$_string_result" 55 "."

action 0060 set time $_string_result

action 0070 cli command "show proc cpu sort | append flash:tac-cpu-$time.txt"

action 0080 cli command "show proc cpu hist | append flash:tac-cpu-$time.txt"

action 0090 cli command "show proc cpu platform sorted | append flash:tac-cpu-$time.txt"

action 0100 cli command "show interface | append flash:tac-cpu-$time.txt"

action 0110 cli command "show interface stats | append flash:tac-cpu-$time.txt"

action 0120 cli command "show Tog | append flash:tac-cpu-$time.txt"

action 0130 cli command "show ip traffic | append flash:tac-cpu-$time.txt"

action 0140 cli command "show users | append flash:tac-cpu-$time.txt"

action 0150 cli command "show platform software fed switch active punt cause summary | append flash:tac
action 0160 cli command "show platform software fed switch active cpu-interface | append flash:tac-cpu-
action 0170 cli command "show platform software fed switch active punt cpuq all | append flash:tac-cpu-
action 0180 cli command "no monitor capture tac_cpu"

action 0190 cli command "monitor capture tac_cpu control-plane in match any file Tocation flash:tac-cpu
action 0200 cli command "monitor capture tac_cpu start" pattern "yes"

action 0210 cli command "yes"

action 0220 wait 10

action 0230 cli command "monitor capture tac_cpu stop"

action 0240 cli command "no monitor capture tac_cpu"
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event manager applet TAC-SNMP-INPUT-QUEUE-FULL authorization bypass

event syslog pattern "INPUT_QFULL_ERR" ratelimit 40 maxrun 120

action 0010 c1i command "en

action 0020 cli command "show proc cpu sort | append flash:TAC-SNMP.txt"
action 0030 cli command "show proc cpu | i SNMP ENGINE"

action 0040 regexp "A[ 1*([0-9]+) .*" $_cli_result match matchl

action 0050 syslog msg "Found SNMP Engine PID $matchl”

action 0060 c1i command "show stacks $matchl | append flash:TAC-SNMP.txt"
action 0070 syslog msg "$_cli_result”

action 0080 cli command "configure terminal"

action 0090 cli command "no event manager applet TAC-SNMP-INPUT-QUEUE-FULL"
action 0100 c1i command "end"
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event manager applet UPGRADE authorization bypass
event none maxrun 300

action 0001 cli command "enable"

action 0002 cl1i command "term Tength 0"

action 0020 c1i command "install add file flash:cat9k_iosxe.16.06.02.SPA.bin activate commit" pattern "

action 0030 cli command "y" pattern "y\/n"
action 0040 syslog msg "Reloading device to upgrade code"

action 0050 cli command "y
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r

ip sla 10

icmp-echo 10.10.10.10 source-ip 10.10.10.10

frequency 10

exit

ip sla schedule 10 Tife forever start-time now

track 11 ip sla 10 reachability

exit

event manager applet track-10 authorization bypass

event track 11 state down

action 0001 cli command "enable"

action 0002 cli command "term exec prompt timestamp"

action 0003 cl1i command "term Tength 0"

action 0010 syslog msg "IP SLA object 10 has gone down"

action 0020 c1i command "show mac address-table detail | append flash:sla_track.txt"
action 0030 c1i command "show 1ip arp | append flash:sla_track.txt"
action 0040 c1i command "show Tog | append flash:sla_track.txt"
action 0050 c1i command "show ip route | append flash:sla_track.txt"
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event manager environment email_from email_address@company.test

event manager environment email_server 192.168.1.1

event manager environment email_to dest_address@company.test

event manager applet email_syslog

event syslog pattern "SYSLOG PATTERN HERE” maxrun 60

action 0010 info type routername

action 0020 mail server "$email_server" to "$email_to" from "$email_from" subject "SUBJECT OF EMAIL - S
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event manager applet shut_port authorization bypass
event timer cron cron-entry "0 18 * * *"
action 0001 cli command "enable"



action 0002 cli command "term exec prompt timestamp"
action 0003 c1i command "term Tength 0"

action 0010 syslog msg '"shutting port Te2/1/15 down"
action 0030 c1i command "config t"

action 0040 cli command "int Te2/1/15"

action 0050 cli command "shutdown"

action 0060 cli command "end"
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event manager applet disable_link authorization bypass

event interface name te2/1/9 parameter transmit_rate pps entry-op ge entry-val 100 poll-interval 1 entry-type value
action 0001 cli command "enable"

action 0002 cli command "term length 0"

action 0010 syslog msg "Detecting high input rate on interface te2/1/9. Shutting interface down."
action 0020 cli command "show int te2/1/9"

action 0030 syslog msg $ cli_result

action 0040 cli command "config t"

action 0050 cli command "int te2/1/9"

action 0060 cli command "shutdown"

action 0070 cli command "end"
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