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interface gig0/0 (internal interface)
i p access-group LOOP in
!
ip access-list extended LOOP
permit ip 10.116.48.0 0.0.31.255 any ttl range 20 21
permt ip any any
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interface gig0/0 (internal interface)
i p access-group LOOP-DETAIL out

!
ip access-list extended LOOP-DETAIL

permit ip 10.116.48.0 0.0.31.255 10.116.132.0 0.0.0.255 ttl range 20 21

permt ip 10.116.48.0 0.0.31.255 10.116.128.0 0.0.0.255 ttl range 20 21
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event manager environment THRESHOLD_ 1 1000
event manager environment THRESHOLD 2 500
event manager environment DISK bootflash
1
event nanager applet LOOP- MON authorization bypass
event timer watchdog nane LOOP time 30
action 100 cli command "enabl e"
action 110 cli command "show i p access-1ist LOOP"
action 120 set regexp_substr 0
action 130 regexp "range 20 21 \(([0-9]+) matches\)"
$ cli_result _regexp_result regexp_substr
action 140 cli comrand "clear ip access-list counters LOOP"
action 150 if $regexp_substr gt O
action 200 set MATCHES $regexp_substr
action 210 file open LOGS $DI SK: script-logs.txt a
action 220 cli command "enabl e"
action 230 cli comrand "show cl ock"
action 240 regexp "[0-9]+:[0-9]+:[0-9]+.[0-9]+ est [A-Za-z]+
[A-Za-z]+ [0-9]+ 201[0-9]" $ cli_result _regexp result
action 250 set TIME $_regexp_result
action 260 if $MATCHES gt $THRESHOLD 1
action 270 wait 15
action 280 cli command "show i p access-1ist LOOP"
action 290 set regexp_substr 0
action 300 regexp "range 20 21 \(([0-9]+) matches\)"
$ cli_result _regexp_result regexp_substr
action 310 if $regexp_substr gt $THRESHOLD 2
action 320 cli command "enabl e"
action 330 cli command "show ip access-list LOOP-DETAIL



| tee /append $DISK:script-output-$_event_ pub_sec.txt"
action 340 cli command "show pfr master traffic-class perf det
| tee /append $DISK:script-output-$_event_ pub_sec.txt"
action 350 cli command "show route-map dynamic detail
| tee /append $DISK:script-output-$_event_ pub_sec.txt"
action 360 cli command "show ip route
| tee /append $DISK:script-output-$_event_ pub_sec.txt"
action 370 cli command "cl ear pfr naster *"
action 380 cli comrand "clear ip access-list counters LOOP-DETAIL"
action 390 file puts LOGS "$TI ME - LOOP DETECTED - PfR CLEARED -
mat ches $MATCHES > $THRESHOLD 1 and $regexp_substr
> $THRESHOLD 2 - see $DI SK:script-out put-$_event pub_sec.txt"
action 400 syslog priority emergencies nsg "LOOP DETECTED -
Pf R CLEARED - see $DI SK:script-output-$ event pub_sec.txt !"
action 410 el se
action 420 file puts LOGS "$TI ME - TEMPORARY LOOP : matches
$MATCHES > $THRESHOLD 1 and $regexp_substr < or = $THRESHOLD 2"
action 430 cli comrand "clear ip access-list counters LOOP-DETAIL"
action 440 end
action 450 el se
action 460 cli command "en"
action 470 cli comrand "clear ip access-list counters LOOP-DETAIL"
action 480 file puts LOGS "$TI ME - nunber of matches =
$MATCHES < $THRESHOLD_ 1"
action 490 end
action 500 el se
action 510 cli comrand "clear ip access-list counters LOOP-DETAIL"
action 520 end
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event manager environment THRESHOLD 700

event manager environment DISK flash 0

!

event nmanager applet LOOP-BR authorization bypass
event tinmer watchdog name LOOP tinme 20

action 100 cli command "enabl e"



action 110 cli command "show i p access-1ist LOOP"

action 120 set regexp_substr 0

action 130 regexp "range 20 21 \(([0-9]+) matches\)"

$_cli_result _regexp_result regexp_substr

action 140 cli comrand "clear ip access-list counters LOOP"

action 150 if $regexp_substr gt O

action 160 set MATCHES $regexp_substr

action 170 file open LOGS $DI SK:script-logs.txt a

action 180 «cli command "show cl ock"

action 190 regexp "[0-9]1+:[0-9]+:[0-9]1+.[0-9]+

est [A-Za-z]+ [A-Za-z]+ [0-9]+ 201[0-9]" $_cli_ result _regexp_ result
action 200 set TIME $_regexp_result

action 210 if $MATCHES gt $THRESHOLD

action 220 cli conmand "enabl e"

action 230 cli command "show route-map dynamic detail | tee /append
$DI SK: scri pt-out put-$_event _pub_sec.txt"

action 240 cli command "show ip route | tee /append

$DI SK: scri pt-out put-$_event _pub_sec.txt"

action 250 file puts LOGS "$TIME : matches = $MATCHES >

$THRESHOLD - see $DI SK: scri pt-out put-$_event _pub_sec.txt"

action 260 syslog priority emergenci es nsg "LOOP DETECTED -

Qut puts captured - see $DI SK: script-output-$ _event_pub_sec.txt !"
action 270 el se

action 280 file puts LOGS "$TIME : matches = $MATCHES < or = $THRESHOLD"
action 290 end

action 300 end
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BR-1

interface Loopbackl100
i p address 10.100.100.1 255. 255. 255. 255
!
track tiner ip route 1
track 1 ip route 10.100.100.200 255. 255. 255. 255 reachability

BR-2

interface Loopback100

i p address 10.100. 100. 2 255. 255. 255. 255
!

track tiner ip route 1
track 1 ip route 10.100.100.200 255. 255. 255. 255 reachability

MC

interface Loopback200

i p address 10.100. 100. 200 255. 255. 255. 255
!

track timer ip route 1

track 1 ip route 10.100.100.1 255. 255. 255. 255 reachability
track 2 ip route 10.100.100.2 255.255. 255. 255 reachability
track 11 ip route 10.116.100.1 255. 255. 255. 255 reachability
track 12 ip route 10.116.100.2 255. 255. 255. 255 reachability
track 20 list bool ean and

object 11

object 12

BR % MC R
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event manager environment THRESHOLD 1 100event manager environment
THRESHOLD_2 500event manager environment DISK bootflash
levent manager applet LOOP-BR authorization bypass

event tinmer watchdog nane LOOP tine 30 maxrun 27
action 100 cli comrand "enabl e"
action 110 cli comrand "show i p access-1ist LOOP"
action 120 set regexp_substr O
action 130 regexp "range 20 21 \(([0-9]+) matches\)"
$ cli_result _regexp_result regexp_substr
action 140 cli comrand "clear ip access-list counters LOOP"
action 150 if $regexp_substr gt O
action 200 set MATCHES $regexp_substr
action 210 file open LOGS $DI SK: script-detect-logs.txt a
action 220 cli command "enabl e"
action 230 cli command "show cl ock"
action 240 regexp "[0-9]1+:[0-9]+:[0-9]1+.[0-9]+
est [A-Za-z]+ [A-Za-z]+ [0-9]+ 201[0-9]"
$_cli_result _regexp result
action 250 set TIME $_regexp_result
action 260 if $MATCHES gt $THRESHOLD 1
action 270 wait 15
action 280 cli comand "show i p access-list LOOP"
action 290 set regexp_substr 0
action 300 regexp "range 20 21 \(([0-9]+) matches\)"
$ cli_result _regexp_result regexp_substr
action 310 if $regexp_substr gt $THRESHOLD 2
action 320 cli command "enabl e"
action 330 cli command "conf t"
action 340 cli command "interface | oopl00"
action 350 cli command "shut"
action 360 file puts LOGS "$TIME - LOOP DETECTED - Message sent to MC -
mat ches $MATCHES > $THRESHOLD 1 and $regexp_substr > $THRESHOLD 2"
action 370 wait 5
action 375 cli command "enabl e"
action 380 cli command "conf t"
action 390 cli command "interface | oopl00"
action 400 cli comand "no shut"
action 410 else
action 420 file puts LOGS "$TIME - TEMPORARY LOOP : matches $MATCHES >
$THRESHOLD 1 and $regexp_substr < or = $THRESHOLD 2"
action 430 cli command "clear ip access-list counters LOOP-DETAIL"
action 440 end
action 450 else
action 460 cli command "en
action 470 cli command "clear ip access-list counters LOOP-DETAIL"
action 480 file puts LOGS "$TIME - nunber of matches =
$MATCHES < $THRESHOLD 1"
action 490 end
action 500 el se
action 510 cli command "clear ip access-list counters LOOP-DETAIL"
action 520 end
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event manage environment DISK bootflash
event manager applet LOOP-MC authorization bypass

event syslog pattern "10.100.100.[0-9]/32 reachability Up->Dow' ratelinit 60
action 100 file open LOGS $DI SK:script-logs.txt a
action 110 regexp "10.100.100.[0-9]" "$_syslog_nsg" _regexp_result
action 120 set BR $_regexp_result
action 130 wait 2
action 140 track read 20
action 150 if $ track_state eq
action 160 cli conmmand "enabl e"
action 170 cli command "show cl ock"
action 180 regexp "[0-9]+:[0-9]+:[0-9]+.[0-9]+
est [A-Za-z]+ [A-Za-z]+ [0-9]+ 201[0-9]"
"$ cli_result" _regexp_result
action 190 set TIME "$ _regexp_result"”
action 200 cli command "show pfr nmaster traffic-class perf det
| tee /append $DI SK: scri pt-output-$_event _pub_sec. txt"
action 210 cli conmmand "conf t"
action 220 cli command "interface | oop200"
action 230 cli command "shut"
action 240 wait 10
action 250 cli conmmand "conf t"
action 260 cli command "interface | oop200"
action 270 cli comuand "no shut”
action 280 «cli commuand "end"
action 290 cli command "cl ear pfr nmaster *"
action 300 file puts LOGS "$TIME - LOOP DETECTED by $BR -
Pf R CLEARED - see $DI SK: scri pt-out put-$_event _pub_sec. txt"
action 310 syslog priority emergencies nsg "LOOP DETECTED by $BR -
Pf R CLEARED - see $DI SK: scri pt-output-$_event _pub_sec.txt !"
action 320 el se
action 330 file puts LOGS "$TIME - REACHABILITY LOST with
$BR - REACHABI LI TY TO ALL BRs NOT OK - NO ACTI ON
action 340 end

up

COLLECT-BR
O| MM M= BRE =& sh= Hedol CHaH A& LICHBRMIA MCO|A
Loopback200(10.100.100.200)01| CHet 1Z20| Z2& [Hof| A o EZ!0| A—ME L|CH =Fist7| {3l At

|z BHE2 ¢ 120, 130 2! 14001 Lt FLICE

event manager environment DISK bootflash
event manager applet COLLECT-BR authorization bypass

event syslog pattern "10.100.100. 200/ 32 reachability Up->Dow' ratelinmit 45
action 100 file open LOGS $DI SK: script-collect-logs.txt a
action 110 cli command "enabl e"



action 120 cli command "sh ip access-list LOOP-DETAIL |
tee /append $DI SK: scri pt-out put-$_event pub_sec.txt"
action 130 cli command "show route-map dynamic detail
| tee /append $DI SK:scri pt-output-$_event _pub_sec.txt"
action 140 cli command "show ip route | tee /append
$DI SK: scri pt-out put-$_event _pub_sec.txt"
action 150 cli command "show cl ock"

action 160 regexp "[0-9]+:[0-9] +:[0-9] +.[0-9] + CET [A-Za-z]+ [A-Za-z] +

[0-9]+ 201[0-9]" "$_cli_result" _regexp_result

action 170 set TIME "$_regexp_result"”

action 180 file puts LOGS "$TI ME - OQUTPUTs COLLECTED -
see $DI SK: scri pt-output-$_event_pub_sec.txt"

SYSLOG-MC

E oyt &x|E 1 MCQ| syslogeE CHSIF Z&LCH

MCH#
*Mar 8 08:52:12.529: % RACKI NG 5- STATE: 1 ip route 10.100.100.1/32
reachabi l ity Up->Down
MCH#
*Mar 8 08:52:16.683: %.| NEPROTO 5- UPDOMN:
Li ne protocol on Interface Loopback200, changed state to down
*Mar 8 08:52:16.683: %1 NK-5-CHANGED: | nterface Loopback200,
changed state to administratively down
MCH#
*Mar 8 08:52:19.531: %RACKI NG 5- STATE: 1
ip route 10.100.100.1/32 reachability Down->Up
MCH#
*Mar 8 08:52:24.727: ¥8YS-5-CONFI G |I: Configured from consol e by
on vty0 ( EEM LOOP- MC)
*Mar 8 08:52:24.744: Y%FR MC-1-ALERT: MCis inactive due to PfR
m ni mum requi rements not net;
Less than two external interfaces are operational
MCH#
*Mar 8 08:52:24.757: %A EM 0-LOG LOOP- MC:
LOOP DETECTED by 10.100.100.1 - PfR CLEARED
- see unix:script-output-1362732732.txt !
MCH#
*Mar 8 08:52:26.723: %.| NEPROTO 5- UPDOMN:
Li ne protocol on Interface Loopback200, changed state to up
MCH#
*Mar 8 08:52:26.723: %.1 NK-3-UPDOMN: | nterface Loopback200,
changed state to up
MCH#
*Mar 8 08:52:29.840: %FR_MC-5- MC_STATUS _CHANGE: MC is UP
*Mar 8 08:52:30.549: %RACKI NG 5- STATE: 2
ip route 10.100.100. 2/ 32 reachability Up->Down
MCH#
*Mar 8 08:52:37.549: %RACKI NG 5- STATE: 2
ip route 10.100.100.2/32 reachability Down->Up
MCH#
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