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« Cisco 10S 15.1(2)T 0|4t

- 7|5 Elg/2to|MA: Cisco I0S ISR(Integrated Service Router)-G2& & (HI0|E{ & £ o,
uC)

- 7ls Zgt/etolMA: Cisco IOS ISRE QI8 g Eot

« Cisco Unified Communications Manager(CUCM) & 2|A 8.0.1.100000-4 O|&f

« IP Phone Release 9.0(2)SR1S - SCCP(Skinny Call Control Protocol) O| 4

CUCM HEOAM X[ El= ©E V|| A S 52 Ee{H OS5 BHE 2=stAAl2.

1. CH= URLZ Y LIC}. https://<CUCM AMH IP & 4->:8443/cucreports/systemReports.do
2. Unified CM Phone Feature List(Unified CM T™3l7| 7|5 S 5) > Generate a new report(A| £
M M) > Feature(7|S)E MEIRILICE 7t Al HIERIT.
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« Cisco I0S Router & 2|4 15.1(4)M4
« Call Manager 2 2|4 8.5.1.10000-26
+ IP Phone Z/2|A 9.1(1)SR1S
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1. Z10|7} 1024H} 0| E Q! RSA(Rivest-Shamir-Adleman) 7|5 AAdgtL|C}.

<#root>
Router(config)#

crypto key generate rsa general -keys | abel SSL nodul us 1024

2. KA ME 1B Mof CHE A12| XS M35t SSL RSA 7|1€ A2 LICt

<#root>
Router(config)#

crypto pki trustpoint server-certificate

enrollment selfsigned

usage ssl-server
serial-number

subject-name CN=10.198.16.144
revocation-check none
rsakeypair SSL

3. M2 X|Mo| FHEIH O BHE AL835t0d Atal| ME QB M E SHELICH

<{froot>

Router(config)#



crypto pki enrol

server-certificate

% Include an IP address in the subject name? [no]: no
Generate Self Signed Router Certificate? [yes/no]: yes

Router Self Signed Certificate successfully created
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MAEE = e x4 2EI0|UE AT EQ 0| HTIE AE8t= A0l E&LICE O] oM =

AR —

7 3.1.31032 A2 8LC}.
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<#froot>

Router(config)#

webvpn install svc flash:anyconnect-w n-3. 1. 03103- k9. pkg

ae{Lt %Al Cisco 10S HE0| M= CHE HEE AHSELICH

<#froot>

Router(config)#

crypto vpn anyconnect flash:/webvpn/anyconnect-w n-
3.1.03103- k9. pkg sequence 1

. VPN HO|EQ0|E FAELICH WebVPN HOIEQO|= AFAIEREE|O| SSL 9122 E2 35
= ol AFZElLCH

webvpn gateway SSL

ip address 10.198.16.144 port 443
ss1 encryption 3des-shal aes-shal
http-redirect port 80
ss1 trustpoint server-certificate
inservice

I 07[M A 8stE IP —’F—/\E M3E7|7F A4klE QEmH ojALL S YR HES QU
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SELch



6. 2CiO|AUET A W IP FAE S2t0|HEN EF 57| ls AASElE =24
Ct.

ip local pool ap_phonevpn 192.168.100.1 192.168.100.254

AAA RIZE AMEEH | e o]

Ol MMof A= AAA Mi = 27 TO|EJHI0|AE T435t04 T5H7|8 QB 3He o

CHoll B efLICh M3t 7|of chell I & 2E APR—PE4" Oz Hdcez

My I_OE oT
A2 X} Cl|O|E{H| 0| A T4
CHRE{Q| 2 O|O|E{H|0|A EE = 2|F AAA MEHHE 21B0i| AFEE 4= &LLCt.
. 27 CIOIEHI0IAE TAsRIE CHR S YIELIC
aaa new-model

aaa authentication login SSL Tlocal
username phones password O phones

« O]

2L O|
o= T

ol

i 7473 AAA RADIUS MHHE T dstedH Che S U=ELICh

aaa new-model
aaa authentication login SSL group radius

radius-server host 192.168.100.200 auth-port 1812 acct-port 1813
radius-server key cisco

It HEAEE O3 20| VPN A ZE Mofste & Helst= ol A& ELICH

webvpn context SSL

aaa authenticate 1ist SSL
gateway SSL domain SSLPhones
!

ss1 authenticate verify all
inservice

!

policy group phones

functions svc-enabled

fjo
0
o

I



svc address-pool "ap_phonevpn" netmask 255.255.255.0
svc keep-client-installed

default-group-policy phones

Z22t0|HE 2152 28t IP Phone LSC(Locally Significant Certificate) & Ab&8h Z11| 22404
O Mo M= H&t7|of CHet @IB M 7| ZEI0|ME eI5 2 FMste ol 22 e B CHsH A
PerLct a2{Lt Ol fISiMe Ctfet f&o| M3t 215 ‘|01| CHet X|4lo| E&fLc.

* MIC(Manufacturer Installed Certificate) -

2E 7941,7961 &

Z|4l 2H Cisco IP Phone|

Ol A

MIC7} Z & £[0] /& LICH MICE Cisco CA(Certificate Authority) il A A28t 2,048H|E 7|
RIBEMLICE CUCMAIM MIC QIBME AlZ|5tE{M QIBE M AZ] K{ZA0i AFH MX|E CA
QI& M CAP-RTP-001, CAP-RTP-002 Z! Cisco_Manufacturing_ CAZ AL EtLICE O] QIS M
= O|E0l EAIE EHE MZEYA KA M MSE22 Z2t0|HE 2150 O] QIZEMHE A& St
Xl of= Aol E&LC.
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0| Z&LICH TLS(Transport Layer Security) 215 =& 7|Ef 8 =2 MICE AFE35H7|
&l Cisco IP Phone2 T+dst= T2 Q&S st O|E s&ATLICH
O ZAZ[Z2f|o|M oflof M= LSCE At&3sto Mst7|E elE &Lt
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1. CUCM Operating System (OS) Administration(CUCM 2 X A|(0S) #2l) & Ho|X|Z o|S
gt
2. Security(:22t) > Certificate Management(Q/& M #2()E ME4EHLICE
&1 0] x|E= CUCM o]l et HEE = U&LICH.
3. CAPFZt= Ello|E 0| X|HE QUBME &0t .pem IHUS CIREEELICH THUS txt THUZ
ME
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8t pem mo| BIAE Z BEGIN 2! END &1t & 74 AMEd5tod Eoid&LCt
<{froot>
Router(config)#

crypto pki trustpoint CAPF

enrollment terminal

authorization username subjectname commonname
revocation-check none
Router(config)#

crypto pki authenticate CAPF

Router(config)#

quit

At

oo

QIB M7t BIRE| =522 Mx|Z/|o{of 22 S5 &4 % E{D|ELct.

ZCI0[HETI HEE E [ AHEX} O|F2E AFOE g BHREo] gEiFe{H
authorization username B 0| E & LICt. 0| B2 CN(Common Name)2 At & LIC.
3} Q& Mol Ho|El CRL(Certificate Revocation List)0| 122 2 S X| HAIE HIE A3l5H
ofF gfLCt. k2t M HIZ &3t E|X| 2o @478 0| At PKI(Public Key Infrastructure) C|H
Zof o] &330| EAELICt,

0

<{froot>
Jun 17 21:49:46.695: CRYPTO_PKI: (A0076)

Starting CRL revocation check

Jun 17 21:49:46.695: CRYPTO_PKI:

Mat chi ng CRL not found

Jun 17 21:49:46.695: CRYPTO_PKI: (A0076)

CDP does not exist. Use SCEP to
query CRL.

Jun 17 21:49:46.695: CRYPTO_PKI: pki request queued properly

Jun 17 21:49:46.695: CRYPTO_PKI: Revocation check is complete, 0O
Jun 17 21:49:46.695: CRYPTO_PKI: Revocation status = 3

Jun 17 21:49:46.695: CRYPTO_PKI: status = 0: poll CRL



Jun 17 21:49:46.695: CRYPTO_PKI: Remove session revocation service providers
CRYPTO_PKI: Bypassing SCEP capabilies request 0

Jun 17 21:49:46.695: CRYPTO_PKI: status = 0: failed to create GetCRL

Jun 17 21:49:46.695: CRYPTO_PKI: enrollment url not configured

Jun 17 21:49:46.695: CRYPTO_PKI: transaction GetCRL completed

Jun 17 21:49:46.695: CRYPTO_PKI: status = 106: Blocking chain verification
callback received status

Jun 17 21:49:46.695: CRYPTO_PKI: (A0076)

Certificate validation failed

du|agolde| ol #E2 F HE Xelst o|xof Ak et Zum|asiodat 7 AFEFLICH

- HAEAEM ™M T|E Q1Bst7| 2lsl A&Est= AZE X

webvpn context SSL
gateway SSL domain SSLPhones
authentication certificate

ca trustpoint CAPF
[

ss1 authenticate verify all

inservice

I

policy group phones

functions svc-enabled

svc address-pool "ap_phonevpn" netmask 255.255.255.0
svc keep-client-installed

default-group-policy phones

Call Manager 7+
o] MMoiME Call Manager Z1I| 14044 EHA|of| CHaH A EhL|C}.
2t 2E{0|A CUCMSE AtA| MY EE= ID Q15 A LHE LY |

EFRE{0 M Q1B ME LHE LW Call ManagerZ Phone-VPN-Trust Q15 MZ RQIZME 7HK
CtS HHE tESHAAIL.

1. SSLO| A& El Q1B M E = olgfLCh.

<{froot>
Router#

show webvpn gat eway SSL



SSL Trustpoint: server-certificate

2. 2B M LHELHZ|

<#root>
Router(config)#

crypto pki export server-certificate pemterm nal

The Privacy Enhanced Mail (PEM) encoded identity certificate follows:
————— BEGIN CERTIFICATE-----

<output removed>

3. EOIdoi M HHAEE SAI5H04 .pem THUZ K{EEFLICE.

4. Call Manager0ll 21215t Unified OS Administration > Security > Certificate Management
> Upload Certificate > Select Phone-VPN-trustE AMEi5t0{ O|™ EHAH0|M XEE 215 M 1}
US Y2 EFLIcH

CUCMOIAM VPN HO|EQ{0|, 2& X Z20 714
1. Cisco Unified CM Administration(Cisco Unified CM #2[)2 £ 0|S & L|C}.

2. Hlf+ 220 A Advanced Features(ZL& 7|S) > VPN > VPN Gateway(VPN 7| O|E9J|0[)E M
ENSH_|C}.
=

wlialw  Cisco Unified CM Administration
CISCO £, Cisco Unified Communications Solutions i

System +  Cal Rowting + uﬂlemrm- Device * Apphcation *  User Management ~  Bulk Admini

Cisco Unified CM Adr

System version: 8.5.1.10000-26

VPN Profie
Please visit the License Report Page for more details. VPN Group
VMware Installation: 2 wCPU Intel{R) Xeon{R) CPU E5540 @ J.EBGHZJ VPN Gateway E
VPN Feature Configuration
Last Successful Logon: May 12, 2013 9:40:00 AM

3. VPN Gateway Configuration(VPN #[O|E9||0| Z4I|12l|0|M) &0l CtZ HHE 28 LICt

« VPN Gateway Name(VPN H|O|E||0] O0|§) EE=of O|F2 =ELICt o O|FOIE
7ts g
« VPN Gateway Description ZE0i| AH(MEH AFEHS Q/248HL|C}.



VPN Gateway URL(VPN H|O|E9)0] URL) E =0 2}RE0f HOo|E O&F URLS =248t

L|ch.

« O] ®/x|2| VPN Certificates(VPN @IZAM) EEO|M EBHAE XHEA0M O] }IX[2 0|S

37| @3l 0|70 Call Manageroll 42 =5t ©

-VPN Galeway Information

IS ME MEFLICH

VPN Gateway Name* I05_SSL_Phenas

VPN Gabeway Description

VPN Gateway URL* hittps:

f/10.193.16.1

4d/SSLPhon

-VPN Gateway Certificates

VPN Certificates in your Truststore | SUBIECT:

PN Certificates in this Location®

SUBIECT:
SUBIECT:
SUBIECT:
SUBJECT:

CH=10.198.16.136,unstructurediame=10.198.16.136 ISSUER: CN=10.126.16.136, unstructuredMame= =
unstructuredlame=ASASS20-C.cisco.com, CH=ASASS20-C. cisco.com ISSUER: DC=com,DC=crtac,DC: =
C=CR,0=Cisen, 0U=VPN, CN=ASASS20-C cisto.com, unstructuredName=ASAS520-C.cisca.com [SSUER. -
CH=10.198.16.140:8443 ISSUER: CN=10.198.16.140:8443 S/N: a7:a2:7214f

CH=ASAS510-F-1P-PHOMNE, unstructuredName=ASA5510-F.osco.com ISSUER: CN=ASASS10-F-IP-PHOMN =

CT: CN=10.198. 16.144, SERIALNUMBER =FTX 13034406 HunstructuredName=R261 1. vpn.Oscd-tac.com IS5

W A

- | save | [ Detete | [ Copy

| | Add New |

4. M|+ 2304 M Advanced Features(= 7|S) > VPN > VPN Group(VPN 1§)2 MEFLICH

System * Cal Routng

mem[ﬁwﬂ'&‘m EMCC 8

Media Resources | Advanced Features + | Device ¥ Application + User Management ~  Bulk Admini

SAF

VPN Gateway Name*

VPN Gateway URL*

- VPN Gateway Information

VPN Gateway Description [

intercompany Media Services ¥
Falback ’
VPN ’ VPN Profile |
WPH Group I
I05_SSL_Phones VPN Gateway
WPN Feature Configurafion

hitps://10.198.16.144/SSLPhones

5. All Available VPN Gateways(At& 7+t 2 E VPN HO|ES0]) Z=0|AM O|F 0| Ho|El
VPN H|O|EQ|O|E MEdFILICH MEdEH H|O|ESO0[E O] VPN Group(VPN I1&) ZE0iA

Selected VPN Gateways(

Ct.

=43 VPN HO|E 902 OIS 5H24T of2h% St EE 223t



Q Save xDeIete Copy EBE Add New
—Status

Status: Ready

—VPN Group Information

VPN Group Name®* 105 S50 Phones

WPN Group Description -

—VPN Gateway Information

All Available VPN Gateways

m.| »

1

Selected VPN Gateways in this VPN Group™ SGERCE Mt

—[Save][Delete][i:opy]’ﬂddwew]

6. M+ 220l A Advanced Features(& 7|S) > VPN > VPN Profile(VPN ZZ1})S MENE!
LICH

System +  Call Routing + mmv|mmmv Device * Application v  User Hanagement =  Bulk Adminis

SAF ¥

) Sove P veete [ cory qp acel b

Voice Wail r

R Intercompany Media Services L4
Fallback k
@ Status: Ready - :
VPN r VPN Profile L
~ VPN Group Information VPN Group i
VEM Group Name® 105_5SL_Phanes VPN Gateway
VPN Group Description WP Feature Configuration

7. VPN Z2Z2 P52 HE()7t ZAIE ZE =& ZMFHLCH



VPN Profile Configuration

LE Save x Delete Copy |:||;|;| Add New

—¥PMN Profile Information

*
MName I0S_SSL_Phones

Description

|:| Enable Auto Metwork Detect

—Tunnel Parameters
MTU* 1290

Fail to Connect® 35

" | Enable Host ID Check

— Client Authentication

Client Authentication Method* cartificate -

" | Enable Password Persistence

—[ Save l [ Delete ] [ Copy ] [ Add New ]

+ Auto Network Detect 43} & M3HE 42 VPN £0| TFTP ME{0| ping&LICH S&
O| = 4lE|X| o™ VPN ¢1Z20| AH S22 A|ZHEILICEH
+ Enable Host ID Check(ZAE ID &9l &3} #dstEl 32 VPN &3t7[= VPN #H(O]
E®|0o| URLLS| FODN(HE3tEl =M 2l 0|&)2 QB M| CN/SAN(ME A~ B HES
)4t "l ELct olgqet &3 ol YRISHK| AL HE()7t U= ALEFIE QIS M7t
MEE|lE B¢ ZCto|HETJ} A5 K| ZELICE.
- HIZHE X|&d g-gst: 28{™ VPN T3H7|0l M CHS VPN A= & /51 AF& X} ol 1t

HIZHZ E FHA[E = AU&LIC.
38 M7 Z2EE2 A85t0{IP Ht7|o 28 W ZZEH M
M VPN x| 28 0|ME & 35te{2 Common Phone Profile Configuration( g+ M3t 7| = 2 & 74
7|

I|1eifo]M) EH ol M Apply Config(ZAZ|12l|0|M )& Z 2 LIC E& LR M3
SotHL M Z2EHE dEE + U&LICH



N — |
Device «+ | Application = User Management + Bulk Administration * Help

CTl Route Point
Gatekeeper
Gateway
Phone

Trunk

Remote Destination

Device Settings » Device Defaults

Firmware Load Information
Default Device Profile
Device Profile

Phone Button Template
softkey Template

Phone Services g
SIP Profile

Common Device Configuration

Common Phone Profile

Common Phone Profile Configuration

Q Save x Delete Copy % Reset 7 Apply Config |:B= Add New

—VPHN Information

VPN Group 10S_SSL_Phones -
VPN Profile 105 SSL_Phones v

[K

2

5]

IP Phoneoi| &Et T3} 7| Mg



E™ M 7I/AHERHof| CHEE Mf Z2EHE MM T 3 Phone Configuration(T18 7| ZAI| 221 04d) &
O Z 0|S&LICt. Common Phone Profile(QEF T3t 7| = 2 El) E = 0f| A Standard Common Phone
profile(EZ& it T35t7| 2= E)S MEAEFLICEH

wres * | Device = | Applcafion =  User Management +  Bulk Adminstration * Help =
- CTi Route: Point LA RO Back To Find/List
Gatekeeper
config O Gatsway
il D)
Phone |
MAC ICBG4F576113
Trunk i
Desc buto 1000
. Remote Destination
Devi Default » \iew Details
Device Settings (2 | . )
Com = MNone = ~ View Details
Phone Button Template* Standard 7962G SCCP -
Softkey Template ldalter Phonss ol
1:§ummm Phone Profile® Standard Commen Phone Pnﬂlg__-:p -

Cisco IP Phone0il LSC(Locally Significant Certificates) A %|

CHE M™ME Cisco IP Phoned Locally Significant CertificatesE Ax|5t= Ol A& & Ql&LICH
. O| EtH|= LSCE AtE8t 218 0| AI8El= Aot ERELICH. MIC(Manufacturer Installed
Certificate) ‘= AFE XL O|F 1 HIZHS E AEE QlB0= LSCE EX[E E27t ei&Lch

CUCM Cluster Security Mode(CUCM Z2{AE E9o B )7} Non-Secure(H|E9HZ MM El F3}7|
o LSCE Mx%|&fL]LC].

M 7A€ CI2ZE524™ Call Manager0ll T3HE CHA| SE 6 A AI2.

Ol 7+ Z= MAo| obx|2f EhA LT

EtRE{0MH VPN MM SHE & QlsteiH

C
B Z2YY X EA)O| RO|E HOIF 4+ Bl

A& Xt o|E/HIAHS Q1B B2

<ttroot>

Router#

show webvpn session user phones context SSL

Session Type : Full Tunnel


https://www.cisco.com/c/en/us/support/docs/unified-communications/unified-communications-manager-callmanager/200934-Install-an-LSC-on-a-Phone-with-CUCM-Clus.html
https://www.cisco.com/c/en/us/support/docs/unified-communications/unified-communications-manager-callmanager/200934-Install-an-LSC-on-a-Phone-with-CUCM-Clus.html
https://www.cisco.com/c/en/us/support/docs/unified-communications/unified-communications-manager-callmanager/200934-Install-an-LSC-on-a-Phone-with-CUCM-Clus.html
https://www.cisco.com/c/en/us/support/docs/unified-communications/unified-communications-manager-callmanager/200934-Install-an-LSC-on-a-Phone-with-CUCM-Clus.html
https://www.cisco.com/c/en/us/support/docs/unified-communications/unified-communications-manager-callmanager/200934-Install-an-LSC-on-a-Phone-with-CUCM-Clus.html
https://www.cisco.com/c/en/us/support/docs/unified-communications/unified-communications-manager-callmanager/200934-Install-an-LSC-on-a-Phone-with-CUCM-Clus.html
https://www.cisco.com/c/en/us/support/docs/unified-communications/unified-communications-manager-callmanager/200934-Install-an-LSC-on-a-Phone-with-CUCM-Clus.html

Client User-Agent :

Username

phones

Cisco SVC IPPhone Client v1.0 (1.0)

Num Connection : 1

Public IP
Context
Last-Used

Fri Mar 1 2013
Session Timeout
DPD GW Timeout
Address Pool
Rekey Time
Lease Duration
Tunnel IP

Rx IP Packets
CSTP Started
CSTP DPD-Req sent :
Msie-ProxyServer
Msie-Exception
Client Ports
DTLS Port
Router#

Router#

show webvpn session

WebVPN context name:
Client_Login_Name

phones

172.16.

5 M 2l

0l

<#root>
Router#

show webvpn sessi on

Session Type
Client User-Agent :

Username

SEP8CB64F578B2C

Num Connection :

: SSL

: 172.16.250.34
: SSL
: 00:00:29

: Disabled

300

3600

: 43200

: 10.10.10.1
: 106

: 00:11:15

0

: None

51534
52768

context all

SSL

Client_IP_Address

250.34

VRF Name
Policy Group
Created

IdTe Timeout

MTU Size
Rekey Method

Netmask
Tx IP Packets
Last-Received

No_of_Connections

: None
: SSLPhones
: 15:40:21.503 GMT

: 2100
DPD CL Timeout :

300

: 1290

: 255.255.255.0
: 145

: 00:00:29
Virtual Access :
Msie-PxyPolicy :

1
DisabTed

Created Last_Used

00:30:38 00:00:20

user SEPBCB64F578B2C cont ext al

Full Tunnel

Cisco SVC IPPhone Client v1.0 (1.0)

1

Public IP 1 172.16.250.34
CA Trust poi nt CAPF
Context : SSL

VRF Name

Policy Group

: None



Last-Used : 00:00:08 Created : 13:09:49.302 GMT
Sat Mar 2 2013

Session Timeout : Disabled Idle Timeout : 2100

DPD GW Timeout : 300 DPD CL Timeout : 300
Address Pool : SSL MTU Size : 1290
Rekey Time : 3600 Rekey Method :

Lease Duration : 43200

Tunnel IP : 10.10.10.2 Netmask : 255.255.255.0
Rx IP Packets : 152 Tx IP Packets : 156

CSTP Started : 00:06:44 Last-Received : 00:00:08
CSTP DPD-Req sent : 0 Virtual Access : 1
Msie-ProxyServer : None Msie-PxyPolicy : Disabled
Msie-Exception :

Client Ports : 50122

DTLS Port 1 52932

Router#

show webvpn session context al

WebVPN context name: SSL
Client_Login_Name Client_IP_Address No_of_Connections Created Last_Used

SEP8CB64F578B2C

172.16.250.34 1 3d04h 00:00:16
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<tfroot>
Router#

show debug

WebVPN Subsystem:
WebVPN (verbose) debugging is on



WebVPN HTTP debugging is on

WebVPN AAA debugging is on

WebVPN tunnel debugging is on

WebVPN Tunnel Events debugging is on
WebVPN Tunnel Errors debugging is on
Webvpn Tunnel Packets debugging 1is on

PKI:

Crypto PKI Msg debugging is on

Crypto PKI Trans debugging is on

Crypto PKI Validation Path debugging is on

MEtolAM CIHY
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2. C|HtO|A x|z 8|o|M I O|X|oll A Web Access(® AMA)E Enabled(Z2MH3HE)Z MAHE
L|Ct.

3. Save(XMEH)E 2 2|8t CI2 Apply Config(Z1T|2di|0|M X )& S=2IgtL|C.

Web Access” | Enabled :] o
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Cisco 1 ID CSCty46387 , I0S SSLVPN: ZAEIAE 7} 7|22t0| E|E 5 7HM
Cisco 1 ID CSCty46436 , I0S SSLVPN: 22t0|YE I5M K54 HA SZ 7


https://tools.cisco.com/bugsearch/bug/CSCty46387
https://tools.cisco.com/bugsearch/bug/CSCty46436
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