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sudo apt install ssh BH 2 At&3t0{ SSH A X|

<#root>
root@ubuntu:~$
sudo apt install ssh

Reading package lists... Done Building dependency tree Reading state information... Done The following


http://us.archive.ubuntu.com/ubuntu

Mx| & BM ZolM /etc/ssh/sshd_config Tt S 0|28t i

sudo vi /etc/ssh/sshd_config

Match group sftp
ChrootDirectory /home
X11lForwarding no
AlTowTcpForwarding no
ForceCommand internal-sftp
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https://curl.haxx.se/libcurl/c/libcurl-errors.html

<#root>

Aut hentication and Directory List

r oot @bunt u: ~$

curl -k "sftp://SFTP I P:22/" --user "usernane: pasword"

drwrwrw 1 root root O Sep 11 18:19 .
drwrwrw 1 root root 0 Sep 11 18:19 ..
-rwrwrw 1 root root 38 Sep 11 18:04 TextFile.txt

Upl oad a file

r oot @bunt u: ~$

curl -k "sftp://SFTP I P:22/" --user "usernane: pasword" -T "/hone/ Test Capture. pcap" --ftp-create-dirs

% Total % Received % Xferd Average Speed Tine Tine Tinme Current
Dl oad Upl oad Total Spent Left Speed

100 11.8M 0 0 100 11.8M O 4143k 0:00:02 0:00: 02 --:--:-- 4142k
100 11.8M 0 0 100 11.8M 0 4142k 0:00:02 0:00:02 --:--:-- 4142k

Downl oad a file

r oot @bunt u: ~$

curl -k "sftp://SFTP I P:22/ TextFile.txt" --user "usernane: pasword" -o "/hone/ TextFile.txt" --ftp-create-

% Total % Received % Xferd Average Speed Tine Tine Tinme Current
Dl oad Upl oad Total Spent Left Speed

100 38 100 38 0 0 181 0 --:--:-- --i--:1-- --:1--:1-- 181

100 38 100 38 0 0 181 0 --:--:-- =--i--1-- --:1--:1-- 181

Delete a file

r oot @ibunt u: ~$

curl -k "sftp://SFTP I P:22/" --user "username: pasword" -Q "-RM Test Capture. pcap" --ftp-create-dirs

drwrwrw 1 root root O Sep 11 18:23 .

drwrwrw 1 root root O Sep 11 18:23 ..

-rwrwrw 1 root root 12386208 Sep 11 18: 23 Test Capt ure. pcap
-rwrwrw 1 root root 38 Sep 11 18:04 TextFile.txt

Create a Directory



r oot @Qibunt u: ~$

curl -k "sftp://SFTP I P:22/" --user "usernane:pasword" -Q "-MKDIR /DirectoryFol der" --ftp-create-dirs

drwrwrw 1 root root O Sep 11 18:23
drwrwrw 1 root root O Sep 11 18:23 ..
-rwrwrw 1 root root 38 Sep 11 18:04 TextFile.txt

Aut hentication and Directory List (TestCapture.pcap has been del eted and DirectoryFol der has been create

r oot @bunt u: ~$

curl -k "sftp://SFTP I P:22/" --user "usernane: pasword"

drwrwrw 1 root root O Sep 11 18:24

drwrwrw 1 root root O Sep 11 18:24 ..

drwrwrw 1 root root O Sep 11 18: 24 DirectoryFol der
-rwrwrw 1l root root 38 Sep 11 18:04 TextFile.txt

Absolute PathZ E|AEFH A1 SFTP Server0ll A 0|8 51835t K| ¢t= A< 9CURLE_REMOTE_ACCESS_DENIED O|&
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CURLE_REMOTE_ACCESS_DENIED(9)
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<{froot>

Aut hentication and Directory List

root@Qubuntu:~$

curl -k "sftp://SFTP I P: 22/ C./ Users/ Adm ni strator/ Deskt op/ CUSP10. 2" --user "usernane: pasword"

curl: (9) Could not open renote file for reading: SFTP server: Perm ssion deni

Upl oad a file

root@ubuntu:~$

curl -k "sftp://SFTP | P: 22/ C./ User s/ Adm ni strat or/ Deskt op/ CUSP10. 2" --user "usernamne: pasword” -T "/home/



% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed

00000000 --:--:-- 0:00:01 --:--:--0

00000000 --:--:-- 0:00:01 --:--:--0

curl: (9) Access denied to renote resource

Downl oad a file

root@ubuntu:~$

curl -k "sftp://SFTP | P: 22/ C./ Users/ Adm ni strat or/ Deskt op/ CUSP10. 2/ Text Fil e. t xt" --user "usernane: paswor

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed

00000000 --t--:-- 0:00:01 --:--:--0

00000000 --:--:-- 0:00:01 --:--:--0

curl: (9) Could not open renote file for reading: SFTP server: Perm ssion den

Delete a file

root@Qubuntu:~$

curl -k "sftp://SFTP | P:22/C:/Users/ Adni ni strat or/Deskt op/ CUSP10. 2" --user "usernamne: pasword" -Q "-RM Te

curl: (9) Could not open renote file for reading: SFTP server: Perm ssion den

Create a Directory

root@ubuntu:~$

curl -k "sftp://SFTP | P: 22/ C./ Users/ Adm ni strator/ Deskt op/ CUSP10. 2" --user "usernane: pasword" -Q "-MDI I

curl: (9) Could not open renote file for reading: SFTP server: Perm ssion den
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