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B E Description

10 | First piece of a fragmented user message

11 | Unfragmented message

Table 1: Fragment Description Flags

sctp.sack_gap_block_start or sctp.sack_gap_block_end
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An SCTP packet is composed of a common header and chunks.
contains either control information or user data.

The SCTP packet format is shown below:
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Exec > Global Configuration > SCTP Parameter Template Configuration
[Local]ASR5500-2# sctp-param-template template_name
[Local]ASR5500-2(sctp-param-template)# sctp-max-mtu-size 1500
[Local]ASR5500-2(sctp-param-template)# sctp-start-mtu-size 1500

MME AMH|AO0IAM SCTP-Param-Template2 MME ZAEIAEof AZAE/LIC}H

Exec > Global Configuration > Context Configuration > MME Service
[mme]ASR5500-2 (config-mme-service)# associate sctp-param-template S1_MME_SCTP

MME ZAEIAE o|H4Y!l QIE{H|O|A Z4x|184|0|M
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Exec > Global Configuration > MME Context Configuration
[mme]ASR5500-2(config-ctx)# interface intl/10_slmme
[mme]ASR5500-2(config-if-eth)# ip address 10.5.203.195 255.255.255.254
[mme]ASR5500-2(config-if-eth)# ip mtu 2000
[mme]ASR5500-2(config-if-eth)# exit
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[mme]ASR5500-2(config)# port ethernet 1/10
#exit

vlan 200

no shutdown

bind interface intl/10_slmme mme_ctx
#exit

vlan 201

no shutdown

bind interface intl/10_src mme_ctx
#exit

#exit

port ethernet 1/11

no shutdown

vlian 198

no shutdown

#exit

vlan 200

no shutdown

bind interface intl/11_slmme mme_ctx
#exit

vlan 201

no shutdown

bind interface intl/11_src mme_ctx
#exit
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[ cont ext _nane] host _name(confi g- nme-service)# sl-mme ue-radio-cap size 9000
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Mo Time Source Destination  Indo Protocol  Stream identifier Stream sequence number  Frame length on the wie
1 2924-18-1% B6:45:46,481369418 MME eNodeB DATA (TSN=@) (Message Fragment) SCTP  BxBosl 11339 1523
2 2824-18-18 @6:45:46.4BAE53860 MME eNodeB DATA (TSN=1) (Message Fragment) SCTP  Gxdonl 11339 1522
3 2824-18-18 96:45%:46,.483855098 MME eloded DATA (TSN=2) (Message Fragment) SCTR BxBdal 11339 1522
4 2024-10-18 06:45:46,488856320 MME eNodeB  DATA (TSN=3) (Message Fragment) SCTP Gxoonl 11239 1522

5 2024-189-18 @6:45:

LABAESTSEE  MME eNodeB 1nlr131[ontpxrselupﬁpquesr, Ur(apalnlny[nfnmatmn, Paging S1AP  OxBOG1, OxO00 11339,18839 1536
4890960868 Transport Router MME Destination unreachable (Fragmentation needed) (i

Z 3| 500 ME 0421 SCTP mZ!(2)0| stLtel IP mZ! ofzHoll Bf7H S AEZELICH



> Frame 5: 1530 bytes on wire (12240 bits), 1530 bytes captured (12248 bits)

> Ethernet II, Src: Cisco_ » Dst: Cisco_
> MultiProtocol Label Switching Header, Label:
> Internet Protocol Version 4, Src: MME , Dst: eNodeB

> Stream Control Transmission Protocol, Src Port: 36412 (36412), Dst Port: 36412 (36412)
> S1 Application Protocol

> Stream Control Transmission Protocol

> 81 Application Protocol

A el OIo|E| 3= E-Bit ME 2490|1712 EAIE A&y ZefaHEE M AlX|e| OFK|2 M2
HEQIL|C}.

Frame 5: 1530 bytes on wire (12248 bits), 1538 bytes captured (12249 bits)
Ethernet II, Src: Cisco_ y Dst: Cisco_
MultiProtocol Label Switching Header, Label:
Internet Protocel Version 4, Src: MME s Dst: eNodeB
~+ Stream Control Transmission Protocol, Src Port: 36412 (36412), Dst Port: 36412 (36412)
Source port: 36412
Destination port: 36412
Verification tag: @xbel83285
[Association index: @]
Checksum: @xfb298f84 [unverified]
[Checksum Status: Unverified]
« DATA chunk (ordered, last segment, TSN: 4, SID: 1, SSN: 11339, PPID: 18, payload length: 1367 bytes)
» Chunk type: DATA (@)
v Chunk flags: @x@1
. @,.. = I-Bit: Possibly delay SACK
.B.. = U-Bit: Ordered delivery
..8, = B-Bit: Subsequent segment
«vss «..1 = E-Bit: Last segment
Chunk length: 1383
Transmission sequence number (relative): 4
Transmission sequence number (absolute): 3957918401
Stream identifier: @x8ael
Stream sequence number: 11339
Payload protocol identifier: S1 Application Protocol (S1AP) (18)
» Reassembled SCTP Fragments (7175 bytes, 5 fragments):
Chunk padding: @@
» 51 Application Protocol
» Stream Control Transmission Protocol
» 51 Application Protocol
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> Frame 5: 1538 bytes on wire (12248 bits), 153@ bytes captured (12249 bits)

» Ethernet II, Src: Cisco 66:8c:90 , Dst: Cisco_al:d@:e3
» MultiProtocol Label Switching Header, Label:
» Internet Protocol Version 4, Src: MME , Dst: eNodeB

» Stream Control Transmission Protocol, Src Port: 36412 (36412), Dst Port: 36412 (36412)
S1 Application Protocol
~ Stream Control Transmission Protocol
~ DATA chunk (ordered, complete segment, TSN: 5, SID: @, SSN: 18839, PPID: 18, payload length: 73 bytes)
» Chunk type: DATA (@)
v Chunk flags: @x@3
vees @... = I-Bit: Possibly delay SACK
.8.. = U-Bit: Ordered delivery
vees sal. = B-Bit: First segment
cees »a.1l = E-Bit: Last segment
Chunk length: 89
Transmission sequence number (relative): S
Transmission sequence number (absolute): 3957818402
Stream identifier: @x@oee
Stream sequence number: 18839
Payload protocol identifier: 51 Application Protocol (S1AP) (18)
Chunk padding: @22pee
» 51 Application Protocol
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~ Stream Control Transmission Protocol, Src Port: 36412 (36412), Dst Port: 36412 (36412)
Source port: 36412
Destination port: 36412
Verification tag: OxbelB83285
[Association index: @]
Checksum: @xfb298f84 [unverified]
[Checksum Status: Unverified]
v DATA chunk (ordered, last segment, TSN: 4, SID: 1, SSN: 11339, PPID: 18, payload length: 1367 bytes)
Chunk type: DATA (@)
Chunk flags: @x@1l
Chunk length: 1383
Transmission sequence number (relative): 4
Transmission sequence number (absolute): 3957918481
Stream identifier: 9xeeel
Stream sequence number: 11339
Payload protocol identifier: S1 Application Protocol (S1AP) (18)
» Reassembled SCTP Fragments (7175 bytes, 5 fragments):
Chunk padding: @@
» 51 Application Protocol
«~ Stream Control Transmission Protocol
v DATA chunk (ordered, complete segment, TSN: G, SID: @, SSN: 18839, PPID: 18, payload length: 73 bytes)
» Chunk type: DATA (@)
v Chunk flags: @x@3
. B... = I-Bit: Possibly delay SACK
eens 8., = U-Bit: Ordered delivery
...... 1. = B-Bit: First segment
....... 1 = E-Bit: Last segment
Chunk length: 89
Transmission sequence number (relative): 5
Transmission sequence number (absolute): 3957818482
Stream identifier: exooeo
Stream sequence number: 18839
Payload protocol identifier: S1 Application Protocol (S1AP) (18)
Chunk padding: 926000
» 51 Application Protocol
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