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CHA ZE 9| 0] M2 IP Protocol/Options ZE0{| A TCP EE= UDPE MEfSH ZZ<0i/F
ArEE = J&LIC
TCP EZcia
0| &M IP Protocol/Options(IP Z2E 2/ M) ZE=0iM TCPE MEHSH Z0iBF A}
g = AsLT
Hot T2 EZ0|M AF8St= TCP E2c2 & Holg = /U&LICH.

- TCP &= TCP 5o R 2 M Aol MY, 7K el X SEE HMojst= ol At

ACK(&Ql): =4lEl Olo|e == S715t miZlol| CHEt 2 el SE S LIEHHLIC
EST(&Z): o|0] MYE TCP HZ2 LtELHLICE o] Mol gMstEl A CHE
TCP Ec{O & MElE =~ gigL|C.

- FIN(OIE]): TCP HZAE H& Mo 2 Eh= ol AFSELCH.

- RST(MAY): 142 SA| SE35t

- SYN(S7I38}): TCP 9422 A i

& 50! 2 E C|o|EHE &L
YHot= S ASELICH
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Edit protocol entry

5T o Aok T

Contract(H|ef)£ AZE A Holof et 518 E= HRElE EBiHE X[85t0q 2
Zto| EA FAIS MolgfL|Ct et AMHEl T2 EZ #3] 2 4l
O AE35l0d AAQ CHAF OE Zto| ERjEI0| o|EEl EOoF Al MJ|IaHE
EEELcH

Manage(& 2l) > Fabrics(Z{E Z!) > Fabric groups(M{E 2! 1 &) > DAVIDM3 > Segmentation and
Security(E2& ! E 9+ > Security contracts(E2 2t 7|2f) > Actions(%f ®d) > Create security
contract(2. ¢+ H[ef M) E o|SgfLCt.

« Add rule2 MEHS} T Direction, Action 2! Protocol 20| T A&tL|Ct.

o OFH}SE
o O O
o YHISF AHHS Z2EZ MO| UX| LAS IPTCP ZE 222 Al2sto{ =21 Z
o| M EL|C}.
- M HE AHAY2 IPZEES, TCP ZEEE, SMX| LE 228 ME50]
mfZle &olghLct
o dutsk AU P ZEEE, TCP Z2EEE, AA XE 22E AF25l04 I3
g golghLct
« Ol &4 E=haof 2tAQiol MEEL|Ct
o EHEFEE

- GPO ot 7oro| EHysr HM2 EaiT 580 3t YFo D MBEDE 5
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Mexus Dashboard
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Edit security contract

HO-PVA-54

Contract nams'

Description

Analyzn

do
Admin
Diraction

Custom

Rules
B ~ bhiirectional contract with a proto
Ferward direction: The ki
Reverse direction: The contract match
Match summary
CP oport:ZE stalely

Direstion

‘i Nexus Dashboard

Edit security contract

HD-PVA-54

Centract name
Daseription

Ansiyzn

1
Adrmie
Direction

Custom

Rules
B~ bidirectional contract n 5
Forward direstion: (==} I |, &
Reverse direction: The centract matches packets using IP and a source part of 22
Direction Action Match summary
diery IPvd TCP dipeet:22 stalelu
IEMP4 1Pvd IEHP

bidinectional

T4

6ThAl. 2ot 4

Manage (£ 2|) > Fabrics(I £ 2l) > Fabric groups(Z{=E 2! &) > DAVIDM3 > Segmentation and




Security(2& 2! 22 > Security associations(=2 2t 2174|) > Actions(
association(2 ¢+ 24| M) £ O[S ELIC.

r M
o O mx
ro 11
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n 2
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H
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X

ro

ro oz ot HL Hr
kel

onlo@Rrere
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HL
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-l Wexus Dashboard

o Edit security association
Contract name

Contract-For-FWs
Sourea group

Analyze

e G RF
10 Saurca group Vi

A
Destination group

Secuity assaciation name

@ -

Contract-For-FWs details

@ A bidirectional contract with a protocal definition match sumenary as IP TGP dstPort:22 would be applied as follows:

Forward direction: The contract matches packets using IP protocal, TGP protacel, and a destination port of 22
Reverse direction: The conract matches packes using IP protocel, TCP protocol, and a scwrce port of 22

Dirsetion Actian Tanant

Protecol dofinition

x

At 24) > Create security

@ 8 admin ~

Match summary

deny

parmit

“hvis’ Mexus Dashboard

4= Hack

Edit security association

Contract name

Contract-For-vis

Source group

Source group VRF
Destination group
Security association name

@ -

Contract-For-VMs details

i} A bidirectional contract with a prodocol definition match summary as IP TGP dstPort:22 would be applied as Tollows:
Forward direction: The contract matchas packets using IP preical, TGP pratacel, and a destination port of 22
Reverse direction: The contract matches packets using IP pratacel, TCP profocal, and a seurce port of 22

Direction Tenant

S5H

ICMPva

Protocol definition
S5H

ICMPva

Match sismmary
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« Manage(#2l) > Fabrics(Ii £ 2!) > Fabric groups(Z{E 2! 1&) > DAVIDM3 > Actions(& &) >
Recalculate and deploy(CtA| 7|4t & 25)2 O|SFLIC

- GPO AI[Ozio|M2 &% HEE] AQ|X|0MH 2] HO|EQO|Z2 FA[E LICt. C|HtO]
A0 FEE = e H|ado|MEg AEStn AEsteiH ER 52l AHu/aoolMd Y
o| =& Z=FLICH o]l ZEMAE= ZF 5t WE=]oi| CHSH BH= E[o{oF &Lt

- Manage(# 2l) > Fabrics(Ii £ 2!) > Fabric groups(Ii£ 2| 1&) > DAVIDM3 >
Inventory(21#HI E 2[) > Member fabrics(HH I £ 2l) > MEXICO > Actions(%f ) >
Recalculate and deploy(CtA| 7|4t & )2 O|SFLICt

- Manage(Z2l) > Fabrics(Ii £ 2l) > Fabric groups(Z{E 2| 1 &) > DAVIDM3 >
Inventory(QIHI E 2]) > Member Fabrics(EH I =2 2]) > USA > Actions(&f ) >
Recalculate and deploy(CtA| 7|4t & 25)2 O|SFLIC

Deploy configuration - DAVIDM3
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Deploy configuration - MEXICO

Config preview

Falbiric faid Switeh Aame 1P sdrads Rals tatis Panling config (- Status description  Progress By e dwiteh @
MENICO F-1 10132186235  Tot @iname Olines w0 In-Syne — Py
MENCO BEW-1 10122 Border Gateway [ L OLines 0 In-Syre — ey
MENICO SPINE-1 10122186236  Spine [ T OLines 0 In-Syne — Resync
MENICO LEAF-1 Leat 9 0ut of mmc 33 Lines L] Out-af-Syne ——— Ry

NO-IPYVA-54
-
Hema
X

Manaps

i Back

Deploy configuration - USA

Conlig peaviow o3
C B
Fabric mame Switch name 1P addvess Rale Serial number Car Pandi L ifr Status doscription  Progross Resyne swilch @
UsA FW-2 10.62.140.150 ToR L 0 Linow. 00 I Syme — Ryne
usa BOW-2 10.82.140.147 Bardar Gateway @ e 0 Lines. w0 ISy — RiynE
usa SPINE-2 Sping @ nsme O Lines. P ISy — Ry
usa LEAF-2 10.52.140.146 Leal @ onctnmne 33 Linas 8 -0 Dur-of-Syng - Reaync

Clese

« 0| 230 ME BGW-1, BGW-2, LEAF-1 & LEAF-204 CHet GPO ZiZ|ad|o|ME Eod FL



Ch Amaefo|M2 ZE AL{R|oM SLELICH NDFC 4.2 EAIE E&EE =A02 I
adloldE MEstX| ei&LICH o MMM = CLI BEe| =2l =ME dFELIct

aliln, NDFC 4.2 GPO CONFIGURATION EXPLAINED

CIsco

SG_PWs (10002) ' CLI CONFIGURATION
= —
Fren FreY|

s e - T | _- ected-endp ¢ c ipvd 10.64.252.168/32
ecurity Groups L f c ipvé 10.64.252.11/32
ipvd 10.64

se_ws[mom} =k i : ipvd 10,64

PROTOCOLS type ity I'['IF’\P -
i 0 n ICMPv4 traffic
Praotocol " qﬁ 5 -
Definitions g ap type i H
ICMPv4 S5H 1 '. his y n 5SH using TCP Port 22

ty Contract-For-Fws_SSH

CONTRACTS
ce deny
0 == X olicy-map urity Contract-For-FWs_ICMPv4
Security l
Contracts Brotocols o ICMPv4 Eig

O EBx

& VRF CONTEXT B config
SG_FWs = An i . AT e r i
ecurity - o -
T L . 5 c g d G :ln 10881 p a
Associations , > 5 ity contra c a ation 18881 pul:c y Contract
t
e = =

gure terminal

AQx|0IMH 2ot OF 7[s0| #d3tE|o] =X ERIELICE VXLAN GPOE IEZQIE R
oF 2 U SGACL st=Efof Z2 2ol L2 Bt SGT(Security Group Tag) QI Z2HE &
2 ol 7|sof et et ELC

IIIIIII
I
0x
o
Q'I_l
|0

<{froot>

BGW-1#

show feature | i i security-group

security-group 1 enabled

I
o

2EHA. AlaE eteE 2



ARAR|OIM T EE 2E MA ctRE ZEE =HQIFLICH SGACL A2 ASIC THO|Z 2l LHoi| A
M HE 0] 2 B|AAE AL 37| IHE 0 VXLAN GPOOI= Security-Groups Support 2+
g 2ot Zeguct.

<ffroot>

BGW-1#

show system routing node

Configured System Routing Mode: Security-Groups Support
Applied System Routing Mode: Security-Groups Support

3EHA. VXLAN NVE IZ|o{ M™H 2! GPO 7|s = ¢l

- EZ 1=2| C|Hto|AQ 274 HE| ALO|E I|0{ ZH2| VXLAN NVE I|o{ dHE HSELIct
VXLAN GPO HE = VXLAN EVPN ZAEE Z8¢/2 S&i MutE|2 2 mEE] Ao
SGT(Security Group Tag) & & A< S7(8t0f eHE2 QI NVE 1Mo ER g Lt

« ¥4 VTEP7 VXLAN EVPN EHE| AlO|E M@l Eto| SGT Muf ! SGACL Hlef Aol E
QB VXLAN O & EH Y2 X|Hst=X| #elstr| M=ol o]l HHAM 7IY SRE XE B
oH-UP I8 dH¥g M8 == &Lt

<#root>
BGW-1#
show nve peers det ai
## Details of nve Peers:
Peer-Ip: 10.10.10.2 ----—----- > Corresponds to
LEAF-1 Loopbackl
, used as the Tocal VXLAN NVE source interface.
NVE Interface ! nvel
Peer State :Up ———————- > Confirms that the VXLAN tunnel and EVPN adjacency are operational.
Peer Uptime : 6d21h -------- > Indicates Tong-term adjacency stability.
Router-Mac : 44b6.beb3.b703 --——-—--- > Remote VTEP router MAC used for VXLAN forwarding.
Peer First VNI : 50012
Time since Create : 6d21h
Configured VNIs : 30136,30155,50012 -------- > VNIs expected across this VXLAN adjacency.
Provision State : peer-add-complete -------- > Confirms successful hardware and software programming
Learnt CP VNIs : 30136,30155,50012 ----—---- > Confirms successful EVPN control-plane synchronizatio
vni assignment mode : SYMMETRIC -------- > Symmetric IRB forwarding mode is operational.

Peer Location : FABRIC ---—----- > Indicates a local fabric peer.



BGW 2 Loopbackl

, used as the remote BGW NVE source interface.

NVE Interface
Peer State

Peer Uptime
Router-Mac

Peer First VNI
Time since Create
Configured VNIs
Provision State
Learnt CP VNIs
vni assignment mode :
Peer Location

Group policy capable:

BGW 2 Loopback100

, used as the Multi- S1te Loopback interface for DCI communication.
: nvel

: Up

: 01:32:58

: 0200.0a96.9602

: 30136

: 01:32:58

: 30136,30155,50012
: peer-add-complete
: 30136,30155,50012

NVE Interface
Peer State

Peer Uptime
Router-Mac

Peer First VNI
Time since Create
Configured VNIs
Provision State
Learnt CP VNIs
vni assignment mode :
Peer Location

Group policy capable:

ATHA| Eot O &

(o)

o
ok |n

I=-e
o

(=] P
-1 H

. nvel

: Up

: 01:36:54

: 4488.1618.1093

: 30136

: 01:36:54

: 30136,30155,50012
: peer-add-complete
: 30136,30155,50012

SYMMETRIC

: DCI

yes

SYMMETRIC

: DCI

yes

kw2 =
L A=xQIEBR

HI

OIE 7} SGT(Security Group)Z SHI2H EF U EX|
A= ZRIE-SGT O{Eoi| ek EetELICE

-

LICH. VXLAN GPO A|



<#root>
BGW-1#
> Security Group assigned to the Virtual Machines endpoi

show security-group id al
> Endpoints are classified dynamically based on Tloc

Security Group ID 10001 , Name SG_VMs
> Endpoint mapped to Security Group 1

Selector Type : Connected IPv4 Endpoints
VRF-Name IPv4-Address/mask-1en
cisco-tac 10.64.252.226/32 ---——-———--- i
10.64.252.228/32 --—————-- > Endpoint mapped to Security Group 1
————————— > Security Group assigned to the Firewall endpoint group
> Endpoint classification occurs using locally lear

cisco-tac

Security Group ID 10002 , Name SG_FWs

Connected IPv4 Endpoints
IPv4-Address/mask-1en

10.64.252.10/32 ---———---

10.64.252.11/32

> Firewall endpoint mapped to Security
> Firewall endpoint mapped to Security

Selector Type

VRF-Name
cisco-tac
cisco-tac
5EH7|. E ok 7|ef & 8H HME =2
1 A SsteX| =HQIFLICH Aef2 BEot OF 7hol M8l
?I5H VXLAN GPOO|M AFE E|= 4] M2 M| 7L

VXLAN GPO H|efo| SHI2H MX|Z|1
EA 7RIS o5t 0Fo|a 2 MaHE|o|MHE

o
&2 LIEFLICH

<#root>
BGW-1#

show contracts detai
> Policy enforcement between endpoints belonging

> Confirms that contract enforcement occurs inside the cisco-tac tenant VRF

> Bidirectional contract for ICMPv4 traffic

VRF: cisco-tac ---------

Contract source group 10001 dest group 10001

Policy: Contract-For-VMs_ICMPv4 Direction: bidir ---------
> No traffic has matched this contract yet

> Traffic classification associated with ICMP traffic

Stats:

> Matches ICMPv4 traffic including ping requests and replies

Class: ICMPv4

match ipv4 icmp
> ICMP traffic is explicitly allowed

permit
> Confirms that the contract is operational

Action:

OperSt: enabled ---------
Contract source group 10001 dest group 10001



Policy: Contract-For-VMs_SSH Direction: bidir

Stats: 0
Class: SSH

match ipv4 tcp stateful dport 22 -----—---- > Matches SSH traffic using stateful TCP inspection.
Action: deny --------- > SSH traffic is explicitly denied.

OperSt: enabled
Contract source group 10002 dest group 10002
Policy: Contract-For-FWs_ICMPv4 Direction: bidir
Stats: 0
Class: ICMPv4
match ipv4 icmp
Action: permit
OperSt: enabled
Contract source group 10002 dest group 10002
Policy: Contract-For-FWs_SSH Direction: bidir
Stats: 0
Class: SSH
match ipv4 tcp stateful dport 22
Action: deny

OperSt: enabled

FOI
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ok

6CEHAH|. VRF E0F A& AME}

I>

2| x[o] —T“HEI 2 E VRFOI| CHEF VXLAN GPO Al™ A EHE = QlgL|Ct o] HE 2 SGACL E&H
| Hot O & #H2F0| Bl E VRF LHOIM X2 XMooz MEL|=X| &QlgL|Ct.

a

bl

E 30| M= cisco-tac VRF7} Enforced(Al™) =2 4 E ZEE S5l VXLAN GPO Aol H3xe
2 Foistm US S FQletLct A& Ef1(13648)= O] VRFE I3l st=fofol =2 a2 E LH
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Stats == VRF 22t HA1 Ax|stE EefEE FHELICH cisco-tac VRFL| 2L 02 FZ0| &
#E W YxIHK| o EBTO| VIR AR SIS E2IHHKI AU S LIEHAD, 7|2 VRF 7}
2] 21 4364= VXLAN GPO Al gi0| &#S5t= VRF LIS EBiH %*%é’ LtEFLICH

<#root>

BGW-1#

show vrf all security

VRF Mode TAG Action Scope  Stats

cisco-tac enforced 13648 deny,log 4 0

default unenforced - permit 1 4364
egress-loadbalance-resolution- unenforced - permit 2 0

management unenforced - permit 3 0

FO|
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7EtAH. VRF E0F K2 AE|

« NDFC GUIO|A VXLAN GPO 7|efoi Cier Eef= LxX| SHE HAE&LICE O] & Ql2 ECfE
Ol & 2ot OF A MI o2 UX[SH=X| 015 2F SGACL A& 0] VXLAN EVPN &
E| AtO|E THE 2| Mol & Sst=XIE & lgLct

« NDFC GUIM|A Manage(&2l) > Fabrics(THE &) > Fabric Groups(THEZ| I &) >
USA/MEXICO(O|=/H A|3) > Segmentation and Security(MZHE{|0|M 2! & 0ot > Security
Associations(&E 2 24H|) > Monitoring(El—I EHZ)S 2 o|s&LICt.

- O MMUM=E Bt O SAEE AL ME 874, 518 L HE &, Jd=ExQIE O
E tt 24 A gSoi et 7tAl g MBS gLt

- ZUEY SHE 244 R IfEMo 2 EA[ELICH

- NDFCQO| ZLIE{R SHl= mHE2] Mito| MA|ZE H2 Al U ECfZ ofE S&H2 &0l

5to4 CLI 7|8t EX sidE E2tetes 28 A5 ASS M3 LIch

£ 1:NDFC 4.20{| M ECiZ] 8HE HEsIZ = & Hm Aol 2LEE Ao #Zoll
£ B MEIZ EAIE £ U&LICH 0] Z2 Resync(AIS 7|&H) HES =84 VXLAN I = Elof
M A SH ol 57I5t8 EC|IHELICH S7Ist T2 MATF M- E|E S92 GUIO| Resync
status(R{S 7|2 AHEH) HIAIXK|7F EAIELICH &Y SCh S713H7F 2H2 £|™ Ok(&Hl)
HEEZ =8 ZLER F 2 MZ DELICH RHS7|87t 2 EH ZF 2ot O F Ak A4
E Egf= SH7F ZLIER MMol ZAIELICEH 2tol2 EEi=E Ux| SEHE HAESedH A
CZQIE 7t EBHEIE MAB OIS Resync HE S CHA| =2 NDFCO| EAIE A EAHE
ACilo|E g Lct,



Destination group ~ DGT Cantract name Directi Total packets Last updated

« O™ AlLIEIR0ME A=ZQIE ZHof ICMPv4 EBHEO| ME Mo 2 FELIF&LICH Lt
SSH M|M0| A& E|TH VXLAN GPO H|20| ZE 222 &sl= TCP EffZg WA|Mo =z HE
stE 2 ¢dZ40| AlZH =ntEIL|Ct.

<#froot>

Fw-1#

pi ng 10.64. 252.11

PING 10.64.252.11 (10.64.252.11): 56 data bytes

64 bytes from 10.64.252.11: icmp_seq=0 tt1=254 time=1.131 ms
64 bytes from 10.64.252.11: 1icmp_seq=1 tt1=254 time=0.694 ms
64 bytes from 10.64.252.11: 1icmp_seq=2 tt1=254 time=0.675 ms
64 bytes from 10.64.252.11: +icmp_seq=3 tt1=254 time=0.657 ms
64 bytes from 10.64.252.11: 1icmp_seq=4 tt1=254 time=0.648 ms

--- 10.64.252.11 ping statistics ---
5 packets transmitted, 5 packets received, 0.00% packet loss

round-trip min/avg/max = 0.648/0.761/1.131 ms
Fw-1#

ssh adm n@l0. 64. 252. 11

ssh: connect to host 10.64.252.11 port 22: Connection timed out

e e

rkl

Cisco Nexus 9000 Series NX-OS VXLAN Z1I|72{[0|M 710|=, EIE|A 10.6(x)



https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/106x/configuration/vxlan/cisco-nexus-9000-series-nx-os-vxlan-configuration-guide-release-106x/microsegmentation_for_vxlan_fabrics_using_gpo.html
https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/106x/configuration/vxlan/cisco-nexus-9000-series-nx-os-vxlan-configuration-guide-release-106x/microsegmentation_for_vxlan_fabrics_using_gpo.html
https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/106x/configuration/vxlan/cisco-nexus-9000-series-nx-os-vxlan-configuration-guide-release-106x/microsegmentation_for_vxlan_fabrics_using_gpo.html

VXLAN GPOE A3t 0to|3 2 M HE|ojMo 2 Cf|o|E MlE{ H ot

VXLAN GPO(Group Policy Option)E A&t Cisco NX-OS VXLAN EVPN I{E2l0o| Oto[3 2 M3
HEO|ME 25

GPO(Group Policy Option) 2! Nexus CHA|E EE AF235104 VXLAN EVPN IHEEl0j|A 00|32 Al
JHE|0|M RS 3} 9 8i0]0] 4-7 MH|A 25



https://www.cisco.com/c/en/us/td/docs/dcn/whitepapers/securing-datacenters-with-microsegmentation-and-vxlan-gpo.html
https://www.cisco.com/c/en/us/td/docs/dcn/whitepapers/securing-datacenters-with-microsegmentation-and-vxlan-gpo.html
https://www.ciscolive.com/c/dam/r/ciscolive/emea/docs/2025/pdf/BRKDCN-2933.pdf
https://www.ciscolive.com/c/dam/r/ciscolive/emea/docs/2025/pdf/BRKDCN-2933.pdf
https://www.ciscolive.com/c/dam/r/ciscolive/emea/docs/2025/pdf/BRKDCN-2933.pdf
https://www.ciscolive.com/c/dam/r/ciscolive/emea/docs/2025/pdf/BRKDCN-2933.pdf
https://www.ciscolive.com/c/dam/r/ciscolive/emea/docs/2025/pdf/BRKDCN-2933.pdf
https://www.ciscolive.com/c/dam/r/ciscolive/emea/docs/2026/pdf/BRKDCN-2909.pdf
https://www.ciscolive.com/c/dam/r/ciscolive/emea/docs/2026/pdf/BRKDCN-2909.pdf
https://www.ciscolive.com/c/dam/r/ciscolive/emea/docs/2026/pdf/BRKDCN-2909.pdf
https://www.ciscolive.com/c/dam/r/ciscolive/emea/docs/2026/pdf/BRKDCN-2909.pdf
https://www.ciscolive.com/c/dam/r/ciscolive/emea/docs/2026/pdf/BRKDCN-2909.pdf
https://www.ciscolive.com/c/dam/r/ciscolive/emea/docs/2026/pdf/BRKDCN-2909.pdf
https://www.ciscolive.com/c/dam/r/ciscolive/emea/docs/2026/pdf/BRKDCN-2909.pdf
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