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ip access-1ist TAC-IN
statistics per-entry
10 permit ip 192.168.20.2/32 192.168.0.10/32
20 permit ip 192.168.0.10/32 192.168.20.2/32
30 permit ip any any



ip access-Tist TAC-OUT
statistics per-entry

10 permit ip 192.168.20.2/32 192.168.0.10/32
20 permit ip 192.168.0.10/32 192.168.20.2/32

30 permit ip any any

Fek R NQR -] *

interface Ethernetl/1
description ***Link-to-N9K-2%%%*
ip access-group TAC-IN 1in

ip access-group TAC-OUT out

ip address 192.168.10.2/30

no shutdown

***NgK_z***

interface Vl1anl0

no shutdown

ip access-group TAC-IN-SVI in
ip access-group TAC-OUT-SVI out
ip address 192.168.10.1/30

interface V1an20

no shutdown

ip access-group TAC-IN-SVI in
ip access-group TAC-OUT-SVI out
ip address 192.168.20.1/30

***NgK_3***

interface Ethernetl/4
description ***Link-to-N9K-2%%%*
ip access-group TAC-IN 1in

ip access-group TAC-OUT out

ip address 192.168.20.2/30

no shutdown
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https://www.cisco.com/c/en/us/support/docs/switches/nexus-9000-series-switches/119032-nexus9k-tcam-00.html
https://www.cisco.com/c/en/us/support/docs/switches/nexus-9000-series-switches/119032-nexus9k-tcam-00.html
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N9K-C93180YC-2# conf

Enter configuration commands, one per line. End with CNTL/Z.

N9K-C93180YC-2(config)# int el/2

N9K-C93180YC-2(config-if)# ip port access-group TAC-IN 1in

ERROR: TCAM region is not configured. Please configure TCAM region Ingress PACL [ing-ifacl] and retry t
N9K-C93180YC-2(config-if)#

TCAM ¥ 71 Hit
1EtH. TCAM ¥ =7
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N9K-C93180YC-2# show system internal access-T1ist globals

LOU Threshold Value : 5

NAT 13 00 1

Ingress PACL1 001
Ingress VACL 2 00 1
Ingress RACL 3 0 1792
Ingress RBACL 4 0 0 1
Ingress L2 QOS 5 1792 256 1

Ingress L3/VLAN QOS 6 2048 512 1 >>>>>> Size of 512
Ingress SUP 7 2560 512 1

Ingress L2 SPAN ACL 8 3072 256 1

Ingress L3/VLAN SPAN ACL 9 3328 256 1

Ingress FSTAT 10 0 0 1

SPAN 12 3584 512 1

Ingress REDIRECT 14 0 0 1

Ingress NBM 30 0 0 1

Ingress Flow-redirect 39 0 0 1

Ingress RACL Lite 42 00 1
Ingress PACL IPv4 Lite 41
Ingress PACL IPv6 Lite 43
Ingress CNTACL 44 0 0 1
Mcast NAT 46 0 0 1

Ingress DACL 47 0 0 1
Ingress PACL Super Bridge 4
Ingress Storm Control 50 0
Ingress VACL Redirect 51 0
Egress Netflow L3 56 0 0 1
5001

>>>>>>> Size of 0

1

001
001

9001
01
01

Total configured size: 4096
Remaining free size: 0
Note: Ingress SUP region includes Redirect region
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N9K-C93180YC-2# sh hardware access-1list tcam region

NAT ACL[nat] size =0

Ingress PACL [ing-ifacl] size = 0 >>>>>>> Size of 0

VACL [vacl] size =0

Ingress RACL [ing-racl] size = 1792

Ingress L2 QO0S [ing-12-qos] size = 256

Ingress L3/VLAN QOS [ing-13-vlan-qos] size = 512 >>>>>> Size of 512
Ingress SUP [ing-sup] size = 512

Ingress L2 SPAN filter [ing-T12-span-filter] size = 256

Ingress L3 SPAN filter [ing-T13-span-filter] size = 256

Ingress FSTAT [ing-fstat] size = 0

span [span] size = 512

Egress RACL [egr-racl] size = 1792

Egress SUP [egr-sup] size = 256

Ingress Redirect [ing-redirect] size = 0

Egress L2 QOS [egr-12-qos] size = 0

Egress L3/VLAN QOS [egr-13-vlan-qos] size = 0

Ingress Netflow/Analytics [ing-netflow] size = 0

Ingress NBM [ing-nbm] size = 0

TCP NAT ACL[tcp-nat] size = 0

Egress sup control plane[egr-copp] size = 0
Ingress Flow Redirect [ing-flow-redirect] size
Ingress CNTACL [ing-cntacl] size = 0

Egress CNTACL [egr-cntacl] size = 0

MCAST NAT ACL[mcast-nat] size =0

Ingress DACL [ing-dacl] size = 0

Ingress PACL Super Bridge [ing-pacl-sb] size = 0
Ingress Storm Control [ing-storm-control] size =
Ingress VACL redirect [ing-vacl-nh] size = 0
Egress PACL [egr-ifacl] size = 0

Egress Netflow [egr-netflow] size = 0
N9K-C93180YC-2#
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ing-I3-vlan-qos0l &S & ¥e| 37|§ £LICt (ol Z &30 et chELC)
N9OK-C93180YC-2(config)# hardware access-list tcam region ing-13-vlan-qos 256 >> 5120 A

2560 2 & =4
THEE MYES D AAEE CHA| Z2E510d 7T HE MESHAA|L.

3EHA| IFACLE 2I8H TCAM ¥ =27

N9K-C93180YC-2(config)# 5t =04 access-list tcam region ing-ifacl 256
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N9K-C93180YC-2(config)#

ATA. FE XM

N9K-C93180YC-2(config)# copy running-config startup-config
[#####RBHHHAHRRHHHRRRHHHARR AR HAHHRE] 100%

Copy complete, now saving to disk (please wait)...

Copy complete.

N9K-C93180YC-2(config)#

5EtA|. Reload

N9K-C93180YC-2(config)# reload
This command will reboot the system. (y/n)? [n] y

NAT 13 00 1

Ingress PACL 1 0 256 1 >>> The size value is now 256.

Ingress VACL 2 0 0 1

Ingress RACL 3 256 1792 1

Ingress RBACL 4 0 0 1

Ingress L2 QOS 5 2048 256 1

Ingress L3/VLAN QOS 6 2304 256 1 >>> The size value is now 256.



Ingress SUP 7 2560 512 1

Ingress L2 SPAN ACL 8 3072 256 1
Ingress L3/VLAN SPAN ACL 9 3328 256 1
Ingress FSTAT 10 0 0 1

SPAN 12 3584 512 1

Ingress REDIRECT 14 0 0 1

Ingress NBM 30 0 0 1

Ingress Flow-redirect 39 0 0 1
Ingress RACL Lite 42 00 1
Ingress PACL IPv4 Lite 41
Ingress PACL IPv6 Lite 43
Ingress CNTACL 44 0 0 1
Mcast NAT 46 0 0 1

Ingress DACL 47 0 0 1
Ingress PACL Super Bridge 4
Ingress Storm Control 50 0
Ingress VACL Redirect 51 0
Egress Netflow L3 56 0 0 1
5001

o o

01
01

9001
01
01

Total configured size: 4096
Remaining free size: 0
Note: Ingress SUP region includes Redirect region

ol 28 oAl S duict

N9K-C93180YC-2# sh hardware access-1list tcam region

NAT ACL[nat] size =0

Ingress PACL [ing-ifacl] size = 256 >>> The size value is now 256.

VACL [vacl] size =0

Ingress RACL [ing-racl] size = 1792

Ingress L2 QOS [ing-12-qos] size = 256

Ingress L3/VLAN QOS [ing-13-vlan-qos] size = 256 >>> The size value is now 256.
Ingress SUP [ing-sup] size = 512

Ingress L2 SPAN filter [ing-12-span-filter] size
Ingress L3 SPAN filter [ing-13-span-filter] size
Ingress FSTAT [ing-fstat] size = 0

span [span] size = 512

Egress RACL [egr-racl] size = 1792

Egress SUP [egr-sup] size = 256

Ingress Redirect [ing-redirect] size = 0

Egress L2 QOS [egr-12-qos] size = 0

Egress L3/VLAN QOS [egr-13-vlan-qos] size = 0
Ingress Netflow/Analytics [ing-netflow] size = 0
Ingress NBM [ing-nbm] size = 0

TCP NAT ACL[tcp-nat] size = 0

256
256



Egress sup control plane[egr-copp] size = 0

Ingress Flow Redirect [ing-flow-redirect] size = 0
Ingress CNTACL [ing-cntacl] size = 0

Egress CNTACL [egr-cntacl] size = 0

MCAST NAT ACL[mcast-nat] size = 0

Ingress DACL [ing-dacl] size = 0

Ingress PACL Super Bridge [ing-pacl-sb] size = 0
Ingress Storm Control [ing-storm-control] size = 0

Ingress VACL redirect [ing-vacl-nh] size = 0
Egress PACL [egr-ifacl] size = 0

Egress Netflow [egr-netflow] size = 0
N9K-C93180YC-2#

IPZE HHADE 7Y

2 E2|™ QIE{H 0|A0M ip ZE access-group2 FAEHLICH

N9K-C93180YC-2# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
N9K-C93180YC-2(config)# int el/2,el/51
N9K-C93180YC-2(config-if-range)# ip port access-group TAC-IN 1in
N9K-C93180YC-2(config-if-range)# ip port access-group TAC-OUT out
Port ACL 1is only supported on ingress direction >>>>>>>>
N9K-C93180YC-2(config-if-range)#

interface Ethernetl/1

description ***Link-to-N9K-1%**%*

switchport

switchport access vlan 10

ip port access-group TAC-IN in >>> Inboud only
no shutdown

interface Ethernetl/3

description ***Link-to-N9K-3***

switchport

switchport access vlan 20

ip port access-group TAC-IN in >>> Inboud only
no shutdown
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***NgK_l***
interface loopback0
ip address 192.168.0.10/32

***NgK_3***
interface loopback0
ip address 10.10.10.10/30

ATHA[ A4 1P 192.168.20.28 AF&3+04 N9K-304 A N9K-12| Lo0 192.168.0.102 £

EffElE ddstT PingE2 2HLICt



N9K-3# ping 192.168.0.10 source 192.168.20.2

PING 192.168.0.10 (192.168.0.10) from 192.168.20.2: 56 data bytes
64 bytes from 192.168.0.10: icmp_seq=0 tt1=253 time=1.163 ms

64 bytes from 192.168.0.10: icmp_seq=1 tt1=253 time=0.738 ms

64 bytes from 192.168.0.10: icmp_seq=2 tt1=253 time=0.706 ms

64 bytes from 192.168.0.10: icmp_seq=3 tt1=253 time=0.668 ms

64 bytes from 192.168.0.10: icmp_seq=4 tt1=253 time=0.692 ms

--- 192.168.0.10 ping statistics ---

5 packets transmitted, 5 packets received, 0.00% packet loss
round-trip min/avg/max = 0.668/0.793/1.163 ms

NIK-3#

5CFA|. N9K-1, N9K-2 2! N9K-304| CHEH PACL 2 RACL &7 HE &0l
« ICMP T{Z!2 NI9K-30{ M A|ZE|2 2 5712 ICMP 273 THZ!0| N9K-201| o5l = AlE[R=X|
2 oI5 oF B LCt.
« N9K-201| CiEt PACL & Ql: 192.168.20.2(N9K-32| Eth1/4)0{|A A|ZE|E 5749 IHZI0] = AlE]
0 CHAF 2 N9K-12] Lo0(192.168.0.10) I L|C}.

N9K-2# show ip access-lists TAC-IN

IP access 1list TAC-IN

statistics per-entry

10 permit ip 192.168.20.2/32 192.168.0.10/32 [match=5] >>>
20 permit ip 192.168.0.10/32 192.168.20.2/32 [match=0]

30 permit ip any any [match=0]

N9K-22| Eth1/301| CHEF 224 Zm|1ei[0]4.

interface Ethernetl/3

description ***Link-to-N9K-3**%*
switchport

switchport access vlan 20

ip port access-group TAC-IN in >>> PACL
no shutdown

« N9K-20{ A RACL2 N9K-2E [HL} N9K-12 MY E|= 5740 ICMP 2 miZ!e Endct
« PACL2 Ol HI2E &S X|H5X| gto=2 2 RACLE 74 E VLAN 108 Sviol 74 ct
£ ACL(TAC-OUT-SVI)E &elatiof & LICHotRHI2E EE2 RACLMIAM X|&E). VLAN

102 N9K-22} N9K-1 7+e| e XS &Lt

NI9K-2# show ip access-Tists TAC-OUT-SVI



IP access 1list TAC-OUT-SVI

statistics per-entry

10 permit ip 192.168.20.2/32 192.168.0.10/32 [match=5] >>>
20 permit ip 192.168.0.10/32 192.168.20.2/32 [match=0]

30 permit ip any any [match=0]

configuration associated:

interface Vl1anl0

no shutdown

ip access-group TAC-IN-SVI in

ip access-group TAC-OUT-SVI out >>>>
ip address 192.168.10.1/30

O] AT E 7|H 22 NoK-30MH 2 ICMP 2% mHZloMH= mZ! £40| gigS

. Ch2 A= ChS CIHHOIA(CHA NOK-1)2 Z135t04 NOK-30 A S U8t 40

0| £ AlE|=x| &Qlst= 7dQ|L|C}.

« RACL SHIE N9K-27} N9K-30{| M A|RtE|= 57H0] ICMP & THZlg ME &

CH.

N9K-1# show ip access-1lists TAC-IN

IP access 1ist TAC-IN

statistics per-entry

10 permit ip 192.168.20.2/32 192.168.0.10/32 [match=5] >>>>
20 permit ip 192.168.0.10/32 192.168.20.2/32 [match=0]

30 permit ip any any [match=0]

NOK-12| Eth1/101l CHEF &t24 Zdxm|28|0|M.

interface Ethernetl/1

description ***Link-to-N9K-2%*%*

ip access-group TAC-IN in >>> RACL
ip access-group TAC-OUT out

ip address 192.168.10.2/30

no shutdown
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A= K| &olsloF gfLCt.
« N9K-10{M ICMP 8¢ mZ!2 FX5t24H Eth1/10] 4 E PACL(TAC-IN)2 & Qlafof &L
Ct.

N9K-2# show ip access-lists TAC-IN

IP access 1list TAC-IN

statistics per-entry

10 permit ip 192.168.20.2/32 192.168.0.10/32 [match=0]

20 permit ip 192.168.0.10/32 192.168.20.2/32 [match=5] >>> 5 icmp reply comming from 192.168.0.10 to 19

30 permit ip any any [match=0]

interface Ethernetl/1

description ***Link-to-N9K-1%**

switchport

switchport access vlan 10

ip port access-group TAC-IN in >>> PACL (Inboud direction only)
no shutdown
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N9K-2# show ip access-lists TAC-OUT-SVI

IP access 1list TAC-OUT-SVI

statistics per-entry

10 permit ip 192.168.20.2/32 192.168.0.10/32 [match=0]

20 permit ip 192.168.0.10/32 192.168.20.2/32 [match=5] >>> 5 ICMP reply packets are being sent out to N

e
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interface Vlanl0

no shutdown

ip access-group TAC-IN-SVI in

ip access-group TAC-OUT-SVI out >>> RACL outboud direccion
ip address 192.168.20.1/30

¢l £242| A CL FI2E{E 7[8t2 2 N9K-10| 57H2| ICMP S & A& N9K-20{ SHIEH L1 X
S &t0|

204 M N9K-32 2 1m{Z!o| & A E|X| ot &L|Ct.
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« 5742 ICMP I§Z!0| N9K-1 Lo0(192.168.0.10)0ll A 2= ICMP 3|Alofl CHEF ACL TAC-INO| =
=5t= W0l =HelE|R&LIct
o RtAMIS| 2 otE 2{ Eth1/40{ 74 E RACL(TAC-IN) AE Sl ofF g L|C}.

N9K-3# sh ip access-1lists TAC-IN

IP access Tist TAC-IN

statistics per-entry

10 permit ip 192.168.20.2/32 192.168.0.10/32 [match=0]

20 permit ip 192.168.0.10/32 192.168.20.2/32 [match=5] >>> 5 icmp replies comming from LoO N9K-1
30 permit ip any any [match=0]
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interface Ethernetl/4
description ***Link-to-N9K-2%**
ip access-group TAC-IN in >>>
ip access-group TAC-OUT out

ip address 192.168.20.2/30

no shutdown
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