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2ol EA|E! CHE Apply as Filter(ZE{Z X&) > Selected(MEH)E MEHFLICE.

L] { 1 BE3
No. Time Source Protocol  Length Info
32 12.789387 10.1.2.1 S ICMP 148 Echo (ping) request
33 12.789507 10.1.2.1 e ICMP 148 Echo (ping) request
34 12.789516 10.1.1.1 Apply as Column Rl ICMP 148 Echo (ping) reply
35 12.789546 10.1.1.1 TS - - " (ping) reply
36 12.790321 10.1.2.1 Prepare as Filter e (ping) request
37 12.790332 10.1.2.1 Conversation Filter (L Seectec (ping) request
38 12.790410 10.1.1.1 Colorize with Filter »o TOTEECE (ping) reply
39 12.790444 10.1.1.1 Feliow o (ping) reply
40 12.791299 10.1.2.1 If0 Graph > (ping) request
41 12.791308 10.1.2.1 Copy > (ping) request
RS e ™ Show Packet Bytes... 420 i —— — =
Generic Routing Encapsulation (ERSPAN) ExportPacket Bytes.. X
Encapsulated Remote Switch Packet ANal iy protacol Page
OP01 .ivs sasa saas = Version: Type Filter Field Reference
. 0001 0110 @111 = Vlan: 359 Protocol Preferences L2
111, .ive tine ansa = C0S5: 7 o Decode As... 53U
el Benn dine aeas = Encap: Origina
Bie vien anaa = Truncated: Not
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Fabric(Z{ 2 2!) > Access Policies(2M|A &2 > Policies(Z24) > Troubleshooting(EA| 51Z) >
SPAN > SPAN Destination Groups(SPAN CH4F 2 &)0{| M



Create SPAN Destination Group

Name

Description:

Destination Type:

Destination EPG

SPAN Version

Enforce SPAN Version:

Destination IP:

Source IP/Prefix

Flow I1D:
TTL:
MTU:

DSCP:

. All-dst-jr-flowid

optional

EPG Access Interface )

Sr @@ AL

Tenant Application Profile
: Version 2

O

10.0.0.1

:|[10.255.0.016

1
64

Lo

BO0DO

&

Unspecified

= BHml cHA 220 A flow-id 28 FAIEFLICE

manitor
EPG



Create SPAN Destinatioi Gioup

Name: | All-dst-jr-flowid2

Description: |optional

Destination Type: EPG Access Interface )

@ AL

Application Profile

Destination EPG: |jr

Tenant

SPAN Version: Version 2

Enforce SPAN Version: [_]

Destination IP: | 10.0.0.1

Source IP/Prefix: 110.255.0.0/16
Flow 1D: | 2

TTL: |64

s

MTU: {8000

DSCP: | Unspecified

maonitor
EPG

EtAH|. SRCO]|

X 4= Eaf=Zlof it Span

LA M

Fabric(ZfE 2]) > Access Policies(HAM|A Z2H) > Policies(Z%H) > Troubleshooting(EA| s11Z4) >
SPAN > SPAN Source Groups(SPAN &4 T1&)0{ A

Create SPAN Source Group

Name: | Src-jr-1

optional

Disabled Enabled

Description:

Admin State:

Filter Group: | select an option
Destination Group: | All-dst-jr-flowid1 i
Create Sources
Name Direction Source EPG
B2 EPGE F7lst0o{ EBfEE O HE{ZELICL

Al
=

& @

Source Paths

& 9| 0f = Tenant jr Application Profile ALL



ol EPG 4QlL|Ct.
Create SPAN Source ®

Name: APP-epg-jr

Description: | optional

Direction: Incoming Outgoing )

Filter Group: | select an option

Span Drop Packets: []

Type: EPG Routed Outside )

Source EPG: jr @ Al app

Tenant Application Profile EPG

Add Source Access Paths

Source Access Path

Pod-1/Node-101/VPC-ESX-169
| Pod-1/Node-102/VPC-ESX-169

2bEtA|. DSTO| 2 A4 E Ef=lof CHEF Span A4 M

Fabric(ZH £ 2]) > Access Policies( M| A &) > Policies(Z*) > Troubleshooting(E Al s Z) >
SPAN > SPAN Source Groups(SPAN &A T15)0{ A



Create SPAN Source

Description: | optional

Direction: Incoming

Outgoing )

Filter Group: select an option

Span Drop Packets: []

Routed Qutside )

Source EPG: | jr ALL db
Tenant Application Profile EPG
Add Source Access Paths
W+

Source Access Path
| Pod-1/Node-103/ethi/6

%'E‘Hn'_li |_|' ol"—lEl‘ EPG DBX x7|'0|'0:| EEHE% '| Ls =

Create SPAN Source Group

Name: Src-epg-2

Description: | optional

Admin State: Disabled Enabled

Filter Group: select an option

Destination Group:  All-dst-jr-flowid2

Create Sources

Name Direction Source EPG Source Paths

3EHA|. B2 Wireshark 249
= X| &Ql5to{ ACI THE 2! LHo|

[o][]

O| ool M= ICMP 2% mZ!lo| 71 ICMP & mHZ!o| =9} YUX|
mfZ! E8to| QIS S EolgtLct

wiresharkO| A ZHZA{E 20{ SRC L DST IP2} & 74 £ El SPAN ID /Flow-IDE Al235t01 ZE|E

SIF LI



<ffroot>

(erspan. spani d
and

) && (ip.src==

and ip.dst ==

<#root>
== 10.1.1.1)

== 10.1.2.1 and ip. dst

(erspan.spanid == 1 and icnp) && (ip.src==

Displayed packet is the same amount as sent(ZA|E! I{Z/0| ™
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I | (erspan.spanid == 1 and icmp) && (ip.src== 10.1.2.1 and ip.dst == 10.1.1.1) B -
No. Time Source Destination Protocol  Length Info
- 33 12.789507 10.1.2.1 10.1.1.1 ICMP 148 Echo (ping) request
37 12.790332 10.1.2.1 10.1.1.1 IcMP 148 Echo (ping) request
41 12.791308 10.1.2.1 10.1.1.1 IcmMp 148 Echo (ping) request
45 12.792088 10.1.2.1 10.1.1.1 ICMP 148 Echo (ping) request
49 12.792891 10.1.2.1 10.1.1.1 ICMP 148 Echo (ping) reguest
53 12.793663 10.1.2.1 10.1.1.1 ICMP 148 Echo (ping) request
57 12.794455 19.1.2.1 10.1.1.1 ICMP 148 Echo (ping) reguest
61 12.795259 10.1.2.1 10.1.1.1 ICMP 148 Echo (ping) request
65 12.796080 10.1.2.1 10.1.1.1 ICMP 148 Echo (ping) request
69 12.796812 1@.1.2.1 10.1.1.1 ICMP 148 Echo (ping) reguest
Frame 33: 148 bytes on wire (1184 bits), 148 bytes captured (1184 bits)
Ethernet II, Src: Cisco_f8:19:ff (00:22:bd:f8:19:ff), Dst: VMware_b7:4c:66 (00:50:56:b7:4c:66)
Internet Protocol Version 4, Src: 10.255.0.182, Dst: 19.0.0.1
Generic Routing Encapsulation (ERSPAN)
Encapsulated Remote Switch Packet ANalysis Type II
BB0L .... cien waas = Version: Type II (1)
+.0. 1010 0111 1110 = Vlan: 2686
000. .... .... = C0S: @
e+l @... .ia. ... = Encap: Originally 802.1Q encapsulated (2)
vens a@uy wuwe wae. = Truncated: Not truncated (@)
...... 00 0000 0001 = SpanID: 1
AAGG ARAGR AARR = Recaruard: QA
O Ed SpaniD (erspan.spanid), 10 bits Packats: 4109 - Displayed: 1000 [24.3%) Profile:
C}S SPAN ID2| 42 Zrotof LICH J&HX| i 2 A< mZlo| EE! LiFo| EELIR&LICH
ZHE:
(erspan.spanid == 2 and icmp) && (ip.src== 10.1.2.1 and 1ip.dst == 10.1.1.1)
Am @ B RGO Re=2 75 &, 5 & & & I [
|l | (erspan.spanid == 2 and icmp) && (ip.src== 10.1.2.1 and ip.dst == 10.1.1.1) I
No. Time Source Destination Protocol Length Info
32 12.789387 10.1.2.1 1O ICMP 148 Echo (ping) requ
36 12.790321 10.1.2.1 10.1.1.1 ICMP 148 Echo (ping) requ
40 12.791299 7)o aks 205 Al 10 lelaal ICMP 148 Echo (ping) requ
44 12.792076 10.1.2.1 l10.1.1.1 ICMP 148 Echo (ping) requ
48 12.792880 10.1.2.1 10.1.1.1 ICMP 148 Echo (ping) requ
52 12.793654 10.1.2.1 10.1.1.1 ICMP 148 Echo (ping) requ
56 12.794434 10.1.2.1 10.1.1.1 ICMP 148 Echo (ping) requ
60 12.795250 10.1.2.1 10.1.1.1 ICMP 148 Echo (ping) requ
64 12.796038 10.1.2.1 10.1.1.1 ICMP 148 Echo (ping) requ
68 12.796797 10.1.2.1 10.1.1.1 ICMP 148 Echo (pingl requ

Frame 32:

Ethernet II, Src:
Internet Protocol Version 4, Src:
Generic Routing Encapsulation (ERSPAN)

148 bytes on wire (1184 bits),
Cisco_f8:19:ff (00:22:bd:f8:19:ff),
10.255.0.103, Dst: 10.0.0.1

'

Encapsulated Remote Switch Packet ANalysis Type II

0001 .... saas

...« 0001 0110 2111 = Vlan: 359
111, sans waes = C0s: 7
1 Buee vaus =
sens a@er wenn wean =
...... 00 0000 0010 = SpanID: 2

ARAR ANAR AARA

() ¥  spaniD (erspan.spanid), 10 bits

Version: Type II (1)

= Recaruved- @A

148 bytes captured (1184 bits)
Dst: VMware_b7:4c:66 (00:50:56:b7:4c:66)

Encap: Originally 802.10Q encapsulated (2)
Truncated: Not truncated (@)

Packets: 4109

~

Displayed: 1000 (24.3%




<{froot>
Switch#

vsh_lc -c “clear platforminternal counters port

<ffroot>

LEAF3#

vsh_lc -c “clear platforminternal counters port 6"

LEAF1#

vsh_Ic -c “clear platforminternal counters port 45"

LEAF2#

vsh_lc -c “clear platforminternal counters port 45"
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RX & TXofl CiEH 2 & Leafoll A 2 E{7 &3

<ttroot>

vsh_lc -c ‘show platforminternal counters port



" | grep X_PKT

Ct2 ol ME T 27|17t 512K CH 3.1 10242t BH&LCH

<{froot>
LEAF101#

vsh_lc -c "show platforminternal counters port 45 " | grep X _PKT

RX_PKTOK 1187
RX_PKTTOTAL 1187
RX_PKT_LT64 0
RX_PKT_64 0
RX_PKT_65 1179
RX_PKT_128 8
RX_PKT_256 0
RX_PKT_512 0 <<
RX_PKT_1024 0
RX_PKT_1519 0
RX_PKT_2048 0
RX_PKT_4096 7
RX_PKT_8192 43
RX_PKT_GT9216 0
TX_PKTOK 3865
TX_PKTTOTAL 3865
TX_PKT_LT64 0
TX_PKT_64 0
TX_PKT_65 3842
TX_PKT_128 17
TX_PKT_256 6
TX_PKT_512 0 <<
TX_PKT_1024 10
TX_PKT_1519 3
TX_PKT_2048 662
TX_PKT_4096 0
TX_PKT_8192 0
TX_PKT_GT9216 0

O| BtAl= mZ!lo| ME &l 0 s sHok gfLICt.

Ef

1
12

s2 =
B T
Me1 10.1.2.104 44 100074 2| THZ! 0] 5202| THZ! 272 TS ELICH

E2HZ0| RX0|M A|EtE|= Leaf 103 QIE{H[O|A 1/604| A & QI LICY.



<#root>
grep X_PKT_512

MXS2-LF103#
vsh_lc -c "show platforminternal counters port 6 "
RX_PKT_512 1000
TX_PKT_512 647

1000 IHZ! RXO|X|BF 64771t 3|Ao 2 MES A& LICEH
CHS EHAl= CHE Mol g4l QIE{H|O|AE & lstsE ZdlLCt.

Leaf1022| B

<#root>
MXS2-LF102#
vsh_lc -c "show platforminternal counters port 45 " grep X_PKT_512
RX_PKT_512 0
TX_PKT_512 1000
220l M 2HE ArXISHR] it &LICH
Bt IjZ! TXO| S Y YeULich.

I{Z! 6470|0H ACIoi| o8t

<{froot>

MXS2-LF101#
grep X_PKT_512

'show platforminternal counters port 45 " |

vsh_lc -c '

RX_PKT_512 647
0

TX_PKT_512

e e

rkl

ACI Intra-Fabric Forwarding &4 sHZ3 - 7F&d%d AFA



https://www.cisco.com/c/en/us/support/docs/cloud-systems-management/application-policy-infrastructure-controller-apic/217991-troubleshoot-aci-intra-fabric-forwarding.html
https://www.cisco.com/c/en/us/support/docs/cloud-systems-management/application-policy-infrastructure-controller-apic/217991-troubleshoot-aci-intra-fabric-forwarding.html
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