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2. Configure security questions(Z
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Audit Logs Change password Security questions

Data Sourcas
Security questions
Set up security questions to belp recover your account if you forget your password, You must answer all gquestions.

System

P —— Quaestion 1

Select a security question

Anmwor

Question 2 *

Sedect a security question

Answer

Quastion 3 °

Select a security question

Angwer

Question 4 °

Select a secunty quastion

Answer

Quastion 5

Sedoct a security question

Answar
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Audit Logs Change password Security questions

Data Sources

Change password

Choose a strong password that contains the following:
System s i g

Configuration
& Minimum 15-character length

& At least one uppercase character
@ At least one lowercase character
& At least one numeric character

& At least one special character

Password

Show

New password

Show

Confirm password

Show

HofHE HIZHS RH™



Forgot your password?

Enter your username to begin the password recovery process.

Username

Enter YOour username

Continue Back to login
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Verify Identity
Answer the following security questions to verify your identity

What city were you born in?
Enter your answer
What is your mother's maiden name?

Enter your answer
What was the name of your elementary school?

Enter your answer
Back to login

Verify and continue
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Set New Password
Choose a strong password that contains the following:

@ Minimum 15-character length

Q At least one uppercase character
@ At least one lowercase character
@ At least one numeric character

@ At least one special character

New password

Show

Confirm password

Reset password Back to login
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SAML ACS A= Z 9|
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Single Sign-On URL

https://mymanagementhost.mydomain.

com/saml/acs
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https://mymanagementhost.mydomain.com/saml/logout
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1. System Settings(A|A & A7%)0{ M System Configuration(A|AE! 71| 2240]A) > Identity
Providers(ID M3 AH)& MEHEFLICt ID MSAH HO|X|7F EAIE LICEH

dg systemSottings ’ Identity Providers

4% Activity & Logs

4
System s l

@ Configuration

No identity provider added yet
Add an identity pro et started

Add identity provider

2. Add Identity Provider& 2 =!gfLICt. Add Identity Provider T O|X|7} Z A|ElLICH.
‘el 1Q Link

System Settings » < ldentity Providers

Add Identity Provider

Connection Management

Activity & Logs Identity provider name *

Enter identity provider name

System
Configuration Domains

Enter domain names

Organization |DP metadata *

&

Select or drag file to this area to upload

Only one file can be uploaded at 5 MB or less

C. Enable single log out (SLO)

Save Cancel
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Cisco IQ Link_IDP

Map identity provider roles to system roles to assign permissions.

Map user roles

IDP role System role

General Account...
General Account...
Select option
Select option
Select option

+ Add identity provider role
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Edit Identity Provider

Identity provider name

Domains
Enter domain names

cisco.com X
Organization IDP metadata *

&y

Select or drag file to this area to upload
Only one file can be uploaded at 5 MB or less
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ADFS M (Windows Server)oil CHEH 22| M A

AD FS MHE{2| PowerShell M| A

AD FS2} Cisco IQ Zte| HIEX 3 14
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ADFS MH Zix|32fo|M

g5 MY of]

Cisco IQ FQDN MNEAHIZ ZAE O|E devxx-23.CX-XXX-XXX.CiSC0.com
ADFS MH{ URL AMEXHAD FS MH T4 https://ad-fs.dev.local

3IAF ZH 2l O|lHY =2l company.com

AD OE ,gcl:év)e Directory 1& DN(TZMH|2! CN=043 - CXIQ 7HEF Rt

AD FS AMH{ 744

AD FSE F5t24H

1. System Settings(A|AE] A7%)0l| A System Configuration(A|AE! Z41| 2124 0|4M) > Identity
Providers(ID M3 AHE MERFLICE ID M3 A HO[X|7F EA|E LICE.

Identity Providers
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2. Download SP public certificate and Download SP metadata(SP & QIS AM CIRZE 2 SP
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4. AD FS AMu{of 21QlgrL|ct.
5. AD FS Management(AD FS #2|) M0l A Relying Party Trust(& At&t Trust)& 2 =!8 LICH
6. Relying Party Trust H|0llA Add Relying Party TrustS 22/gfL|Ct A OFHARZF D20t

7. Claims Aware 2IC|2 HE S &g LICt.

8. Start(Al%)& Z2lsto{ ZL|aeloldE TIefL|ct
9. mbUoil M A2 G ALKLOf CHEH IOl 7HX27|E Z=IELCH.
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11. Next(CHZ)E Z=IgfLICt.
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13. Choose Access Control Policy(4AM|A 0] Z=H AMEH) 1| 0| X|0f| A Permit everyone(2 5 &1
E)(Ee =2o| 2ot ATz o|Moi Eest MA)g FEgLct

14, LF{X| 3H2H01| A Next(CH2)2 2 2/8tLC},

15. Close(E271)& 22!5t04 S ALK} Trust AI[2Ei|0|ME 2t = FLICH
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1. GAMX EBH{AE Q| O|F(0dl: "Cisco IQ - Stage")= Ho|gL|Ct.

“Cisco IQ - Stage”

$relyingPartyName

2. A8K HE 4 OF HB{AE Cisco IQ0| MEES 20
$claimRules = @’
@RuleTemplate = “LdapClaims”
@RuleName = “Send Email and Name”
c:[Type == “http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname”, Issuer == “AD
=> issue(store = “Active Directory”, types = (“http://schemas.xmlsoap.org/ws/2005/05/identity/claims/em
@RuleName = “Transform Email to NameID”
c:[Type == “http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress”]
=> issue(Type = “http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier”, Issuer = c.Issu
@RuleName = “Send Group Membership”
c:[Type == “http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname”, Issuer == “AD
= “Active Directory”, types = (“http://schemas.xmlsoap.org/claims/Group”), query = “;mem

=> issue(store
‘@@
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Set-AdfsRelyingPartyTrust -TargetName $relyingPartyName -IssuanceTransformRules $claimRules
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$username = “testuser

$searcher = [adsisearcher]“(samaccountname=$username)

$user = $searcher.FindOne()
3. ALt &3t JEE EAIELICE
$user.Properties.memberof

£29 of:

CN=Role - CXIQ Developers,0OU=Role Groups,DC=dev,DC=local

SP M QIEME RIS E = AD FS 74
1. AD FS M0 M SP @I5 ME TrustedPeople XMEAZ 7FXK{SLIC}

Import-Certificate -FilePath “C:-provider-certificate.crt” -CertStorelLocation “Cert:”

2.Chg &M & otLHE MEiEL|Ch

1:SP QIE M= ADFS7F EZF AZ ®21
L|C}.

S

-

ok >k

-

7R

« O MZ| FARtO CHal TFH 2 2 A2

s
il

olg Sall WEY + o IR 215 JlgrollA



Set-AdfsRelyingPartyTrust °

-TargetIdentifier

-SigningCertificateRevocationCheck None °

-EncryptionCertificateRevocationCheck None
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Import-Certificate -FilePath “C:-iq-onprem-ca.cer” -CertStorelLocation “Cert:”

3. ADFS AMH|AE CtA| A|ZH5t0] B4Z3 AlE2 M8t

Restart-Service adfssrv

AD FS HEIH|O|E LHE L} 7|

PowerShell EE£ ¥ HEIRX{E Al235l0{ ADFS HIEICI|O|E{E CIR2EE £ Q& LCt.

PowerShell
PowerShell2 Al23t04 AD FS HIEIH|O|E{E LHE LHE{™
1. AD FS AMH{0{ A PowerShell2 iL|LC}.

2. CtE P2 ddstod HEHO|H TS Ct2 2= 8L

$metadatalrl = (Get-AdfsEndpoint | Where-Object {$_.Protocol -eq “Federation Metadata”}).FullUrl
Invoke-WebRequest -Uri $metadataUrl.AbsoluteUri -OutFile “C:-metadata.xml”

Write-Host “ADFS metadata exported to C:-metadata.xml” -ForegroundColor Green
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e HElRKX{E Al25t04 ADFS HIEH|O|E{E LHE Li2{H

1. https://<your-adfs-server>/FederationMetadata/2007-06/FederationMetadata.xmIS £ O|S &
LICH
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2. <your-adfs-server>& ADFS MHS| ZAE O|§2 2 HtELICE

3. HIAIRIZF E A|=|2d HIELC| OB XML It AHFE{ofl ME = LICEH.
AD FS IDP &7t

1. Identity Providers(ID X| 3 At) T 0| X|0{|A{ Add ID provider(ID M3 At F7HE 2 =2IgLct.
2.1D 32Xt 0| L=FLICH

3. =HI@l(0dl: company.com)2 l248tL|C}.

4. (MEY4 ALE) 22 BF AR Enable single logout(EtY 21012 M3 EZ HES ZLIC

5. IDP O Z 2|7{|0]MHof A &2 SAML HIEHH|O[E It &= Upload IDP Metadata(IDP M|E}CH| O|E
U2C) LWeof TBo| ML YR EFLICH

SN oao gt oiEo| 22 E WK 2EN7F "Incomplete(O|2t2)"2 EA|ELICH Ol HAHQI
X

g D EE F35t7| o Active Directoryoil M OHE| ASE 2EE &2 &= JUeX| HelggLIcH
Active Directory0il A I & & ' 284™ Ct& PowerShell B2 A~ eLICtH

$searcher = New-Object DirectoryServices.DirectorySearcher
$searcher.Filter = “(&(objectClass=group) (cn=Role - CXIQ*))”

$searcher.PropertiesToLoad.Add(“distinguishedName”) | Out-Null



$searcher.PropertiesToLoad.Add(“cn”) | Out-Null

$searcher.FindA11() | ForEach-Object { $_.Properties[“distinguishedname”] }
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|ABI2 LDAPE &all &% Active DirectoryE #E2|tE22 F71 2E0| 2 i&LIct O
= & DN(Distinguished Name) @Al 2 dretEILICH of:
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,DC=dev DC=04[,DC=com

L J50| LHFEIX| of2 B2 EE[XIt Active Directoryoi A{ EFHE0{0F AD FS & OHEE &t =
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1. &7tE! IDPO M More Options(F 7t &) 0tO|Z > Map Roles(Q& OHE)E MEAEFLICH [At
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Map identity provider roles to system roles to assign permissions.

Map user roles

IDP role System role
General Account... &)
General Account... ()
Select option
Select option
Select option

- Add identity provider role

2. MEASE A[AR] odghof CHE IDP FE 2 AUASIAMAIR. X|HE[= AIAR JE2 O3 Z&L
Ct.
« general_account_administrator: gt A& ZE|Xt= MBS ZE 2YS - = AUs

D E #HerE 7HELICH IDP HE(FE EME 0|F)2 CXIQ Admins & LIC.

- general_account__viewer: &t A Fo{ol= 47| & HAMA Mol JU&LICH IDP
AT E EME 0|8)2 CXIQ Developers ! CXIQ Viewer&!L|C}.
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Configure SCP Server
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Password

Save Cancel
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Reschedule Update
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Current version
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SSL Certificates
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Configuration L

Select or drag file to this area to upload
Only one .txt file can ba uploaded

l:) Enable custom 551 certificate

Save Cancel
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A Enable Certificate?

Enabling custom SSL certificate will disable the default self-signed certificate.

Cancel Enable certificate
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g orem
Configuration
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Default System Certificate Cisco 1Q On-Prem Default CA April 10, 2046
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+ Add syslog server
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View and man:

2. Connectivity settings(21Zd MH)E Z2|gfL|C}.
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2 o System Settings b & 1Q Connectivity

Connectivity Settings

&° Connection Management

& Activity & Logs @) Enable proxy

Proxy/hostname IP
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dg systemSeitings d Connection Management
&% Connection Managemant Connections  Crodentials  Assats
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[B4  Catalyst Center + 1, Directconnection  +
@ System
Configuration

Configured Connections

Scheduling

Discovery and Inventory Collection Ti Edit

4:00 AM CEST
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‘o System Settings « Connection Management

Add Catalyst Center
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Connection Management IP address IP address f FQDN
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System Settings Connection Management

Connection Management Connections Credentials Assets

Activity & Logs

[l Catalyst Center li, Direct Connection
System
Configuration

Configured Connections

Catalyst Center @ 1instances connected

Scheduling

Discovery and Inventory Collection Times Edit

Discovery Weekly on Sundays at 04:00 AM CEST

Inventory collection  Daily at 02:00 AM CEST
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Schedule Inventory Frequency
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Edit Application Banner
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Activity & Logs (P Enable banner
Banner color
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Configuration

Banner title (optional)

Banner content
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C ITnp | ) Bottom ) Both
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Everyone is requested to pay attention.
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Edit Application Banner

(] Enable banner

Banner color
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Banner content
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Gateway IP

DNS List

Search Domain
NTP List
Hostname

System Diagnostics
Help
About
Quit
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Navigation Main Menu >
Please provide the following server connection details:
Enter SCP/SFTP Server Address:

Enter SCP/SFTP Server Port (e.g. 22):

Enter SCP/SFTP Server Path (e.g. /var/log/support/):

[1] SCP (Secure Copy Protocol) - Default
[2] SFTP (SSH File Transfer Protocol)

Select protocol /[2] (default: SCP): 1
scp

Enter Username:
Enter Password:

Continue with System Diagnostics? ([clontinue/[Black): [J
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3. SCP/SFTP M FAE =T LICH



4. SCP/SFTP M ZEE l24stL|C}.

5. SCP/SFTP M B2 & U=FLICH

8. Password(H|ZH#H5)E =4gtLct.
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Navigation Main Menu > System Diagnostics

Checking Reachability

Collecting System Info

Collecting Kubernetes Info

Collecting Logs

Preparing System Diagnostics Bundle
Uploading System Diagnostics Bundle

System Diagnostics Bundle is 'CIQ_Diagnostic

Press Enter to return to main menu...J
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