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Welcome to Cisco Security Cloud

na-reply-security@cisco, com <no-reply-secunty@cisco.com>

To:

N

Welcome to Cisco Security Cloud

Thanik you 1or Choasing iGisco] Your SLSCn g |
iRk i now ready o be claimed in Security Cloud using dlaim code CWLG-
RN N . You will need & Security Cloud Sign On acoount 1o daim your subscriplion,

Fiesshinw the products on this subscription, listed at the end of this email. Il you already have one
of these products and would like 1o apply the subscriplion kcenses 10 an existing product, contact
product support or Gisco Customer Success belore you clalm your subscription.

To claim your subscription:

1. Sign In ko security.claco.com with your Security Cloud Sign On account. If this is your first
time signing In to Security Clowd Contrel, a new organization will be created for you
auvicmatically to associate with the subscription. If your account ks associated with multiple
organizations, select the desired organization from the Organlzation menu

Click Claim Subscripiion.

Entar your subscription claim code IR 5nd follow the on-screan
instructions 1o review and claim your subscription

For delabed instrucBions on claiming your subsoripbicn, ass tha documsn

A< Create new organization
iii. New Organization name(M Z% 0|&) Z =0 M =% 0|

iv. Region deployment E&LCH2 HFollAM ST x|



https://control.security.cisco.com
https://control.security.cisco.com
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Select Organization

[ Create new organization / (x) W 1

New organization name *

[JEJEH:::EEE 1.,_____ ]
50 character imit -hh'”\-______‘

Reglon deployment *

Europe e J

This salaction sets the praferred region for all products and services in this
I. organization, See your Product's Privacy Data sheet on the Trust Portal to confirm
regional availability
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sibre  security Cloud Control

Subscriptions
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Subscriptions

B350166_secure-access Externally managed ()

End date: —
Product ,’J Region Entitlements Status
Clsco Sacure ACCEss Global 0 -

i. 37 I EE =50 CHSS MEHEHLICE.

Claim Subscription

o Enter subscriglion clalm codea Enter E'i.lbﬂ-f.':l"lptlﬂ'n l'.'i'-Elﬂ"I ﬁf.'id'ﬂ

Ty g, enber your Claim oot Belovw and click Met, For détailed
instructicns plesse read cur documentation 07 .

Subscription claim codo *

Sl - ZEENH
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Rewview products

() Enter subseription claim coda
To use an exsting inslance instead of creating & rew ong, choose Afach sxisting

ﬂ Rerahaw products
Instance from the dicpalomn manu Tor the preduc. Post - claim actions may dio be
rdpangdl 1o SOl IESEraad B0 S0l BROOUCT INEREMEE,
Read documssnitation Tor more detalls 5
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A Claim subscription

Claiming this subscription will associate the subscription details, including
subscription ID and product licenses, with the JaleroSSE organization,

Cancel

- 2ol 2 Z2HIMEIE d3Mez 2R ol €S E ZE MES EAlStE 047(9t &
At MEAZ B 1| 0[X|E 7HR{QFoF BfLICH.

Subscriptions

ﬂ Subscription successtully claimed, .

Products will Appear in the navigation shorly, Ondd your produects ane fully activated, you Can dCCess thim
from the left-hand navigation or the platform navigator at the top of the page, After activation, configurne
your role- based access controls 1o ensure proper user parmissions,

Product and service activation status 1

5,

Cisco Secure Access DNS Advantage Start date 09/1B/2025

8350166_secure-access Extemally managed (1)

End date —
Product Regioen Entitlemants Status
Clsco Secure Access Global 0 o

f8643562-d914-4582-a95d-49cf392c757d
End date; —

Product Reglen Entitiements Status

Clsoo Security Cloud Control Firewall

E 1 Activated
Management Base urope o



Product and service activation status 1

Cisco Secure Access DNS Advantage Start date 09/16/2025 | Action required

Lt. Appy license 41E4:



Cisco Secure Access DNS =
Advantage

Subscription 1D f——— e
Y
e et e

Apply Hcense to an existing Instance

Tha following Clsco Sacure Access DNS Advantage

INSlances ane Associated with your CisCo SeCurity
Cloud organization. Select an instance and click

Apply license.

(@) Cisco Securs Access  Externally managed
Instancea ID 8330966
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Multifactor authentication

Click on Finlsh or set up Google Authenticator as
an additional MFA option,

g Do ) Ercobad

21¢0lo| #FQlE|H 07| &l HAIX|E #otok gLICH SAML §&0| 72| 2t 8xle RI™LIch

[ ] login.umbrella.com/sso_test_s

=o login.umbrella.com/sso_test_success

Success!

You have successfully configured your SAML provider. You may now close this modal.

37 CH SAML Dashboard User Configuration(SAML CHA|2E AL A ZAI|22|0|MH) RES=Z
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SAML Dashboard User Configuration

e 1 of 2
Verify Cisco Security Cloud Sign On
I..Islng Cisco Sucuriq,r Cloud Slgn On as your SAML provider for Umbrella requings all accounts in this nrganizalinn o almad'.- haye ar.isﬁng Cisco S&cumy Cloud Sign On
accounts, and for t(hose accounts 1o have the Cisco Umbrella app assigned. You can create Ciscd Security Cloud Sign On accounts and assign the Cisco Umbrella app at
httpssf fsign -on.security.cisco.com,

Please verily your Cisco Security Cloud Sign On account by clicking the " Test Configuration”™ button below.

9 Your SAML settings have been properly configured!
CANGEL PREVIOUS
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SAML Dashboard User Configuration

Save and Notify
After clicking 'Save’, all users in your organization will be required to use the single sign-on service rather than a password, Umbrella will send an emall to every

administrative user In the dashboard, stating their password has been removed from their account.

If you disable the single sign-on service in the future, all users in your dashboard will be emailed a link 1o reset their passwords and their old passwords are not
restored.

Block page bypass users will no longer work once SAML is enabled. Instead, you must use codes for bypassing block pages. For more information, read here.

PREVIOUS SAVE AND NOTIFY USERS

Two step verification with Umbrella is not available when SAML is enabled. Instead, use the two factor options available with your 380 provider.

SAML Z1x|1gfo|M gt =:
SAML Dashboard User Configuration

ﬂ Cisco Umbrella supports Security Assertion Markup Language or SAML for logins to the Umbrella dashboard. This allows you to provide single sign-on (S50) access wo
Umbrella using enterprise identity providers such as Okta, Onelogin, Azure and Ping lentity. SAML S50 is avallable to all Cisco Umbrella dashboard users. For more
information, see Umbrella's Help.

Status  © Enabled
Provider Cisco Security Cloud Sign On

DISABLE CONFIGURE
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Prerequisites © 33 prorequishios done

Start Upgrade S NorSwmed -~

Clicking Upgrate genaraties your nénw Secune Actess ofganization {and dashboard) and coples your Umbnslia configurations to Secune Access. Umbrella
confinues 10 operate during this process and your organizaticn |s always protected. Help 7

Upgrading to Secure Access

Ganerates a vew Secure Access ofganization (organization UAL does not changal,
and copies DNS policies and components to Secure ACCeSS policy rules,

« YIP0|EE HSE £ USLICH

Start Upgrade S InProgress .

Glicking Upgracs generates your niw Secunk ACCHSS organization (and dashboard) and copies your Umbolla configurations 1o Securs Access, Umbnell
continues 1o oparate duing this process and your organization is always protectod, Help 03

-

Upgrading to Secure ADCess...

Yo can exit and return to this page at any time. Changes are automatically saved.

- $RE|M ChE IR 22 HoIXIE Thxietof Fc



Start Upgrade Y p GDone

Clicking Upgrade generates your new Secure Access organization {and dashboard) and coples your Umbrella configurations to Secure Access. Umbrella

continues 1o operate during this procass and your organization is always protected. Help (3

Upgrade Success.

YOUF new Emem-ﬁsonganlzallon has been successiully ﬂmﬁd and i3 now listed
in Umbralla’s navigation menu. To review your new Secure Access deploymaent, click

Secuns ACORSS.

Umirella DNS policies have been copsed and converted 1o Secure Access policy rubes, All
deployment and policy components, inciuding identities (sources) and Admin setlings, ane
shared between Secure Access and Umbrella. Any changes 1o these shared components
are automatically updated in the other organization.

Application seltings and policy ane not shared between the two dashboards, so changes
are not reflected between Secure Access and Umbrella,

Usmbralla and Secure ACCEss ane NoW nunning simultanecusly, but traffic is only steered
through Umbrella. Complete the upgrade process and redirect traflic to Secure Access,

WView rules in Secure Access m

8. EBiEig Hot AMAR 2lc|HM

Redirect Traffic © Mot Started -~

Hedp .
Redirect your nrganlzmh::n's IdEI‘lbﬁ' traffic 50 that it I3 steerad H'Ir'ﬂl.lgh Secure Access. You must mﬂ.mjﬂ]l’g.' galact which ||:|Eﬂ1|'|‘!||' trafic Is upgraded to be stesnad

theough Secure ACCESS.

Redirecting traffic to Secure Access

Upgrades traffic steering so that Identity (Source)
traffic is steerad through Secure Access.

— 3
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Redirect Traffic to Secure Access
Salect which Umbrealla identities, upgraded to sources in Secure Access, should have their traffic redirected to Secure Access,

Traffic redirected to Secure Access
To verify redirected traffic, in Secure Access review Activity Search logs.
Metworks & Hetwork devices Roaming compulers
Securs AcCess 1 0
50% Umbrella 0 o
9. Secure AccessZ2 92| ¢d1go|= & Oio|1dio|M =
N\ 79| 0123 51 Umbrella ZX/0] 2815| MHET SIS 4 91002 o HHE +835t7|
Mol 2E &S0 25| oto|2ei|o|MER=X| 25t A2,
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Complete Upgrade and Close Umbrella

Are you sure you want to close your Umbrella account? Once closed,
all access to Umbrella is lost and cannot be recoverad.

| understand and wish to proceed

Cancel Close Umbralla

Oro|zeijo|M = ¢l

1. 2101 X}Zd ZHES AF25104 Secure Access0l| 22 918HL|C}.
2.047| 0@t Zto| £t > HMA Ao Z 0|S5t0o{ 0FO|2 B O|MEl HEIS EAIELICH =&
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http://login.sse.cisco.com
http://login.sse.cisco.com

2% dashboard.sse.cisco.com

Al Sapure Access

Access Policy
Internet access rules apply to traffic to public internet sites from devices that are an your netwark or that your
. organization manages. Private access rules apply to users and devices accessing applications and other resources on
your internal network. Secure Access applies the first rule in the list that matches traffic. Help .3
Ham
1 by rule name = Filters
- J
Cannact
5 Rules
=
Resources D #  Rulename Action Access Sources Destinations
( : ] 1 3/3 DNS-only-poliey-1(U.. & Allow Internet Any AD Group... +1 Global Allow...
Sacure
] 2 213 DMS-only-poliey-1 (U.. & Block Internet Any AD Group... +1 Alcohal  +28
(]
Manitar
| 3 1/3 DNS-only-policy-1D... &) Allow internat Any AD Group... +1 Any

Kl

e R

r
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https://www.cisco.com/c/ko_kr/support/index.html
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