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No credentials yet
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‘o System Settings > € Connection Management

Add Credentials

.‘ Connection Management
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Credential Name and Protocols Specify IP Addresses

Included IPs

a System v | Enter Login Details
Configuration

B) Sspecify IP Addresses

Cancel

Back Save and add another credential Save
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Local Identity & Connections Credentials Inventory
Access R ———

Connection Management Connection Methods

Activity & Logs
Manual IP Address Network Scan

Catalyst Center
v Direct data collection Direct data collection

Package Management
Manage Connections

System

N ; To manage manual IP address, individual configured IP addresses can be viewed in the Inventory tab.
Configuration

No connections configured yet
Scheduling

Discovery and Inventory
Collection Times
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System Settings
‘0 Connection Methods
Local Identity &
Access
Catalyst Center Manual IP Address Network Scan

Direct data collection Direct data collection
Connection Management

Activity & Logs Manage Connections

To manage manual IP address, individual configured IP addresses can be viewed in the Inventory tab.
Package Management

System n

Configuration . )
No connections configured yet

Scheduling

Discovery and Inventory
Collection Times

Discovery Weekly on
Sundays at
07:30 AM IST
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‘0 System Settings & Connection Management

Direct Connection
Local Identity &

Access
A\ Add credentials before form submission to ensure an immediate, %

. successful discovery. Re-discovery will run on schedule until
Connection Management N .
credentials are provided.

Activity & Logs Add credentials

Package Management

_— Choose aMethodof (@) Uploadafile () Specify individual devices
ystem

_ i Entry
Configuration

Download the template and add your device information. Then attach the file below.

&

Click or drag file to this area to upload

Only one CSV file can be uploaded. 50,000 assets maximum.

Submit Cancel
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successful discovery. Re-discovery will run on schedule until
credentials are provided.

‘0 System Settings

Local Identity & Add credentials
Access

Connection Management

Choose a Method of (O Upload afile (@) Specify individual devices
Activity & Logs Entry
Enter hostnames or IP addresses
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System
Configuration
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&g System Settings Connection Methods

Local Identity &

Access Manual IP Address Network Scan

Catalyst Center
Y Direct data collection Direct data collection

Connection Management

Activity & Logs Manage Connections
To manage manual IP address, individual configured IP addresses can be viewed in the Inventory tab.

Package Management

System n

Configuration . )
No connections configured yet

Scheduling

Discovery and Inventory
Collection Times

Discovery Weekly on
Sundays at
07:30 AM IST
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Connect Assets by Network Scan
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Access

Scan Method
Connection Management

@ Specify IP Range O Specify Discovery Protocol (CDP/LLDP) O File Upload
Activity & Logs

Name
Package Management

System IP Start
Configuration

Schedule Scan

Frequency

Connectassets  Cancel

gRlof CiEh IP F4




- HAM Z2EZ(CDP/LLDP) X|H: A8 E HEXZ AM =2 EE MH

- It 2= Hu|asolM ot == O|o|E So| oY Y= e

lI

4. |P Start(IP AIZH) & IP End(IP S2)8 =3&fLch
5. Schedule Scan(AZH 04| 2F)0i| M Frequency and Time(2IE 2 A|ZhH S MEIEFL|CY.

6. oM AZE S =IEfLICH

1. Connection Management I 0| X| 2| Scheduling MMM =3& U™of CHsH EditE 218
Ch. 9 W& 1| O|X|7¢ EAIELICH

alialn
€isco IQ

‘0 System Settings & Connection Management

Edit Schedule
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Access

Schedule Discovery Frequency i Day

nnection Management
Connection Manageme Weekly : @® Sustay

Activity & Logs

» Package Management Schedule Inventory Frequency

Collection Daily

System
Configuration
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Package Management

Modules Rules Entitlement

®
Assets

Assets Application.

v1.0.80

Installed July 16, 2026

€ Package Management

Add Module

4\  SCP server configuration missing
To update the system via SCP, set up your server in SCP server.

i) select Module Select Module

File selection

2) Select Deployment Size rver (O Local file upload

Cancel
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Select Deployment Size

Select the appropriate deployment size based on how many paraliel devices you would like to support.

Large Large deployment profie

8 8192 20480
cpu RAM Disk
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®
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AssetData
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Cisco 1 Link securey collects and ransmitsasset telemo
F3 servico Contracts predictve insights.

Cisco 1@ Virtual Appliance
om youron-premises networkto Cisco 10, enabing Al-powered Cisco 0 Virtual Appliance dlivers management features whi ensuring that no ystem detls leave your premissas. Supports
nvionmonts whers dta conersoperat ndisconnected mode.
Gisco - v120 Clsco - v12:000
D Flle Upload
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[Cp— T

®

Assets App.

2 ActivitysLogs

)

On-Prom Al Inference Infrastructure. Assessments

Estabish a single source of ruthfor your Cisco installed base by consoldating hardware and software inventory from Cisco Install
telemery, and customer sources. Explore, fite, and act on assets Urough dashboards and inventory views. Covers service

ontract and enitiement visibiity, LDOS and EoX planning, asset ciialy nsights,
@
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curity advisores, tagging and organization, language model tack.

docommission requests.

Gisco-vi04
Cisco + 10108

Prosctivel assess network nfrastrucure or securhty, complance, and ecyci risks. Run assessments on a schedui and turn
racommendations, and structured reports. Covers securlty hardening, quantum-safe

onfig est practices, and fied notces.
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service fecycle updates such as location changes an
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Installation packages
Rules

Upgrade packages

Assessments Rules Assets Rules ‘Sample Package Rule

Downloads th latest and updated rue defntons required by the Assessmens appication. Rues are continuous'yrefeshed a5 Pulls data from Sass cxp-datalake-Ingestion bucket, bundies it and moves o target milo bucket. G are structured data packages — such as device contacs, PSIRT advisories,software recommendations, or complance
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Cisco 1108

Cisco-v1012
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Upgrade Assessments

System version

System v1.2.0
Current app version

Build type

Application version

Cancel Download
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do systemsettings D Package Management

Local Identity & Modules Rules Entitlement

Access

+ Add module
Connection Management

Activity & Logs ®

>

.:':', Package Management Assets

Assets Application.

System

Configuration v1.0.80

Installed July 16, 2026

Stop module

Update
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‘0 System Settings

Local Identity &
Access

Connection Management
Activity & Logs

Package Management

System
Configuration

1. Package Management(Z{ 7| X| &
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Package Management

Modules Rules Entitlement

Assessments

Proactively assess network
infrastructure for security, compliance,
and lifecycle risks. Run assessments on
a schedule and turn validated findings
into insights, recommendations, and
structured reports. Covers security
hardening, quantum-safe readiness,
software conformance, security
advisories, config best practices, and
field notices.

v1.0.49
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On-Prem Al ...

On-prem Al inference for CIQ air-
gapped deployments, powering
inferencing capabilities on the virtual

appliance without external connectivity.
Requires one NVIDIA GPU (for example,

RTX Pro 6000 Blackwell Server Edition)
to run a GPU-accelerated small
language model stack.

v1.0.4

A& LICH ol E o

Clo|EE HE

-+ Add module

®

Establish a single source of truth for
your Cisco installed base by
consolidating hardware and software
inventory from Cisco Install Base,
telemetry, and customer sources.
Explore, filter, and act on assets
through dashboards and inventory
views. Covers service contract and
entitlement visibility, LDOS and EoX
planning, asset criticality insights,
securlty adwsones tagging and
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Zl Adolo|E E7))2 SEFLC o & E Yo|olE 2



o} Local Admin

Ll &
ascs’ 1Q Dev (Internal use only, no support available) @ | Default-Customer

| J
-]

System Settings > ¢ Package Management

View Scheduled Updates
Local Identity &
Access

>

2

Review Update Cancelydate | Reschedule Update

Connection Management

A\ Application downtime: 2 minutes

Activity & Logs The application will be temporarily unavailable during the update process.
Update type Application version Deployment size Update schedule Application name
Change deployment size v1.0.11 Small > Medium Jul 9, 2026, 12:01 AM sample_app
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Package Management

System
Configuration
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Target app version
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Cancel Download
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> Package Management
L Pp— Modules Rules Entitlement

Activity & Logs

& Package Management

System

- . assets_rule
Configuration

Pulls data from

Cisco » v1.0.4

Installed July 21, 2026 Details = Upgrade

mj 7| x| g

9. Add rule(T+2!

Add rule

4\  SCP server configuration missing
To update the system via SCP, set up your server in
SCP server.

File selection
O Local file upload

Cancel




T3S Yaclo|=5tedH

1. VAOI M System Settings(AIAEl %) > Package Management(Ii 7| X| #2))Z O|S&rL|C}.

> Package Management

. Modules Rules Entitlement
Connection Management

Activity & Logs

&% Package Management

System
Configuration

assets_rule

Pulls data from

Cisco » v1.0.4

Installed July 21, 2026 Details = Upgrade

a i s o] 1=

2. Hst= #EI0IM UpgradeE 228 LICH Upgrade Rule & 0| G&!L|Ct



Upgrade Rule

F|Ie selection
®) SCP server O Local file upload

ool #=

3. Yot The M S48 MBI

« SCP(Secure Copy Protocol) MH{: Mx| mi7|X|o| =t utd o|§ 2 =gLct o &
2 Y ol AH835t= W0l E&LICH

- 2R OY Uz OIR2EEd X[ ofUE =efa H EEELCH

jo

N &1 olziE FAIS BHEEE ojotE ClbtolA HAHES] & Eoll M ELICH FZHRQ! of
Zz|7olMe QI8 2522 Clulola HHHER| ES AlSHE 4 UaLch

INEER~FN

AEIOIEHEE EH AZEQ01 7|5, & = MHIAE MET + = =X HEIE d5H
LIC}. QIELO|EHEE MR|stedH

1. Cisco 1Q0ll 2 2218t L|C}.

2. System Settings(AIAE] M%) > Package Catalog(ZH7|X| 7t 21)Z 0|SEfLICH

-

3. A FtE0M BlZE MHET|E E=IELICH Create entitlement bundle(AHZ HE 4 & O]
(oL EIL_||:|._
=k


http://iq.cisco.com/
http://iq.cisco.com/

e 1Q °* Q0 ® aly v
Cisco » v1.0.46 2,

Create entitlement bundle X
Released Jul 16, )
i Details Choose which assets and their associated support coverage data to be included in the entitlement bundle for your Cisco IQ
Entitlement. This may take a few minutes.

‘o System Settings

SQ  Account Details

Create Encryption Password

Set a password to encrypt your bundle. You will need this code to securely import the bundle into your system later. Make sure the
password includes the following:

’(’@f Identity & Access Rules

;’ Tags

@ At least 15 characters
@ At least 2 uppercase characters
Asset Data

Assets Rules © Atleast 2 lowercase characters

&% Data Connectors Pulls data from Saas cxp-datalake-ingesi  © At1east 2 numeric characters

it and moves to target minio bucket. © Atleast 2 special characters

=1 i @ No repeating characters
[fg Service Contracts ERToE

File Upload Password

Package Catalog Released Jun 30, 2026
Confirm password

Activity & Logs Entitlements

Asset scope
@ All assets O Selected assets

Cisco IQ Entitlement

Bundle and export your device entitlemer
transfer or archiving.

5. Confirm Password(H|Z2fH 3 =0hof S H|YHS E ChA| I=4FLct.

6. M3 Xpot He| 2iC|2 HES MEfELICH

. MR REAN ALS A B0l THE S BRIE MUY £ AALICH 0] 242 ME T

N &1 QEIO|SHE MES MAIE Sof= 3] SHHOIAM 0|S5HK| OFHAAIS. CHE H 0|
|2 O|S5IH HE0| R551EH CFR 2 C SMS 244552 HES ChA| M AIaH o}
|}

N 2w M| IFYO| 2(10-25GB), CHR 2= 5t7| Moi| ClA T =7H0] SR K| =I5+
Ao

8. VAO| 2 QIgtL|C}.

9. Home(&) > System Settings(AlAE M%) > Package Management(Z{7|X| #Z[|)E O|SE L
Ct. mf7|X| 22| Ho|X|= CtE »e 2 FEEL L



« BE
. 75

. xA

o Systemsettings > Package Management

Local Identity & Modules Rules Entitlement

D
Access

Connection Management

Activity & Logs ‘

3& Package Management
No entitlement added yet

System

Configuration Import an entitlement bundle to activate support coverage and enable asset management. Download entitiement file in Package Catalog.

+ Add entitlement

Entitlement(X}Z3) &

11. Add EntitlementE 2

Add Entitlement

File selection
@ SCP server O Local file upload

Decrypt Entitlement Bundle
Enter the entitlement decryption password.

Password *

Enter password

Cancel Add




AHEIOIEHE F7}
12. Hot= ot MEd S M8 MEdFLCH
« SCP(Secure Copy Protocol) Mi{: dx| m{7|X|o| &5t ut Y O[S U=erL|ct. ol &2
CHEZ mtdoi| HEELICH
- EA U YEC. CIRECE MX| U ESlOHEE
13. H{ZHS E =TIt
14. Add(F7HE E=2IFLICH M2 MX|E QEIOIEHE = 7 |X| #E|2| AIEIO|IEHE B0l &
AlEL|Ct
15. EIO|EHEE & +Js}5t2{™ QIEIO|EHEE FIt8H + 5~108 ™I 7|CHRICHE ClHEO|A
HHHERl &S AZELC
N a1 olEto|SHE ZRMAIAM MHIA HotS EIHsHH ST AHotol HZE DE ClHio|A
7t 2Z2|0|A ClHFO|A RHoF QIHIE B|of FIHEILICH CIHO|AE 7l HE 2 EE 35 HLY,
024 AIY IDE AHE5tHLE, §7E C|HIO|AE ME4St0{ QIEIOIEHEE HEIE = A= =M
ol U&Lct.

A Yadol=

AELO|EHEE Ui 0|=5tEdH

Package Management

Modules Rules Entitlement

assets_enti..

Cisco IB data package

Cisco » v1.0.68

Installed July 19, 2026




AELOIEHE Yadol=

F

1. #5t= Entitlement(XtZ3)0{| A Upgrade(12i0|=)E =7 LICH.

Upgrade Entitlement

File selection
@ SCP server O Local file upload

Decrypt Entitlement Bundle
Enter the entitlement decryption password.

Password *

Enter password

Cancel Add

A4 dasol=

2. YioHe WY M= SMS MeErLICH

CP(Secure Copy Protocol) AMH: x| m{7|X[2] 225t mt U O|§ S U=FLICt o &
H2 T mhdol| HEELICH

Al 7|8t 7|s



Z9O|A Al Inference Infrastructure ZE2 VAU 2Z|0|A Al M 7SS 2 :
5'401|)\‘| SLM(Small Language Model)2 &l&5t0{ A|ARIO| Al T ZEZEo| SHE &= JU&LICH
A7 2R ETH VA CIEH O|A LR &Y &% 288 £ &Lt

=

ChS 72l 80| x| HE Lt

+ Rt Eol M, SEEQI0] B8 EE PHY, 2ok e, Al 7iuElx| 3Ho= o3
ol &M RHE A

&
- QIHIEZ|: "D Rtotof CHEF Al 718 24 27F

Zgoa Al FE Qg A |X|= Cisco 1Q Package Catalog0ilA AHEE &= U2
AssetsQP 2 CE ZEY SYE HAlo=F HZFLC

N AT 2xE0lA Al EE QIZats 3 ol GPUT SHLIDH Alsst & QlaLICH MA|Z 22
St= Ol &F 40-4580| 2 FLICH dx| mtdo| FLICH 30GB). CHREESH7| Mof| ClAaA3
Z7h0| EEER| HOISHAAIR

2Zf0A A FE QZElo MA =74
2L 0A Al FE QIaE Mx|67| Mol Ot =4S SF5HoF gLict.

« VAO|E GPU HMA HEto| 9= vMO| Z & E|o{of &L|C}. sim2 GPUE ZIR 2 s, GPU

glole A-E + glct

« GPU VMO{= 80GB 0|At2| GPU VRAME A28 &= Qlo{of gLt
SxgoAa A FE =zt MK

VAO| 2Z3|O0jA Al T2 2=zl E MX|52{™ Cisco IQ SaaSHMH 2=Zd0|A Al FTE Qlmpt 2
ES CIR22=8LCt.

1. Cisco |1Q0l 2 1218 L|C}.

2. System Settings(A|A & A7) > Package Catalog(IiZ|X| ZIE 21)Z 0|S & L|C}.


http://iq.cisco.com/
http://iq.cisco.com/

‘o System Settings

Package Catalog

These packages are intended for on-premises deployments.
Account Details
= Filters 8 results
A Identity & Access
R Systems

@ Tags

Asset Data

Cisco 1@ Link

Cisco IQ Link securely collects and transmits asset telemetry from your on-premises.
network to Cisco IQ, enabling Al-powered predictive insights

&" Data Connectors

@ Service Contracts
Cisco«v1.20
¥) File Upload

Released Jul 15, 2026 Details Download options v
[ Package Catalog

Modules
e

Activity & Logs

®

Assessments

Proactively assess network infrastructure for security, compliance, and lifecycle risks. Run
assessments on a schedule and turn validated findings into insights, recommendations,
and structured reports. Covers security hardening, quantum-safe readiness, software
conformance, security advisories, config best practices, and field notices.

Cisco « v1.0.47

Released Jul 17, 2026 Details ~ Download options

7| x| MR

Cisco IQ Virtual Appliance

Cisco IQ Virtual Appliance delivers management features while ensuring that no system
detals leave your premisses. Supports environments where data centers operate in
disconnected mode.

Cisco + v1.2.999

Released Jul 15, 2026 Details ~ Download options v

®

Assets App

Establish a single source of truth for your Cisco installed base by consolidating hardware
and software inventory from Cisco Install Base, telemetry, and customer sources. Explore,
filter, and act on assets through dashboards and inventory views. Covers service contract
and entitlement visibility, LDOS and EoX planning, asset criticality insights, security
advisories, tagging and organization, inventory export, and self-service lifecycle updates
such as location changes and decommission requests.

Cisco + v1.0108

Released Jul 24, 2026 Details ~ Download options v

®

On-Prem Al Inference Infrastructure

On-prem Al inference for CIQ air-gapped deployments, powering inferencing capabilities
on the virtual appliance without extemal connectivity. Requires one NVIDIA GPU (for
example, RTX Pro 6000 Blackwell Server Edition) to run a GPU-accelerated small language
model stack

Cisco « v1.0.4

Released Jun 4, 2026 Details  Download options v

3. On-Prem Al Inference Infrastructure(2Zdi|0|A Al F2 Q1= 8} 7= 0{ M Download
options(CI2 2E M) > Installation packages(A x| TH7|X|)& =& LICt. o Z 2|7 0|4 C}

22 Zo| gaLct.




Download On-Prem Al Inference
Infrastructure

System version

System vv1.2.0

Build type

Release

Application version
1.0.4

Cancel Download

6. Download(Ct22E)E Z2lgLICt

7. VAZ O|S &L},



aluali,
asco 1Q

‘0 System Settings

Package Management

Modules Rules Entitlement

Activity & Logs

Package Management

System
Configuration

Common A...

CAF (Common Automation Framework) provides GitLab-
based CI/CD infrastructure for Cisco ACI network automation
on the CIQ platform.

v1.0.30

®
sets

Establish a single source of truth for your Cisco installed
base by consolidati and sof inventory from
Cisco Install Base, telemetry, and customer sources. Explore,
filter, and act on assets through dashboards and inventory
views. Covers service contract and entitlement visibility,

LDOS and EoX planning, asset criticality insights, security
advisories, tagging and organization, inventory export, and
self-service lifecycle updates such as location changes and
decommission requests.

v1.012

Installed July 21, 2026

Installed July 21, 2026 -

7| x| 22l

8. Home(&) > System Settings(AlAE M%) > Package Management(Zli{ 7| X| Z#2))Z O|S &L
FTA

H EA|ELICE

A
Ct mZ|x| 2| mlo|x|E Ch5 #t &

. X2

9. Modules(2 &) B0l M Add modules(Z =

alualn,
dico’ 1Q

System Settings & Package Management

Add Module

Connection Management
Activity & Logs 19 Select Module Select Module
File selection

Package Management @® scpserver () Local file upload

2 Select Deployment Size

System
Configuration

Cancel
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Ol SHE™MQI MXIE EHS F7| et 718 it

11. Next(CHF)E SRIFLICH AIARIGM T Y H=EE AIFELICH

12. H{Z 3 7|(0dl: Small, Medium E= Large)E AEHEHLICY.
13. Add Module(2& F7h)2 Z=2IgLIct MX|7t A= 2t 25t= Ol oF 40-4520| 2L E L
Ct.

Mx|7} 2 E|™ Package Management(Ii7|X| & 2l)2|] Module(Z &) &0il On-Prem Al Inference
Infrastructure(2 Z2|0|A Al =8 QIZ2H)7t EAIELICEH

N AT 2ZHOAARE QEE DES GPUT SILIRH AlsEH £ QA LICH 0| 252 GPU
VRAMZ| 2F 90%E AIS&L|CH SAUs GPUN| F7t CIAEHAE Mx|5tE W X|IHEX| &
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alvalr,
asco 1Q

OVA 445, Asset 114, Al Infra 104, Assessments v1.0.54

&0 System settings Package Management

Local Identity & Modules Rules Entitlement

Access

~+ Add module
Connection Management

Activity & Logs @ @ ®

Proactively assess network infrastructure for security, On-prem Al inference for CIQ air-gapped deployments, Establish a single source of truth for your Cisco installed
System compliance, and lifecycle risks. Run assessments on a powering inferencing capabilities on the virtual appliance base by consolidating hardware and software inventory from
Configuration schedule and turn validated findings into insights, without external connectivity. Requires one NVIDIA GPU (for Cisco Install Base, telemetry, and customer sources. Explore,
recommendations, and structured reports. Covers security example, RTX Pro 6000 Blackwell Server Edition) to run a filter, and act on assets through dashboards and inventory
hardening, quantum-safe readiness, software conformance, GPU-accelerated small language model stack. views. Covers service contract and entitlement visibility,
security advisories, configuration best practices, and field LDOS and EoX planning, asset criticality insights, security
notices. vio4 advisories, tagging and organization, inventory export, and
self-service lifecycle updates such as location changes and

v1.0.54 decommission requests.

v1.0.115-PR1145-7af56f92

Installed July 19, 2026 Installed July 19, 2026 Installed July 18, 2026
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W Assets Overview

Overview = Filte \‘AhskAl [ Custom!

Inventory Total Assets

Service Contracts 4,231 17,869

Assets Assets and subcomponents
End of Life

Key Asset Metrics

Covered Assets Uncovered Assets

2,520 60% 171 40%

Covered Of all assets. Uncovered Of all assets.

Assets Covered by Service Contracts ew details Last Date of Support Snapshot View d

2,000 Eral

of 4 m| o[ x|

2. Ask Al(AI0] 22)& SEIELICH 2Z80|A Al F8 QZEtoF AIZHE LI

Al Assistant

(9 Al Assistant 8:11PM

Asset overview query - i
| can help you explore your Cisco install base. Here are my capabilities:

« Lifecycle & LDOS — find assets past or approaching end-of-life milestones

« Coverage & contracts — check contract status, warranty, and renewal windows

« Security advisories — surface PSIRTs and vulnerabilities by severity

+ Inventory breakdowns — filter by product family, location, software type, tags, and more

« Field notices — see how many of your devices are affected by critical or high severity field notices
+ Telemetry & connectivity — see which devices are connected and last signal dates

What would you like to know?

[l R e

2 Browse prompts Ask the Al Assistant a question

A nt can make mis

3. Browse prompts(ZEZE X 0l27[)E 22510 AIE 758t ZEZEE E 7L Ask the Al
Assistant a question(Al Assistant0ol| 2 235t7|) Z=ol| ArS Xt X|1H 222 =gt



Al Assistant

Summariz Support (LDOS).

(¥ Al Assistant 211 FM

Favorites v 558 - Security ssets e - Configuration More ~

Generate a PPT summary rep:

How many sub-components will re

Ho

How' many as: 1 red and past their Las

Summarize the top 5 product 5 with the most dev

(¥ Browse prompts

4. H{ste ZEEZEE Z2I5 7L} Enter§ FELICH 2-Zoi|0|A SLM2 852 ddsHh

CIHIE R[] Al &4

— =

ezaOlAASE QZE 2SS QHES| MMolM RISSHE Al 7lH EAS MBHLICH QM
2| GlOJE7H MUKW 24 Ao} RS2 EAIFLICH

InventoryOll A Al 2412 E i

2

1. & Ml > QHEZIE MEfELICH Inventory(QIHIE 2]) H O|X|7F E AIELICH



Overview

Inventory
W analy =quipment, covering

Service Contracts -
e . 2 1,711 assets with no active covera;

iport, meaning they no
End of Life

kno

Contract Telemetry
Milastone Number 5 Status

Product ID Product Equipment Serial Next

Type Type Humber

IHE 2
2. A7t Hggt EAME SLICH HIOJEHE M8 E = U7 =IH ZAnpot QIHIER| 270l EAIEL
Ct.
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Inventory

Overview
Inventory

Service Contracts
Ingights

End of Life
«+ 60 assets that are ] i t, leaving them without security pa s or bug fixes.
Priaritize upgr s to mitigate operational ris

« 175 Cisco Catalyst 9300 Series Switches (45.7% of assets) lack active support contracts, which may limit access to Cisco support res:

Align renewal planning with the channel partner for these busine:

= 73 assets with |

= 75 assets (4.4%) ha v n Apr 24,2026 and Oct 24, 2028, with line on Apr 30, 2028,
evoid lapses in vendor support and potential increases.

« 75 assets (4.4%) have End of v een May 1, 2026 and Oct 24, 2028, starting with a deadline on May 1, 20286.

with the selling partner to ranew these contracts be:

Product Serial Mext 1 Contract Coverage Telemetr
Humber Milestone Humber Status y Status

® -]

Product
[[+] Type

Cloud and ...
Switches
Switches
Switches

itches

2IAIO|E mi'd

Insights T'd L0l M At E + U= SM2 OIS0 2 &L

- HY olo|Z2 E=Istod WidE HE st It HEE EAIFLICH
« YXIETE 212 E= HX|£THE of2liz ofo|ZE Z=Istod AI7h W e HEo| Oigh I
2 MSELict

— 1, )

* Full Analysis(TI&l £4)& 2&Isto F7H H
st EAIELICH

ME AMS EM OflE CHAIEE RIE 59| A|

:
;
9




Al Generated Inventory Analysis [ 4 Download PDF »

Security Advisories by Coverage Status

NOT COVERED: 6,046.00 -,

26,803

advisories

"\ COVERED: 20,757.00

This donut chart compares security advisories between devices with active coverage and those without.

KEY INSIGHT

Devices that are NOT COVERED account for 8,046 security advisories, representing 23% of the total exposure despite
being a smaller portion of the inventory.

LHELHZ| 7I1SE AtSotd Atat A 2ok HEof CHEh ALS AL X|E 2718 xls 2= .csv BAM2Z LY

Bl &~ &L

N AT UEWY TS U2 Ho|RIMAMT AL £ Q&L



HO[X|oM HEE LHELHE{H OIS S

ot HO|X|2 O|SErLLC}.

alaln
cisco

le]

Assets

Inventory

Overview

Assets
Inventory

[ORTET Product family v ProductID v Location v Tags v = Filters (1) 1716 results Reset filters

Service Contracts

4 Insights : 69 assets that are not covered by any support contract have already reached Ipport, leaving them wi t security patches or bl

End of Life

« 175 Cisco Catalyst 9300 Series Switches (49.7% of assets) lack active support contracts. which mav limit access to Cisco support resources

Product Product Serial Next Next Contract Coverage Telemetr Securit ® &

O Name

ID

Type

Assets ZEO|M CIHEE| LIELHZ|

2. Export(LHELHZ)E 2

Inventory

Overview
Assets
Inventory
Q search
Service Contracts

End of Life 4 Insights :

29 assets (5.3%) have

Product ID

LHELH7| S M
3. I RS MEHEHLICY.
4. H5te do| Eolgtg MEHE!

5. Export(LHELHZE &

=grict

381 assets (69.5%) are not c

Product family v

Product
Type

Switches
Switches
Switches
Switches
Switches
Switches
Switches
Switches
Switches
Wireless

Wireless

m

b o

LHELHZ |

Number

ProductID v

Serial
Number

| 22

ZM0|

Milestone Milesto... Number

v
arc

AlELICH

Location v Last signal date Tags v

i by any support contract, which may limit access to Cisco support resources. R

Next Next
Milestone Mileston...

Contract
Number

End of Servi Jan 29, 2027

IRMO| ZEHCIREE

Status y Status Yoo

File type

® csv O xLsx

= Filt
Export column selection

Select to include columns or deselect to exclude
them from the file to be exported. Drag to reorder.
Name

Product ID

Product Type

Serial Number

Next Milestone

Next Milestone Date

Contract Number

Coverage Status

Telemetry Status
Security Advisories
Data Source
Location

IP Address

Role

oo 000000000

Importance

EZHZ Ct2=EL|Ct



Service Contracts
Overview
Q Search All status types v All expiration Tags v 167 results

Inventory

Service Contracts hts Analyzing your dat

End of Life Coverage ® Contract Number Support Type Start Date End Date Partner
Status

Elo|l2 &

=izt ol R0l EAIElE Qg ¥ZsHEdH El0l2 4% ofo|28 FELITh E0lg AHHo| EAIE
Lict,

b1Q °*Q 0|

Assets Service Contracts Table Settings

Overview Table Density

Condensed
Q Search Al status types v All expiration d... 167 results O
Inventory @ G

Service Contracts 4 Insights : Presidio Networked Solutions is the partner for half of the o ce contracts, indicating a potential concentration risk for O Comfy

« 80.0% of Swss support typ )
Spacious
End of Life O i
Coverage status © Contract ID Support type Support tier Start date End date
—_—————————————————————————  Column Settings
(] Swss No support Feb 19, 2022 Feb 5,202 select or deselect to show or hide columns. Reorder

columns by dragging.
TSS No support Dec 24, 2021 Feb 23, 2C

) Coverage status
No support May 2, 2022 Jul 11, 202
) Contract ID

No support May 31, 2023 Jul11, 202 Support type

No support Nov 9, 2022 Oct 26, 20 Support tier

No support Jul 15, 2023 Feb 25, 20 Start date
End date

Partner

Basic Feb 7,2024 Aug 20, 2C
No support Jun 29, 2023 Nov 17, 20
Basic Oct 18, 2023 Dec 30, 2C
Basic Aug 7, 2024 Apr 17, 20
No support Nov 6, 2023 Aug 10, 20
Basic Apr 14, 2024 Nov 3, 202
No support Sep 11, 2025 Nov 11, 20

No support Aug 19, 2024 Apr 30, 20

Basic Szl AR May 14,20 peset to default Cancel
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- JHQIStE CHA|EE BlofotR 2 AL AT Z2 E ol FMsHAH MY EIH ZE M4t ClHfolA0f
Sz MEELICH

. ZHEFEH RHAIE 2 MO 2 PBf CHAIEE BlojotR =

1Q

Assets Overview

Overview

Product family v Last signal date v Data source v Asset location v = Filters l 9 Ask Al l l Customize

L Total Assets

Service Contracts 1 67

Assets
End of Life
Covered assets Uncovered assets

153 92% 14 8%

Covered of all assets Uncovered of all assets

Assets Covered by Service Contracts View details Last Date of Support Snapshot View details
T oo cmmmces s e o (P emmmeemmec =
37
35

30

25 -

Number of Assets
Number of Assets

14
10

Standard Signature No support
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Key Asset Metrics

Assets with telemetry Assets without telemetry
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with telemetry of all assets without telemetry of all assets

Assets With Critical or High Security Advisories View details Assets by Criticality View details
145 assets can be evaluated for criticality.
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Inventory

Total Assets No saved filters yet

Service Contracts 1 67 Select a set of filters to save for future use
Assets
End of Life Asset
Covered assets Uncovered assets Product type
153 92% 14
Covered of all assets Uncovered

Product family

Assets Covered by Service Contracts View details Last Date of Support Snapshot
40 B Product ID
37
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Contract number
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= Coverage status
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Support type
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Product family v Last signal date v Data source v Asset location v = Filters (1) Resetfilters ®
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Inventory

Total Assets

Service Contracts 45

Assets
Product
End of Life &2

Asset

Routers X
Covered assets Uncovered assets

a5 100% o Product family

of all assets Uncovered

Product ID
Assets Covered by Service Contracts View details Last Date of Support Snapshot
40 35
‘Contract number

Coverage status

Support type

Number of Assets

Number of Assets

Coverage end date

Cancel @ Save Filter v
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Overview < Saved Filters

A list of previously saved filters.
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Inventory
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Service Contracts 45

Assets
End of Life

Covered assets Uncovered assets

a5 100% (1}
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Assets Covered by Service Contracts View details Last Date of Support Snapshot

40 35
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Service Contracts
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Cisco Catalyst Center Appliance (Gen 2) - 44 Core

Details Product Alerts

Product

Product ID
Product type

Product family

Last Date of Support

Identity

Serial number

IP address
Hostname
Software version
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Importance ©®
Tags
Sold by

Location

Install-at

Signals ®
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Last signal type
Telemetry

Telemetry status
Last data collection

Data connector
Warranty
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Warranty end date
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Contract number
Support tier

Coverage end date

Hardware Software

SAN JOSE,CA,USA

July 20, 2026 05:08:21

Standard Warranty
October 20, 2029

Signature

January 1, 1970

oF2!: Security Advisories 2! Field Notice2t Zf2 2+
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1 Assessments Findings by Asset

Overview

Q, Search = Filters 208 results Saved Filters v
Findings by Asset

Name Impo ® P Serial Security Security Configu Field
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Security Advisories
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Security Hardening
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Assessments

9 Ask Al

< Findings By Asset

s 8% W & W Evaluation Results

Overview

Findings by Asset

Security Advisories
Security Hardening
Configuration

Field Notices

RHAE MISLA S 244 2

LICF.

A ZHoE MF HE 27

Summary

=

Et 404 M View Details(MIS

Security Advisories

Asset Info

Product ID
- Wireless

Product type

Location
SAN JOSE,CA,USA

Support tier

Signature

Security Advisory Assessments by
Severity

Severity

Configuration Rules Not Passed by
Severity

Severity

hH

14
ot

Security Hardening

Configuration Field Notices

IP address Serial number Software version

Last collection ®
6 hours ago

View details View details

Security Hardening Rules Not
Passed by Severity

Severity

View details Field Notice Assessments by View details

Severity

4

Field Notices

No severity

Severity
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B Assessments Security Advisories

Overview
~ About the Assessments

Findings by Asset _ ! . Ll . o
gs by These assessments compare your assets against Cisco Security Advisories. Security Advisories flag product

security vulnerabilities that may need action to prevent incidents.

Security Advisories

Security Hardening Security Advisory Assessments

Configuration Q, search = Filters 98 results Saved Filters

- : Assessment Severity Affected Potentially Last
Field Notices
Assets Affected... Updated

CiscolOS and |... © High [0] 12 Oct 4, 2019
CiscolOSand |... © High 0 1 Sep 25, 2019
CiscolOS and|... € High 1 0 Mar 23, 2016
Multiple Vulner... € High Jan 11, 2016
CiscolOSand |... © High Jul 26, 2017

CiscolOS and ... © High Sep 28, 2016
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\ Assessments . e
. & Security Advisories

Cisco 10S and 10S XE Software Session Initiation Protocol Denial of
Service Vulnerability

Overview

Findings by Asset

Security Advisories ~ About the Assessment

A vulnerability in the common Session Initiation Protocol (SIP) library of Cisco 10S and I0S XE Software could
allow an unauthenticated, remote attacker to trigger a reload of an affected device, resulting in a denial of
service (DoS) condition. The vulnerability is due to insufficient sanity checks on an internal data structure....

Security Hardening

Configuration

Field Notices

Show more
Severity

© High
Version

11

References

Security Advisory [

Asset Results

Q Search

Asset Result ©

ISR44... A Potentially Affected
ISR43... A Potentially Affected
Isr4a431 A\ Potentially Affected
ISR43... A Potentially Affected
ISR44... A\ Potentially Affected

ISRA4...  (fA Potentially Affected

A\ Potentially Affected

CVE

- .

First published
Sep 25, 2019

= Filters 12 results

Product ID

CVSS score

Last updated
Oct 4, 2019

Saved Filters

IP Address Serial Number Support &

Tier
Signature
Signature
Signature
Signature
Signature
Signature

Signature
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Assessments Security Advisories > Cisco Secure Boot Hardware Tampering Vulnerability

D 25 W 4 W Result

Overview Assessment: Cisco Secure Boot Hardware Tampering Vulnerability

Findings by Asset

Result Details (A Potentially affected

Security Advisories Elidencs
/ Matched on software type

Security Hardening v Matched on chassis product ID

v Matched on module product ID
Configuration
Additional Verification Needed
1) Software Releases are not checked for the automation of this Security Advisory. You must manually check your software release
against the information in the advisory. 2) Module/Chassis PID level Automation is not done for the following product families. Please
refer to the Security Advisory for the impacted PIDs and determine the Vulnerability of the device Cisco 4000 Series Integrated
Services Routers Cisco Catalyst 6800 Series Switches Cisco Network Convergence System 5500 Series Routers

Field Notices

~ About the Assessment

A vulnerability in the logic that handles access control to one of the hardware components in Cisco's
proprietary Secure Boot implementation could allow an authenticated, local attacker to write a modified
firmware image to the component. This vulnerability affects multiple Cisco products that support hardware...
Show more

Severity CVE CVSS score
@ High - oo oD 6.7

First published Last updated

May 13, 2019 Nov 20, 2019

References

Security Advisory (7

About the Asset View evaluated asset

Product ID Product type IP Address
-—n Switches - - -

Serial Number Software version Location
_— e A - SAN JOSE,CA,USA

Support tier

Signature
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Assessments Security Hardening Assessment
This assessment only applies to assets with Standard or Signature support. Learn about your coverage
Overview details in Cisco Support Tiers.
Findings by Asset
~ About the Assessment
Security Advisories This assessment evaluates your assets against Cisco OS Hardening Guides. It detects configuration
deviations across your infrastructure that may affect security posture, or risk exposure. Each security

- - hardening rule is evaluated across your covered assets, with findings prioritized by severity to help you...
Security Hardening

Show more
Configuration

Execution Outcome for Jul 20, 2026, 5:40 AM
Field Notices

~ Summary

Rule evaluations Assets included
179 146

Rule evaluations

The number of assets evaluated by a rule may differ based on its pre-checks.

Q Search = Filters 179 results Saved Filters

Rule Severity Assets Did Not Passed Inconclusi Soft (5]
Evaluated Pass ve War...

Console M... A Medium 10s

IGPMDSA.. @ High 108

Minimum P... @ High Aire0S
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Y Assessments < Security Hardening Assessment

Minimum Password Length Policy

Overview Evaluated on: Jul 20, 2026, 5:39 AM

Findings by Asset
~ About the Rule

Check ‘Min. Password length' in show switch config, and warn if it is lower than 8. Proper security
configuration protects the wireless infrastructure from unauthorized access, data interception, and
compliance violations.

Security Advisories

Security Hardening
Severity Software type Assets evaluated

Configuration © High Aire0S 31

Field Notices
Results Summary 31 assets

(o] 31 (V] 0

Passed @ Didn't pass © Inconclusive A Not applicable ©

Asset Results

Q Search = Filters 31 results Saved Filters v

Asset Result Product ID Serial Number IP Address Suppor ® &
t Tier

Device._... © Didn't pass Signature
Device_... © Didn't pass Signature
Device._... © Didn't pass Signature
Device._... © Didn't pass Signature

Device._... © Didn't pass Signature
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Assessments Security Hardening Assessment > Evaluation: Minimum Password Length Policy

- ¥ Didn't
Overview W 85 W & W Result © piantpass
Security Hardening: Minimum Password Length Policy | Evaluated on: Jul 20, 2026, 11:09 AM

Findings by Asset Result Asset and Rule Information

Security Advisories ~ Finding Details

Based on telemetry collected on Jul 20, 2026, 9:04 AM
Security Hardening
* Minimum management password length should be 8 or higher: Global
Configuration Evidence

¥ Co
Field Notices )

1 Minimum p ord length does not meet security policy: Global

~ Recommendation

This is optional security best practice For more information:
https://www.cisco.com/c/en/us/td/docs/wireless/controller/8-10/config-guide/b_cg810/managing_user

3+
*‘ Suggested Commands Signature

config switchconfig strong-pwd min-length 8
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Assessments Configuration Assessment

This assessment only applies to assets with Standard and Signature support. Learn about your coverage
Overview details in Cisco Support Tiers.

Findings by Asset
~  About the Assessment

Security Advisories This assessment evaluates your assets against recommended best practices based on Cisco's proven
expertise. It detects configuration deviations across your infrastructure that may affect availability, security,

or performance. Each best practice rule is evaluated across your covered assets, with findings prioritized b...

Security Hardening SRS IOTe

Configuration

Execution Outcome for Jul 20, 2026, 05:40 AM
Field Notices

Summary

Rule evaluations Assets included
729 146

Rule Evaluations

The number of assets evaluated by a rule may differ based on its pre-checks.

Q search = Filters 729 results Saved Filters

Rule Sever Asset Did Passe Incon Categ | &
(13 Cirs Not... d clus... ory

NTP Peer Server Limits © Low 99 0 1 0 Manage...
Software Timer Utilization Configuration @ Critical 2 0 Wireless

Console Memory Reservation A Medium 6 0 Platform

SSH Server Logging A Medium 10 ] Logging
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) Assessments

Rule Evaluations
The number of assets evaluated by a rule may differ based on its pre-checks.
Overview

Saved Filters

Rule Sever Asset Incon No ® Categ | &
ity Girs clus... T ory

Q Search = Filters 729 results

Findings by Asset

Security Advisories NTP Peer Server Limits @ Low 99 0 98 Manage...

Software Timer Utilization Configuration @ Critical 2 0 0 Wireless

Security Hardening

Console Memory Reservation A Medium 6 6 0 Platform

Configuration

SSH Server Logging A Medium 10 1 Logging

Field Notices )
AP without Flex Group

IGP MD5 Authentication
Minimum Password Length Policy
SNMP Notification Destinations

Crash Info File Retention Limit

2 SE0|M EEIE MEHE AL Filters(RE)E 2 &
£ MElistol S5 RE EE{ZE = JU&LICH Search

© High
@ High
© High
A Medium

@ Low

Wireless
Routing
Wireless.
Manage...

Platform
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y Assessments ¢ Configuration Assessment

NTP Peer Server Limits

Overview Evaluated on: Jul 20, 2026, 5:40 AM

Findings by Asset
~ About the Rule

Checks whether the number of configured time synchronization peers and servers stays within a

Security Advisories e i ) e )
recommended limit, and skips the check when time synchronization is not configured.

Security Hardening Severity Category Software type Assets evaluated
© Low Management 10S-XE 99

Configuration

Field Notices

Results Summary 99 assets

1 0 0 98

Passed & Didn't pass € Inconclusive A Not applicable @

Asset Results

Q Search = Filters 99 results Saved Filters v/

Asset Result Product ID Serial IP Address Suppor ® &
Number t Tier

© Not applicable Signature
© Not applicable Signature

© Not applicable Signature
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Overview

Findings by Asset

Security Advisories

Security Hardening

Configuration

Field Notices

Configuration Assessment > Evaluation: Memory Threshold and Reservation Se...

AL S Result  © pidnotpass

Configuration: Memory Threshold and Reservation Settings
Evaluated on: May 19, 2026, 11:41 AM

Result Asset and Rule Info

Finding Details
Based on telemetry collected on May 19, 2026, 10:26 AM

« Critical memory reserve (memory reserve critical) is not configured.

Recommendation

8 Feedback

Cisco recommends enabling memory threshold notifications (memory free low-watermark for processor
and/or 10) and configuring memory reserve critical with an appropriate kilobyte value so critical management
processes retain memory during low-memory conditions.
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) Assessments Configuration Assessment > Evaluation: NTP Peer Server Limits ¥ Ask Al

viae W 1 M Result (® Notappiicavie

Configuration: NTP Peer Server Limits

Overview

Findings by Asset Evaluated on: Jul 20, 2026, 11:10 AM

Result Asset and Rule Info

Security Advisories

About the Asset View evaluated asset
Security Hardening
Product ID Product type IP address Serial number Software version

Configuration . - Routers - —

Location Support tier
Field Notices SAN JOSE,CA,USA Signature

~ About the Rule

Checks whether the number of configured time synchronization peers and servers stays within a
recommended limit, and skips the check when time synchronization is not configured.

Severity Category Software type
© Low Management 10S-XE
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Assessments Configuration Assessment

This assessment only applies to assets with Standard and Signature support. Learn about your coverage
Overview details in Cisco Support Tiers.

Findings by Asset
About the Assessment

Security Advisories This assessment evaluates your assets against recommended best practices based on Cisco's proven
expertise. It detects configuration deviations across your infrastructure that may affect availability, security,

. . or performance. Each best practice rule is evaluated across your covered assets, with findings prioritized b...
Security Hardening

Show more
Configuration

Execution Outcome for Apr 24, 2026, 10:45 AM
Field Notices

Summary

Rule evaluations Assets included
160 327

& Feedback

o ~
<4 Insights ( signature View all

Based on data from your 312 Signature tier assets. ®

Issue Issue

al wireless controllers show widespread Reversible password storage exposes Baseline logging, monitoring, and management
baseline security and configuration gaps administrative credentials to compromise security controls missing together

Ext24
S =

Insights A& HEE 224

1. Insights T{'0{| A View al(2F E7[)& Z=IELIC Insights H O|X[ol= 2 & QIAIO|E
7t B AIEILICH
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Assessments
4 Insights

Gver Insights are Al-generated. Based on data from your 312 Signature tier assets

Findings by Asset
Critical wireless controllers show widespread baseline security and configuration gaps | issue

Security Advisories

tings. Because th su
Security Hardening il i tz and wireless performance.

= Primary affected assets: 25, all identified as critical-importance devices.
= 29 rules consistently fail together, including Security: Minimum management password length shoul..., Security: Controllar with telnet enabled, this is...,
Security: HTTP access to management is enabled, it..., Security: S5H high encryption is not enabled, it i..., and Security: WLAN may be using management
Field Notices vian. It i eme osure point
eral operation ", g Version: Controller with not recommended code ver..., NTP: Controller without time source, please

Configuration

TP Pol nd High Availability: High Availability is a recommended redun. g operat

B Feedback

g features are also repeatedly absent togethe ding CleanAir: CleanAir detection disabled. It is highl..., RRM: ED-RRM is
not in use. It is recommended ..., Band Select: Band Select is not in use on any WLAN. ..., RF: Legacy rate in Global in use. Disabling ..., and Rogue Detection:
Minimum Regue RSSI detection threshold s....

= Because tl t ear together, ediatl J o A iing a hardened controller configuration baseline rather than fixing each
rule independently

Recommendation

eline by updating management access security settings including pa: es, encrypted management pro’
method:
nfrastructure.
time synchronization settings i
mmended wireless mon: g and RF optimization features such as rogue detection manitoring, RRM capabilities, and CleanAir where supported.
w and correct network segmentation and WLAN-to-management VLAN separation to pr posure of management interfac

QIALO|E m|O[ x|

2. View details(MI2ALE E7()& Z=2IstHL (ool =& Z=IgLICH ClS HE et &
Insights A& SH& H0|X|7} E AIELICE



Configuration A:
Assessments

Critical wireless controllers show widespread baseline security and configuration

Overview
re Al-gen ed. on data from 312
Findings by Asset
Details Source Findings

Security Advisories
Security Hardening + Insight

Configuration

ing controller stability and wireless performance.
Field Notices
= Primary affected assets: 25, all identified as critical-importance devices.
« 28 rules consistently fail together, including Security: Minimum management password length shoul,
Security: HTTP access to management is enabled, it..., Security: S5H high encryption is not enabled, it
e aln

Security: Controller with telnet enabled, this is...,
and Security: WLAN may be using management

Version: Controller with not recommended code ver..., NTP: Controller without time souncs
. and High Awailability: High Availability is a recommended redun..., sing operational risk and

& and monitoring features are also repeatedly absent together, including CleanAir: CleanAir detection disabled. It is highl..., RRM: ED-RRM
s not in use. It is recommended ..., Band Select: Band Select Is not In use on any WLAN. ..., RF: Legacy rate in Global In use. Disablin d Rogue
Detection: Minimum Rogue RSSI detection threshold s..
» Because these rules ntly appear together, remediatio

n establishing a hardened controller configuration baseline rather than fixi
rule independen

Recommendation

2. Upgrad t s 10 a recommended controller software version and validate com
3. Configure reliable time synchronization settings including reachable NTP servers and v
. Enable recommended wireless menitoring and RF optimization features such as rogue de
. ect network segmentation and WLAN-to-management VLAN separation to

here supported.
Affected Assets

25 results

Product ID Serial Number IP Address

QIAOIE Mg &E

w
wn
(@)
C
=
(@)
D
T
=)
o}
>
«Q
L
>
|>
o
>
=
I
B
M
Mmju
U}
g'l_-
O

AH IC}. Source Findings(A 4 Z41}) m O] X|of
= SHHE X|pet= MEXRI 7HE A7t EAIELICE
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Configuration Assessment > Insights
Critical wireless controllers show widespread baseline security and configuration
gaps

Insights are Al-generated. Based on data from 312 assets with Signature support. @

i Assessments
53 Overview

Findings by Asset

Details Source Findings

Security Advisories
Security Hardening Q, Search Severity v esult v 725 results

Sa Configuration Severity - Serial MNumber Result

High Availability: High Awaila.. Low it
| Fleld Notices igh Availability: High Availa... @ Low © Didnatpass

High Availability: High Availa.. @ Lo ©) Did not pass
High Availability: High Awvaila... D) Did not pass
High Availability: High Availa... © Did not pass
High Availability: High Availa... © Did ot pass
High Availability: High Availa... © Did not pass
High Availability: H © Did not pass
High Availability: HI 0 D not pass

High Availability: High Avalla.. 0 Did not pass

o o o 0 o 0 0o ©

0 Did not pass

EX ZA AL

Severity and Result EECH2 S50i|AM ZEE M50 Eo|2 E7VIE EEZE & /&L
Ct.

L

N mo PR Ae U uste W RIAte ZH SaEi0] ZTjof et M AFErelLC)

e o
Field Notice= 20t ZHEd X|Z 0| ol £ EXE A0 O W& MU} FQLTE 7|
EO2 LEHOEM ZEO| XNE 2 ttel sES FoAIZLICE Field Notice= ME 2
of CHEt A 7t sEt 8&22 MSstn, HE adol= £ s WS Sal 238 7t
3l5tH, 28 L HIRALIA SE}O =82 EXELICLE 0|2 S5 ME otyMde Z&tstn,
olas 8EE 2M36tH, 7| MEtAM TIststE AME oHA|of ChEt Etedd S Z5HE = QU



duco’ 1Q Dev (Internal use only, no support available)

Assessments Field Notices

Overview
~ About the Assessments

Findings by Asset . . . . " . .
952y These assessments compare your assets against Cisco Field Notices. Field Notices flag non-security
product issues that may need action to prevent incidents.

Security Advisories

Security Hardening Field Notice Assessments

Configuration Q Search = Filters 47 results Saved Filters v

Field Notices Assessment Severity > Affected Assets Potentially Affected &
Assets

FN74350 - Cisco Unified Border ... © Critical 24
FN74223 - Some Cisco NCS 540... @ Critical

FN74267 - Cisco NCS-55A2 and ... @ Critical

FN74353 - Cisco Network Conve... € High

Z= oy

T raiof chet B A L TEY

SECH2 2200 TEIE Mol 28 2|8 TEY 4 aLich HA Teof Tt of
22 Yastol BT U7 WIHE HME 4T gL

Field Notice0l| CHEt H7} E7|

T ool chet 7t MR MBS B24H WIHE SALLICH OHS T MR AIZO| EAIE
Lict

- Gt EE: I SHE 2%stod FIHAMF YEE MSELICH

« Field Notice B7t: F|efdo| B X|E X&HE Zefsto] MESH e Ao/ TS A
Ao S5 B AELCH



\ Assessments < Field Notices

FN74223 - Some Cisco NCS 540 Series Medium Density Routers May
Become Unresponsive After Upgrade to Cisco I0S XR Software

= Findings by Asset Release 7.11.1 or Later - Workaround Provided

Overview

Security Zduisories ~ About the assessment

Security Hardening Some medium density Cisco Network Convergence System (NCS) 540 Series Routers may not boot when

subjected to a field programmable device (FPD) upgrade during installation of Cisco I0S XR Software

. . Release 7111 or later.
Configuration

Severity Last updated Bugs
Field Notices © Critical Dec 11,2024 - ——

References

Field Notice 7

Asset Results
Q searcn < Fiters 3 resuts

Asset Result Product ID Serial Product Product
Number Type Family

Device_70_1_... A Potentially affe( Routers Cisco Network... ( signature
Device_70_1_... A\ Potentially affe( Routers Cisco Network... Signature

Device_70_1_... A\ Potentially affe( Routers Cisco Network... Signature

Field Notice0l| CHEt H7} E7|

T il CEt Rta 2T 7444 o TEfR 27|

CELIR SE0|M ZHE|E MEHE L Filters(ZE)E 22511 AIS 758 ZE SE0iA

SME MEislo] S5 RE WEIE = JUaLIct M Zeof Xt 0|F 2 2450 Attt A

g Mg £ Lt

N 2n Us el s Hoys A MRl mal 8 & UaLich s D HEtol nhat
MEZ CHE E2EE A 8E == J&LICH

Field Notice0l| CH8F RF&F 23t LEE LEZ|

ApaHZAoHE LHE U ™ K2 VIS S RIFLICH KA LE2 HE

| Lot 20 MEAE S 2240 Asset Assessment Results(AF&F B7F ool A RHAHS

NS ge) g
Z2IgfLict xtatel ot At M A H 0|X|7F EAIELICE

+ U3 Field NoticeOl CHal AHE 2 HOIEl BE 71ZS SF5tH Y WX 2ol
571 913 57} £ 2olol Bostr &e RS LERLICH



Assessments - Security Hardening(B7t - 20t 25} B{OIM OIS ZEZEE ASE = U&
L|C}.

AE HE|XtE CHE AHH 3EE AFEstod VA =3 Qlslof g LT

7|2 ALEX} O|&: admin

2 H|AUHS: VA X TEMA S0 AMEE|E H|YUHS RHAEH L2 A|E 710|E
=

2321 Al & HO|X|of 7|2 AFE Rl "admin" &! A 0|& "Default-Customer"7} & A|ElLIC}.
27 Bk B MY
& I|0|X| 2| User Profile M’ & S HIZUHS E HZAS D o AEE MHE £ U&LCh

At A XA
[ = == N — N e ]

« Maximum Login Attempts(Z|CH 2321 Az X)) HHo| & 7|7] ©o| HEEl= S
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A 3140| 2chzte AEBLICHZI22: 3; Hel: 0-10).
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25 Launchpad

Dashboards

2. A8X B

Welcome, W

v Get Started

Applications

ot M B2 2

Iéi'
=

Unlock personalized, proactive, and predictive insights to enl

£ Email address
admin

Q. User Security

Q2 Account

Default-Customer

hance decision-making and it
@ Language
English

2

Script Manager

@ Theme Light | Dark = System

Script Manager app

ed app packaging and simplifying application
nt.

LIC}H User Security I O| X|7} & A|ELICH.
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User Security

Ch: Password Security Questions

Change Password
Choose a strong password that contains the following:

@ Atleast 15 characters

© Atleast 2 uppercase characters
@ At least 2 lowercase characters
@ At least 2 numeric characters
© Atleast 2 special characters

@ No repeating characters

Password

New password

Confirm password

3. Security Questions(£9+ ZE)E 22504 B2 L|Ct.
&k 10

User Security

Change Password Security Questions

1

No security questions configured

Set up security questions to help recover your account if you forget your password.

Configure security questions

=
Hot 2 E &4

4. Configure security questions(22F 2 E 7 4)& 2|8t
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User Security

Change Password Security Questions

Security Questions
Set up security questions to help recover your account if you forget your password. You must answer all questions.

Question 1*

Select a security question

Answer *

Question 2 *

Select a security question

Answer *

Question 3 *

Select a security question

Answer *

Question 4 *

Select a security question

Answer *

Question 5*

Select a security question

Answer *

ﬁ

T e e tHARKE TE5H| gb&Lich olE S0{"SMITH" 9t
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Wl Q @ | 2.

A Home Welcome, g e Log

admin

EL Launchpad
v Get Started User Security

Dashboards

Applicati Account
ications
Personal PP Default-Customer
Reports Unlock personalized, proactive, and predictive insights to enhance decision-making and improve operational efficiency.
@ Language

English
b}
®
(P Theme Light | Dark | System

Assets Script Manager

Up-to-date visibility and comprehensive view of assets to Script Manager app
optimize utilization, reduce risk, and improve planning

Cisco 1Q 1.2.0 released

Cisco IQ is a standardized Kubernetes (K8s) cluster on customer premises, spanning one
or more standardized VMs, supporting both air-gapped and non-air-gapped environments,
leveraging common CX platform services, implementing unified governance and
operations procedures, utilizing defined app packaging and simplifying application
deployment and lifecycle management.

2. A8 EotolMq #ElE Z=2IFLICt. User Security HO|X|7F & A|E|LICE

de 1Q
User Security

Change Password Security Questions

Change Password
Choose a strong password that contains the following:

@ Atleast 15 characters

© At least 2 uppercase characters
© Atleast 2 lowercase characters
@ At least 2 numeric characters
© At least 2 special characters

@ No repeating characters

Password

New password

Show

Confirm password

H|ZH S = Cisco IQ VME H|Z 8t Cisco 1Q A|AEI0|AM Cl|o|EElLICE.
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Forgot your password?

Enter your username to begin the password recovery process.

Username

Enter your username

Continue Back to login

M

4. Continue(7l1%)E& Z 2I&tLICE. Verify Identity(ID £ Q1) H 0| X|oi|= O|Foi T A&
57 AE & 3712o] &lo|] Eot ME 0| EAIFLICH



Verify Identity

Answer the following security questions to verify your identity.

What city were you born in?

Enter your answer

What is your mother's maiden name?

Enter your answer

What was the name of your elementary school?

Enter your answer

Verify and continue Back to login
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Set New Password
Choose a strong password that contains the following:

@ At least 15 characters

@ At least 2 uppercase characters
@ At least 2 lowercase characters
@ At least 2 numeric characters
@ At least 2 special characters

° No repeating characters

New password

Confirm password

Reset password Back to login

ﬁ'

&1 158 LHof| 38| A|=5t0{ 2HIE HIZHS E &
7 25 AufstH 2ot2 2|5 HI'H0| 308 S¢t

FSolles :LCLI; A g = igLch ct2at 2
A 7F L5 Bifot Al'Ho| &Z3&LIct &=Z0] Bt
of CHA| AILoH'AIO "302 Fof AHo| RS2

i HUHE AEES ATE 4 s

1235t 24 1 BfLICH Al #Hol A
QA|Mo 2 EZILCH &2 7|
2 HIAIX|7} EAIEL|CH "AlTf
=
X

Q o N

Tle AMZhE ZE st LS
= SiAM=IH, o] f 222l

2L MNSE FT}
AE ZE|XtE Cisco IQ AH AL AHE FIHeE = U&LICH M AHEXHE FTtsted™

1. System Settings(A|AE] A%) > Local Identity & Access(ZZ ID & M|A) >
Users(AtSAHE O|S & LICt Users(At&At) HO|X|7t EAIELICH 2 7|&E 2Z



Ao System Settings

Local Identity &
ccess

LastLogIn
Activity8ltoge user2@abc.co July 16, 2026
&% Package Management c.com July 16, 2026

July 17, 2026

G Seem
Configuration

A& Xt H 0] x|

N m7 odistxl oo Ade S 25 2CE B9
E|7iLt 241 H2 B ofol2 .
s 2E € ChAl HRELE) T
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« AKX F7HE ZEIELICH Add User(AHERH F7t) H|O|X[7F E AIELICE

OVA 445, Asset 114, Al Infra 104, Assessments v1.0.54

& Users

Add User

& System Settings
[ Tosetup permissions via groups, set up your groups in User Groups.

Email address.

Activation code
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6. Assign direct access(& 7% HMA EE)O| Role(VE) EESCIR SFR0M dE S
MEHSFL|CH CHS & 7tX| HE 2 A8E = /&Lt
Foq: ol Z2|7H0|MH E 7| & HMA

- AE 2ElRE: HMA 2E 2 IDP(System Management and Identity
Provider)& M| 2|8 A|AR] M 2t

7. MEE SHBLICH M ALSAITE MAEI] ALK 220l 27 5 4
C}. Pending(2F 5)2 ALSAI7} OFE| XHS HAISHE HRotX| LSS Lieted
L|Ct.

8. S0 MZ MM E AFXE &1 Status G0l Pending(EF 5)0| EAIZ|IEX]
EolghLCt.

9. MZ MME ALK} Qo] Q= More Options(F7F S44) ofo|2 & Z=2IgtLCt.
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1. 2321 Ho|X[oM M ALE X AHE S5 B3 & F=IgfLICH

Register User Account

Username or email

Activation code

Register account

Back to login

© 2026 Cisco Systems, Inc.
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Set New Password
Choose a strong password that contains the following:

@ At least 15 characters

@ At least 2 uppercase characters
@ At least 2 lowercase characters
@ At least 2 numeric characters
@ At least 2 special characters

@ No repeating characters

New password

Confirm password

Reset password Back to login

MAFERHYE & &

7. % Hm 230210 HSetE AE Rl AH 5712 2o AEE FdstetE HIAIX|7L
.{

S Alof] J—FEI%E*
%

AN25tH HA a2 2|RH7F od] 2 AFEXlo| dste
XA 7o 2 st TSl CHAl OES |:|I_

).

‘?_47"& , GE = HHAE 3 X0l HOH0|EE £ ‘BA'QL—IEP 5
tele Local Identity & Access(2Z ID & HAM|A) 111|0|7<|01|A‘| F>AELCH

N AT AN BEREAFRK 1ES AN

o O,

rd

Zl s ARE 4 aUc 182
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AMER O35 4

1. System Settings(A|A R A7)0l M Local Identity & Access(2Z ID & HAA) >
User Groups(AH& A 1&)8 MEHEILIC}. User Groups(AFEAF 21&) HIO|X|7} &
AlElLICE.

User Groups

No user groups yet
Create a user group to get started

+ Create User Group

MNER &

2. Create User Group(Ar& At 1 & d4)2 =& LICt Create user group(AHS At
& M) Ho|X|7t EA[ELICEH

‘0 System Settings > < User Groups

Create user group
Local Identity &
A

Details

AMER 5 4
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1. User Groups(AFE A 18) SE0M £H-HE 1
2. X7 M ol0|2 > Yot O z E
O|X|7} EAIELICH

< User Groups
Ao systemSettings > Edit user group

HOo[O|EE O 50| Ar8X 28 S5 EAIELICH M A2 a5 ZE 7+ 9%
ol CHsll LIt



AR 182 AW 5t

1. User Groups(AtE A 2 8) SSMM AXME 282 3&LCH
2. & 9| More Options 0t0|2& Z2!5t1 Delete& MEELICY.

A Delete user group?

User group will be permanently removed from the platform.

Cancel Delete user group
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SP it Elol= 50§ Okta0ll= BR8] efesLich

CtY 20tRE A8 6t

AMZAELII?

Chel 27042 URL https://mymanagementhost.mydomain.com/saml/logout

SP &2 RHCH&/AE|E]

ID S ACS URL)

of EE= ofL2

https://mymanagementhost.mydomain.com

8. "IDP Metadata XML" I} Y& CI2E2E5tE{H CH2 2 E Ol 0|22 F=FLICH

9. 22 X7} @ F5t= 2 o Z2|Ao|MHME =2 H|ME 5 HLE MAIsHL|C}
Okta IDP &7}

Cisco IQ0| A IDPE F7}6t24H

1. System Settings(A|AE! 447%)0f| A System Configuration(A|A R Z41| 22|
O|M) > Identity Providers(ID M3 XHE MEAfLICH ID MSAt mO|X|7 &
AlElLCt.

deeb' 1Q Link

2o Systemsettings > |dentity Providers Download SP public certi ficate J \ Download SP metadata

&% Connection Management

D  Activity & Logs

g

No identity provider added yet
Add an identity provider to get started

@ Ser
Configuration

Add identity provider

o xX|EEl Alzhol| stLtel IDPEF FIHe £~ Q& LICH.

4

2. Add Identity Providerg& £ =!8 LICt. Add Identity Provider H|O|X|7} E A|E
L|Ct.
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IQ Link

‘0 System Settings € ldentity Providers

Add Identity Provider

g‘

<

0}

Connection Management

Activity & Logs Identity provider name *

Enter identity provider name

System
Configuration Domains
Enter domain names

Organization IDP metadata*

Select or drag file to this area to upload

Only one file can be uploaded at 5 MB or less

(, Enable single log out (SLO)

Save Cancel

. Add(F7HE 226104 Cisco IQE F+dE = H Q! 0|FE Domain(s) Z=0f

FIHeEr k.

. IDP O Z 2|7 0| MM 42 SAML MIEFE|O|E| It Organization IDP

metadata(Z % IDP HIE}H|O|E{) 2E0i Z20{ =7{Lt YZ=5tE Lot
0| Ztdol= QIB M MR ALE & SP E|E| MEALE O] L& |0 Q& LICH

(MEH A}2H) Enable single logout(EHY 21012 &43H) EZ2 H
L}S0o SLOE &85te &= &L

rim
fjo

Ak



. &7}l IDPO|M More Options(F7} &44) 0tO|Z > Map Roles(3& 0O
MEASFL|CH [AFE AL 48 OiE] T O|X|7t EAIE LICE

Map identity provider roles to system roles to assign permissions.

Map User Roles

IDP Role System Role

igQ-demo-user General Account... &)

+ Add identity provider role




2. MEiH AlAT ofgtof CHEH IDP &S Q2istAAlR. RIMEIS AlAE o
2 Ct31t Z&Lct.
et HE BElxk Uit AN BERE MB BE g +HE 4
U= BE TEH2 7HELICH
el HH Foq: e HH Fo{ol= 47| HE HAM|A HEHO| J&LICH
~ D IDP d&g2 U2 HAE T QlLC ZXo| IDPH| R+ MHE I8
= AE ol Hehs| YxISHoF B LICH Okta 2 &2 ofl= of2fo
SR ELCH
$¢ okta a o ¢
o Admin Console <
P Groups 9 Help
Directory l Rules
Groups.
£ Customizations
O security ’ ’
% T A X
3. Add ID provider role(ID M3 Xt &g F7hHE &I5t0{ Lo maf F7t A
g2 g & ct
4. &2 gL ct o] &2 £ 2391 I o|X|of (IDPE &3H) SSOZ
23018 &= e S 40| EAIELICEH
Bt 23012 74132 oM
SLOE & 435}5te{™ SLO URLO| Z & ImIErHIoIEE UZE=s{oF ®LICH ID 3
SAt AYEE HEStD HY 2302 A8 EZ22 7iH 0|8 7 8E &= &L ch
SLO Zix|ag|o|Me &t =5t2{™
1. Identity Providers(ID 32 XAt) & H O|X|0{ A Download SP public
certificate(SP 3& QB M CIREE)E F=IFLICE



SP 28 IBA

b

2. CIRRZ =3t 1} A€ sp-public-key.crt2 K& & LICH

3. IDP ZEZ 0| &Lt

4. SSOE 2|8t IDP SAML Z1I| 23| 0|4A40| A AAI=El M QIF A T}

CeLct.

5. SLO URL(H: https://cig-xxx-xxx-37-160.cx-hub-
rtp.cisco.com/saml/logout)2 I=24&rL|C},

10
1A%
Hu

6. SP &2 XH(0dl: cig-xxx-xxx-37-160.cx-hub-rtp.cisco.com)2& /=248l L|C}.

7. Submit(ME)2 2=l Lt

8. IDP MIEtH|O|E] U S CHA| CH2 2= L|CH

9. Identity Providers(ID M3 Xt) H 0| X|0{| A F7}+E! IDPL2| More Options(F 7t

Z4) ol 0|Z > Edit(=H)& MEFLICH

10. Enable single log out (SLO)(EfY 210+2(SLO) &8sl EZ H
Ct.

1. M2 Ct2E2 =3 HIEHH|O|H g Y2 =FLICH.
12. Ot S MIA B AEE AF83t0{ SSO 2 SLO 7|52 &QlgfLct.
Rl AMIAEAE:
- 2 oelx 230l MEsH&LIC.

- IDP ZEHOo| #d L ZZH|X{IH

- IDPE "M Z&" AEHZ Cisco IQ0| F7HEIL|CE
. 48 ojZo| 2 MHE| T EHAEH
- SP MHEIH|O|E{7} CIRE2EEX|T QIS M7 TEE

rm
mjo
oy
-

- SLO7t &dstEl < SLO ZHn|ago|Mo| AX| ME S ME et ELICH



IDP &A| sHZ&

Ct= o= IDP &El, QI8 257/, SSO 210! Aluf 2 SLO x|z ol gt
5 BHE H sk T4 A o £ Bol Hie Yerriel B & T
&3 40| LI Elof QlerLirt.

=X £FM
IDP & Ef7t "Incomplete(OIRtR 4 yml 59— N
=|o|'|:|.u.|77_-|_u_j_ OAI_=|2|'OI_|
IEM 27 oIEM HA U x4 gl
SSO 219! Al SN 0T YO8 #Y HAS
) RIZE M7} M2 YEEE|1 SLO URLO| 74
ACHZ Et =R g =° =

AD FS IDP SAML SSO 71I|12|0|Ad

O] MMof| M= Microsoft AD(Active Directory) FS(Federation Services)E Cisco
IQE SAML IDPE ? 5to4 H|ZE#H S 7|8 2! PKI(Public Key Infrastructure) e &
RIS M 7|8t QIS X| ot idod| CHa AHEELICE.

AD FS IDP SAMLZ SSO0f| #445t7| 28t AFT 7 AtE
- AD FS 6.0 O|&to| HE =
- Windows Server 2016 + (% 2019)
- TMEIADE AL R A SF
- AD FS AMH{S| SSL/TLS QI& A
- Cisco 1QOi| CHEF 2t 2| Xt HAM| A
- ADFS MH{(Windows Server)oil CH8F 2| HM|A
- AD FS MHE2| PowerShell XA
- AD FS%} Cisco 1Q 7Ho| HES{3 1A

- YE{Z 2} 0|= CA(Certificate Authority)(AX|ZIA7HLE 242 7}

or

- ol #elRt B 7Y EElRF HEH(PKIoEH 2R
- AD FS Mt Zm|z2el|o|M M= HE (ot & & ZX)

He

FH
o2
o

=
S

lor
ofu



oo

=2
=

Cisco 1Q FQDN

ADFS AH{ URL

E|A EH

SSL QIEM X|E

7|2 AD FS SAML T4

AD FSE F5t24H

1. System Settings(A|

ITRELS

MEXHAD FS MH &

OlHl Y =l

Active Directory 1 &
DN(ZHQ! 0|Z)

QIE{ZZ}0|= CA O|&
AD FS CHA| TLS ZE

AD FS AMbB{ SSL 2I& A

of

<Your-CIQ-FQDN> 0l
dev35-23.cx-xxx-
XXX.CiSCO.com
https://<Your-ADFS-
HOSTNAME> 0f:
https://ad-fs.dev.local
<AEXRH-Z O Rl>
CN=3gl - CXIQ 7HE R}
OU=1%, DC=dev, DC=2
A

<Your-CA-Name>
49443

<Your-SSL-CERT-
THUMBPRINT>

)0l A System Configuration(A| A& Z41| 22|

O|M) > Identity Providers(ID M3 XH)E ME4ELICH ID MSAt mO|X|7F &

AlEILCH

bl 1Q Link

Identity Providers

&% Connection Management

£ Activity & Logs

o) System
Configuration

ez 2M

N

gLk

3. service-provider-metadata.xml 2! service-provider-certificate.crt It &=

. Download SP public certificate and Download SP metadata(
Ct22E 2 SP H|EIH|O|E| CHREE)

AFSH04 ADFS MBE{(0dl: C:\)oll A& &rLICt

4. AD FS AMuqol 23 QlgtL|ct.

=2 325
= =2 "1

Download SP public ce!

ow
e
OH
Ol
ro
ol
x

o Ol2{EF WU E 22 E

5. AD FS Management(AD FS ZFZl) M|+ 01| A Relying Party Trust(E AR}
Trust)& 22§ LCt

6. Relying Party Trust H|++0llA Add Relying Party TrustE 22/gfLIC}. Af O}



HAZF Q2L
7. Claims Aware 2IC|2 HE S =2 LICH.
8. Start(A|Zh & E2l5t0{ Zim|aaio|ME FIE Lt

9. IHUOAM AME[ SAFKIO CHEF ClIOIE] 7}KA27|E 225104 3EH e YR 2
MEE oM HE HEE 7I XS L.

_

10. Browse(& ot 2 7|)& 22I5to S & ALY HIEIH|OE mtAUS MBSt T @
2hE LI

11. Next(CtZ)E E=2&LICt

12. Al O|F(0d: "Cisco 1Q")2 Y25t T &l HZE FIteH F Next(CHS)E
Z2gct.

13. Choose Access Control Policy(U4A[A X|0{ 2328 {EH) T| O| X|of| A Permit
everyone(2F 5{&)(E= 2|0 2ot |z o[Mof| st HA)E 2=
gLict
= .

14. LFHX| 20l M Next(CHS)E E=IgtLICH.
15. Close(E7()& 22!5t0{ AR} Trust Z4Z|a2f|o|ME 2t & LCt.

N &1 AD FS Mol S22 MFA(Multi-Factor Authentication) 01E{E{(0d:
Azure MFA, 78 El AlZt 7|8t TOTP(One-Time Password).

O] H&o| T+ dE MFA M3 Xt gi0| 3t El Z9 ADFS= ALEXHE 215 5HK|Et
‘3‘5.”‘—. Z urn:oasis:names:tc:SAML:2.0:status:RequestDenied & EfS| X
HE gL SAML 8 0f o{dMo| Z&E|o] JUX| fe=2 E2{a2l0| Alufst
T "o|HY FE"RE 2Lt

2A: "Permit Everyone with MFA(MFAZ 2 E AFS X} 3{8)"7F ME4EIL|CH.

HZ2 &&: PowerShellol M Ch5 BEES A=istod 24X HA S HQlgfLCt.

ol

Get-AdfsRelyingPartyTrust -Name

”) .AccessControlPolicyName
To set “Permit everyone” (no MFA requirement), run the following command:
Set-AdfsRelyingPartyTrust -TargetName “

-AccessControlPolicyName “Permit everyone”



You can also create the trust through
-Add-AdfsRelyingPartyTrust °
=Name *

-Identifier “

[

-SamTEndpoint (New-AdfsSamlEndpoint -Binding

SAMLAssertionConsumer -Uri

n) N

-AccessControlPolicyName “Permit everyone’
-IssuanceAuthorizationRules ’=> issue(Type
“http://schemas.microsoft.com/authorization/claims/permit”, Value

"tl"ue") :

PowerShel1l:

POST -Protocol

ADFS 2o & 7
ADFS 28 7=l 7 M5IE{H S MMof| LIYGE BHHE +&ghLct.
4 28
ZLest 202 LIS EE HXTsHAA2.
E7: 2 20
2o =5 EnES
Email AFE R} AlEAXE AD HI&
EAO|& ALEXRIC| A 018 AD EA| O|E
ADFS= UPN2 &3l 22I0|E 2I&
OIZE M Q15 =
UPN PRI/RISM €15 ME AD AF2Rtof|H| OHE &L CtH
Ol ID SAML N = olH 4%
i, gk 7|8F HAM|A AD & T4 #(memberOf)
S Rrlxg



1. G ALRE Trustel| O|& & HolgLIChodl: "Cisco 1Q - Production").

$relyingPartyName = “Your-RP-Name”

2. A8XH BE U IF HEH{AS Cisco Q0] H&FHEE 22l FEIS Holdt
L|Ct.
$claimRules = @’
@RuleTemplate = “LdapClaims”
@RuleName = “Send Email and Name”
c:[Type == “http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname’

=> issue(store = “Active Directory”, types = (“http://schemas.xmlsoap.org/ws/2005/05/1¢
@RuleTemplate = “LdapClaims”

@RuleName = “Send UPN”

c:[Type == “http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname’
=> issue(store = “Active Directory”,

types = (“http://schemas.xmlsoap.org/ws/2005/05/identity/claims/upn”),

query = “;userPrincipalName;{0}”, param = c.Value);

@RuleName = “Transform Email to NameID”

c:[Type == “http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress”]

=> issue(Type = “http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier”,
Issuer = c.Issuer, OriginalIlssuer = c.OriginalIssuer, Value = c.Value, ValueType = c.V:
Properties[“http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/format”] = °
@RuleName = “Send Group Membership”

c:[Type == “http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname’
=> issue(store = “Active Directory”,

types = (“http://schemas.xmlsoap.org/claims/Group”),

query = “;memberOf;{0}”, param = c.Value);

@

3.CH2 BHE Astod 2o #3I2 ML

Set-AdfsRelyingPartyTrust -TargetName $relyingPartyName
-IssuanceTransformRules $claimRules

Write-Host "2 2| 712{0| 3oz FHEUR&LICH" -HEY 54

Z1:Zt AD AFE X AHolE HIY SM0| R{RIA{ do{oF ELIC O] EMO|
1o SAML assertion0f O|H|& S2{|0| Z&E|X| Aoz 2 QIF 0| HE
=\ |t

=

A-EXte| OlHY FAE UCIO|ESIEA™ CHS PowerShell BE & A gfL|CH

Set-ADUser -Identity “

” -EmailAddress



1.CHS MBS M#stol A R0 18 WHAS HQISGTS ASK 0l8S A
Metuct
$username = “username”

2. Ohs BEE dstod AER AHE H&LICH

$searcher = [adsisearcher]“(samaccountname=$username)”
$user = $searcher.FindOne()

3. OIS BHS A8stod AL8A7E &8 O&S EAIFLICHL

$user.Properties.memberof

CN=& - CXIQ 7 RH,0U=& 1 &,DC=dev,DC=local
SP ME ABME L2 AD FS 74

1. AD FS M0 SP QI&E ME TrustedPeople MEAZ 7tXKASLICEH

Import-Certificate -FilePath “C:-provider-certificate.crt”
-CertStoreLocation “Cert:”



A
o

O| AlZ| EEAFRFOf CHEH TMXxio 2 ®|Ql R

ol

L
i
Pl
Pl
0l
re
met

Set-AdfsRelyingPartyTrust °
-TargetIdentifier *

-SigningCertificateRevocationCheck None °
-EncryptionCertificateRevocationCheck None

- SP QIZ M7} Al MEE|X| ot CAMAM B2 =l B g2 El CA Q1B A
FEQIBM MEAR JIMSLICH

Import-Certificate -FilePath “C:-ca.cer” -CertStorelLocation
“Cert:”

3. ADFS MH|AE CIHA| A|ZF5H0{ 443 At 2 ME&LCt.
Restart-Service adfssrv

PKIIRIZM Q15 dH

Ol Mol A= HILHE O} BT Q1B M 7I8HF, ADLE e £ AZEY
BM) B2 F7tsts Wil chah AWLICH HIYUW S T ©
A

1. CHe B2 Aystod THIQI| IE{Zat0|x CATF 0/0] QUEX| ZQIFL

Ct
certutil -config - -ping
0| REB SES Hretsts Z2 o] MMo| LiHx| RS HUE 4 AaLict
£730| 0|0 TAEIUALICH CAS € + 9SS LIELIE Z2 2872 Ty



install-WindowsFeature AD-Certificate -IncludeManagementTools

3.CH2 EY
nstall-AdcsCertificationAuthority

-CAType EnterpriseRootCA
-CACommonName

RSA#Microsoft Software Key Storage Provider

-KeyLength 2048
-HashAlgorithmName SHA256
-CryptoProviderName *

-ValidityPeriod Years
-ValidityPeriodUnits 10

-Force
4. CtE BHZS Asto MX|E =fQlghLict.
certutil -ca
5 CH2 BHE2 A~5t0] MH|AT & AEjo|n 38 = U=X| = elgL|ct
certutil -config - -ping
CIEMEER 7
Z210|1E Q15 EKU(Enhanced Key Usage)E AF235104 QIS M HIESIE 45
£{™
1. certsrv.mscE €11 CA = EE = ZetL|ct.
2. Certificate Templates(215 A & EZX!) > Manage(Z2))E O0+f4A LEZ H
=Eo 2 ZEIFLCt.
3. AHEA HIESIZ SX|RLICH
~ Hu: 72 M3 AMEX HEZ2 Y HESM L2 E 2B
2O|1E Q1F EKUZt Z&El Aot R =35 HLE S ELIC
12 F-ehct



o

En
Lo T

I8F: Name(0|&) 20l f& 7|ZFol 1421 "ClQ AH8 At 215" &
FL|CF

i X{2l: Purpose EELCI2 =501 M Signature and encryption2 M
H5l 1 Allow private key to exported(7H2! 7|1& LHEH 5{8) &QIEtS
HS} |__||:|.

=

x 12 fO
m oh O)Il

d

. x| O|&: Build from Active Directory Information(Active Directory =
HoM 2E)2 MEfS T Subject(MS) & SAN(SAN) Z=of O|HYS
Zaeholct

A1 Subject(M=) 2 SAN ZE=0i= AFE XS] UPN(User Principal
Name) 2= AD A&t Yx|st= O|H| ol =& x|ofoF &LICH AD
FSE O|2{8t ZEE AF83510{ AD AL XIof|H Q15 ME oHE & LCH.

- LHM B3 of Z2(F 0| HEof "EEI0|HME 215
(1.3.6.1.5.5.7.3.2)"0] Z& |04 U =X| = IFrLIC.

-

on
I
o
ror

- Security: =H QI AAEX F7H & 47| A £ 04

5.CtS BBE A8stod RIESIE HAIRLICH

Add-CATemplate -Name “CIQUserAuthentication” -Force

certreq -enroll -user “CIQUserAuthentication”
3. O BHEE Asto] Q1B M EXIE = l&Lct

Get-ChildItem Cert:| Where-Object {
$_.EnhancedKeyUsagelList.ObjectId -contains “1.3.6.1.5.5.7.3.2”} | Format-Table Subject,

Windows0ll A AtEXF QIZM LHELHZ| & Z20|AEof MR](Mac)

Windows0llA Mac2 2 AIEXF QIS MHE LHE LH2dH™



HHS AA50d Windows2| Q1B ME PFX THUZ LHEHL|CH.
$cert = Get-ChildItem Cert:| Where-Object { $_.Subject -Tlike “

71
ConvertTo-SecureString -String “

$password =
Password $password

” -Force -AsPlainText
i-cert.pfx”

Export-PfxCertificate -Cert $cert -FilePath “C

It g Mac C|HIO|AE & EHLICE.

2. user-cert.pfx I
1212 AlSH OIZ ME Tt LICH

3.ChE BT 5t04 Mac 7| Mo 2

~/Library/Keychains/login.keychain-db -P “

security import user-cert.pfx -

CH7F CHAl Zoqok 15 A7t

«, 2D QEME M2 50 HEIR K E &9t
IAIEL|CH
AlSH5104 MacOl M CAE Al2|EFLCt.

sudo security add-trusted-cert -d -r trustRoot \
-k /Library/Keychains/System.keychain ca-certificate.cer

AD FS Q1B M Q1B =X QIE 235t
ADFS Q5K Q15 AIEZQIEE & 455124
AR50 EHQEH ADFS QIS M AIEXZQIEE EMSHEFLICH

EEnable-AdfsEndpoint -TargetAddressPath /adfs/services/trust/2005/certificate



EnabTle-AdfsEndpoint -TargetAddressPath /adfs/services/trust/2005/certificatetransport

Format-Table Addre:s

Enable-AdfsEndpoint -TargetAddressPath /adfs/services/trust/13/certificate
EnabTle-AdfsEndpoint -TargetAddressPath /adfs/services/trust/13/certificatetransport
IetL|C}.
*cert*” }

02

Al
=

fijo

0424
[=X=]

0|0

2. C}
Get-AdfsEndpoint | Where-Object { $_.AddressPath -Tike “

7|2 eIBM eIE st
CIEM CIEE 78R &/ d3tsted™
AL 3tod QlEEIY W AAEBI HAAS 9B 7| Q15 =
‘WindowsAuthentic
FormsAuthenticat

Set-AdfsGlobalAuthenticationPolicy
-PrimaryIntranetAuthenticationProvider @(“CertificateAuthentication”,
-PrimaryExtranetAuthenticationProvider @(“CertificateAuthentication”,
2. [ BHE AH350{ F F 50 CertificateAuthentication &
FormsAuthenticationO| Z & £|0{ = X]| & QletL|C}.
(Get-AdfsGlobalAuthenticationPolicy).PrimaryIntranetAuthenticationProvider
5tQI3fL|

(Get-AdfsGlobalAuthenticationPolicy).PrimaryExtranetAuthenticationProvider
I|agio|ME

&1 TLS E2to|H

2 A8 35104
HttpsPort, T1sClientPort

3.2 BE
Ct.
Get-AdfsProperties | Select-Object HostName
OHCIE HHES AI85l0d ZEE YH|O|ESI
FerL|ClH

4. TIsClientPort7} 49443 &}
AD FS MH|AE CIA| AI

Set-AdfsProperties -T1sClientPort 49443

Restart-Service adfssrv

2)

H(PKIol &
M 2I&0| &&

St x| %"

mlm H"
=I0|=I

SChannel/TLS =+
= 25

CHS Ho| BHA[od A
CERT_E_UNTRUSTEDROOT(0x800B0109) £



X E 494430{| M SSL QIE M HiRIE

I E 4944304 A SSL @I

EAME HiQlY st

1.CIS ¥H
C}.

>netsh http delete sslcert

2 A235t0{ ZE 494430{ A 7|& SSL

215 M HE

hostnameport=
149443
2. C2 BHE ALS5tod EHstEl 2EI0|HE IS M
e Mgt
netsh http add sslcert hostnameport=
149443 °
certhash=
appid="“{5d89a20c-beab-4389-9447-324788eb944a}”
certstorename=MY °
clientcertnegotiation=enable
verifyclientcertrevocation=disable
E QIEM &4

Ct.

http show sslcert
hostnameport=

149443

2 ML

5to{ Al Hil

rr

A
10
0
o



A 10: Windows SChannel2 MEZ|E = e FE MY AHA| HEE[X] €
2 QCBMII U B2 2E ZC0|UE 2UBSME HEELICE Ol= PKI &
ool & Z& aelelct

1.CHS HYES A&SIo MEE &= Ues FE HEAOM AN MEL[X| o2
CIEME AlHELICE.

$bad = Get-ChildItem Cert:| Where-Object { $_.Issuer -ne $_.Subject }
$bad | ForEach-Object { Write-Host “PROBLEM: $($_.Subject) | Issuer:

2.C+S TS M504 0213 ABME B2 CAMBAER OIS

$bad | Move-Item -Destination Cert:\IntermediateCA

Write-Host “Moved $($bad.Count) cert(s) from Root to Intermediate CA store

3. OS2 BES ddstod RbAl MBEIX| gf2
(@)

CIZEM7t ERHAEE &2
off ot RUX| €

Get-ChildItem Cert:| Where-Object { $_.Issuer -ne $_.Subject }

SChannel X[ AEE| £

ﬁ

2 &517| 218 SChannel HIX|AE

ME35t0{ HIRIAER AR HLE Mo}

$regPath = “HKLM:”

2.CIE HHE A

otof of2f Eof HolE BIX|AEE| HEE

Set-ItemProperty -Path $regPath -Name “ClientAuthTrustMode”

$($_.Issuer)”

E

2| 48 F g5t

MEgLch.

gfLict

~E

D|_=|

-Value 2 -Type DWord

o~

Set-ItemProperty -Path $regPath -Name “SendTrustedIssuerList” -Value 0 -Type DWord

E 8 AdRAES MY

OI-

-For

> -Foregrounc



=k UEPNEERS
HEFS CA AZIE 2 A38tstod 7|2
ClientAuthTrustMode 2 guq CA HIZI& Feststod 7|

Ef{AEE A X} 0 TLS SHEM|0O|3 S0l M7t AZ|E
2E HL7| =2X 558 ME5HR| 25HA & LIEP

25 H2E 41

N 2T AER B ME W sHe CA QBT SystemCertificates X{ % A0
QJ0{0F SHIE 7| QlAIH LI Ct

1. CHS BHEE ALE510{ CA 21E ML XIS HolgfLch

o o

$caThumbprint =

2. CIS HHES AL 3504 CA @18 M7} LocalMachinestore*0d| O|O| YU=X

| &
=

$exists = Test-Path “HKLM:\caThumbprint”

£ 9= A2 LocalMachine XME A2 71 SZLCt.

[0
oM
>
1]
o
mjo

if (-not $exists) {
Import-Certificate -FilePath “C:\YOUR-CA-CERT>.cer”

-CertStorelLocation “Cert:”

ADFS Mt RIS EI(E)

Ct2 B2 AF2510{ ADFS MHHE CHA| A|ZFEFLICE.

o o

Restart-Computer -Force



N #1: ClientAuthTrustMode ZIXIAE 2| #H78 AFEHS M7} CHA| AlSHEl
of gt M FLICt.

AD FS HEIH|O|E LHE L} 7|

PowerShell £= ¥ E2} X E AF&35104 ADFS MIEIH|O|E{E CIREEE 5+ Q!
&LCt.

PowerShell

PowerShell2 Al2735t04 AD FS HIEIH|IO|E{E LHE LHE{H™
1. AD FS MHE{0l| A PowerShell2 3L|C}.

2. CtE P2 ddsto HEHO|H TS CH22E8fLICH

$metadatalrl = (Get-AdfsEndpoint | Where-Object {$_.Protocol -eq “Federation Meta
Invoke-WebRequest -Uri $metadataUlrl.AbsoluteUri -OutFile “C:-metadata.xml”
Write-Host “ADFS metadata exported to C:-metadata.xml” -ForegroundColor Green

HH S AMSH HEIH O|E] T O0| C:-metadata.xmlol| K& ElL|C}.

e HElRX{E Al25t04 ADFS HIEH|O|E{E LHE L2{H

1. https://<your-adfs-server>/FederationMetadata/2007-
06/FederationMetadata.xmIS £ 0|& 504 "<your-adfs-server>"&
ADFS MH{2| ZAE O|§2Z HiELICE

2. HIAIX|7} EAIZ|H HEH O] XML It LS HAFE{ofl A& &Lt
Cisco IQOi| A 44

Cisco Q0| A F+4d5t24H
1. ad fs-metadata.xmlS I AE||0|Mof| H&ELICH

2. Cisco 1QO0{l A System Settings(AIA &l A47%) > System
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$searcher = New-Object DirectoryServices.DirectorySearcher
$searcher.Filter = “(&(objectClass=group) (chn=Role - CXIQ*))”
$searcher.PropertiesTolLoad.Add(“distinguishedName”) | Out-Null
$searcher.PropertiesToLoad.Add(“cn”) | Out-NuTll

$searcher.FindA11() | ForEach-Object { $_.Properties[“distinguishedname”] }
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DC=com
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Map user roles

IDP role System role

General Account...
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4. Assign(8'2)2 22IFLICH AF ZL2 SAML assertion groups %430
Mg = e EXEE B AELICH

IDP BELEIOlE X Q1AM C

o
Hu
n

IDP GIEFEIOIE] & QIS ME CHe 2o sted

1. Enterprise Application(2IE{Z2}0|= ol & 2|71 0|M)0i| A Single Sign-
On(=2e 219l) > SAML Signing Certificate(SAML M QIS M)E M

Ee
45 0I5 M 2242 9lsl 915 M C}2 2 = (Basebd).

3. Set up(&d) Mo M CHZ 2t2 = IgLICt.
- 232! URL(IDP SSO URL)
- Azure AD A XH(IDP E{E| ID)

E 702 URL(IDP SLO URL)

N &1 Entra ID7F ME QIBME Ty Moz eEstoR, SC gl

SSO MHIAE E&ste{™H &d 1E M7t ¢dEE miotc HEC|o|EE
CtA| CHRZE5t T VA L2 =38l of &hLct.

Entra ID IDP &7}

N =3 SAMLOI CHEF APISIX A2 Cisco 1QO]l IDP7} X 7HE|H RFES
2 MMEloZ &5 Z=2 AI|ado|Mo| ERsHR| &L o,

Entra ID IDPE F7}5}2{H™
1. VAO| A 22Xt 2 232l8fL|C}.
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[Version]

Signature = “ $Windows NT §$”
[NewRequest]

Subject = “CN=

KeyLength = 2048

KeySpec = 1

KeyUsage = 0xa0

MachineKeySet = FALSE

ProviderName = “Microsoft RSA SChannel Cryptographic Provider”
RequestType = PKCS10
[RequestAttributes]
CertificateTemplate = EntraUserCert
[EnhancedKeyUsageExtension]

0ID = 1.3.6.1.5.5.7.3.2

0ID = 1.3.6.1.4.1.311.20.2.2

[Extensions]
2.5.29.17 = “{text}”
_continue_ = “upn=
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“@ | Out-File -FilePath C:-cert.inf -Encoding ASCII
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certreq -submit -config

\CA-NAME>" C:-cert.csr C:-cert.cer

5. CAOl| QIZME MR[ott{H CIE TS A fLICH
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$password = ConvertTo-SecureString -String
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Export-PfxCertificate -Cert $cert -FilePath C:-cert.pfx -Password $password
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powershell
# Create self-signed CA
$rootCA = New-SelfSignedCertificate °
-Subject “CN=CIQ-Test-CA” °
-CertStorelLocation “Cert:” °
-KeyUsage CertSign, CRLSign °
-KeyLength 2048 °
-NotAfter (Get-Date).AddYears(5) °
-TextExtension @(“2.5.29.19={text}ca=TRUE”)
# Create user cert signed by the CA
$userCert = New-SelfSignedCertificate °
-Subject “CN=

-CertStorelLocation “Cert:” °

-Signer $rootCA °

-KeyUsage DigitalSignature °
-KeyLength 2048 °

-NotAfter (Get-Date).AddYears(2) °
-TextExtension @(
“2.5.29.37={text}1.3.6.1.5.5.7.3.2",
“2.5.29.17={text}upn=
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SCP Mu{ F7¢}

SCP MHE F7tstc{H

1. System Settings(A|AE A7)0l M System Configuration(AlA R Z41|
J2|0|M) > SCP Server(SCP AMH{)E ME4EFLICE SCP Server(SCP
Mu) H O|X|7} & Al L|CE.

‘0 System Settings > SCP Server

= Local Ildentity &

P
>
Q Access
Connection Management

Activity & Logs

&%, Package Management No SCP servers configured yet

Configure a server to get started

a System + Configure SCP server
Configuration

SCP AMt{ & M| 0| X|

2. Configure SCP server& 22§ LIC}. Configure SCP Server(SCP A
H T 4d) Ho|X|7F EAIE LIC}.



‘0 System Settings >

Local Identity &
Access

>

Connection Management

< SCP Server

Configure SCP Server

Specify the location for appliance and application files.

IP address/hostname

Activity & Logs

o% Package Management

System Remote directory
Configuration

Username

Password

Show

Save Cancel

SCP M 74

3.IP FA/IZAE O|ES =T LICE

4. ZEE gLt

8. M¥ S ZRIFLICE &l HAIX|IZF R AIELICH
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‘0 System Settings > SCP Server

¥ ¢ tion M t
* onnection Megoasss IP address/hostname

- ——
2 Activity& Logs

Port
$%, Package Management 22
Remote directory
System [files/

Configuration
g Username

cig-scp-user.local

Password
0000000

F7+El SCP MH

2. #3t= 7|1& SCP M2l EditE 22

Test SCP connection




& Systemsettings > & SCP Server
Edit SCP Server

&% Connection Management Specify the location for appliance and application files.

2  Activity & Logs

. IP address/hostname
3% Package Management

System
Configuration 22

Remote directory

[files/

Username

cig-scp-user.local

Password

Save | Cancel
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AMAE AO|O|E CHA| of 9f
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&0 System Settings System Configuration X

/ing system updates, monitoring health, and managing your node cluster.
= LocalIdentity &
=S
R e > Banners gement

Identity Providers

Connection Management NTP Servers

. SCP Server dit maintenance window | Configure update
Activity & Logs

SSL Certificates Update mode Maintenance window

o% Package Management Automatic

Syslog Servers

System Management
System
Configuration

INES=!

e

=l

1. System Settings(A|AE 24%)0f| A System Configuration(A|A R Z4 1|
J2i0|4) > System Management(A|AE! ZHE[)E MEAEFLICEH System
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&o system Settings > System Management

Maintain optimal performance by applying system updates, monitoring health, and managing your node cluster.

= Localldentity & 5

@ Access System Updates Node Management

Connection Management
Current System Edit maintenance window | Configure update
Activity & Logs
Current version Update mode Maintenance window
&% Package Management 1.2.0 (Build 416) Automatic

System
Configuration

Update History

AAEI ATB0|=

2. dO|o|E 742 Z2I%tLIC Configure update H O|X|7} & A|ELICH.

System Settings > < System Management

Configure update
Local Identity &
Access

>

4\  SCP server configuration missing
Connection Management To update the system via SCP, set up your server in SCP server.

Activity & Logs
n Uploading commits your system to this upgrade and can't be canceled. File processing may take time and you'll be notified

5 when complete.
&% Package Management pl

File selection

System . (® Local file upload
Configuration

&

Select or drag a file here to upload

Update schedule
Select a file to view update schedule.

Done
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&¢ System Settings > System Management

Maintain optimal performance by applying system updates, monitoring health, and managing your node cluster.

Local Identity &
Access o System Updates Node Management

Connection Management
Current System Edit maintenance window | Configure update

Activity & Logs
Current version Update mode Maintenance window

3% Package Management Automatic

System
Configuration

®X 22 HE

1. System Management(A|A R 2t2[) I O|X[|2| Current System (XK Al
A ) MM M Edit maintenance(7 X| #2| HE) &g Z2IgLcH

Edit maintenance window

Select the day and time to reserve for future updates. If an update can't be completed during the
maintenance window, it will occur on the last day of the grace period.

Day Time

Cancel Save
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Management(A|A & ﬂFEI) > Node Management('c = #2Z|)Z 0|S 3t
o1 S{AES| EE BT #algLct,



o Systemsettings B System Management

Maintain optimal performance by applying system updates, monitoring health, and managing your node cluster.
Local Identity & N

R Access System Updates  Node Management

onnection Management
B Toadd new nodes, visit iq.cisco.com to download installer package Via Package Catalog (7

= Fiiters 1 result

System atus lode Node etmas. atewa Last
>
Configuration Type Syste...

Primary - 5 Jul 22, 20...

Loy =il 55
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1. Cisco IQ SaaSol| 21918fL|C}.

2. Home > System Settings > Package CatalogZ 0|5 & L|C}.

Package Catalog
These packages are intended for on-premises deployments.
= Account Details
= Filters 8 results
R Identity & Access

Systems

® Tags

et Data

Data Connectors

8l

Service Contracts

hel

File Upload . Cisco + v1.2.999

Released Jul 15,2026  Details | Download options A Released Jul 15,2026  Details | Download options v

=]

Package Catalog
Installation packages
. Modules
Activity & Logs Upgrade packages

AZEQ0{FIEEREO

3. Cisco 1Q Virtual Appliance 7t =.01|A{ Download options(Ct2 2 E & M)
> Upgrade packages(&d1210|= m{7|X|)E E=IgfLIC.


http://iq.cisco.com/
http://iq.cisco.com/

Cisco IQ Link Upgrade Package

Current version

Build type

Target version

mZ7|X| dad0|E

4. EFCIR SS0M 3K HHS MEIEHLCH
5. EEOE SS0M YUE @S MEHFLICH
6. EECIR S0l cHe S MEdFLICE
7. Download(CHREE)E S LCt YadolE HEO| THREEE L

Ct.
8. Cisco IQ VAR 0|S&LC}t.

9. System Settings(A|AE 447)0i| A System Configuration(A|A & Z1I|
a8y|0|4) > System Management(A|AE] 22)E MEIEHLICEH

19 ® | A

& System Settings > System Management

Maintain optimal performance by applying system updates, monitoring health, and managing your node cluster.
= Local ldentity &
(] Access v System Updates Node Management

Connection Management
Current System it maintenance window | Configure update
Activity & Logs
Current version Update mode Maintenance window
3% Package Management 1.2.0 (Build 416) Automatic

System
Configuration

Update History
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‘o System Settings > < System Management

Configure update

Local Identity &

>
& Access

A\  SCP server configuration missing
Connection Management To update the system via SCP, set up your server in SCP

Activity & Logs
n Uploading commits your system to this upgrade and can't be canceled. File processing may take time and you'll be notified

0 when complete.
&% Package Management

File selection
System

E (®) Local file upload
Configuration

&

Select or drag a file here to upload

Update schedule
Select a file to view update schedule.

Done

11. Local file upload(2Z Tt YZC) 2tC|2 HESZ S2&LICH
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1. System Settings(A|AE 44%)0f| A System Configuration(A|A R Z4 1|
7124|0|44) > SSL Certificates(SSL QIS M)E MEHEILICH A|ARISl 2



E SSL QIBEME LtY¥stE= SSL Certificates M O| X[ 7 & A|E{L|C}H.

dd 1Q ® |8

& SystemSettings SSL Certificates + Add Custom SSL Certificate

Local Identity &
Access

>
Default Self-Signed Certificate (@ Enabled View details

File name Issued by Expiration date

Connection Management
Default System Certificate Cisco IQ On-Prem Default CA July 11, 2046

Activity & Logs

&% Package Management

System
Configuration

SSL Q&M F7}

2. Add Custom SSL CertificateES 2 2!8fL|C}.

N oaopr rivacy-Enhanced Mail /2 CI&M & 7|7t 25 Z& &
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< Ssl Certificates

‘0 System Settings
Add Custom SSL Certificate
Local Identity & 5
ACCess SSL Certificates

) Upload a .txt file containing the certificate and key as text strings.
Connection Management

Activity & Logs

it

&% Package Management Select or drag file to this area to upload

Only one .txt file can be uploaded

System
Configuration

a Enable custom SSL certificate

Save Cancel
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4. Enable custom SSL certificate(X &% SSL QIS5 AM &Y
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A Enable Certificate?

Enabling custom SSL certificate will disable the default self-signed certificate.

Cancel Enable certificate

5. Enable certificate 2 £ 2!&FL|C}.
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3. Delete Certificate(21E A AfAl)E S2IFLICH AAEX XI™H 215 M7t
AMElD 7|2 IE M7t RIS 22 CHA| #M4sHEL

Syslog AMb{ ZAZ|12{| 0]

A BElR g ol AL RHE 2IE syslog MEH7} AlAH 218 LIHLIES
THE £ UBLICH 2ICH 2702 syslog MEIE 748 £ AsLILH

S 23 syslog ME{= FQDN(Fully Qualified Domain Name) 0| ofL|z}
IP =AZ2 X|A3HoF gLCt.

Syslog ME{ F7}

syslog MHE F7}5t2{H

1. System Settings(A|A R A47%)0{| M System Configuration(A|AE! Z11|
a2j|0|4M) > Syslog Server(Syslog ME)E MEHEILICE Syslog Server
H O|X|7t EAIELIC

‘o System Settings > Syslog Server

Configure up to 2 syslog servers

Local Identity &
Access

Connection Management
Activity & Logs

>

.-:‘:7 Package Management p
No syslog servers available

Add a server to get started.
System

Configuration
+ Add syslog server

Syslog ME F7}

2. Add syslog server(syslog M F7H)& Z &g LIC}. Create Syslog
Server(Syslog M 244d) H O|X|7} EA|ELICH

&0 SystemSettings > & Syslog Server
Create Syslog Server

Local Identity & N Configure syslog server to receive logs and alarms.
Access

Connection Management IP address/hostname ®
Activity & Logs
o% Package Management

Protocol
System
Configuration Select option v

O Enable syslog server

Save Cancel
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6. Enable syslog server E2 HEE Z3L|C}.

7. K& g S2ELICH 2Ol HAIXI7F EAIEIT M Z7HE syslog A
7t Syslog AEH & H 0| x|ofl EAIEILICH

T E Syslog A =&

THE syslog MHE +=H5tE{H

e

1. Y5l = syslog MHE O|SELICEH
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3. Zeo et ME HEE MESHHLE Enable syslog server E22 &
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4. ME S =gt
T El Syslog MEH AFA]|
T El syslog MHHE AFA||5HEdH
1. ¥5tE syslog MHZ O|S & LIC}

2. %7} 84 0LOIZ > AIKIE A4St} 50l HIAIX|7H EAIEILICH

¥ U ZE Cisco IQ2] AHSRE 5Hed & 73 AbgHoll CHEH REAIEH 7|82
A2 8o AT BERE ANBR BEE SH3 T FUAE RAlE 4 UCS



aluilns
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&0 System Settings Activity & Logs

Local Identity & 5 Q search = Filters 3846 results
Access

Event Actio Email User Date Activi Reportin  Log Affec Error Acco &
Connection Management n and... ty... g... level ted... code unt...

GET /... Read admin Local A.. 2026-0.. data_ac.. a7498d.. [ info Syslog ... — Default... ¢

Activity & Logs
GET /... Read admin Local A... 2026-0.. data_ac.. a7498d.. @ info Certific... — Default... ¢
o% Package Management . -
GET/.. Read admin Local A... 2026-0.. data_ac.. a7498d.. @ info Certific... — Default... ¢
G POST.. Create admin Local A... 2026-0.. datacr.. 932dfd.. (@ emor APIRes.. 403 unknown ¢
ystem
Configuration GET/.. Read admin Local A.. 2026-0.. data_ac.. a7498d... Banner Default... ¢
GET/.. Read admin Local A.. 2026-0.. data_ac.. d7c5es5... i API Res... Default... ¢
GET /... Read admin Local A.. 2026-0.. data_ac.. c12479... i Applica... Default... ¢
GET/.. Read admin Local A... 2026-0.. data_ac.. d7c5e5... i User Pr... Default... ¢

GET/.. Read admin Local A.. 2026-0.. data_ac.. c12479... i API Res... Default... ¢

GET /... Read admin Local A... 2026-0.. data_ac.. c12479... i API Res... Default... ¢
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1. System Settings(A|A R 4%)0l| A System Configuration(A|A & Z1I|
2240|N) > Banners(H{L]) & MEHEFLICE Banners(HiL]) H O|X|7} &
AlELICE.

LG

‘ O System Settings Banners

Local Identity & N

R Access Mandatory login modal (® Disabled

Modal title
&¥ Connection Management

Activity & Logs Modal content

,:':~, Package Management

System Application Banner (® Disabled

Configuration
Banner color

Banner title

Banner content

Banner location

L4 b 7

2. Z4 230 2 =0 M ConfigureE E2/&LICt E+ 230 22 HE
H 0| X7} EAIELICE.

alalr,
dsco’ 1Q

‘0 System Settings > <« Banners

Edit Mandatory login modal
Local Identity &

R >
& Access

O Enable modal

Connection Management Modal title

Activity & Logs

Modal content

o% Package Management

System
Configuration
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1. System Settings(AlAE A7)0 M System Configuration(AlAE 741
2240|N) > Banners(H{L])& MEHEFLICE. Banners(HiL]) H O|X|7} &

AlELICH

il 1Q

‘0 System Settings

= Localldentity &
Q Access

>

&¥ Connection Management
Activity & Logs

&% Package Management

System
Configuration

TEEE

Banners

Mandatory login modal (® Disabled

Modal title

Modal content

Application Banner (® Disabled

Banner color

Banner title

Banner content

Banner location
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‘0 System Settings >

Local Identity &
Access

>
;¥ Connection Management
Activity & Logs

3% Package Management

System
Configuration

< Banners

Edit Application Banner

O Enable banner

Banner color

Banner title (optional)

Banner content

Banner location

O Top O Bottom O Both

Save Cancel
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1. System Settings(A|A ! A47%)0{| M System Configuration(A|A & 71|
2240|N) > Banners(HiL])& MEHEFLICE. Banners(HiL]) H O|X|7} &
AlElLct,

‘0 System Settings >

Local Identity & N
Access Application Banner (@ Enabled
f Banner color
Connection Management
Green
Activity & Logs Banner title
ss

o% Package Management O T

ss

System

- Banner location
Configuration

Top

HiL{ EHE
2. Edit§ Z=ILIC ol Z2|7 0/ il HE m o|X[7F E AIELICE.

alualn 1Q Dev

‘0 System Settings > < Banners

Edit Application Banner
Local Identity &

>
Access

Enable banner

Banner color

Connection Management

@ Activity &Logs @ Green

.f:o, Package Management Banner title (optional)

ss

System

= Banner content
Configuration

ss

Banner location

® Top O Bottom () Both

Save Cancel
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Navigation Main Menu

Cisco IQ On-Prem

IP Address/Mask
Gateway IP

DNS List

Search Domain
NTP List
Hostname

[3] System Diagnostics
[4] Help
[5] About
[g] Quit

= i

2. Cisco 1Q Main(Cisco 1Q F) Hl0l|A "3"E =25t Enter 7|1& =21
System Diagnostics(A|AE] EIEHE MEAFFLICE.

Navigation Main Menu > System Diagnostics

Please provide the following server connection details:
Enter SCP/SFTP Server Address:

Enter SCP/SFTP Server Port (e.g. 22):

Enter SCP/SFTP Server Path (e.g. /var/log/support/): |
PROTOCOL SELECTION

[1] SCP (Secure Copy Protocol) - Default

[2] SFTP (SSH File Transfer Protocol)

Select protocol /[2] (default: SCP): 1
scp

Enter Username:

Enter Password:

Continue with System Diagnostics? ([clontinue/[Black):



4. SCP/SFTP M ZEE l24stL|C}.

5. SCP/SFTP M B2 & U=FLICH

8. Password(H|Z#H5)E =dgtLct.

Navigation Main Menu > System Diagnostics

Checking Reachability

Collecting System Info

Collecting Kubernetes Info

Collecting Logs

Preparing System Diagnostics Bundle

Uploading System Diagnostics Bundle

System Diagnostics Bundle is 'CIQ_Diagnostics_

Press Enter to return to main menu...
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. Cisco 1Q SaaS2e| x| 2 &0 CHEt XIMIEH LIE 2 Cisco IQ SaaS AR A
HME AEHAAL.

~ & 1: Cisco IQ VA . ZH2 Cisco IQ VA & ST ZE 1} 2=
TAC(Technical Assistance Center) 7| 0|A <=, X|& 7i0|A 4M T
22|l S HEE2| CiscolQ SaaS X|H 2 E 7|50 HMAE = UsL
C}.
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Cisco IQ SaaSoiAM VA 2! ZEH 70|AE MAME £ Q&LICH 70|AE
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1. SaaS(Cisco 1Q)0i| 22 21&rL|C}.

2. Help(= 2 &) OlO|& > Report an Issue(EA| E1)E E&2IgLICH EX

Report an Issue

Experiencing an issue with Cisco IQ? Let us know what'’s going on and we'll open a support case for you.

Issue type
O Portal login issues O Error message O Data discrepancy O Other

Issue description

The more detail you give, the faster we can help.

Preferred contact method
O Telephone O Email O Virtual space via Webex

Include recipients (optional)
Select or add email addresses

Select or enter email addresses to include.

Cancel Submit

4. Submit(X|£)E Z=IELIC.
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