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Welcome, Local Admin

~  Gaot Started
Eonfigure Cisco i Link bo establish communication with on-premises devices.
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User Security

Change Password Security Questions

Change Password
Chn

ssword that contiaing the following:

Password

MNew password

Confirm password

3. Security Questions(2¢t ZF)E 2250 &2 Lt

User Security

Change Password Security Questions

|

No security questions configured

Set up security questions to help recover your account if you forget your password.

Configure security questions
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Local Admin Security

Change password Security questions

Security questions
Set up security questions to help recover your account if you forget your password. You must answer all questions.

Question 1*

Select a security question

Answer*

Question 2 *

Select a security question

Answer*

Question 3 *

Select a security question

Answer*

Question 4 *

Select a security question

Answer*

Question 5*

Select a security question

Answer *

Save Cancel
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Welcome, Local Admin

~  Gat Started
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User Security

Change Passwaord Security Questions
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Now password

Confirm password

with on-premizes devices.
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Forgot your password?

Enter your username to begin the password recovery process.

Username

Enter your username

Continue Back to login
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Verify Identity
Answer the following security questions to verify your identity.

What city were you born in?
Enter your answer
What is your mother's maiden name?

Enter your answer
What was the name of your elementary school?

Enter your answer
Back to login

Verify and continue
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Set New Password
Choose a strong password that contains the following:

@ Minimum 15-character length

@ At least one uppercase character
@ At least one lowercase character
@ At least one numeric character

Q At least one special character

New password

Confirm password

Reset password Back to login
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Register User Account

Username or email

Activation code

Register account

Back to login
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Set New Password
Choose a strong password that contains the following:

@ At least 15 characters

@ At least 2 uppercase characters
@ At least 2 lowercase characters
@ At least 2 numeric characters
@ At least 2 special characters

& No repeating characters

New password

Confirm password

Reset password Back to login
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A Delete user group?

User group will be permanently removed from the platform.

Cancel Delete user group
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Select or drag file to this area to upload
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Cisco IQ Link_IDP

Map identity provider roles to system roles to assign permissions.

Map user roles

IDP role System role

General Account... &
General Account... &
Select option

Select option

Select option

+ Add identity provider role
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)EE =Elo| Hot Hu|apo|Mol| BQs M) St
14. LHX| 80| M Next(CHS)E Z=IgtLIC.

15. Close(2 7|)& 22504 ARt Trust Z4T| 12|04 22 8HLCt

S 21 AD FS MH{0l| &5 & MFA(Multi-Factor Authentication) 0{E{E4(0d|: Azure MFA EE=
*TOTP(Time-Based One-Time Password)7} 13|04 ! &)7F 812 T "Permit Everyone with
MFA"E MEHSIX| OF A A2,

O] H&o| +4E MFA NSt Q10| & M3t El B ADFS= ALEALE QIESHK|Bt S 2Xo =
urn'oasiS'nameS'tC'SAML'Z O:status:RequestDenied & EfS| @ HE HF & LICt. SAM
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Get-AdfsRelyingPartyTrust -Name “

") .AccessControlPolicyName

"Permit everyone"(MFA 271 818)2 HdMste{™ I3 FHES ALt

Set-AdfsRelyingPartyTrust -TargetName *



-AccessControlPolicyName “Permit everyone”

PowerShellg &3l AlE| S A EHAEE OtE = U&LICH

Add-AdfsRelyingPartyTrust °
-Name *“

-Identifier “

n N

-SamTEndpoint (New-AdfsSamlEndpoint -Binding POST -Protocol SAMLAssertionConsumer -Uri *

ll)
-AccessControlPolicyName “Permit everyone”
-IssuanceAuthorizationRules ’'=> issue(Type = “http://schemas.microsoft.com/authorization/claims/per

ADFS 28 #3574

ADFS 2ol =g T dsted™ oS Mol LIEE EAE e

T o

=1 =L AA
Email ALSAE AR} AD M|
EAlOIF A&l HA| OlF AD EA| O|&
ADFS+= UPN(User
UPN PKI(Z7H 7| 1ZE})/Q15 M 0I5 Principal Name)g & 31
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28 75 Mg
1. GARF EB{AE 9| O|&(0dl: "Cisco IQ - Stage")2 HO|grL|C}.
$relyingPartyName = “Cisco IQ - Stage”
2. MK HE 2 a8 HEHAIZ Cisco IQM| MESIEE 2ol 73S HolgLct
$claimRules = @’
@RuleTemplate = “LdapClaims”
@RuleName = “Send Email and Name”
c:[Type == “http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname ”, Issuer == “AD

=> issue(store = “Active Directory”, types = (“http://schemas.xmlsoap.org/ws/2005/05/identity/claims/em

@RuleName = “Transform Email to NameID”
c:[Type == “http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress ]
=> issue(Type = “http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier ”, Issuer = c.Iss

@RuleName = “Send Group Membership”

c:[Type == “http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname ”, Issuer == “AD
=> issue(store = “Active Directory”, types = (“http://schemas.xmlsoap.org/claims/Group”), query = “;mem
@@

3.ChS B¥s ddsto 2 &2 MSELCHL

Set-AdfsRelyingPartyTrust -TargetName $relyingPartyName -IssuanceTransformRules $claimRules

Write-Host “Claim rules configured successfully!” -ForegroundColor Green
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Set-ADUser -Identity *

-EmailAddress

AEXOE FHel
1. AL8Zt O|§ & dYstod Ar8Ate| I8 HHAS #lFfLct
&L

$username = “testuser”
5to AFEAL HEHE

AlS
= O
[adsisearcher]® (samaccountname=$username)

$searcher
$searcher.FindOne()

$user
$user.Properties.memberof

£ of:
CN=Role - CXIQ Developers,0OU=Role Groups,DC=dev,DC=local



1. AD FS M0 M SP 2/5 ME TrustedPeople K& AZ 7HXK{SLIC}H

Import-Certificate -FilePath “C:-provider-certificate.crt” -CertStoreLocation “Cert:”

A £ 1: SP RIZ ME LHE CA(Certificate Authority)0fl 2|5 &2 I AD FSE EZ& AE| %2
2 8l R 82 AME = iaLch

. 0| A2 ZAIRioll Chal TR0 = Mol S5 4 ZAH AL o &

Set-AdfsRelyingPartyTrust °
-TargetIdentifier “

-SigningCertificateRevocationCheck None °
-EncryptionCertificateRevocationCheck None
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« SP IS M7t RHA| MEE|X| &t 2 CAUAM 2 E A U2 EI CA IS M
A2 M SLC}.
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Import-Certificate -FilePath “C:-iqg-onprem-ca.cer” -CertStorelLocation “Cert:”

3. ADFS MH|AE CHA| A|Efoto] 8 AL & MEFLICH

Restart-Service adfssrv
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Ct.

AD CS(QIB A MH|A) CA &S dx|stzd™

1. CHS WS AHstod THIQlo] AEIZEt0|= CAV} 0lO| =X =HelEt
certutil -config - -ping

install-WindowsFeature AD-Certificate -IncludeManagementTools

Install-AdcsCertificationAuthority °
-CAType EnterpriseRootCA °
-CACommonName

-KeyLength 2048 °
-HashAlgorithmName SHA256 °

-CryptoProviderName “RSA#Microsoft Software Key Storage Provider” °

-ValidityPeriod Years °
-ValidityPeriodUnits 10 °
-Force
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certutil -ca
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5.CHS BPS ddstod MH|ATHEE dEjoln A4Y & JUeX| FHlFLIC

certutil -config - -ping
QAIBMHER 7

Z20|1E 215 EKU(Enhanced Key Usage)& Ar&35t0{ QIE M RIESI2 F4d5te{H

1. certsrv.mscE €10 CA = EE &3},

S g nz MR FHIZR2 T FEHM LS E IS Mol Z2to|AE 215 EKUTL
ZEE Foltt R 55t L B SELIC
4. CHs oM M e FHELICH
- ek Name(0I§) Z=of 8% 7[ztol 1@l "ClQ AH8 At 1B g @l2gtLict
« 2% ®E2l: Purpose E&CH2 S50l A Signature and encryptionS &85t 1 Allow private

key to exported(7HQ! 7|2 LHEH 51&) EQIErS MEfEFLIC}

= - 14

« Fx|| 0|&: Build from Active Directory Information(Active Directory HE M LE)S ME4S}
T Subject(R2) 2! SAN(SAN) ZEof oMY =& st}

N 73 Subject(XI=) L SAN ZE o= AF2XHO| UPN = AD AR T Ux|sts oMol =
& |o{ok ELICH AD FS= 0|28t IEE AFR 5104 AD AFR RHOI7| Q15 A E DiZ e LICH

« LM 5 o Z 2|7 0| HAlof "2 2I0|HE 915(1.3.6.1.5.5.7.3.2)"0| Z&E|0o{ UE=KX| &
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Add-CATemplate -Name “CIQUserAuthentication” -Force

MEXICIEM EE
1. CHA AF2 X2 230lstL|c}

certreq -enroll -user “CIQUserAuthentication”

Get-ChildItem Cert:| Where-Object {
$_.EnhancedKeyUsagelList.ObjectId -contains “1.3.6.1.5.5.7.3.2"
} | Format-Table Subject, Thumbprint, NotAfter -AutoSize

WindowsO|A AFE A} QIB M LHELHZ| & ZE20|1E0f A X|(Mac)
WindowsO0{| A MacL 2 A& X} IS ME LHE L2
5104 Windows 2| QIS ME PFX I UZE LHELICEH

04242 AlSH
= 2O

$cert = Get-ChildItem Cert:| Where-Object { $_.Subject -Tike “

*7 1

$password = ConvertTo-SecureString -String

” -Force -AsPlainText
Export-PfxCertificate -Cert $cert -FilePath “C:-cert.pfx” -Password $password

2. user-cert.pfx I} S Mac
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3.t

security import user-cert.pfx -k ~/Library/Keychains/login.keychain-db -P
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4. C}2 8 M504 MacoA CAE AlZ[EhLCt

sudo security add-trusted-cert -d -r trustRoot \
-k /Library/Keychains/System.keychain ca-certificate.cer

ADFS 2B M Q15 AEXZQIE &35}

ADFS QCIZMQIZ AEXZQIEE &AM 55 2{H

BHHEZ AASto L8 ADFS QIS M A=EZQIEE &3t gLt

1. C}

0jo

Enable-AdfsEndpoint -TargetAddressPath /adfs/services/trust/2005/certificate
Enable-AdfsEndpoint -TargetAddressPath /adfs/services/trust/2005/certificatetransport
Enable-AdfsEndpoint -TargetAddressPath /adfs/services/trust/13/certificate

Enable-AdfsEndpoint -TargetAddressPath /adfs/services/trust/13/certificatetransport
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2. Ct

Get-AdfsEndpoint | Where-Object { $_.AddressPath -1like “*cert*” } |

Format-Table AddressPath, Enabled, Proxy -AutoSize



CIBEMQRIEE 7|2c2 gdststeH
M2 AL5l0d QlEal W AA SR HHAE QI8 7|2 Q15 2
, “FormsAu
“Microsoft

", “WindowsAuthentication
“FormsAuthentication”,

Set-AdfsGlobalAuthenticationPoTlicy

-PrimaryIntranetAuthenticationProvider @(“CertificateAuthentication
-PrimaryExtranetAuthenticationProvider @(“CertificateAuthentication

S 20| 25 CertificateAuthentication 2! FormsAuthenticationO| Z &

2.CtE BEE A8t F
Tlof Qe X[ FH gL

(Get-AdfsGlobalAuthenticationPolicy).PrimaryIntranetAuthenticationProvider

g olgrict.

(Get-AdfsGlobalAuthenticationPolicy).PrimaryExtranetAuthenticationProvider
Huago|Me

2 A235t04 Al TLS ECI0|ME ZE

0424
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3.t

Get-AdfsProperties | Select-Object HostName, HttpsPort, T1sClientPort
AZ CHA|

4. TIsClientPort7} 49443 eto™ T EE AH|0|ESIT CI2 HEIES A2 5104 ADFS MH|
UNES S Bw

Set-AdfsProperties -T1sClientPort 49443

Restart-Service adfssrv

SChannel/TLS &=X(PKIof £)
CHS Mol EHAoIME Q1B M Q1B 0| B S6tX| I & =
CERT_E_UNTRUSTEDROOT(0x800B0109) 2 F & {2 LICt
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netsh http delete sslcert hostnameport=

149443
2. Ot BHE AS5tod st 2EI0|UE UBM HY 2

netsh http add sslcert hostnameport=

149443 °
certhash=

appid="“{5d89a20c-beab-4389-9447-324788eb9%44a}”

certstorename=MY
clientcertnegotiation=enable
verifyclientcertrevocation=disable

netsh http show sslcert hostnameport=

149443
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~ Z11: Windows SChannel2 AE[E &= U= FE HE A XA MBEIX| &2 B M7E Ue
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1. Chg BB S A™stod &lZ|
LICE.
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$ol= 2E MEAMM KA MHE|X| ot 015

X

E Algqdst
= T =H

$bad = Get-ChildItem Cert:| Where-Object { $_.Issuer -ne $_.Subject }
$bad | ForEach-Object { Write-Host “PROBLEM: $($_.Subject) | Issuer: $($_.Issuer)” -ForegroundColor Red

2. g HEES d&stod of2fer RIEME ¢t CAXMEAZ O[SELICH

$bad | Move-Item -Destination Cert:
Write-Host “Moved $($bad.Count) cert(s) from Root to Intermediate CA store” -ForegroundColor Green

3. Chs BYES ddstod AtAl| MBEX| A2 ASM7E FE MHE A0 Hof JUX| eF2K| FlgfL|c

Get-ChildItem Cert:| Where-Object { $_.Issuer -ne $_.Subject }

SChannel I X[AEE| £=H(FR)

$regPath = “HKLM:”

2. CHS BHS A8stod ofel ol el BlX[AEE| 8 E MEFELICHL

Set-ItemProperty -Path $regPath -Name “ClientAuthTrustMode” -Value 2 -Type DWord

Set-ItemProperty -Path $regPath -Name “SendTrustedIssuerList” -Value 0 -Type DWord
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MY 7HK| =2
ClientAuthTrustMode 2 HHEFX CA AZ|E &d35l5t04 7|28 A5 G2 =™eLiCh.
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CA 2I1Z M AE A
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2 AEA IBME EE5t= CA 2B M7E SHEA QI A E|= 5 SystemCertificates A%
A0 | Qdo{of fLct.

1. CHS BB E AL835104 CA 2IE A2l X2 HolgLIoh

$caThumbprint =

2. C}S HBIES Al25404 CA @15 M7} LocalMachinestore0il 0|0| {/I=X| &Ql&tL|C}.

$exists = Test-Path “HKLM:\caThumbprint”

£ 91 32 LocalMachinestore 2 7FX{= L|C}.

o
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if (-not $exists) {
Import-Certificate -FilePath “C:\YOUR-CA-CERT>.cer”

-CertStoreLocation “Cert:”

}
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Restart-Computer -Force

~ £ 10 ClientAuthTrustMode ZHIX|AEE| 48 AFE 2 MHE{7| CHA] A|2HE 2o 2t M E[L|C}.

AD FS H|EIH|O|E{ LIELHZ|
PowerShell = ¥ HEIRX{E AI235l04 ADFS HIEIC|O|E{E CIRZEE £+ AU&LCH
PowerShell

PowerShell2 AF235t04 AD FS HIEIE|O|E{E LHE LHE{H

1. AD FS AH{0{| A PowerShell& JL|C}.

2. 0t5 BES oo HEHH|O|H TS C2 2= 8L C

$metadatalrl = (Get-AdfsEndpoint | Where-Object {$_.Protocol -eq “Federation Metadata”}).FullUrl
Invoke-WebRequest -Uri $metadatalrl.AbsoluteUri -OutFile “C:-metadata.xml”

Write-Host “ADFS metadata exported to C:-metadata.xml” -ForegroundColor Green

H2 S AEMSIH HEFH O|E] T O| C:-metadata.xmlol| K& ElL|C}.

o HElRX{E ALE35t0{ ADFS HIEIH|O|E{E LHE L™

1. https://<your-adfs-server>/FederationMetadata/2007-06/FederationMetadata.xmIS £ O|S &}
LICt.

2. <your-adfs-server>& ADFS MHQ| ZAE O|E2SZ HHELICI

3. HIAIX|7F EA|Z|P4 HIEMC| OB XML TS ZHFE{ofl ME & LICH.
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1. ad fs-metadata.xml2 I AHE|O|Mof| & EHLICH

2. Cisco IQO0{| A System Settings(A|AE] 44%) > System Configuration(A|A R Z1Z|1ci|0|M) >
Identity Providers(ID X3 A2 O|S & LICt.

Iy

3.IDP QI& A, RIE|E| ID & SSO URLE AtS2 2 FE5t2{™ ADFS MHIEIHO|E THUE U=
2fLch.

4. 948 XM¥.
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1. Identity Providers(ID XS At) I O[X|0{| A Add ID provider(ID MS At F=7t)
2.1D 3=Xt 0|2 U=gLct.
3. ZH|2I(0od: company.com)S I23&FL|C}.

4. (MEH ALE) 2 QB B2 Enable single logout(EtY 23042 #4d3h) EZ HES ZLCH.
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5. IDP O E 2|7 0| Mol A 242 SAML HIEtH|O|E{ I Upload IDP Metadata(IDP H|EtH|O|E
UZE) Zeof Bof =HL Y= =gt
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$searcher = New-Object DirectoryServices.DirectorySearcher
$searcher.Filter = “(&(objectClass=group) (cn=Role - CXIQ*))”
$searcher.PropertiesTolLoad.Add(“distinguishedName”) | Out-Null
$searcher.PropertiesToLoad.Add(“cn”) | Out-NuTll

$searcher.FindA11() | ForEach-Object { $_.Properties[“distinguishedname”] }



A|AEI2 LDAP(Lightweight Directory Access Protocol)E& Sl ADE 2 #EIStEZ F7F ZE0|
ZQ5tX| et&LICH CHEot 20| 18 EE 7t TA| DN Ao = dretEL(ch

CN=24% - CXIQ 7Hetx},0U=11& DC=dev,DC=04, DC=com CN=24& - CXIQ 0{,0U=1&
dev,DC=04,DC=com
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‘o System Settings Identity pr’oviders ( ownload SP public certificate ‘| | D¢

= Local Identity &

Access €} Search... 1 results + Add identity provider

Connection Management Status Identity Domain Metadata Direct Login
Provider Name Names URL

Activity & Logs _
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Cisco IQ Link_IDP

Map identity provider roles to system roles to assign permissions.

Map user roles

IDP role System role

General Account...
General Account...
Select option
Select option
Select option

+ Add identity provider role
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3. MEE Z=IgLICt HEN7I Success(AH )2 AUO|0|EFLICEH
SChannel 22}0|HE CIZEM HAE

22l0|HE CIBME {835 SChannelO| HIEH #+EEI=K]| = QI5E{H A PowerShell
X

curl.exe -insecure °
-cert “CurrentUser\YOUR-USER-CERT-THUMBPRINT>"
-v “https://

149443 /adfs/1s/”
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/FederationMetadata/2007-06/FederationMetadata.xm]l
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Get-AdfsRelyingPartyTrust -Name “Cisco IQ - Stage” | Select-Object EncryptionCertificate | Format-List

Z4E: Cisco IQ EE{AE]| CHEF SAML QIEZQIE 7| 2HI2
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« SAML QI=xZQ I ‘I:LEHOI
0{MdMO| 04 URLE Bt EE[=X| & QIELCt

A FEE AT AE 2 A

Get-AdfsRelyingPartyTrust -Name “Cisco IQ - Stage” | Select-Object SamlEndpoints

SSOE Microsoft Entra ID SAML Z1I|18|0|M

O| M440{ M= Microsoft Entra ID(Entra ID)& Cisco IQ8 SAML IDPZ F435+0{ H|YHS 7|8t &
PKI/CBA(Certificate-Based Authentication)& &5 X|¢st= 2ol CHa A ErLICEH
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SSOE Q|8 Entra ID SAML 7 AFX @ F AME

« Microsoft Centera ID E|'ZE(0{: "cigtestdev.onmicrosoft.com")

» Cisco 1Q0]| CHeF M #r2|xt EEE OHE2[7H|0|M & E|Xf AE AAM|A
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« Entra ID(E2I2E)Q} Cisco 1Q 7H9| 9174
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- QIE{ oM HAE = U= CRL(Certificate Revocation List) BHE X|&(PKIoi|EZ 2 Q)
F 9: Entra ID AMtH Z4x|22i0|M
¥= =l of
HIAE ID Entra ID EIHE AlHX} 37352d8f-0ebe-4762-8161-8775ffe897cb
Cisco 1Q FQDN HiZ SAE O|F <YOUR-CIQ-FQDN>
IDP M E|E| ID Entra ID 22X} URL https://sts.windows.net/<TENANT-ID>/
IDP SSO URL SAML 270! T8 https://login.microsoftonline.com/<TENANT-
ID>/sami2
A 22 ALEXE olH Y = el <ALERH-ZH 2>

Entra ID SAML O ZZ|FH 0| 724

AEZ2lo|=

[H

CIRETRERE

0l

=2
=}

1. Microsoft Entra Zt 2| AlE{o| 23918t L|C}.

2. Identity(ID) > Applications(0iZ 2|71|0|M) > Enterprise applications(2IE{Z 2} 0|= ofZ 2|7 0]

M)z o|SELICt

3. New application(M OHZ 2|710|M) > Create your own application(1 78 OHZ 2|70 A4

£ ZEELich

4. O|E(0f: "Cisco IQ") S &I=24EtL|C}.

5. B2l X2 + YECHERE S8 T2

SAML Single Sign-On 744

= Sef(HldeiEl)S MEfgfLIcH



https://entra.microsoft.com
https://entra.microsoft.com
https://entra.microsoft.com

SAML SSO(Single Sign-On)& F435t24% SP MHIEIH| 0|6 TS L2 =35HoF & LICt VA(Virtual
Appliance)di| M CtZ EHH & s=&5to{ d2 = JU&Lct

1. System Settings(AlAE] A7%)0f| A System Configuration(A|A®! 741|124 0]4A) > Identity

| M
Providers(ID M3 XHE MEHErLICE ID MB A H 0| X7} Z Al LICH.

Identity Providers

Tresuits
Activity & Logs
Identity Provider Hame

@ System

Configuration

3. HEIHO|E I 2= HESZ 22504 SP HIEIH|O|E] ItAUg YZCgfLcH Y2E HB
% SP HIEIH|O|E =] Cl|O|E{7F SAML 7|8t Single Sign-on & Ct

Single Sign-On HHEE Fdst7| 2lsll o|eHe MF HEE #3522 UHSIE S MEE +2 &

L|Ck. SAML Single Sign-Ong £82 2 FM435tedH

1. Enterprise Application(2IE{Z 2t0|= off Z 2|7/ 0|4)0il M Single Sign-On(EtY 21222 0|
S35t SAMLE MEfEHL|CE

[e]]]

b2 C

Ojo

2. Basic SAML Configuration(7|& SAML Z41|224[0|4A) MMM Edit(HE)E 2=
£ U=dgLct.

a. A9 X}HQIE{E| ID): <YOUR-CIQ-FQDN>
b. 3[4l URL(ACS URL): https://<YOUR-CIQ-FQDN>/saml/acs
c. 212 URL: https://<YOUR-CIQ-FQDN>/saml/login

d. 230} URL: https://<YOUR-CIQ-FQDN>/saml/logout

N 27 QIE|E| IDE= Cisco IQ7} SP YIE|E| ID2 AFR 5= 74T} &42H5| Ux|oF B LICH YHkx
2 F=9°| FQDNLICY.

4. SAML &4 3 Zoie FHstt{H [Hd & 2o ] MMM [HEE E=IFLICH



E10: T4 SAML 231

2l Ar EY Hdam oA
;i:;jg e user.userprincipalname |(7|22})
OlHY =4 AMEXHY http://schemas.xmlsoap.org/ws/2005/05/identity/claims
BA user.givenname http://schemas.xmlsoap.org/ws/2005/05/identity/claims
o user.surname http://schemas.xmlsoap.org/ws/2005/05/identity/claims
Ol& user.userprincipalname |http://schemas.xmlsoap.org/ws/2005/05/identity/claims
g user.assignedroles (H|0] US — HIKHAH O|A X[R7])

N 3 o= gyl Be
- user.assignedroles& AAZ AFE — user.groups
- WA o|A HE= H[o{ Rlo{oF B LICt O|F M| 3t SAML assertion2| £4 0| 0| TA|
URI(Uniform Resource Identifier) CH&! B3] 2§02 MM ELICH
-SEO0| & M52 2 user.groupst S5 E & 282 FII6HK| O AI2.

OfZE|7[0|M HE 2 ofZE|70|d SFH(AEZ 20| = o Z 2|7 0] ot =)ol M FEELICH o E
2|70l Hg S FdstcdH

i

1. Identity(ID) > Applications(OHZ 2|71 0| M) > App registrations(OHZ Z2|70|MH S5)Z O|S &L

Ct.
2. OE 2|70l Bftof MENEFLICE.
3. App roles( 21&h) > Create app role(H 23& MM)Z o|SELICt.
4. ZIO 5tz odstof Cis Ct2 S A AIEHLICE
« EA| O|E: of: Cisco IQ Admins
- 3Ll HH K8 AR E
« 7}X|: 0d|: Cisco IQ Admins

« MM 0 & £S04, Cisco IQ Administrators

N 27 Cisco 1Q A THE 27 Algroll 2 HEe A-gfLichod: eXiQ 2Rt CXIQ 7HE


http://schemas.xmlsoap.org/ws/2005/05/identity/claims
http://schemas.xmlsoap.org/ws/2005/05/identity/claims
http://schemas.xmlsoap.org/ws/2005/05/identity/claims
http://schemas.xmlsoap.org/ws/2005/05/identity/claims

S

X, CXIQ £04).

M A2 O30 22 olfz 28 S chd ASELICH

1
2.
3.
4.

2 EAELCH

IDP HIEtE|O|E & QIS M CIREE

IDP HIEtC|OIE & IZSME Ct

2L 5tg{H

o
ol

SAML Signing Certificate(SAML M QIS M) MM 2 o|S &L}

. H{gy| 0| M HIEFE|O|E{ XML CH2 2 E (entra-id-metadata.xmlZ2 X%

=5 2B M U2 sl Q15 M CH2 2 =(Base64).

.Y MMM oS 2kE YISl SLUC

279! URL(IDP SSO URL)
Azure AD A X}(IDP IEE| ID)

210} URL(IDP SLO URL)

. Enterprise Application(2IE{Z2t0|= o & 2|71 0|4) 0| M Single Sign-on(Et £12l) >

22tRE M8 HIHEE= P1 E= P2 2to|MATL QoM OF EA| 0|2 B == gLt
sAMAccountName2 2-Zd|0|A ADMM S7|3tEl a2 &0 CHsiAM e 2SSt
& ID 220 OfZE 87| 01242 UUID(Universally Unique Identifier)2 = HLICH
M AFE2 Cisco 1Q W& 7ICHx|of H= M2t 2XHA 22 HSFLICH
goll ALKt &Y
ASAE o dgtof 2EsttiM otg2 & ELCt
. Enterprise Application > Users and groups2 =0}z L|C}.
Add user/group(Ar& A1 E —’TS7P)§ Z=ghct.
AF2 K2 MEHSI T X%45H Of ot stetat |},
ASS|gn(°“:*)° E'~E'°*L—IIZP. o4&t Zf2 SAML assertion groups 40 M 212 5= U= BEAHY



% At
=

(=] Entra |D7|‘ A‘i O._|§A-|E ES | Ail-%l.l:lg E|- (a;ll: SSO A'IHlﬁ% 5:"3|'E=|
™ 2t IS M7t G E wotct III-I|E|-I.':I|O|E-|E ClA| Cte 2 =51 VAo 2 =5lof 3fuct.

Entra ID IDP F7}

S

1: SAMLO| CHEF APISIX BE2= Cisco IQ0| IDP7} F7HE[H A S22 MEEEE =8 3
al

=
[ |
2 Zu|acejloj4do| Eeetx| e&Lch.

Entra ID IDPE F7}5t2{H

1. VAO| AH &2|Xt2 2a2l8hL|C.

2. System Settings(A|AE| A7) > System Configuration(A|AE! 741|124 0[4) > Identity
Providers(ID A3 AH) £ 0|s &Lt

3. Add ID provider(ID M3 At £71)& =& LICtH
4. IDP2| O|&(0d: "Entra ID") 2 &I=4&L|Ct.
5. ZH|2I(0dl: "cigtestdev.onmicrosoft.com" EE = Z|AF T HQ)E QI=24ErL]C}.

6. (M= At

0%

) 223t B2 Enable single logout(EtY 20} M35 E2 HES ZALIC

7. Entra IDH|AM 7t X2 entra-id-metadata.xml It 22 Upload IDP Metadata(IDP H|EFH| O
2C) ool BoiM 7L YESFLICH

S oz ol ofEo| 2t ZE 7HK| HEH= "Incomplete(O|&t2)"2 FX|ELICE Ol HAXQI
X

oiF HTe TAHEH

1. &7t+E! IDPO A More Options(F7t &) 0tO|Z > Map Roles(FE OHE)E MEAEFLICH [At
X g oiE] " o|X|7F EAIELICH.

2. ZF AAE] qEof CHEH IDP HE 2 UZELICH X|HEl= AR HE2 o3 Z &Lt



AAE A8 IDP (Y g ) a9
it A 2ElAt CXIQ et 2E Aol CHEt TA| HE
it HY 7o CXIQ FHE X} 871 T8 HMIA
et A Foq CXIQ 704 8171 T8 HMIA

% £ 10: Entra IDO| & El 40t S U5HH App Role Value AL S AFS R LICHAIAMIEE LI 2
Entra ID SAML OfZ2[#| 0| F449| App Roles 78 & X).

3. XM&EE ZEIFLICE AEHTt Success('83)E YHIO|EFLICE.

1. UE FE= M2 B2 HERKE L.

2. https://<YOUR-CIQ-FQDN>/saml/login £ 0|5 &fL|C}.
3. Microsoft 2121 H0|X|2 E|C|AME|t= K| & IgtL|Ct.
4. XA BHo = QIBEELICHFHE B2 MFA).

5. 2|15 & /saml/acsZ CtA| 2IC|AIME| T Cisco IQ OHZ 2|7 0|M0| EAIL|=X| &QlstL|Ct.

0jo
0F
o
mjo

Mgsto] 18 252 =HoltLIC

6. Ct

kubectl -ncxue logs deployment/apisix -since=5m | grep -E “authentication successful|Extracted group|To

SAML 2.0 compliant authentication successful for user: user@domain.com with full name: N/A and 1 groups

Extracted group: CXIQ Admins (original: CXIQ Admins)
Total groups extracted: 1

QIZM et 015 7N
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MollAls HILMB 9 370 CBAE Z7hshe widol Cish B ELICH b
23 72 o MM U & et



CBAS| A =1

AN -

- QIE{ZZ}0|= CA7} 7t El AD CS(Certificate Services)7}
ADCS-CA")

« CA MH{2| PowerShell Z2|X} HMA
« ©1& M UPN2 Entra ID userPrincipalName1}
RQUE{HAO| M HMAE

« CRL HHE X|™2 == Qlo{of &rL|Ct.

I 2| AHA
= A oo

AD CSOi|lM Q15 M &l

1. CA MBOIM certtmpl.mscE L|C}.

HZ2l2 2x|512 0|22 "EntraUserCert"£ X|

o=

U x|sHoF BfLICH.

Windows Server(04|: "DEV-

defuck

- 8k E Al O|F EntraUserCert, & 7|7+ 1-21

c LEAMESH = MY U LSS

« A O|F: LYo 3F M=

- LM S o E2|7H0|M HM 2 20| E 215 (1.3.6.1.5.5.7.3.2)2 E&5H0F &LICtH
. Security: 1B E AFEXIOIA 17| U S5 HEt o

Add-CATemplate -Name “EntraUserCert” -Force
AR OIEM oH U Y
1. C}2 PowerShell AT ZE S AF25104 INF(RIB M A
L|C}.
@”
[Version]

Signature = “ $Windows NT $”

1x|a2)|o|M) oHU(od: C:-cert.inf)S Bt



[NewRequest]
Subject = “CN=

KeyLength = 2048

KeySpec = 1

KeyUsage = 0xa0

MachineKeySet = FALSE

ProviderName = “Microsoft RSA SChannel Cryptographic Provider”

RequestType = PKCS10

[RequestAttributes]
CertificateTemplate = EntraUserCert

[EnhancedKeyUsageExtension]
0ID = 1.3.6.1.5.5.7.3.2

0ID = 1.3.6.1.4.1.311.20.2.2
[Extensions]
2.5.29.17 = “{text}”
_continue_ = “upn=

&ll
_continue_ = “email=

“@ | Out-File -FilePath C:-cert.inf -Encoding ASCII

2. <USER-UPN>2 Entra ID UPN(H: user@cigtestdev.onmicrosoft.com)2 £ H &= L|LC}.

certreq -new C:-cert.inf C:-cert.csr

4. REE CAO| XM Estc{H Chs BES AdgLict

certreq -submit -config



\CA-NAME>" C:-cert.csr C:-cert.cer

5. CA0l QIZME MdR[stt{H OIS BH

certreq -accept C:-cert.cer

AUB M LHELKZ|

Pl
Ol
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ro
Ol
x
]
-
3
X
El

IU(BEtoleIE )2 LN LIRIT O+ S ASRES

$cert = Get-ChildItem Cert:| Where-Object { $_.Subject -Tike “*
*
$password =

ConvertTo-SecureString -String “

”

-Force -AsPlainText
Export-PfxCertificate -Cert $cert -FilePath C:-cert.pfx -Password $password

. CA2E QIEA(Entra ID)E LIELIE{H Ot AT ZIES A33t

Get-ChildItem Cert:| Where-Object { $_.Subject -like “*

% } |
Select-Object -First 1 | Export-Certificate -FilePath C:-root.cer -Type CERT

Z2t0|AUE HAFE A AAEK IB M 7K 27(|(macOS)

« MEXt QB M(PFX)E 7tM2E{H CtS BY

dde A™ELict



security import /path/to/entra-cert.pfx -k ~/Library/Keychains/login.keychain-db -P *

. CARE QBAME QM e TS AYELICH

security import /path/to/ca-root.cer -k ~/Library/Keychains/login.keychain-db

« CA 215 ME Always Trust in Keychain AccessZ A% 5}2{H
1. 7| A Q] HMAE Lt
2. CA QIZ ME %o} Get Info(HE 7M7) & E=gLICt

3. Trust(A )0l A "Always Trust(Z4F AZ))"2 M&EHLICH
N &7tk 02 HEISKE S2FCH CHAl Qof QIBEAME QIAlBLCH
CA RE Q15 ME Entra IDO| Y2 E

. Microsoft Entra 22| AlE{ol 232218t L|C}.

—

2. Protection > Security > Certificate authoritiesZ 0|5 & L|C}.
3. Upload(¥ 2 E)E Z2!5t1 ca-root.cer Tt LS MEHEHL|C
4. FE CA QIS ME EAIELCE

5. CRL HiZ X|H URLE UM LICHS 1Mz 4 7tssHok ).

Entra ID 215 2f2{0i A CBA E A3t

1. Protection > Authentication methods > Policies2£ 0|5 gfL|C}.
433t24H Certificate-based authentication(215 A 7|8t 215)E Z=2!&rLCt.

3. CBAE M35t CH& AF8A EEE &S FIHELICH


https://entra.microsoft.com
https://entra.microsoft.com
https://entra.microsoft.com

4. Configure(Tt8)0ilAl 2% &2 Single-factor authentication 2 A% & L|C}.

ALEXL 0| HiRIE 74

CBA Z1x|220]A40i| A Username binding(At& At O|& HIQIE) &2 Z 0|Sstod CHS HiRlEE A
x43L|C}.
oHd

Ol | 3t 218 M2l Subject Alternative Name(F&l| CHl| O|&)0ll 4= UPNO| Entra ID AHE X}
Al cHEE .

1. 2l@ E= M2 2 HERKXE Lt
2. https://<YOUR-CIQ-FQDN>/saml/login £ O|S & L|C}.

3. Microsoft 2121 I{|O|X|0{| M AL X} 2| O|H|YE &

i
Q'I_l
k=l
jul
mjo
mjo
iy
Ju
o
A
[ul

4. Use a certificate or smart card(R/1EM EE= AODIE FIE AFB)EE XIS ZEZE J7185)E M
EXSH_|C}
= | .

5. EEIRXO|M UBSMH M ZZSZES EAE W T AEX LUBMHE MEFLICH

6. Centera ID7} Q1B ME HAE ST SAML SEH2Z E|C|H M5 Mg HMdst=X] & leL]
Ct.

Entra ID 24 a2

CIS SS0l= Entra ID SAML Z1I|28f|o| M1} B24E
O = YRl A U 7ts8t £F M0l 29fx|of U



ol

—

e

A
B

SAML assertionOf|
NamelD EE£ O|HIY

4ol gi&Lct

Zoilglol 8
FAAL R E

Entra ID 28I ZHx/280|MHE & QlghL|ct
(RKEMIEH LHE 2 Entra ID SAML o Z 2|71 0]
M 40| SAML Single Sign-On 74 & X).
A Z R0 H HY S40] X AU=X| =l
grLct.

user.assignedrolesg& AAZ AFSELICEH At
X7 Y d&ol B EIR=R| Zelg ot
(RtMIEt LH& 2 Entra ID SAML OHZ 2[7[0]

M 0| Aghof| SR SE EX).

user.groups !
user.assignedroles &

user.groups 2 2|2 M7HE LIt
user.assignedrolesBt R X[&FL|C}.

UUIDE EAElE 38

App Roles(° (oL | %EI-) X-I:I_L I:II-AIO A'.R oI-L_||:|.
(REMIEH L& 2 Configuring Entra ID SAML
Application(Entra ID SAML O Z2|7|0|M F

_Ac—il)9_| OH odst 1AM S 7':I-7<=|.AI)\|O)

E4 0|20l 7| URI EA| l—4|°'*1_H|0|* Zoyt (28 2ol Mok Namespace ZEE X
Hlo{ UX| et&LICE  |SLICH
A2 E SAML A IdP °|’<H7P 3| M Entre.l IDO4| A I:HIEPEHOIE-IE;E}M ctezcst
ALt YX[SHR| ef& | Cisco 1QO] CHA| Y2 =L C}.
ZIHo = AN A TS E URLOI CRLE A
OIE{I0| A CRLOY| @ |Al8t7HLE RE&| AHT CA M2 A2 A%
ADSTS500191 é%j; c') *% | Lll:ll:( ;Jﬂé L|H ; Bon s OHE%

 3E).

il

= HAIXR|ZF EA
EIII =

I M7t 7| M elod| 2
7Lt CA7F—=~EPO|°'|

Eo|M AE[Z|X| 2FH
L, CBAZ} %“SRPEIXI

o
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AHE R 1B M7} macOS 7| &1 H M| A 04| A
JtMgE K| #IE LICHAIMIBE LI 2
macOS(Ect0|HE HANIM AL AL Q1B
M 7tK27| 24 218 M 7|8 215 0 ot 2l
%), CBA7I E 238t MX O Z Entra IDOI|A
S E|RA =R ZOIELICHALAMIE LI8 =2
PIZE M 7|gt 915 FA0| Entra ID 15 e
ol A CBA & 443} 2 X). ChromeO| CHA| A
Ee|o] A ALE ol M E|RF=X| #olgL
Ct.

SAML o{AMO| BtR2 E|R&

A Edl

—

AAR 7 B2 AT

—

Z 10l Hu|a oMol M
clock_skew_seconds& =& LICH 7|22t
300, &&04 30000 AFS).

o4 0f Lol of & 744 |dg DHE S SR ELICHRIAIE LSS o8t
VA2| &Eff "Incomplete” obOF A o %
Elxl LgAAELlL_-I'- Q:I'Lo 7|§|—7l<—
IS4 =Alloi cHet CRL a2 &
RIE{H0f M CAL| CRL HiZ X|Hof| 1A E = i BR(A-A HHoM &5 AHEE) CRL T




A glol Zta| MEE CAE AFSELICH

powershell

# Create self-signed CA

$rootCA = New-SelfSignedCertificate °
-Subject “CN=CIQ-Test-CA” °
-CertStorelLocation “Cert:” °

-KeyUsage CertSign, CRLSign °

-KeyLength 2048 °

-NotAfter (Get-Date).AddYears(5) °
-TextExtension @(“2.5.29.19={text}ca=TRUE”)

# Create user cert signed by the CA
$userCert = New-SelfSignedCertificate °
-Subject “CN=

-CertStoreLocation “Cert:” °

-Signer $rootCA °

-KeyUsage DigitalSignature °

-KeyLength 2048 °

-NotAfter (Get-Date).AddYears(2) °

-TextExtension @(
“2.5.29.37={text}1.3.6.1.5.5.7.3.2",
%2.5.29.17={text}upn=

&email=

2 E CA 21Z Mt Entra IDV| Y2 E=8rL|Ct CDP 10| AF&| MHEE|Z 2 Entra ID= CRL A& 2 Al
E5HK| &L

MM HIE|AE &2

0| MAM0f| M= Microsoft Entra ID SAML OHEZ E2[Z{|0|M L MENX CBAZ VAE 7 A517| {8 ™A
MM ®MIAC|AE CHaH Ash|Ct.



Entra ID SAML OfZZ|7|0|M HH

Enttra IDO|A QIE{Z2}0|= O Z 2|7 0|M MA(H|ZAEHE])
SP HIEIH|O|EIE £5 22 Q245104 7|2 SAML 7+4 714

Ed Y 22 FH(0IHY, OIF, user.assignedroles7t = 1 & 2

HH2|0|M HIEIH|O|E{ XML CIREE

Cisco 1Q Zdx|z2efo|M

Entra ID HIEIG|O|E{E& Y EZ =510 Cisco IQ0| ID ME X F7¢
Q4 45t Zk 2 Cisco IQ A|AE! 3&tof HESIE=E & oiZE 7o
HIZHS 7|8k 2 32l0| dlE & =2 A S55H=X| &0l

230{M 2 50| SHIZH FEXIR=X| FH U LICH

QIZA 718t Q1B (M ALE)

My

CtO|RIE Q& EKUE ALE5t04 AD CSOf| QI M RHIES!
UPNO| Entra ID AtE ARt L X[St= AFEXE QIS M HZF
AR QIBME PFXZ LHELHT ZEI0|ME HFE{ o MR
20| E MHAIS| CA QIS A AE

Protection > Certificate authorities(21& 7|20l A CA R E 215 ME Entra IDMH| Y2
Ct.

215 YoM CBA E43t
A& X} 0|8 HFRIE F4d(PrincipalName Z! userPrincipalName)

CBA 2190/0| 2E E dEZ R=E35H=X| &0l

SCP A F7t

EgfL



0| SCP(Secure Copy Protocol) M= Cisco 1IQ M%|E F7I, Yadiol= E&= mfx|s5tE o
2l g0l US 7HMR 7| {FH MAX 2 F AFE Lt

SCP MHE F7tstc{H

1. System Settings(AlA R A7)0l A System Configuration(A|A R Z4Z|12f0|M) > SCP
Server(SCP Mb)E MEHEILICH SCP Server(SCP AtH) TO|x|7F E AIELICH
5 10 Link

2o System Settings SCP Server

&¥ Connection Management

& Activity & Logs

System
a Configuration

No SCP servers configured yet

Configure a server to get started

+ Configurs SCP server

2. Configure SCP Server(SCP A #+)& 2%



st 1Q Link

System Settings < SCP Server

Configure SCP Server

Connection Management Specify the location for appliance and application files.

Activity & Logs
IP address/hosthame

System
Configuration

Remote directory

Username

Password

Save Cancel

8. M¥ S ZRIFLICE & HAIX|7F 2 AIELICH

7|& SCP MH =



7|Z& SCP MH{E £=™H5te{H

—

1. SCP Mt H|O|X|2 o|S & L|Ct.

el 1Q Link

2 © System Settings

SCP Server

L

&' Connection Management

1P address/hostname

& Activity & Logs

B Cronen

2Lk

< SCP Server
Edit SCP Server

Connection Management Specify the location for appliance and application files.

Activity & Logs

IP address/hostname
System
Configuration

22

Remote directory

Username

cisco

Password

3. 2o et M HE




UIE E35} %Al Cisco IQ Link HXS 2 24a8||0|EE 4 & L|CH. Cisco IQ Data Connectors | O]
XM =foler == QU&LICE.

AAE M|O|E CHA| 04 <f

1. Administration(& 2])0{l A System Configuration(A|A & Z11|712{|0|44) > System
Management(A|AE #2))& MEIS

-1

L|Ct. System Management H|O|X|7} E A|ELICt. O] H|
O|X|ofl= $4XH A& ZOI A|AR HO| EAIELCH TEE LO0|E7t g™ Update
History A440] H|0{ Q& LICt.

nes 1Q Link

2o systemsettings System Management

&° Connection Management System Updetes

B Activity & Logs

o1 System Update schedule
Configuration

May 5, 2026, 11 PM

Current System

Current version

Update History

AAaE agole

2. Reschedule update(Cl|0O|E CHA| 0 2HE &



Reschedule Update

Scheduled for

May 5, 2026, 8:11 PM

Installation must occur by May 5, 2026, 8:11 PM
(O Update now () Update later

Cancel Save

117|0|= CHA| o e

3. BAl Y™ S MM SE{H X|Z ¥OI0|E BIC|R HES MBSt D CHE AlZHS oflefstedd Lt
50f ¥do|E BiC|2 HES MEigLCt
4. Mg Z=/gtLict &l HAIX|7F EAIZ| T System Update & H|O|X|2 Z|C|2ME LT}

System Management

System Updates

Current System

Edit maintenance window

Current version Update mode Maintenance window

Automatic -

Update History

Q Search 5 v 1 result
Update Status Update Schedule Version Description

[ Apr 21, 2026, 7:49 PM CiscolQ Appliance version

AA" A ol=ol CHEr AFS AL X ™ E dEde = U&LICH ASX XY d™o| +EE B
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1. System Management(A|A R 2 2[) H O|X|2| Current System(TIRH A|AE]) A Moi| A Edit
maintenance(® x| 22| HE) &2 FEIELICt.



Edit maintenance window

Select the day and time to reserve for future updates. If an update can't be completed during the
maintenance window, it will occur on the last day of the grace period.
Day Time

(© CEST

-

SX 2 F HE
2. Day and Time EECI2 SE0|AM SMHS MEIELIC.
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1. Cisco 1Q SaaSo|l 21215t 11 Home(&) > System Settings(A|AE A7) > Package
Catalog(IZ|x| 7t 21)& MEASLIC.
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do SystemSettings Package Catalog

I These packages are intended for on-premises deployments.
0 Account Details
Systems
Ta‘ dentity & Access
W Tegs

Asset Data

&¥ Data Connectors
Ca Service Contracts

File Upload

Package Catalog

Activity & Logs

2. Cisco 1Q Link 4A40{ A Download options(Ct2 2= &) > Upgrade packages(12i0|=
m7|x)& S2Fct.

Cisco IQ Link Upgrade Package

Current version

Build type

Target version

Cancel Download
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7. Cisco 1Q LinkZ 0|SgfLct.
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o System Updates

Connection Management

& Activity & Logs

Current System

a System Current version
Configuration

Update History
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2o System Settings » - System Mansgement
Configure update

#° Connection Management

& Activity & Logs A\ SCPserver configuration missing
To update the system via SCP, set up your server in SCP serve
@ System - ) i
Configuration B Uplcading commits your system to this upgrade and can’t be canceled. File processing may take time and you'll be notified when complete

Filo selection
8) Local file upload

&

Select or drag a file here to upload

Update schedule
Select a fle 10 view Update schidule.

Done
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1. System Settings(A|AE! A7%)0ll M System Configuration(AIAE! Z1I|22840|4A) > SSL
Certificates(SSL 215 M)E MEARILICH A|ARIS| 2E SSL QIS ME LtP5t= SSL

Certificates H|O|X|7} E A[EILIC}.
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Atk 1 Link
=+ Add Custom SSL Certificate

4o Systemsettings > SSL Certificates

&' Connection Management

Default self-signed certificate © Ensbled
Expiration dote

Issued by
April 10, 2048

2 Activity & Logs Fila name
Cisco 1Q On-Prem Defoult CA

Default System Certificate

System
$ Configuration

2. Add Custom SSL CertificateE Z2!8tL|C}.
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Connection Management
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2  Activity & Logs

@ System
Configuration

< Ssg| Certificates
Add Custom SSL Certificate

SSL Certificates

Upload a .txt file containing the certificate and key as text strings

!
Select or drag file to this area to upload
Only one .txt file can be uploaded

(P Enable custom SSL certificate

Save Cancel

Cancel

A Enable Certificate?
Enabling custom SSL certificate will disable the default self-signed certificate.
Enable certificate
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3o s > SSL Cortificates

&' Connection Management
Custom S5L certificate (& Dissbled
& Activity & Logs

e System

Configuration

Default self-signed certificate @ Enablea
L0 L Issuod by Expiation date
Default System Certificate Cisco 1Q On-Prem Dafault CA April 10, 2046
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&g System Settings » SSL Certificates

&' Connection Management

Custom S5L certificate (& Dissbled
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& name

Expiration date
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e System

Configuration

Default self-signed certificate @ Enablea
Fito namao Iszwod by

Expiration date
Default System Certificate Cisco 1Q On-Prem Default CA

April 10, 2046
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1. System Settings(AIAE! A7)0l A System Configuration(A|AE! 741|124 0[|4M) > Syslog
Server(Syslog MH)E ME4EFLICE Syslog Server H 0| X|7} E A|ELICEH

"aics’ 1Q Link

2o System Settings > Syslog Server

Configure up to 2 syslog servers
&' Connection Management

& Activity & Logs

System
O] Configuration

No syslog servers available
Add a server to get started.

+ Add syslog server




2. Add syslog server(syslog At F£7HE& 2= LICH Create Syslog Server(Syslog A 4 4)
| O|X|7} E A|E/LIC}.

ode 1Q Link

System Settings & Syslog Server
Create Syslog Server

Connection Management Configure syslog server to receive logs and alarms.

Activity & Logs
IP address/hostname (&)

System
Configuration

Protocol

Select option

C‘ Enable syslog server

Save Cancel

5. Protocol ESLCH2 S20|M si¥ Z2E 2 (0f: UDP = TCP)S MEfstLCt.
6. Enable syslog server E2 HE 2 ZLIC}.
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« Syslog Server

Edit Syslog Server

Configure syslog server to receive logs and alarms.

IP address/hostname (&)

Protocol

TCP

t) Enable syslog server

Save Cancel

ZI3t 7L} Enable syslog server E22 & LICH.
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A Delete syslog server?

Syslog server will be permanently removed from the system. This action cannot

be undone.

3. Delete syslog server(syslog M A A&
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Connection Management

admin
Activity & Logs
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1. System Settings(AIAE A%)0{ M System Configuration(A|AE ZAI|Z22|0|M) > IQ

FLICE. 1Q Connectivity(IQ 4Z) T 0| X| 7} & AIELICH,
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System Sattings ¥ € 10 Connectivity

Connectivity Settings

Connection Managoment

Activity & Logs @) Enabie proxy

Proxyfhostrnama [P

System
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() Enabie authentication
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‘o System Settings

Connection Management

Connections Credentials Assets
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Credentials

a System

Conflguration

1

Mo credentials yet

Add credentials to start collecting data fram your assets,

+ Add cradantials
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4 Connection Management

Add Credentials

- © System Settings

Connection Management
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Catalyst Center&

1. System Settings(Al
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2. Catalyst Center 4
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Connection Management

Connec tions Credentials Assets

T

1, Direct Connection

: Catalyst Center +

Configured Connections

Scheduling

Discevery and Inventory Collection Times
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2 @ System Settings 3 & Connection Management

Add Catalyst Center

& AuditLogs
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System B
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Select option
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System Settings > Connection Management

Connection Management Connections Credentials Assets

Activity & Logs

il Catalyst Center |1| Direct Connection

System
Configuration

Configured Connections

Catalyst Center @ 1instances connected

Scheduling

Discovery and Inventory Collection Times Edit

Discovery Weekly on Sundays at 04:00 AM CEST

Inventory collection  Daily at 02:00 AM CEST
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Diract Connection

Configured Connections
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[Discovery and inventory Collection Times Edit

Discovery Weekly on Sundays at 04:00 AM CEST

Inventory collection  Dally a1 02:00 AM CEST
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@ pecess . Mandatory login modal © Dissbled

Modal tite
" Connection Managoment

Activity & Logs Modal content

fe Package Management

System Application Banner © Dissbisd
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T4 i 7
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