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2. Configure security questions(Z
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Audit Logs Change password Security questions

Data Sourcas
Security questions
Set up security questions to belp recover your account if you forget your password, You must answer all gquestions.

System

P —— Quaestion 1

Select a security question

Anmwor

Question 2 *

Sedect a security question

Answer

Quastion 3 °

Select a security question

Angwer

Question 4 °

Select a secunty quastion

Answer

Quastion 5

Sedoct a security question

Answar
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Audit Logs Change password Security questions

Data Sources

Change password

Choose a strong password that contains the following:
System s i g

Configuration
& Minimum 15-character length

& At least one uppercase character
@ At least one lowercase character
& At least one numeric character

& At least one special character

Password

Show

New password

Show

Confirm password

Show
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Forgot your password?

Enter your username to begin the password recovery process.

Username

Enter YOour username

Continue Back to login

©
Pl
olo
B
o
i
[0
(o]
u
Q'I_l

=& LICE. Verify Identity(ID £ @l) I|O|X|ofl= O[Tl +HE 57 HE &
A20| EAIELULC

=
= o



Verify Identity
Answer the following security questions to verify your identity

What city were you born in?
Enter your answer
What is your mother's maiden name?

Enter your answer
What was the name of your elementary school?

Enter your answer
Back to login

Verify and continue
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Set New Password
Choose a strong password that contains the following:

@ Minimum 15-character length

Q At least one uppercase character
@ At least one lowercase character
@ At least one numeric character

° At least one special character

New password

Show

Confirm password

Reset password Back to login
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Single Sign-On URL

https://mymanagementhost.mydomain.

com/saml/acs
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https://mymanagementhost.mydomain.com/saml/logout
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1. System Settings(A|A & A7%)0{ M System Configuration(A|AE! 71| 2240]A) > Identity
Providers(ID M3 AH)& MEHEFLICt ID MSAH HO|X|7F EAIE LICEH

dg systemSottings ’ Identity Providers

4% Activity & Logs

4
System s l

@ Configuration

No identity provider added yet
Add an identity pro et started

Add identity provider

2. Add Identity Provider& 2 =!gfLICt. Add Identity Provider T O|X|7} Z A|ElLICH.
‘el 1Q Link

System Settings » < ldentity Providers

Add Identity Provider

Connection Management

Activity & Logs Identity provider name *

Enter identity provider name

System
Configuration Domains

Enter domain names

Organization |DP metadata *

&

Select or drag file to this area to upload

Only one file can be uploaded at 5 MB or less

C. Enable single log out (SLO)

Save Cancel




N & xIME Alztoll kol IDPBF E7HE & QlaLCt

o
il
mo
]IO

3.1D 3=Z* |2{gfLCt.

4. Add(F7HE Z215104 Cisco 1Q Linko| A 718t =H2l O|&& Domains(=MH2l) EEof F
7bfLct.

5. IDP ofZ 2|71 0| M0f| A &2 SAML HEIH|O|E{ TS Organization IDP metadata(Z= %! IDP
HECIO|E) HEo| Zo{ 7Lt YEEst= YHAULICE O Ttof= QIBM ME HE & M
HIA SZXAHSP) HEE| ME HE7t £ & E|o] U&LICt

(MEH AFEH) Enable single logout(EHe 2 10H &4A3t) E2 HES ZALICH LIEof SLOE
s M5bE &0 Qla L),

=2 T 1L AAHE

8. 10| 22 =/H 2321 H0|X|of IDPE S3H) SSOZ ZaQlE = Q= SM0| EAIELICEH

‘et 1Q Link

alaliog Link

CIsco

g ofE Zm| e ol

1. &7tE! IDPO M More Options(F 7t &) OtO|Z > Map Roles(Q& DHE)E MEARFLICH [A
X 4% oiE] Ho|X|7F EAIELICH



Cisco IQ Link_IDP

Map identity provider roles to system roles to assign permissions.

Map user roles

IDP role System role

General Account...
General Account...
Select option
Select option
Select option

+ Add identity provider role
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Edit Identity Provider

Identity provider name

Domains
Enter domain names

cisco.com X
Organization IDP metadata *
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Select or drag file to this area to upload
Only one file can be uploaded at 5 MB or less
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ADFS M (Windows Server)oil CHEH 22| M A

AD FS MHE{2| PowerShell M| A

AD FS2} Cisco IQ Zte| HIEX 3 14
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ADFS MH Zix|32fo|M

g5 MY of]

Cisco IQ FQDN MNEAHIZ ZAE O|E devxx-23.CX-XXX-XXX.CiSC0.com
ADFS MH{ URL AMEXHAD FS MH T4 https://ad-fs.dev.local

3IAF ZH 2l O|lHY =2l company.com

AD OE ,gcl:év)e Directory 1& DN(TZMH|2! CN=043 - CXIQ 7HEF Rt

AD FS AMH{ 744

AD FSE F5t24H

1. System Settings(A|AE] A7%)0l| A System Configuration(A|AE! Z41| 2124 0|4M) > Identity
Providers(ID M3 AHE MERFLICE ID M3 A HO[X|7F EA|E LICE.

Identity Providers
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2. Download SP public certificate and Download SP metadata(SP & QIS AM CIRZE 2 SP
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4. AD FS AMu{of 21QlgrL|ct.
5. AD FS Management(AD FS #2|) M0l A Relying Party Trust(& At&t Trust)& 2 =!8 LICH
6. Relying Party Trust H|0llA Add Relying Party TrustS 22/gfL|Ct A OFHARZF D20t

7. Claims Aware 2IC|2 HE S &g LICt.

8. Start(Al%)& Z2lsto{ ZL|aeloldE TIefL|ct
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13. Choose Access Control Policy(4AM|A 0] Z=H AMEH) 1| 0| X|0f| A Permit everyone(2 5 &1
E)(Ee =2o| 2ot ATz o|Moi Eest MA)g FEgLct

14, LF{X| 3H2H01| A Next(CH2)2 2 2/8tLC},

15. Close(E271)& 22!5t04 S ALK} Trust AI[2Ei|0|ME 2t = FLICH
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1. GAMX EBH{AE Q| O|F(0dl: "Cisco IQ - Stage")= Ho|gL|Ct.

“Cisco IQ - Stage”

$relyingPartyName

2. A8K HE 4 OF HB{AE Cisco IQ0| MEES 20
$claimRules = @’
@RuleTemplate = “LdapClaims”
@RuleName = “Send Email and Name”
c:[Type == “http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname”, Issuer == “AD
=> issue(store = “Active Directory”, types = (“http://schemas.xmlsoap.org/ws/2005/05/identity/claims/em
@RuleName = “Transform Email to NameID”
c:[Type == “http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress”]
=> issue(Type = “http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier”, Issuer = c.Issu
@RuleName = “Send Group Membership”
c:[Type == “http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname”, Issuer == “AD
= “Active Directory”, types = (“http://schemas.xmlsoap.org/claims/Group”), query = “;mem

=> issue(store
‘@@
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Set-AdfsRelyingPartyTrust -TargetName $relyingPartyName -IssuanceTransformRules $claimRules
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$username = “testuser

$searcher = [adsisearcher]“(samaccountname=$username)

$user = $searcher.FindOne()
3. ALt &3t JEE EAIELICE
$user.Properties.memberof

£29 of:

CN=Role - CXIQ Developers,0OU=Role Groups,DC=dev,DC=local

SP M QIEME RIS E = AD FS 74
1. AD FS M0 M SP @I5 ME TrustedPeople XMEAZ 7FXK{SLIC}

Import-Certificate -FilePath “C:-provider-certificate.crt” -CertStorelLocation “Cert:”
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Set-AdfsRelyingPartyTrust °

-TargetIdentifier

-SigningCertificateRevocationCheck None °

-EncryptionCertificateRevocationCheck None
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Import-Certificate -FilePath “C:-iq-onprem-ca.cer” -CertStorelLocation “Cert:”

3. ADFS AMH|AE CtA| A|ZH5t0] B4Z3 AlE2 M8t

Restart-Service adfssrv

AD FS HEIH|O|E LHE L} 7|

PowerShell EE£ ¥ HEIRX{E Al235l0{ ADFS HIEICI|O|E{E CIR2EE £ Q& LCt.

PowerShell
PowerShell2 Al23t04 AD FS HIEIH|O|E{E LHE LHE{™
1. AD FS AMH{0{ A PowerShell2 iL|LC}.

2. CtE P2 ddstod HEHO|H TS Ct2 2= 8L

$metadatalrl = (Get-AdfsEndpoint | Where-Object {$_.Protocol -eq “Federation Metadata”}).FullUrl
Invoke-WebRequest -Uri $metadataUrl.AbsoluteUri -OutFile “C:-metadata.xml”

Write-Host “ADFS metadata exported to C:-metadata.xml” -ForegroundColor Green
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e HElRKX{E Al25t04 ADFS HIEH|O|E{E LHE Li2{H

1. https://<your-adfs-server>/FederationMetadata/2007-06/FederationMetadata.xmIS £ O|S &
LICH
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2. <your-adfs-server>& ADFS MHS| ZAE O|§2 2 HtELICE

3. HIAIRIZF E A|=|2d HIELC| OB XML It AHFE{ofl ME = LICEH.
AD FS IDP &7t

1. Identity Providers(ID X| 3 At) T 0| X|0{|A{ Add ID provider(ID M3 At F7HE 2 =2IgLct.
2.1D 32Xt 0| L=FLICH

3. =HI@l(0dl: company.com)2 l248tL|C}.

4. (MEY4 ALE) 22 BF AR Enable single logout(EtY 21012 M3 EZ HES ZLIC

5. IDP O Z 2|7{|0]MHof A &2 SAML HIEHH|O[E It &= Upload IDP Metadata(IDP M|E}CH| O|E
U2C) LWeof TBo| ML YR EFLICH

SN oao gt oiEo| 22 E WK 2EN7F "Incomplete(O|2t2)"2 EA|ELICH Ol HAHQI
X

g D EE F35t7| o Active Directoryoil M OHE| ASE 2EE &2 &= JUeX| HelggLIcH
Active Directory0il A I & & ' 284™ Ct& PowerShell B2 A~ eLICtH

$searcher = New-Object DirectoryServices.DirectorySearcher
$searcher.Filter = “(&(objectClass=group) (cn=Role - CXIQ*))”

$searcher.PropertiesToLoad.Add(“distinguishedName”) | Out-Null



$searcher.PropertiesToLoad.Add(“cn”) | Out-Null

$searcher.FindA11() | ForEach-Object { $_.Properties[“distinguishedname”] }
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|ABI2 LDAPE &all &% Active DirectoryE #E2|tE22 F71 2E0| 2 i&LIct O
= & DN(Distinguished Name) @Al 2 dretEILICH of:
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,DC=dev DC=04[,DC=com
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Map identity provider roles to system roles to assign permissions.

Map user roles

IDP role System role
General Account... &)
General Account... ()
Select option
Select option
Select option

- Add identity provider role

2. MEASE A[AR] odghof CHE IDP FE 2 AUASIAMAIR. X|HE[= AIAR JE2 O3 Z&L
Ct.
« general_account_administrator: gt A& ZE|Xt= MBS ZE 2YS - = AUs

D E #HerE 7HELICH IDP HE(FE EME 0|F)2 CXIQ Admins & LIC.

- general_account__viewer: &t A Fo{ol= 47| & HAMA Mol JU&LICH IDP
AT E EME 0|8)2 CXIQ Developers ! CXIQ Viewer&!L|C}.

N &1 ©A WO 0j=0] ofd T2 E M= 0]=(04: CXIQ Developers)S AHE

LICH

Z2IFLICH YENTI Success(83)E U0l EE LICH

St
=



=

. Incognito EE = Private 2 E E 22X 0| M https://your-cisco-ig-domain.com/login@ £ 0|S &
L|C}.

—

2. domain\username == user@domain.local &4!2| Active Directory At ZBE At&35t0{ 2
Q1L k.

202 HAE

202 E HAESIE{™ Cisco IQOIM 202 2 F=IELICE "Logging out, please wait..." H|A|
X7t EA|E|2 Cisco 1IQ 212! I O[X|2 ZIC|HMELICH AAR2 AD FS MME SEELICH AD
FSOl 21 HMASIE{D ot CHA| 23215t 2t= HIAIX|7F EA|ELICH

AD FS 2H| &

C} S=ol= ADFS 4Ef, 215 M @8 55O 219! A1) 2 SLO T/ 20| M1
M st mhetstn siFsts Ol £ 20| s YAl A W s E 2T M0 ABE0f UsLIC

AD FS 2X|

E2H Ed/dY HeHA/ZE S A ™

o S| 72 ADFS 22 72 F49
x|7‘<|2 CEA| AlSHSHL|C}

e I E4M:

i
[lh]
m
Ral
el
rlo
I
iE]
Hu
I
o
ok
19
ek
£
1jo

http://schemas.xmlsoap.org/claims/GroupO|
o{of gFL|Ct

o AF2X}7F AD 504 Qi&LICt.



http://schemas.xmlsoap.org/claims/Group

EX Rk HAHA A S 2 ™

AD FS ©I& M ZHI|e|o| Mo chst x|

s ais Al 20 M "o{dM aliS Ao 30| =0l
e ACS URL: & ¢@l: https://your-
fqdn/saml/acs

2a0l 2z 015 FE 230 2Zof 1%

o 27| —Z—"E | ZHHE T elof CHet Bt

AD FS 2721} Cisco IQ 7Ho] MBHQI S318 2 &2 O3 FT g A8sHAIR. of2fs
B HEHH0/E HMA THs A, E

ElL|CH
 ADFS MH|ECHO|E HMA 7Hs4 = el ADFS HICHE 0|4 HIELH|O|E{o] MZE = UM 3
MMz HMAY + QJeEX| HAFLICH ol 27| MEIE HdHH7| flgt 28 EFAL
Ct.

curl -k https://

/FederationMetadata/2007-06/FederationMetadata.xm]

& M7} Cisco 1Q Relying Party Trust@t AZEIAE K]

L

Jok o
o |ou
LOL
o
ol
x
o
o
Mo
o
Il
i1}
Fol
l?j
o

Get-AdfsRelyingPartyTrust -Name “Cisco IQ - Stage” | Select-Object EncryptionCertificate | Format-List

-+ SAML O*I':‘CLIE ZI|agold HE: Cisco IQ EBHAEO CHet SAML AIEZQIET EHIE
A FHEE0] A1 215 2 X 0{-dM0| ol URLE 2tREEIEX| & QIFfLICt

Get-AdfsRelyingPartyTrust -Name “Cisco IQ - Stage” | Select-Object SamlEndpoints



SCP Mu{ F7¢}

| SCP(Secure Copy Protocol) AHH{& Cisco IQ A&

E F71, dadolE e
ol dapole g 7tx7| gt e 2H

x| = =
?:.L—IEP

SCP AMHE F7}5te{H

1. System Settings(AlAE M%)
Server(SCP MH)E MEdgHL|

= |

0i| M System Configuration(A|AE! Z1I|28|0|M) > SCP
Cl. SCP Server(SCP AMH) 0| X|7} E AlEILICH

"dies 1Q Link

&g System Settings SCP Server

&% Connection Management

2% Activity & Logs

( +
System
@ coniguration 5

No SCP servers conllgured yet

Configure er to get started

2. Configure SCP Server(SCP At F#4)

IIIIIII
J
L
n



"teen 1Q Link

‘ O System Settings

Connection Management

Activity & Logs

Systemn
Configuration

& SCP Server

Configure SCP Server

Specify the location for appliance and application files.

IP address/hostname

Remote directory

Usarname

Password

Save Cancel




1. SCP MH m|O|X|Z O|S&L|C}.

abuilis |0 Link

Ao system Settings 2 SCP Server

L
&% Connection Management e ey

- -
£ Activity & Logs

Port

o] Syston »
Configuration Remote directary

Passward
ssassss

7|Z& SCP Au{oil CHEH EditE 2

bl 10 | ink

‘ 0 System Settings
ir‘ Connection Management

%  Activity & Logs

g System

Configuration

2{g Lot

& SCP Sarver

Edit SCP Server

Specify the location for appliance and application files.

IP address/hostname

22

Remote directory

Username

cisco

Password

Show

Save Cancel




AAE ZHE| HH0|E

D2 UIE E5l %Al Cisco IQ Link HE2Z edado|l=& £ Q& LICH Cisco IQ Data
Connectors H|O|X|0f| A &FQl&r £~ Ql&LICH

AAE EH AAH

AlAE A

N
el
|>
u
A
mo
P
0
9'|_|
A
™

1. Administration(2 /)0 A System Configuration(A|AE! Z1I|28|0|M) > System
Management(A|AE] ZHE2))E MEHEFLIC}H System Management T O|X|7} E A|EILIC}. O]
O|X|ofl= A Al Sl A|IAR] HTO| EAIEL|CH 7 E UO|0|ETL g2 Update
History A4 0] H|0q Q& LIC}.

System Management
System Updates

Scheduled Update

Update History

AAE a0l

2. Reschedule update(4Cl|O|E CtA| 0| 2f)E Z =g LICH

Reschedule Update

Scheduled for

May 5, 2026, 8:11 PM
Installation must occur by May 5, 2026, 8:11 PM

() Update now () Update later




o118 0|= CHA| of eF

3. FA ATE ZHE 2l RIF AL FEHL CHE AlZHE of|fstEd™ LtSol dAlg =8
L|C}.

4. M2 Z=FLICEH =2l HAIX|7F EA|ZE|D System Update Home(AlA Clo|E &) mo|
X2 g|c[=MEELUct

System Management

System Updates

Current System Edit maintenance window | Configure update

Current version Update mode Maintenance window
Automatic

Update History
Q Search Status 1 result
Update Status Update Schedule Version Description

[ ] Apr 21, 2026, 7:49 PM CiscolQ Appliance version

dasols €3

AAE Hadols Yl 4

L

AAE HTaefo|=ol Chet ALSAH X H dHEHE dEe + JU&LICH ALSXE X|E Yol e 8
< Z|cH 7ol 7|2k LHoll R XI=[H ALS A Hol Emtof daelo|l=7t ==~ Lt

AML" daeole dEE ddstedH

1. System Management(A|A & 2 2])

maintenance(f® X| 2| HE!) &

l0|X|2] Current System(Z3XH A|AE]) MAMoi| M Edit

IO
= Z=2IgLict

Edit maintenance window

Select the day and time to reserve for future updates. If an update can't be completed during the
maintenance window, it will occur on the last day of the grace period.

Day Time

Cancel Save

7 el g

e
il




2. Day and Time EECI2 SEOM SMHS MEIELICH
3. MHE FELICH K| &e| H0| d3Ho=E o AE[UELICH YUOIO|E= EAIE Lo [t

o= T8

2t E2|7{E L},

N =T
-Hao|E YHO| FHEEIR| &2 A2, AARR 7[EMo 2 HIMER Hado|lE9| B2
2% MEEOo| Zedt »dado|lEe| B2 4F 9| /o 7|ZtE MA™HELICE ol2{8 w0l 7|Zt0]
XLH =822 UC|o|EE =~ 5l oF & LCt.
-Adap0|E7 Aufe B A|AEIS 2|0 23|0| KIS KA E £astLICH M B AT
O X E|RXI|P =522 A|ZFSHOF B L|CEH

SO 2 AAEH LOd0|=

>

Cisco 1Q SaaSO|M XI5 HIEZE AIEE £ QIHLE X|AHE|= AlLt2|20 M= Cisco 1Q SaaSo{| A
M A 0|E HHES CIREESI0d 2502 A|AHI HOH0|EE 88 £ Ql&LC}

AMARIE #8502 ¢YIap0|=5t2{H

1. Cisco |Q SaaSoi|_Z2 221§ L|Ct.
2. Home(&) > System Settings(A|A R M%) > Software Catalog(£AZE Q0] FHEIZ2 )& MEH
2 LIC}.
.;|I.§.‘.|¢.I. |Q
A g System Settings Software Catalog
S Account Datails Systems
@ Identity & Access
Tags
Clsco G Link
F Data Connectors Cisco |0 Link gacu lacis and iransmits BEal ilemalry Trom your on-
premises network 0 |G, enabling Al-powered predictive insights
) Service Contracts P
Software Catalog Datails Download uptinlu k¥
Activity & Logs
3. Cisco 1Q Link AA40{ X Download options(CH2 2= = M) > Upgrade packages(d 1 0|=

f7|x)E %E—.E LICH.


http://iq.cisco.com/
http://iq.cisco.com/

Cisco IQ Link Upgrade Package

Current version

Build type

Target version

Cancel

4. EECH2 S50lM 2R HHUS MEELIC

5. EECIR2 S50 2 fES MEIELICE

6. CECIR S0 CHA TS MEHEHLICE

7. Download(CHR2EE)E Z2IgtLICH YadolE HE
8. Cisco IQ Link2 O|=&fLCt.

9

. System Settings(A|A ! 47%)0{ M System Configuration(AlA
Management(A|A R B 2|)E MEHFHLICH,

= - 1H
‘S 1Q Link

dg Systemsettings System Management

o System Updates

Connection Management

-~

@ Activity & Logs

Current System

a System Current version

Maintenance window
Configuration

Update History

fersion

10. YH[O|E +

Download

o| CteE2C==LCt.

= 74|33 o|M) > System



il 1 Link

2o System Settings » System Manager

Conﬂgure upclate

Ak SCP server configuration missing
To update the system via SCP, set up your server in SCP server

B Uploading commits your system to this upgrade and can't be canceled. File processing may take time and you'l be notified when complete,

File selection

L

Solect or drag a file here to upload

R od H=RE

11. Local file upload(Z2Z It YZE) 2
12. CtRECES Ya30|= HE TtUS A=Y
13. 2t 2 & ZEELICH A|AEIO ’8%7‘—.92 °"IZ-||OIEE._I = &0l EHIAIXIW itAIE'L—IEP.

9,_
X
[l
2
Hu
In
mH
N
= Hu
]
o
mo
L
_|"I_

SSL 218 A Zx|efo|M

712 X ME QIBME Cisco Q0 ALM MxIEl0f B AISHEIX|EH ALSRHE AFS AL XIS SSL ©
ME U2 EE 4 QlasLich AL RIS SSL QB A7 #AI5HEIRY HTTPS 2ol ALSEILICH
BA7h HIZAISHEIALE ARSI AIAEE (S22 718 215 MR SotzLic

| =
o
ol
I_

- —-O

B 9IS MOl 2 71700] 902 014 ol 21010k FLILh QIS HE B2 eNtK| e JI7¢o] 0
O|ot mf "Er2 7 letero 2 ZFEEIL|CH SSL QIS AMHE |.’ ™M E= ARst & 122 Okta

T o LT F 04
IDP EE= ADFS IDPO{| CHEt Completing SLO Conflquratlon(SLO Ao apjojM etz) MMof MY
El I:HE M SSL2 d=z=slof Lch.

MEX} XX SSL 2B M F7}
MK} X|H SSL QIS MHE F7}otedH

1. System Settings(A|A & A7)0l M System Configuration(AlAE! Z1I|22840|4A) > SSL
Certificates(SSL 21 M)E MEAEFLICH A|AR|QS| 2 E SSL QIS ME LtP5t= SSL
Certificates | O|X|7} ZE A[E LI|Ct.



2. Add Custom SSL CertificateE 2 2/8t

S

Suee 1Q Link

SSL Certificates

Ho System Settings

Default self-signed certificate @ Enabled
Activity & Logs Fila name Issued by Expiration date
Default System Certificate Cisco 1 On-Prem Detault CA April 10, 2045

@ S
Configuration

F-
- Privacy-Enhanced Mail
EEgLch

o

JEL=Ke]

- BF ol stLFof ixt B Az + Q&L

- I o] RIZ Aet 70Ol 7|7} 2= Qoo & LICt.

wics 1Q Link

 Ssl Certificates

System Sattings :
Add Custom SSL Certificate

Connection Management
S5L Certificates
Activity & Logs Upload a _tet file eontaining the certificate and key as text strings.

System
Configuration g
Select or drag file to this area to upload

Only one .txt file can ba uploaded

(ll Enable custom 551 certificate

Save Cancel

3. 48Xt x| sSL 215 ME SSL Certificate(SSL 2

4. Enable custom SSL certificate(2 &% SSL /5 M

OIZ M) ZEof Zo{M E7HLE Y= =8t}



A Enable Certificate?

Enabling custom SSL certificate will disable the default self-signed certificate.
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[1] SCP (Secure Copy Protocol) - Default
[2] SFTP (SSH File Transfer Protocol)
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