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http://www.pingidentity.com/support-and-downloads/licensing.cfm

i'._% PingFederate Setup _ |} |

Welcome to the PingFederate Setup
Wizard

Pin

kienhh_.f.g

The Setup Wizard will install PingFederate on wour computer,
Click. Mext to continue or Cancel ko exit the Setup Wizard,

Back I Mexk I Cancel |

fii PingFederate Setup =10
Operational Mode

Please choose which mode wou'd like PingFederate to operate in.

i* standalone

Faor a single node that will operate independently.

" Clustered Admin Node

Far ane of several nodes in a cluster that will host the admin consale.
Cnly one node in the cluster can operate the admin consale,

" Clustered Runtime Node

Faor one of several nodes in a cluster that will nok hosk the admin consaole.

| Back I Mexk Zancel




i'él‘ PingFederate Setup

Administrative console and API

Enter the paort For the admin console and AP,

Admin HTTPS port (EEE

This is the port where PingFederate admin console and APT will run.

| Back. I ek | Cancel |

fi PingFederate Setup M =l
Engine Settings
-
Enter the ports that PingFederate will use, E!_Eg
HTTPS Port |9|:|31

This is the port where PingFederate will listen for encrypred traffic,

Secondary HTTPS Port | Cptional

If vou need client ¥.509 certificate based authentication for end users or protocols,
enable this port by specifying a value,

| Back I Mexk Zancel




i'él‘ PingFederate Setup

Destination Folder

Click Mext to install ko the defaulk folder or click Change to choose another,

Install PingFederate ta:

IC:'I,F‘ru:ugram Files\Ping Identit!,

Change... |

Back. I Mexk I Cancel |

fi PingFederate Setup =10

Ready to install PingFederate

Chick Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Back |  Instal | Cancel




i'._% PingFederate Setup _ |} |

Installing PingFederate

Please wait while the Setup Wizard installs PingFederate.

Skatus: Incompressing the installation package

]

Back | Mk | Cancel I

fi# PingFederate Setup

Ping

Identity.

Completed the PingFederate Setup
Wizard

Click the Finish button bo exit the Sekup Wizard,

To finalize your setup open your browser to:

s S |

https: /PINGServer. cisco. com: 9999/pinafederate fapp

Back I Finish I

Zancel
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(Windows) <pf_install>/pingfederate/bin/run.bat
(Unix/Linux) <pf_install>/pingfederate/bin/run.sh
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Ping PingFederate

For more information on commercial licensing or support, contact Ping Sales at sales® pingidentity.com or call tell-free 877.898.2905 (#1303 468.2882 outside North America),

-
SOFTWARE LICENSE AGREEMENT j
THIS CLICK-THROUGH AGREEMENT (THIS "AGREEMENT™) IS BY AND BETWEEN PING IDENTITY CORPORATION (PING IDENTITY') AND THE COMPANY OR ENTITY ON WHOSE BEHALF YOU ARE EXECUTING THIS
AGREEMENT "CUSTOMER'). You represent that you have the autharity 1o bind Customer tothe terms of this Agreement, By agreeing to the terms of this o by accessing, using or installing any part of the

Produdts, Custamer expressly agrees to and consents tobe bound by all of the terms of this Agreement. If Customer does nat agree to any of the terms of this Agreement, Customer is prohibited from downloading,
installing, activating er using the Products. THE EFFECTIVE DATE OF THIS AGREEMENT 15 THE DATE ON WHICH CUSTOMER ACCERTS THESE TERMS BY CLICKING "ACCEPT" OR THE SIMILARLY LABELED BUTTON
INDICATING ASSENT [THE "EFFECTIVE DATE").

Fer goed and valuable consideration, the receipt and sufficiency of which is hereby acknowledged, the parties agree as follows:
1. Definitions.
“Administrator” is an inciividual who has been granted administrative permissiens by Custemer tothe Service in order to set-up, modify and suspend the Service, each as applicable.

“Affiliste(s)’ means any entity that directly or indirectly controls, is cantrolled by, or s under comman control with the subject entity, *Control *for purposes of this definition, means direct or indirect ownership or control of
more than 50% of the voting interests of the subject entity.

“API" means an apglication programming interface.

“Customer Data’ means all electronic data or information submitted by Custemer tothe Service. Customer Data alsoindludes any data of an Identity Provider and its associated employees, consultants, contractors and
agents transmitted through the Service in order to access Customer's services or applications.

‘Documentation” means Ping |dentity's then current en-line user's manuals mace generally available by Ping Identity and provided to Customer alongwith the Scftware.

“Identity Provider" means an entity that desires single sign-on capabilities into a Service Provider's services or applications.

PingOne ™



P|r|g PingFederate’

PlingCua Account License Basic Informatior Enable Role: Administrator Account Confirmatio Complete!

Do you want to connect this identity provider with PingOne to enable doud-based single sign-an?

Yes, Connect to PingOne No, Set Up PingFederate Without PingOne
To connedt this PingFederate node to your PingOne account, enter your PingFederate works with or without a PingOne connection. Continue the setup below touse
activation key below. PingFederate on its own.

Sign on to PingOne to get your activation key.

CoprrgrE 2ot
Py BTy CErE RN
PRr—
Varhan330

Ping PingFederate

Please upload a valid PingFederate license file.

License File
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Ping PingFederate’
FiogOna Accoust | Licossa m —

Welcome to PingFederate. To set up your enterprise identity bridge, let's first confirm your

hitps: fpingserver.cisco.com:9031

Please select the roles you expect PingFederate to play.

Sreves m




g PingFederate’

T

Hasic Information Eaublo Aok Idastity Provider Corfigsmtion Administrator Account Confirmation Complete!

to Activ any ather u

f

ect start the qui ection process below. You can confl

is complete

Identity Provider Configuration

Connect

CoprrgmE 20T2M0
i Moy CErpe
P——
vareEan230

Active Directory0l| CHEF @422 Lt&ol| =g = JU&LICH Chg 8 FEE L

2ER AE

PingFederate’

PisgOua Account Hnnic Information Eambia Roks idastity Provider Configumtions Administmior Account Confirmation Comphete:

Please choose a username and password fer yeur primary sdministrator. You can agd ether administrators to PingFederate after

complete

M PASSWORD

sssssssne

copprgse 2omama
i B sy e rpe g
-
VareaBaan



Sanbis faks: Koty FiovEier Corgestios Acmin stmtar ARt m -

Here is a summary of your PingFederate configuration:
https://pings erver.cisco.com:9031
pingserver

Identity Provider

Administrator

Enppigae 3ceadtme
Py Bamy Corgo A
An g s e
vamBanz20

& Qlst 1 Next(CHZ)E S=IFLICH

PingOme Account

ully set up PingFederate

Cengratulations! Yeu have suce

What's Next?

IDENTITY PROVIDER

*ou ean begin creating Senvice Provider connecticns to your target applications. Chease Create New under SB Connections te get started.

Copprgse oI
e ——
]
varsnaBa20

Done(2t2)2 =g LICt

PingFederate 7+

Acministes




AR REIS

Ping PingFederate’

B 1P Canfiguration Server Configuration
I @ Server Configuration SYSTEM SETTINGS CERTIFICATE MANAGEMENT
Server Setings Trusted CAs
Connect 1o FingOne 551 Server Certficaies
Dota Stores S5L Clont Keys & Certficates
Redirect Valdation Signing & Decryplion Keys & Certficates
Cartficate Revocotion Checking
ADMINISTRATVE FUNCTIONS Metocata URLs

Metodato Expart

XML File Signatures AUTHENTICATION

Configuration Archive Application Authentication
Account Management Password Credantial Valdeiors
License Mansgement Actie Directory Domains/Kerberos Resins

Wirtual Hest Names

M

0l

CIX|=d M 2 XML(Extensible Markup Language) & 3 85 7| 2! QI

Server Configuration(A{tH Z1I|12{|0|M) > Certificate Management(2!5 A Z2) > Signing & XML
Decryption Keys & Certificates(M L XML &% sHS 7| & Q1B M)E Z=2/gLct

Ping PingFederate

= IcP Configuration Certificate Management

Ertablish and maintain your server's signing certficates, which may be used 1o sign assertions, securly fokens, requests, and responses. Thess cartificates may alio be used for decryption.
@& i
| B Suivor Configucdon Seriel Subject DN Expires Key Details Status Action

Create New(MZ BHEZ)E =g LICE.

ro

M 4y



Ping PingFederate

B @ Configuration Certificate Management | Create Certificate

m N

I &) Server Configuration
Create a new Certficate and Prvote Key.

COMMON NAME I ss0
ORGANIZATION | 1500
ORGANIZATIONAL UNIT CBABU
=L Bangalore
STATE Karnataka
COUNTRY | ™
VALIDITY (DAYS) | 85
KEY ALGORITHM | Rsa “ll
KEY SIZE(BITS | 2048 ~lf
SIGNATURE ALGORITHM | RSA SHAZS6 ~
enprigmeseeazen
g cancel et

ABM LHELH|

Ping PingFederate

Igeriy

MAIN Lioense Warning: Apprenching expiraticn date

& IdP Configuration Certificate Management | Export Certificate

Export Cartilicate Export & Summary

You have a choice of exporting the certificate and the key or just the certificate.

(®) Server Configuration

@ CERTIFICATE OMLY

CERTIFICATE AND PRIVATE KEY

LHELHZ ]

pal
0]
10



Ping PingFederate’

MAIN Licen s Wrning: Approsching espiation date

M 1P Configuration Certificate Management | Export Certificate

C T

I & Server Configuration
Click the Export button 1o export this cedificate to the file system

Expert Certiflcate

Subsect DN CN=550, QU=CBABU, O=CISCO, L=Bangaiore, ST=Karnataka, C=IN
Issuer DN CNeSSO, ), DaCISCO, Ly s calN
Sarial Numbar O15867£2988D
Expires W Now 15 17 3733 IST 2017

Export

CopprgEte 2008300
Pl By CErpo N
81 s e
vammag320

Export(LHELHZ[)E SEIF LIt
el [o]]= PR pISEN

Server Configuration(A{t] Z4I|22{|0|M) > SYSTEM SETTINGS(AIAE! A7) > Data Stores(H|O|
B MEL)E 22U

Ping PingFederate

MAIN Licen we Waorning: Approoching exprotion dote
B 1P Configuration Manage Data Stores
Manage data store definitions for use with stirbube bokups.
I & Server Configuration Description System ID User Tewe Vdop Typee Action

Jbe ot [of senver dta i j$ [Ihyparson e $ [fPr

oS 32 Datobase
evisionerDelautDE;hacidd. bk _filesfaise

Add New Data Store

npyrgme Jccn 30,
g sy Corpo



LDAP Z1I|2gyo|M

Ping PingFederate

B IcP Configuration Manage Data Stores | Data Store

Data Stars Typa LDAP Configuration Summary

® Server Configuration
Pleass sisct o type of dota store

DATABASE
® Loap

cUSTOM

cance!

‘Copyrge 30030

vanoega20

LDAPE ME45I T Next(CHS)E 2 =2grLct

Ping PingFederate

=) @i e Manage Data Stores | Data Store

Dats Stora Typa LDAP Cosfigurmtion Summary

I & Server Configuration
Plaesa provide the dateds for configuring this LDAP connecton.
HOSTNAMES) | 10.72.33.148:50

DAP TYPE Activa Directory e

BIND ANONYMOUSLY

useR on | n=cmristrator eneu
PASSWORD | LTI Y
UsE oARs

¥ | MASK VALUES IN LOG

Advanced

Cance! Previous



Ping PingFederate’

MAIN
4 1a® Configuration

I & Server Configuration

Server Configuration(A{tH Z4I|1
Validators(H]

g3

Licen s Wrning: Approsching espiation date

Manage Data Stores | Data Store

e —

Clck o heading knk 10 edit o configuration setting.

Data Store

Data Store Type
Type of Dota Store
LDAP Configuration

Hostnome(s) 107893148389

Username

Previous

1240|4Ad) > AUTHENTICATION(2!E) > Password Credential

dHs 17 3H AS57))E S=FLUO

Ping PingFederate
MAIN
= 1o Configuration

I ®) Server Configuration

Create New Instance&

License Waming: Approaching expiration date

Manage Credential Validator Instances

Crediential Vo lelators are plug-ins used bo verdy username and possward peirs in varous contexts throsghout the spstem. The actusl apgicstion of o Validator instance must be the et et Chuth Ressurce Owne
Crecantials Mapping,
Instance Name & Instance Id Type Parent Name Action
Create New Instance
cancet
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Ping PingFederate

B e Configuration Manage Credential Validator Instances | Create Credential Validator Instance

Instance Configuration Extenced Contract Summary
@ Server Canfiguration

Ickentify thiz Crecintial Validator Instance. The Valdator types avalabis ars limited 1o the plug-in implementations currently intalied on your server.

NSTANGE NAME | Lot vaatar
[ LDAPValidator
TYPE [ LBAP Username Password Crecentisl Valdoter ~ | Wisi Pngidentitycom for additcnal types
TINSTANCE Nona W g

cancs m

npprgne semame
Piag o ey Corpo A
P
wananaz0

LDAP AL X} 0|5 HIZHE X173 5H ASJI|E TYPEQZE MEHEL|C} Next(CHS)E E&I8LICH

Ping PingFederate’

MA

=

Manage Credential Validator Instances | Create Credential Validator Instance

= 1P Configuration
ace Casfigemtion Extended Contract Summary

@) Server Configuration

Complete the configuration necessary for this Password Crecential Vakdator to check pairs.

into, and is speciic to, the selected Credentiol Validator plugrin.

This password credential validator provides a means of verifying credentials stored in a directory server via the LDAP protocol. Additional user attributes from the directory can alsa be retumned by this PCV by adding
the desired attribute names to the Baended Contradt.
AUTHENTICATION ERROR OVERRIDES
(A tabis of LDAR. atior codes
the @rror i o end usars)

ing will match the error code to an LDAP error message. These entries overrids the default individual mappings of messages to codes. Use the localzation festures

MATCH EXPRESSION
[The expression makhed against the LDAP error message returned by the server)

Add & new row to Ruthenticetion Error Overrides’

Field Name Field Value Description

LDAP DATASTORE ] 1078.93148389 ~ Seiect the LDAP Datastore.

SEARCH BASE

] CN=Users,DC=dsco,DC=com The Ibcation in the directory from which the LDAP search begins.
SEARCH ALTER ] sAMAccountName=§{usemame} | You moy use §[username] as part of the query. Exempie (for Active Directany): sAMAccountNames$(usernome)
One Level
SCOPE OF SEARCH
®  subies
CASE-SENSITIVE MATCHING h

Allows co se-senstive expression end LDAP ermor metching.

Manage Data Stores
copyrgme zocsaci

Fig Ha vy Carparsin
Allrigie mmm v

LDAP Datastore(LDAP H|O|E{ & £4)E MBSt 1 Search Base(ZAM 7|#), Search Filter(ZAH E
E{) & Scope of Search(Z4 HL|)E =T LICH Next(CHZ)E E=IELICH
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Ping PingFederate

B P Configuration Manage Credential Validator Instances | Create Credential Validator Instance

Ectoaded Costmect TR
® Server Canfiguration
*fou can extend the attribube contract of this Pa ssword Credentis] Valdator instance:

Core Contract
=L}

grvenName

mail
username

Extend the Contract Action

Add

Cance Previous

Ping PingFederate’

Manage Credential Validator Instances | Create Credential Validator Instance

e m

Passward Crecential Validator configuration summary.

Create Credential Valldator Instance

= 1P Cenfiguration

I @) Server Configuration

copyigme 2omzma
iyt sy O g s
A rgre e et
varsnIB22.0

Type

Instance Nome LDAP Validater

Instance ki LDAFVaidator

Type LDAF Usarname Pessword Credentis| Validator

Class Name

Farent Instance Nome
Instance Configuration
LDAP Datastore

Search Base

Search Fiter
Scope of Search
Case-Sensithe Maiching

Extended Contract

icd sam|(20.domain LIAPL

None

107893148389

CN=Users,D Ccisco,DOwom
sAMAccountNome=$[username)]
Subtres

true

mail
givenhame
DN

usarneme

Cancel

Previous -

MH 2 =I5t Done(2tE)E E=IELICH
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Server Configuration(MH Z4I| 22/ 0|M) > SYSTEM SETTINGS(AIAE! A%)> Server
Settings(AMEH H&E)E SEIFLICH

E,i,[!g PingFederate’

MAIN License Warning: Approaching expiration date

[ IDP Configuration Server Settmgs

pnm— Syseminfe untime fspertng fotes & Protacol
®) Server Configuration .
System Options Metadata Si Metadata ime Summary

Select the style of application management practiced in your organization.

System Administration Style SINGLE-USER ADMINISTRATION ® MULTI-USER ADMINISTRATION

Cancel Next E

>~

PCET

Ej.';.'-g PingFederate

MAIN License Warmning: Approaching expiration date

[ IDP Configuration Server Settlngs

System Adminisraton Runtime Reporting | Account Management | Roles & Protocols
¢ m

I ® server Configuration

System Options Metadata Signing Metadata

This is general information that identifies your server. This information is included whenever you export connection metadata

COMPANY
CONTACT NAME
CONTACT NUMBER

CONTACT EMAIL

Cancel Previous Next E

BErel 2



Ping PingFederate

denbty.
MAIN License Warning: Approaching expiration date
& IDP Configuration Server Settings

® server Configuration

N —— Metadata Lietma | Summary

Select which server events result in notifications sent via email.
NOTIFICATION FOR SERVER LICENSING EVENTS
NOTIFICATION FOR CERTIFICATE EVENTS

NOTIFICATION FOR SAML METADATA UPDATE EVENTS

Cancel Previous Next Save

Ping PingFederate
ety

[ 1oP Configuration Server Settlngs

e flokes & Protocols
@) server Configuration
System Options Metadata Signing Metadata Lifeti

If your organization uses SNMP to monitor infrastructure, you can integrate this server with your existing network-management console.

RESPOND TO GET REQUESTS

GENERATE TRAPS

Cancel Previous Next E

Next(CtZ)E Z=IgLC.

AHE el

Ping PingFederate
enbty.

= IDP Configuration Server Settings

System Info Runtime Notifications Runtime Reporting Account Management Roles & Protocols
® server Configuration
System Options Metadata Signing Metadata Lifetime Summary

Manage administrative-console or APl users and their role assignments.

Username User Admin Admin Crypto Admin Action
Administrator AUDITOR ® ADMIN ol ol b Deactivate | Change Password
Create User

NOTIFY USER OF PASSWORD CHANGE

Cancel Previous Next E
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Ping Pingfederate
ety

[ IDP Configuration Server Settmgs

e —— — SeSRee—

® server Configuration
System Options Metadata Signing Metadat:

Select the role(s) and protocol(s) that you intend to use with your federation partners.
ENAELE OAUTH 2.0 AUTHORIZATION SERVER (AS) ROLE
¥ | ENABLE IDENTITY PROVIDER (IDP) ROLE AND SUPPORT THE FOLLOWING:
¥ SAML20
AUTO-CONNECT PROFILE
SAML 11
SAML 10
WS-FEDERATION
OUTBOUND PROVISIONING
WS-TRUST
ENAELE SERVICE PROVIDER (SP) ROLE AND SUPPORT THE FOLLOWING:

ENABLE IDP DISCOVERY ROLE (SAML 2.0 ONLY)

Cancel Previous Next E
Copyright © 2003-206

Ping kientity Corparation

X3t Role/s & Protocol/s& MEHEILICH Next(CHZ)E 2=/fLICH.

H 2ol HE

Ping PingFederate

Server Settings

[ 1eP Configuration

Symtam Admisstratios Systam st Runtime NotiScatioss Rustina Reporting Accosst Massgamest 2 Systam Opticns Matncats 5igeisg Matadets Litetime

| @ Server Cenfiguration

You must create o unque dentilier for your server for use with your federation partners. A unique Kentifier is required for esch protocol enabied. You will need to communicate this with your partners out-of-band or through metedsta exchange. The Bese
URL is used to construct other URLS in the sysiem and moy be used as part of your system 1D

BASE URL hittps: fpingserver. dsco.com:9031

SAML 2.0 ENTITY ID pingserver



Ping PingFederate
Ientity

= 1pp Configuration Server Settlngs

el i s feariio oles & Protocols

®) Server Configuration

Configure global server options. Please click Help for more information

DISABLE AUTOMATIC CONNECTION VALIDATION

DATA-STORE VALIDATION
INTERVAL (SECS) ] 300

Incoming Proxy Settings

HTTP HEADER FOR CLIENT IP Use Last Val
v
ADDRESSES —

HTTP HEADER FOR Use Last Val
v
HOSTNAME B

CLIENT CERTIFICATE HEADER
NAME

CLIENT CERTIFICATE CHAIN
HEADER NAME

INCOMING PROXY TERMINATES HTTPS CONNECTIONS

Cancel Previous Next E

HIEtC Ol ME

Ping PingFederate’

B 1aP Configuration Server Settings

Salect 3 cartificate for sgning the matacsts which wil be published. If no cartficate i skected. the pubished matadats will not be sgned.

Syston Adnkitmiion ‘ Systam Inio

Sammary

| & Server Configuration

SIGNING CERTIFICATE 015867 E298:8D (cn=55C) w

SIGNING ALGORITHM RSA SHAZS6 v
Manage Certificates

Cance! Previous et

RIEM AL|adolMo| YR 2 Ao HMHFH B QUBSM U ME LdoelES MEFLCt
Next(CtS)E S=IgLCt.

HEtH| OB =&



Ping PingFederate
Ientity

= 1oP Configuration Server Settlngs

S i oles & Protocols
®) Server Configuration
System Options Metadata Sign Metadata Lifetime Summary

Specify validity period for published metadata and refresh delay for automated metadata reloading.

CACHE DURATION (MINUTES) ] 1440

RELOAD DELAY [MINUTES) ] 1440

Cancel Previous Next Save

Ping PingFederate
MAIN Lieense Warning: Approaching expiration date

# 1eP Configuration Server Settings

Systam Adwmisstmtion Systam b Restina Notifcatioss Restine Reporiing Accoust Wassgement Roles & Frotocols Systan Optio datn 5ig
(] Server Configuration
Matadata Litting

Senver Setfings Summary Information

Summary

Server Settings

System Administration

Mutipis Administretors tree
System Info
Runtime Notifications
Certificate Bvents False
License Events false
Matedate Events false
Email Notification You must provide & 'From® Address. You must provide an Email Server.
From Acdress
Emai Servar
EMTP Port -]
SMTPS Post 465
Connection Tmeout 3o
Encryptian Method Nens
Enchie SMTF Debugging Messages false:
s ey corares Usermsme
Allrg e e
remmnaze Retry Astompt 2
HdYE #elstn Xg 2 S=FLich

IdP(Identity Provider) 71| 18{| 0|44



Ping PingFederate’

| ¥ 1P Configuration IdP Configuration
@ Server Configuration APPLICATION INTEGRATION SP CONNECTIONS (o)
ACSpUS
Defaut URL Manoges Al Create New Impest

Application Endlpoints

AUTHENTICATION POLICIES
Policies

Selectors

Policy Centracts

Sestons

FEDERATION INFO

Protocol Endpoints

SP AFFILIATIONS ()

Manegs Al Create New

IdP Configuration(IdP Z4Z|12|0|4d) > APPLICATION INTEGRATION(APPLICATION £%) >
Adapters(O{RE)E Z2IFLICH

Ping PingFederate

ety
MAIN License Warning: Approaching expiration date
I = IDP Configuration Manage IdP Adapter Instances
PingFederate uses adapters to authenticate users to your partners' applications. Here you can manage "instances” of adapters that SP connections may use to fulfill Attribute Contracts
® Server Configuration 8ento partners:
Instance Name & Instance Id Type Parent Name Action
HTML Form |dP Adapter HtmiFormldpValidator HTML Form IdP Adapter Delete | Check Usage

Create New Instance

Cancel Save

Create New InstanceE Z2!8fL|C}.

0
o



Ping PingFederate

| B 14P Canfiguration Manage IdP Adapter Instances | Create Adapter Instance

Enter an Acapter Instance Nome snd ld, select the Adapter Type, and o parent # appicable. The Adapter Type is limied to the sdapters currently instalie on your server

@ Server Configuration

INSTANCE NAME [I HTML Form 1dP Adapter

NSTANCE 1D ﬂ HTMLFormIdPAdapter

TYPE |] HTML Form |dP Adapter 4 Visit Pingldantitycom for acdtonal fypes
FARENT INSTANCE None b |

HTML &4 IDP O{RIE{E H=4ILICH Next(CHS) & S22iLiCt
IdP O{&4E

Ping PingFederate

l & WP Configuration Manage IdP Adapter Instances | Create Adapter Instance

@ Server Configuration

Camplede fh igureti o Ioak up user x4 in your am This configuration was designed inte the sdapier for use ot your site

CREDENTIAL VALIDATORS
[A st of Password Credentiol Validators o be used for suthentication)

PASSWORD CREDENTIAL VALIDATOR INSTANCE

Acton
Acd & new row to ‘Credentie] Validators'
Field Name Field Value Description
CHALLENGE RETRIES 3 Max value of User Challenge Refries.
Globally
SESSION STATE ®  Per Adapler 1 how state is mointoi ithin one odepter or between different adapter instances.
None
SESSION TIMEOUT 0 Session Idie Timecut [in minutes). If left blank the timecut will be the Session Max Timeout. Ignored i ‘None' is selected for Session State.
SESSION MAX TIMEOUT 280 Session Max Timeout (in minutes). Laave biank for indefinte sessions. Ignored i None' is seiscted for Session State.
ALLOW PASSWORD CHANGES Allows usars 4o chenge thei password using this sdapiar.
A fuly-cualfied UR sword manegemant systam whare h - i ) hanges
PASSWORD MANAGEMENT SYSTEM : ul ;vm_ Ud I-p:'wur Ppes: man ant whare users can change their password. If left blank, password changes are
andlied by this ada)
ENABLE REMEMEER MY USERNAME" Allows wsars fo store thoir usareme es & cookie whan suthenticsting with this sdepter. Once stared, the usarmame is pre-populated in the
fogin form's username fiekd on subsecquent fransoctions.
apyrigme 200820
wamy cospartng CHANGE PASSWORD EMAIL

Sand usars an emell notfication upon a password change. This feature relas on the undarking POV returning 'mall and ighenName'
T NOTIFCATION ctiributes containing the user's first name and e-mai address. Addtionolly, mai settings shoukd be configured within Server Settings.

Add a new row to 'Credential Validators'ES 22!t 1 9 A& PASSWORD CREDENTIAL
VALIDATOR INSTANCEZ BHE LDAP ValidatorE MEiSH & UpdateE 2 =IELIC}H NextE 22!
grLict.

=

Q15 Aot



Ping PingFederate

I & 14P Configuration Manage IdP Adapter Instances | Create Adapter Instance

P Adaplar Extanded Contrct Acie ptar Attribebes Ada ptar Costmct Mappisg m

This aciaper type supports the crextion of an Exiended Adepter Contract ofter inkial deplayment of the adapler instence. This Adapter Cantroct may be uzed to fufill the Attribute Contract, look up cckfional tiributes from ¢ lbzel deta siore, or create @
parsistent nama identilier which uniqualy centiios the user pessed 1o your SP pertnars:

@ Server Configuration

Core Contract

usemame
Extend the Contract Action

amail Edit | Dalete
firsiname: Edit | Deiete
Instname: Ecit | Delete
] Edit | Deiste
updatetimestamp Edit | Deiete
user_principal Ecit | Delete

Add

Cancel

Hext
EANE 2 Al2k2 FIHELCH Next(CH2)E 228t

o{EHE] 54

Ping PingFederate

I & WP Configuration Manage IdP Adapter Instances | Create Adapter Instance

T

As an |dP, some of your SP pariners mey choose to recehe 8 pseudonym 1 uniquely idently & user. From the attributes in this authentication sclapter, please select the values that you would ke 1o use in constructing this unique dentifier. Optionaly, speciy
here any stiributes that must be mosked in iog fils.

@ Server Configuration

Attribute Pseudonym Mask Log Values
emeil Ed

firstname v

lastneme v

("] v

updatetimestamp v

ume_principal -

ussnome "

+ | MASK ALL VALUES

Cancel Previous Next

O{RE] H|of OHE

0



.ﬂ!]g PingFederate

MAIN License Warning: Approaching expiration date

& IDP Configuration Manage IdP Adapter Instances | Create Adapter Instance

Type ‘ IdP Adapter Extended Contract Adapter Attributes Adapter Contract Mapping

An Adapter Contract may be used to fulfill the Attribute Contract passed to your SP partners. By default, the adapter contract is fulfilled by the adapter itself. Optionally, additional
attributes from local data stores can be used to fulfill the contract.

®) Server Configuration

Configure Adapter Contract

Cancel Previous Next Done

Configure Adapter Contract(O{RIE{ 7H|2f +4)& Z=2IgLICt

A

M A UANER Z3

E,i.ﬂg PingFederate

MAIN License Warning: Approaching expiration date

I i IDP Configuration Manage IdP Adapter Instances | Create Adapter Instance | Adapter Contract Mapping

Atiribute Sources & User Lookup |  Adapter Contract Fulfilment

You can choose to fulfill the Adapter Contract with the adapter's default values, or you can use these values plus additional attributes retrieved from local data stores.

® Server Configuration

Description Type Action

LdapQA LDAP Delete

Add Aftribute Source

Cancel Next m

Am
0z
b
>
i
i
d
o

1 O|Fol| M EEr LDAP MEAE ME4RFLICEH Next(CHS)E S RIFLICH

OHE] Hlof ol



Ping PingFederate

I & 1¢P Configuration Manage IdP Adapter Instances | Create Adapter Instance | Adapter Contract Mapping

e et

Fullil your Adogher Contract with volues from the authenticotion adapier or wih dynamic text values.

® Server Configuration

Contract Source Value Actions

email LDAR {LelapGA) g mail v None ovalable
firstname: LDAR {Lclap@A) &7 ghentome w Mone ovaiable
lastnome LDAP (LelapGR) ~ sn v None svaisble
uid LDAR {LedapQA) e sAMAccounth ame v Nene svadable
updatetimestamp LDAP (LdapQ@A) ~ whenChanged w Hone ovaisble
user_principal LDAF (LdopG@A) ~ userPrincipalName v None svaiabie
username LDAP (LenpCA) ~ sAMAccountName v None ovaiable

FLICH Next(CHZ)E& S =gfLiCH

0
o

Ping PingFederate
Gerbty

& IDP Configuration Manage IdP Adapter Instances | Create Adapter Instance | Adapter Contract Mapping

Attribute Sources & User Lookup Adapter Contract Fulfillment

PingFederate can evaluate various criteria to determine whether users are authorized to access SP resources. Use this optional screen to configure the criteria for use with this
conditional authorization.

® server Configuration

Source Attribute Name Condition Value Error Result Action

- SELECT - ~ - SELECT - ~ - SELECT - ~ Add

Cancel Previous Next m



Dieta Store:

MAIN

LDAP Directory Search
I = 1dPConfiguration Base DN

Search scope
@) Senver Configuration
Attribute
Atribube
Attribute
Attribute
Attribute
Attribute
Attribute
LDAP Filter
Filier
Adopter Contract Fulfillment
uid
firstname
updatetmestamp
uzer_principal
email
lestname
username
Issuance Criteria
Crterion
cappigrin socmac
P ——

A 1 o
varsnIB22.0

107893148289

en=users ce=cisco,de=com
SUBTREE_SCOPE

Subect ON

gvenName

il

sAMAccouniNome

=n

userPrincipsiName

whenChanged

sAMAccountNo me=${usernome]

sAMAccountNeme (LDAR
ghenName (LDAF)
whenthanged (LDAR
userPrincipaiName (LDAF)
mail (LOAF)

3n (LDAP)

=AMAccountN ome (LDAF)

(Mone)

Canee! Previus -

Ping PingFederate’

& 4P Configuration SP Connection

@ Server Configuration

CONNECTION TEMPLATE Mo Tamplate

BR

Consaction Typa Consaction Optiosn I port Matndatn General Info Browser SS0  Cracentia Activation & Summary

Select the type of connection neadad for this SP: Browser S5O Profiles (for Browsar S50). WS-Trust STS (for access to identty-anabiad Web Services). Outbound

P50 an SP) or ol

Feneet



4 1dP Configuration

@ Server Con

H|EFC| O]

SP Cennection

figuration

Fiease select options that apply to this connection.

el E WSER S5

El 7}x 27|

Cisco Identity Service Admin(Cisco Identity Service £2[) > Settings(4d%) > 1dS Trust(ldS E2{A

E) > Download Metadata(H|EtH|O|E{ Ct2 2E)0|M MH|A SZA2| HEH|O|E] xml It CI2 2

-

laln
CISco

Nodes

o

Settings

&

Clients

Identity Service Management

Settings

1dS Trust

Download SAML SP Metadata

Begin configuring the trust relationship between the Identity Provider(ldP) and the Identity
Server (IdS) by obtaining a SAML SP metadata file from the 1dS Server. Use this metadata file

to configure trust relationship in Identity Provider (IdP).

Download Metadata File

MH|A SZAte| HIEFHO|E] xml It Y Z PingFederate0l| (2 =& LICEH



Ping PingFederate

i 14P Configuration SP Connection

Cousaction Typa | Connaction Options [P Gororalinfe Browsar 550 | Credentils  Activation & Summary

To populate many connection settings automatically, you con upled the partner's metadato fike, or specify o URL where PingRederote can downlood it. To periodically reloed the connection settings from the URL, select Enabie Autom ol Reloading.

® Server Configuration

METADATA NonwE @ FALE URL

spaenl Choose file

S -
Ct22E8h xml It S MEst 1 CHEE =FLICH
HEtHOlE 2oF

Ping PingFederate’

¥ 1aP Configuration SP Connecticn

& Server Cenfiguration
Use the below of the imperted metadota
Entity i UCEX-8A1 ciso.com
Metacato Sgnsture Stotus unsigned

Cancel

general info

Ei'.’,g PingFederate

SP Connection

Connpction Ty Connectias Optioss Import Mutndain Matadats Sammary Gusam| Ik m Crclantinks Activation & Summary

This information ientifies your partner's uniqu entifier 10). Nome the pl eentfier for

communiating with fhis pertner. If set, these viruel server |03 wil be used in plece of the

MAIN

[ 1dP Configuration

Optionall, you can specify mulipie vittua| server 1Ds for your own SErver 1o u se when
ique b | idantfiar confi your sarver in Server Setlings. The Bose URL may be used o simpify configureton of pertner endpaints,

@) Server Conflguration
PARTNER'S ENTITY 1D

(CONMECTION ID) e

TION NAME UCCX-5A1.dsco.com

VIRTUAL SERVER IDS

-

BASE URL https: [UCCK-SA 1. cisco. com:B553
COMPANY

CONTACT NAME

CONTACT NUMBER

CONTACT EMAIL

APPLICATION NAME

APPLICATION ICON URL

NENE
@ STANDARD
LOGGING MODE
ENHANCED

FULL

Copyrghte 2008308
Pl g iy Corpo

e
S SR — -

Next(Ct=)& S =IgfLICH



HEet*X SSO

Ping PingFederate

I B P Configuration SP Connection

Convmcton Ty | Conmctio Gptiom | mprt Metmn | Metin Sammary  Gomeri s | B350 | i ([

This task provides connecton-endpoint and cther configuration infarmation enabling secure browser-tased S50, fo resources ot your partner's ste. Clck the bution below fo create or revise this configuration.

@ Server Configuration
BROWSER S50 CONFIGURATION

Configure Browser S50

SV

Cancel

HElfX SSO #&E FEIFLIC

SAML(Security Assertion Markup Language) 21} 2

Ping PingFederate

I B kP Configurstion SP Connection | Browser SS0O

S ——

A SAML Profike defines what kind of messages mey be exchanged between an identity Frovider and o Service Provider, and how the messages are trensported (bindings). As an IP, you configure this information for your 5P connection.

® Server Configuration

Single Sign-On (SSO) Profiles Single Logout (SLO) Profiles
¥| \pranima DPINITIATED SLO
¥ | SRINITIATED 550 SPINITIATED 5LO

Cance Hext

&1 SLO(Single Logout)= 11.62] Cisco Id(Identity Service)OlAM X|Z|X| gt H MEHE|X|
2
=

Ping PingFederate

Bertily

MAIN License Warning: Approaching expiration date

SP Connection | Browser S50

SAMLProfies | Assertion Lifetine Protocol Settings |  Summary

When an assertion is issued to the SP. there is a timeframe of validity before and after issuance. Please specify these parameters below.

I = 1oP Configuration

®) Server Configuration

MINUTES BEFORE 5

MINUTES AFTER

@

Cancel Previous Next Done E



Next(Ct=)& =& LIt

o

{1dM

0z

Ping PingFederate

Bertity
= IDP Configuration SP Connection | Browser S50

SAML Profiles Assertion Lifetime Protocol Settings ‘ Summary

This task provides the configuration for creating SAML assertions to enable 350 access to resources at your SP partner's site.

@ server Configuration

Assertion Configuration

IDENTITY MAPPING Standard
ATTRIBUTE CONTRACT SAML_SUBJECT, email, lastname, uid. upc P
ADAPTER INSTANCES 1

AUTHENTICATION POLICY

MAPPINGS g

Configure Assertion Creation

Cancel Previous Next Done

Configure Assertion Creation(0{&d4 i+« 714y F=IELICH

ID Of =

Ejﬂg PingFederate

MAIN License Warning: Approaching expiration date

& IDP Configuration SP Connection | Browser SSO | Assertion Creation

ke SERSIRENSn Souss WeEe

® Server Configuration
Identity mapping is the process in which users authenticated by the IdP are associated with user accounts local to the SP. Select the type of name identifier that you will send to the SP.
Your selection may affect the way that the SP will look up and assoclate the user to a specific local account.

[} STAMNDARD: Send the SP a known attribute value as the name identifier. The SP will often use account mapping to identify the user locally.

PSEUDONYM: Send the SP a unique, opaque name identifier that preserves user privacy. The identifier cannot be traced back to the user's identity at this |dP and may be
used by the SP to make a persistent association between the user and a specific local account. The SP will often use account linking te identify the user locally.

TRANSIENT: Send the SP an opague, temporary value as the name identifier.



& C A NotSecure hitps://pingserver.cisco.com:2999/pingfederate/app +r m |

E! ng PingFederate’

SP Connection | Browser SSO | Assertion Creation

Identity Mapping Authentication Source Mapping

An Attribute Contract is a set of user attributes that this server will send in the assertion.

[=] 1dP Configuration

® server Configuration

Attribute Contract Subject Name Format

SAML_SUBJECT urmn:oasis:namesitc:SAML:2.0:nameld-format:transient ~

Extend the Contract Attribute Name Format Action

SAML_AUTHN_CTX urn:oasis:names:tc:SAML:2 O:attrname-format:basic Edit | Delete

SAML_NAME_FORMAT urn:oasis:names:tc:SAML:2.0:attrname-format: Edit | Delete

uid urn:oasis:names:tc:SAML:2.O:attrname-formatiuri Edit | Delete

user_principal urn:oasis:namesitc:SAML:2 Oattrname-formatiuri Edit | Delete
urm:oasis:names:tc:SAML:2.0:attrname-format:basic ~ Add

ancel Previous e D
Copyright © 20032016 Ce revious Next Done m

Ping identity Corporation

&4 ot =

1A

PingFederate 2444 TIE{0| A INLE 20| SFEI=X| 2Qlsts ol ALSEIL

=2

SAML AUTHN_CTX PasswordProtectedTransport' 215 LHE 2 LIEILHZ| 2[3H SAML SEoil At

EELC}
SAML_O|&_&4! |ISAML 2.0 &A| O|F ID A2 LIEIHLHZ| f/8l SAML SEof AFE-ElLICH.
uid Cisco Id0| M QIS El AR E AlEst= O APR
0 OIS =l A2 X} O| K E(0q: oh2 AlHgl= ¢
o H|H .

22|XH= o] CIAEE2|of 9= custom-name-formats.xml 743 IS E5l 0|2 A CHOIES AR

Yol + A&Lc

<pf_install>/pingfederate/server/default/data/config-store.

UA|l SSOE 0|8 AlHEXRIZ AL 35l24™ saml2-subject-name-formats A 440f xml &S F7H&L
C}. <con:item name="urn:oasis:names:tc:SAML:2.0:nameid-
format:transient">urn:oasis:names:tc:SAML:2.0:nameid-format:transient</con:item>

Next(Ct=)& 2I&Lct.



Ping PingFederate

MAIN
I & 14P Configuration SP Connection | Browser SSO | Assertion Creation
@ Server Configuration
PingFederate uses P aclapbers, pertner IiPs o Authentization Policies to aulhenticate users to your SP. Users may be e by aneof odapters o palicy 30 Map on odapter instonce for eoch IDM system
or 5 authenteation policy contract for each poley
Adapter Instance Name Virtual Server IDs Action
Authentication Policy Contract Name Virtual Server IDs Action

Map New Adapter hstance Map New Authe

Cancel

Frevini

Map New Adapter Instance(M O{R{E{ QIAEA OE)E =g LICH

Ping PingFederate

MAIN

I B 1P Configuration SP Connection | Browser SSO | Assertion Creation | IdP Adapter Mapping

Salect en IdP sdapler instance that mey be used to suthanticete usars for this partnar. Atiributes returned by the edepter instance you choose (tha Adaptar Contract) may ba used to fulll the Atiribute Contract with your parner.

@ Server Configuration

ADAPTER INSTANCE HTML Form IdP Adapber w

Adapter Contract
email

firstname

lastname

uid

updatatimastamp
user_principel

username

OVERRIDE INSTANCE SETTINGS

Ianage Adapter Instances

Cancel

O|Fofl BHE HTML 4] IdP O1R{E{E OHE & LICt Next(CHS)E E=IgLICt

OiE &

Ping PingFederate’

MAIN

I B 1P Configuration SP Connection | Browser SSO | Assertion Creation | |dP Adapter Mapping

@ Server Configuration

“fou can choose with your partner

the valses provided by the "HTML Form I Adapier adapter. or you can use these volues plus ackitional ottributes retrieved from local data stores.
Adapter Controct

email
firstname
lastneme

uid
updntetimestamp
user_principal

username

NAL ATTRIBUTES FROM MULTIPLE DATA STORES USING ONE MAPPING

TRIEVE A

TA ST NCH

IDES OPTIONS
LSAFE MAPPING

@ USE ONLY THE ADAPTER CONTRACT VALUES IN THE SAML ASSERTION




Lo C A NotSecure https://pingserver.cisco.com:9999/pingfederate/app h* 4 rﬂ oA

SP Connection | Browser SSO | Assertion Creation | IdP Adapter Mapping

Fulfill your Attribute Contract with values from the authentication adapter or with dynamic text values.

= 1dP Configuration

@ Server Configuration

Attribute Contract Source Value Actions

SAML_AUTHN_CTX Text e urn:oasis:names:tc:SAl None available
SAML_NAME_FORMAT Text S urn:oasis:names:tc:SAl None available
SAML_SUBJECT Adapter L username ~ None available
uid Adapter ~ uid W None available
user_principal Adapter ~ user_principal ~ Mone available

Copyright © 2003.2016

Ping Icontity Carparation —
Al rights reserved Cance Previous Next Done

Version 82.2.0
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SAML_X|Z BH||2k ot L x|SHOF Bf LICHA44#3.1.3.2. QIAEIA T H),
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Ping PingFederate

| & 1P Configuration SP Connection | Browser S50 | Assertion Creation | IdP Adapter Mapping
@ Server Conflguration
. avalucie e whether ysers are: to access 5P U this optional sreen to configure the crieris for wse with
Source Attribute Name Condition Value Error Result Action
- SELECT - ~ - SELECT - v | - SELECT - v

O Ok
= |

Ping PingFederate

MAIN SP Connection | Browser SSO | Assertion Creation | IdP Adapter Mapping

@ 1dP Configuration Adapter Instance Mapping Method Attribute Contract Fulfillment Issuance Criteria m

Click a heading link to edit a configuration setting.
® Server Configuration

Adapter Instance

Selected adapter HTML Form IdP Adapter 1

Mapping Method

Adapter HTML Form IdP Adapter

Mapping Method Use only the Adapter Contract values in the mapping

Attribute Contract Fulfillment

uid uid (Adapter)
SAML_AUTHN_CTX urnioasis:r te:SAML:2.0:ac:cl P iProtectedTransport (Text)
user_principal user_principal (Adapter)
SAML_SUBJECT username (Adapter)
SAML_NAME_FORMAT urn:oasis:names:tc:SAML:2.0:nameid-format-transient (Text)
Issuance Criteria
Criterion (None)
Copyright ©2003-2016
Ping Icentity Corporation
Al rights reserved Cancel Previous Done
Version 822.0



Ei';.'g PingFederate

MAIN License Warning: Approaching expiration date

 IDP Configuration SP Connection | Browser SSO

SAML Profiles Assertion Lifetime | Assertion Creation Protocol Settings

This task provides the configuration for specific endpoints and security considerations applicable to selected profiles. Click the button below to create of revise this configuration,

® Server Configuration

Protocol Settings

OUTBOUND S50 BINDINGS POST

OUTBOUND SLO BINDINGS Redirect

INBOUND BINDINGS POST. Redirect, SOAP

SIGNATURE POLICY SAML-standard, SAML Assertion, Authn requests over POST & Redirect
ENCRYPTION POLICY No Encryption

Configure Protocol Settings

Cancel Previous Next Done Save

Configure Protocol SettingsE 2 2&fL|C}

0{AdM AH|AF MH|IA URL

Ping PingFederate
MAIN License Waming: Approaching expiration date

| & I4P Cenfiguration SP Connection | Browser SSO | Protocol Settings

Sy ety p—

As the IdP, you send SAML essertions to the S Assertion Consumer Servica, The S8 may recuest thet the SAML assertion be sant to one of sevaral URLS, vis diferent bindings. Plaesa provida the possitia assertion consumer URLS baiow and select one.

@ Server Configuration

o be the defaul,
Default Index Binding Endpoint LURL Action
default ] POST fidstsamiresponse Ecit | Delte
- SELECT . ~ ﬂ Add
Cancel Next Done

POST HIQIE! SSO B S F7+3LICH Next(CHS)E 22/8tLCt

18 7158 SAML HI2IE

o

Ping PingFederate

MAIN License Waming: Approaching expiration date

| & 1P Configurstion SP Connection | Browser SSO | Protocol Settings

——— " —

When the SP sends messages, what SAML bindings do you want to allow?

® Server Configuration

ARTIFACT
POST
REDIRECT

SOAP



SP Connection | Browser SSO | Protocol Settings

= 1dPConfiguration
Asmartion Cossemar Service URL Allowen bl SAML Bindisgs m Escryption Policy Ssmmary

@) Server Configuration
Ackltional quarantees of authenticity may be sgreed upan between you and your partner. For SPinitisted S50, you cen choose bo require signed authenticafion requests sent via the POST or recirect bindings. You cen ako chooss 1o sign assertons sent to

1his pertner, regardiess of the binding used.

| REQUIRE AUTHN REQUESTS TO BE SIGNED WHEN RECEIVED V1A THE POST OR REDIRECT BINDINGS

ADMAYS SIGN THE SAML ASSERTION

& 1: Cisco Id= SAML HIA|X|of 'MBEE'S EE 5= 2 'ALWAYS SIGN THE SAML
ASSERTION'2 MB35l X| &f&LICt. Ol= PingFederate7} 'SAML assertion' &= = 'SAML
response' & StLIEF MEE = 7| M= LCH

Ping PingFederate’

SP Connection | Browser SSO | Protocol Settings

) 1dP Configuration
Amartion Cossamar Sanvica UEL

@ server Configuration

Additionel guaranteas of privecy may be used batwean you and your partnar. Specdy an ancryplon policy for the exchange of SAML massages.
® nNone
THE ENTIRE ASSERTION

OME OR MORE ATTRIBUTES



Ei"!g PingFederate’

MAIN License Wamning: Approaching expiration date

] 1dP Configuration

@ Server Configuration

SP Connection | Browser SSO | Protocol Settings

Asmartion Conssner Sarvica URL Allowable SAML Bisdisge Sigratsre Policy Eucryption Policy. Summary

Summary infarmation fior your Protocel Settings canfiguration. Cick o heading link to ecit o configuration setting.

Protocol Settings

Assertion Consumer Service URL
Endpoint
Allowable SAML Bindings

Arifoct

Signature Policy

Require digitelly signed AuthN requests
Abwys sign the SAML Assertion
Encryption Policy

Status

MHEE &5t Done(&H2)2

EETL TN

URL: /efs/semiiesponse (POST)

false

trse

False

folse

Incthe

Ping PingFederate’

I = 18P Configuration SP Connection

& Server Configuration

For each credential shown here, configure the necessary seftings.

Credential Requirement

DIGITAL SIGNATURE CNsSSO

SIGNATURE VERIFICATION SETTINGS

Configure Credentials

Configure Credentials(XtZ4 53

CIXIE ME Y

Consnction Typa Connnction Optiosn Matncatn URL | Geseml il Browsar S50 | Cradestink | Acthmtion & Semmury

Unanchored Cartificate (Primary CN=UCCX-SA1.cisco.com, Secondary Mot Configured)

Cancel Previous Next




Ping PingFederate’

SP Connection | Credentials

Digital Signature Settings Signature Verification Settings

‘You may need to digitally sign SAML messages or security tokens to protect against tampering. Please select a key/certificate to use from the list below.

IdP Configuration

® server Configuration

SIGNING CERTIFICATE || 02:1E:14:B4 (cn=pingserver.cisco.com) ~

+| INCLUDE THE CERTIFICATE IN THE SIGNATURE <KEYINFO> ELEMENT,

+ | INCLUDE THE RAW KEY IN THE SIGNATURE <KEYVALUE> ELEMENT.

SIGNING ALGORITHM RSA SHA1 w

Manage Certificates

Cancel Next Done

SIGNING CERTIFICATE CREATED EARLY(OIX‘|01| MAE ME QIZM)E MEdsL|ch JZH K| of
2 &< Manage CertificatesE& 22|50 QIS MHE M & = U&LICt

£ :Cisco ld= SAML & Mol CH3| RSA SHA2562 X|H5tX| 222 2 'RSA SHA1'0|
AHEE LT

Next(CtS)E £=2/&Lct.

|jo=|

ol
>

ol My

x

J

|
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Ping PingFederate

MAIN License Waming: Approaching expiration date

I & 1DP Configuration SP Connection | Credentials

Back-Channel Authentication Digital Signature Settings Signature Verification Settings m

Incoming SAML messages or security tokens may be digitally signed. This configuration task provides options for verifying signatures.

® Server Configuration

Manage Signature Verification Seftings

Cancel Previous Next Done Save

Manage Signature Verification Settings(AM& & ¢l MH z2))& =28t

[l

2 oH



E,i:';.'g PingFederate

& IDP Configuration SP Connection | Credentials | Signature Verification

Trust Model Signature Verification Certificate

Select the Trust Model to be used for verifying digital signatures received from this partner,

® Server Configuration

AMNCHORED The verification certificate must be signed by a Trusted CA and included in the incoming message.

® UNANCHORED The verification certificate is self-signed, or you wish to trust a specific certificate.

Cancel Next Done E

Pi“.g PingFederate’

& 1dP Configuration SP Connection | Credentials | Signature Verification

e [T ...... |

Fisose select the certificate{) 1o use when verfying these digtal signatures. When mulipke cerificates are chosen, each certificate is tried from the top of the list down until the signature is verified.

@ Server Configuration

PRIMARY I 2A78 5D:ES (ensl COX-SA1 cisco.com) ~

SECOMNDARY - SELECT - w

Manage Cartificates

SPH|AM CIBEME 7tX224™ Manage CertificatesE 2 =28 L|Ct

['-"'-?3 PingFederate’

MAIN License Waming: Approaching expiration date

I @ 1P Canfiguration SP Connection | Credentials | Signature Verification | Certificate Management

Digital Voriication Cartiicxtes

& Server Configuration
Uze fhis screen be monnge the certficates PingFeder e needs 1o verify dgital signatures from cennection pariners or other sources. These certficales may olsa be used for encrypten.
Serial Subject DN Expires Key Details Status Active  Action
Activete - Certiicate cheady active
ATEEDER CH=UICCX-8A1 cisca.com Sun Nov 24 17,03:42 |ST 2019 REA 2042 Wl ; Export
Deiete - Certficate in use

Import

Cancel

RIZEME 7tX{ 224 Import(7HK{27|)E Z2IgtLCt.

oF
of

0]



Ping PingFederate

MAIN License Wamning: Approaching expiration date

I & WP Canfiguration SP Connection | Credentials | Signature Verification

Trant Mol Sigeatura Vorliction Cartilcatn m

Summeary Information for your Signature Verfication configuration. Cick a heeding link 1o edi a configuration seting.

@ Server Configuration

Signature Verification

Trust Model

Trust Mods! Unenchored

Signature Verification Certificate

Selocted Cortiicete CN=UCCX-8A) cisco.com

Cancel Previous Done

Ping PingFederate’

MAIN License Warning: ADDrOBChing @xpieation date
I & 1P Configuration SP Connection | Credentials
L ———
& Server Configuration
Summary for yeur i o Cick o hesding link to dit o configuration setting.

Credentials

Digital Signature Settings
Sekected Cartilicota €N=S50, OU=CBABU, O=CISCO, L=Bangaiore, ST=Karnetaka, CiN

Inclugie Cartilicate in Keyinto

rue
Inclsce Raw Key in KeyVilue true
Selected Sgning Algorithm REA SHAZEE

Signature Verification

Trust Model
Trust Modal Unanchared

Signature Verification Certificate

Seiected Certiicste CEN=UCCX-SA1 cisca.com

QoS E0I5 1 Done(t=2)S Z&IEHLICH



Ping PingFederate

SP Connection

Metadata URL General Info Browser 550 Activation & Summary

Summary information for your SP connection. Click a heading in a section to edit a particular configuration setting.

MAIN

[+ 1dP Configuration

@ server Configuration Connection Status @ ACTIVE INACTIVE

SSO Application Endpoint https://pingserver.cisco.com:9031/idp/startSSO.ping?PartnerSpld=UCCX-SAl.cisco.com
Summary
Connection Type
Connection Role SP
Browser SSO Profiles true
Protocol SAML 2.0
Connection Template No Template
WS-Trust STS false
Outbound Provisioning false
Caonnection Options
Browser S5O true
IdP Discovery false

Exra g Attribute Query false

Ping kentity Corporation

Ping PingFederate

General Info
MAIN Partner's Entity ID (Connection ID) UCCX-SA1.cisco.com
Base URL https://UCCX-5A1.cisco.com:B553
IdP Configuration
@ Server Configuration SAML Profiles
IdP-Initiated SSO true
IdP-Initiated SLO false
SP-Initiated SSO true
SP-Initiated SLO false
Assertion Lifetime
Valid Minutes Before 5
Valid Minutes After 5
Identity Mapping
Enable Transient Identifier true
Include additional attributes false

Authentication Source Mapping

Adapter instance name HTML Form IdP Adapter 1
Copyright © 2003-2016 Adapter Instance
Ping Identity Corporation
Al rights reserved Selected adapter HTML Form IdP Adapter 1

Version 8.2.2.0



Mapping Method

Adapter HTML Form IdP Adapter

Mapping Method Use only the Adapter Contract values in the mapping
IdP Configuration

Attribute Contract Fulfillment

@ server Configuration Issuance Criteria

Criterion (None)

Protocol Settings

Assertion Consumer Service URL

Endpoint URL: /ids/saml/response (POST)

Allowable SAML Bindings

Artifact false
POST true
Redirect true
SOAP false
Signature Policy

Require digitally signed AuthN requests true
Always sign the SAML Assertion false

Encryption Policy

Copyright © 2003-2016 Status Inactive

Credentials

Digital Signature Settings

Selected Certificate CN=pingserver.cisco.com, OU=cisco, O=ccbu, L=bangalore, ST=Karnataka, C=IN
Include Certificate in Keyinfo true

Include Raw Key in KeyValue true

Selected Signing Algorithm RSA SHA1

Signature Verification

Trust Model

Trust Model Unanchored

Signature Verification Certificate

Selected Certificate CN=UCCX-SA1.cisco.com
Cancel Previous Save
oFS SO E=3 5
9- —f = %II-OI_I OI'_T’_ X‘Iél- = %E—! g."LII:l-_

PingFederate M|EFCH|O|E{ LHELH 7|

HEHCOlE LHE LK |



Ping PingFederate

- Ee———e. ]

B 6P Configuration Server Configuration
I @ Server Configuration SYSTEM SETTINGS CERTIFICATE MANAGEMENT

Server Settings Trusted CAs

Connect 1o PingOne S50 Server Cerificates

Dats Stores SSL Cliont Keys & Cortificates

Redeact Va lelston Signing & Decryption Keys & Certficates
Cartificate Revocation Checking

ADMINISTRATIVE FUNCTIONS Metodata URLs

Maetadats Export

XM Fi Signatures AUTHENTICATION

Configuration Aschive Applcation Authentiation

Account Management Pessword Credential Vaidstors

License Manogement Actve Directory Domains/Kerberos Reaims

Wirtusl Host Nemes

HEIHIO|E 2=

Server Configuration(A{tH Z11| 22{|0|A) > ADMINISTRATIVE FUNCTIONS(Z 2| 7|8) >
Metadata Export(HIEtH|O|E{ LHE LHZ )& 228 Lt

Ping PingFederate’

B 1P Configuration Export Metadata

@ Server Configuration

You can generate metsdata speciic 0. connaction, including the Attribute Contract and publc key. Or you can provide s new controct and sslect a key manuslly. The resuting metadata may be. your partner to simpy ion crestion

® use

SELECT INFORMATION TO INCLU

ONMECTION FOR Mi

IN METADATA MANUALLY

ISE THE SECONDARY PORT FOR SOAP CHANNE!

Eoncel “



Export Metadata

a Mode Connection Metadata Metadata Signing Export & Summary

Select a connection that contains the Attribute Contract and Digital Signature Key you wish to include in the metadata.

Met:

H UCCX-SAl.cisco.com v

Attribute Contract
SAML_AUTHN_CTX
SAML_NAME_FORMAT
uid

user_principal

DIGITAL SIGNATURE KEY
CN=pingserver.cisco.com, OU=cisco, O=ccbu, L=bangalcre, ST=Karnataka, C=IN

XML ENCRYPTION KEY
No XML key available for this connection

Cancel Previous m

B P Configuration Export Metadata

Matncats Moda Coasaction Matadatn Motndatn Sigaisg Export & Summary

From this list of cartficatas, choose which one to use for sgning the selacied fike,

& Server Configuration

SIGNING CERTIFICATE O158ACABIAFE [cn=550) ~

5 PUBLIC KEY CERTIFICATE IN THE <KE

E RAW KEY IN THE SIGNATURE <KEYWALUE" ELEMENT.

SIBNING ALGORITHM REA SHAZSS ~

Manage Ce

cates

et HECIOIE 21EAM X ME YT 2[ES RSA SHA2562 2 MEIEfLICH Ot & F&LC

LHELHZ| & 9f



ﬂﬂg PingFederate

Export Metadata

Metadata Mode Connection Metadata Metadata Signing Export & Summary

Click the Export button to export this metadata to the file system.

®) Server Configuration Export Metadata

f# I1dP Configuration

Metadata Mode
Metadata mode Use connection
Use the secondary port for SOAP channel false

Connection Metadata

Selected connection UCCX-5A1.cisco.com

Attribute uid

Attribute SAML_AUTHN_CTX

Attribute user_principal

Attribute SAML_NAME_FORMAT

Digital Signature Key CN=pingserver.cisco.com, OU=cisco, O=ccbu, L=bangalore, ST=Karnataka, C=IN

Metadata Signing

Signing Certificate CN=pingserver.cisco.com, OU=cisco, O=ccbu, L=bangalore, ST=Karnataka, C=IN
Include Certificate in Keyinfo true
Include Raw Key in KeyValue true
Selected Signing Algerithm RSA SHA256
P iy Corperation Export
Export(LA2LI7)8 S2i5tT 22 AlAZ| TUS MEBLICH
Ct2 2 =8 HEHH| OB XML It Y S EHEISH0] 'md' LIYAH 0|A E5E M7t MEFL
Ct
« O™ ChE XMEE HEH O|E oY E idsadmin T[O[X|2] Id0| I E =510 IDP EHAEE
gefuc
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=
Id 22| H O]
NS
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M EME Ol E{
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22X E 7ts 8 §Hel
'StatusCode'7} 'Success'E LIEHLH= K| & Q1(04]: <samlp :StatusCode
Value="urn:oasis:names:tc:SAML:2.0:status:Success" />
« OEHX| ot 73R 'Requester’ EE= 'Responder'S LIEFLHE K| #0118t
SAML == AllSAML L|ct.
o — = ==y - Q™A E SAML - X7 S 2 2|0lFLcHol: Cisco
0| M Id7t 282 M2 M&5HK| &£ =). /opt/ciscolids/log/ Z Of2H
9| Cisco IdS 21 & & O2I5IAA|2.
- 'Responder'= IdP A& 2|0|3t2 2 PingFederate 21 & =t
RIS AAIL.
<saml:AuthnContextClassRef> 2 AE & QIgtL|Ct ST 2t
urn:oasis:names:tc:SAML:2.0:ac:classes:PasswordProtected Transport0d
sAML 52 Al[SAML o En.
ity Olli: 2+ 0| urn:oasis:names:tc:SAML:2.0:ac:classes:unspecified2 A E E< -
SAML_AUTHN_CTXcontract7t MCHZ F&E| T ofEEIRA= K| = lF Lot
<saml:AttributeStatement> QA E & QIFILICEH 247} 040k 5t0H 'uid' 2
SAML ['user_principal'ol 31 3t= R4 @4 & E B HoF B LICH
SAML &€ 4
i E2l llarg 4 g1 72 assertion Creation (0{dM d4) dE Tt 'Contract
OIM lFufilment (72t ol#) Mg 2olstod Mot 40| BHt2H Koz
x| =olghL|ct
Cisco Id EE= PingFederate 2104 A 'Invalid Signature' H|A|X|& & 1%
samL &2 Al >AME LIE
- - Eq
= o|M ||BRIE B2 Id 2 PingFederate T1%l|0{ A HIEIE|O|E] EBHAEE CIA| M
Mehuct
SAML AlZt Z7HE &QISHAA|2. Cisco Id7} SAML SE S g2 A|ZH2
SAML € 4 =3 <saml:Conditions NotBefore="2016-12-18T07:24:10.191Z"
I EIA-I NotOnOrAfter="2016-12-18T07:34:10.191">0{ HA|ZE! A|Zt AtO|0q0F L
Ct.

SSooi Ciet F=71 74

O] Mol ME SSO7} Cisco Identity Service?t SEEITE IdP STHO|M 74
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