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« Cisco UCCX(Unified Contact Center Express) 2 2|A 11.6 EE= Cisco Unified Contact
Center Enterprise & 2|4 11.6 == PCCE(Packaged Contact Center Enterprise) & 2[A

11.60| SHEELIC}.
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OpenAM Z - Apache
SIES Tomcat
10.0.10& 6.0.x, 7.0.x
Java .« ZEA T
Development Al v2
Kit 1.6, . JBoss
1.6.0_10 0| Enterprise
SO0l EHe¥ Application
LICH. Platform
ForgeRockOf| 4.x, 5.x s XX|EQ
: M= 'EI'O'J - ) JBOS_S . « Chrome EDJ
* Microsoft| ™ AlZ 2= Application and * Microsoft -« OpenAME
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Install
OpenAM AZEQfo gt 7|

* https://backstage.forgerock.com/downloads/OpenAM/OpenAM%20Enterprise/10.0.1/OpenAM%201
M OpenAM 10.0.1 2EIACIREE

« OpenAM & MH|A 0| Zt ZIZ|A0f CH3H TA| I Z|X|E .zip Ot7tO|EE, OpenAM .war I+
O zip O}7}O|E 2, 2| =Bt zip OI7I0|EHZ CIREZEE £ &LCt
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https://backstage.forgerock.com/downloads/OpenAM/OpenAM%20Enterprise/10.0.1/OpenAM%2010.0.1/zip#list

MR| Tol OpenAM & MH|A0| HRBH AAH 27 A AZEQf047} U=K| HUELICH

. Java 6 HEI &3
« ¢l ol Z 2|7 0| Z1E]|O|L{Z Apache Tomcat A x|
« OpenAM Z.04 MH|A0E= Z|A 1GB2| JVM(Java Virtual Memory) & 27|12+ 256MB2| ¥+
MM 37|7F 2 ELICH tomcat OHE 2|70 AMHE] --Xmx1024m -XX:MaxPermSize=256m
AlZF Mof| 7HEF2|L Tt oA JAVA OPTSE AMAE M JVM SME XMeLct
of| Al &g JAVA_OPTS=%JAVA_OPTS% -Xmx1024m -XX:MaxPermSize=256m -Xms512m
* Microsoft Active DirectoryE AFE At =71 22 O|O|H MEAE MR[EL|CH

OpenAM & 88 =213 MX|

el

deployable-war/opensso.war It 210{| = opensso CIZ|EE| Of2i2| 2 E OpenAM MH 74 @4
MEO| ZEE|o] U&LICH

Tomcat Z4E{| 0|40l OpenAM &

opensso war I+ 2
Of O|& 2 openam.warZ B1ZEE LICt tomcat AMH|IAE

x|z olM

3} H(http://<FQHN>:8080/openam) = & @I L[C}

Default Configuration

Enter only the passwords for the default
administrator and the agent accessor. All
other data is configured using default
parameters, This option should be used
primarily for evaluation or development
purposes.

OpenAM AMH|A Al

Opename tomcat MEHOI|A ZARIE|= ZHEHEH B o Z2[7 0]

5t 7|BF 5HH OpenAM B MH[AO| HMAE = U&LICH

Custom Configuration

Allows you to specify all configuration
parameters including the type of data
store, encryption properties, user data
store, etc. This option has the most
flexibility in setting up your installation.

MelL|Ct. H2tA] tomcat ABHE A

tomcat &l O Z 2|7 0| M0| KEE C|HE2|ofl SAFELICH opensso.war TH
E A AIZFELCE.
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OpenAM Configurator

OpenAM A2 X} X|H
£ Qlooz AHu|ad oM

LICH

ICTRELS

o
12 35 7L

Auagold Z2MAMME B2 38 Hula 2|
Mol o B2 ™2 7|20 LI&0] EE ?_uI:LE{IOI/.\j HAIE MHEE

Create New Configuration(Af Z1I|22i[0|M M) SM2 E&l5t1 7|2 2 2|At AH(@amAdmin) 2]

HYHE E MEig

LICH HIZHS = 8

OpenAM Configurator

=+  General

2. Server Settings

Step 1: General -

Enter the password for the default user, amAdmin. The password must be at least § characters in length. If this
configuration will be part of an existing deployment, the password you enter must match that of the original

3. Configuration deployment.
Store *Indicates required field
el Default User Password
5. Site Configuration
3 Default User [amAdmin]

6. Agent Information

*Password Ioc ssscsss Mok
7. Summary

*Confirm Password |esssssses

previous | | Mext | Cancel |

RESHHIYHEE F ¥ QU=25IH CHE HEO| LIEHLHH x| Teo|ME TI™dE = /U&LCh

JTTRELS

712xo =2 M URLE MHHe| MAstEl =2l 0|5
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: Apache Tomcat2 A&3t= AF& X7 Configuration CIZE{ 2|01 CHEH A2 7| MM A
= Zd0| ZQ#tLct. 2kAM ~/openam/config7t O &0l & gL|CH X ElE= %
EAL2 en_US(F0d), de(5L0Y), es(2 T 2l09), fr(ZZFA0), ja(ZE0d), zh_CN(E=0{ 7t
A) EE= zh TW(S =01 HA|) LIt

OpenAM Configurator

Custom Configuration Option

1. General Step 2: Server Settings"—'}
+ Server Settings Confirm the following settings to use for the server.
3. Configuration *Indicates required field
Store Server Settings
4. User Store
) ) *Semver URL |htlp:ﬂopenamsewencisca.com:&ﬂstl
5. Site Configuration
6. Agent Information Cookie Domain |.cisco.com
*Platform Locale len_Us

7. Summary

*Configuration Directory |C:sterszdminisﬁ'atorfapenam

T OolE KEA M

CH M HI|asolMol A2 olzEt MAe WA et giaLch



OpenAM Configurator

Custom Configuration Option

1. General Step 3: Configuration Data Store Settings
2. Server Settings If no other OpenAM instance already exists in the environment, then choose First Instance. If one or more OpenAl
instances already exist in the environment, choose Add to Existing Deployment.
- g:::'lﬁgurauon @ Firstinstance ¢ Add to Existing Deployment?
e * Indicates required field
4, User Store . =
Configuration Store Details
5. Site Configuration
Configuration Data Store " ppenAM T OpenDJ or Sun Java System Directory Server
6. Agent Information 2 - : = E
7. Summary * SSUTLS Enabled [~
* HostName Jlocalhost
* Port |5(]339
* Admin Port IW
* JMX Port |1 689
* Encryption Key |+cwg+|e0MmPkm1YI—hvscp1 LvJ3X!
* Root Suffix |dc=opensso,dc=java,dc=net

MEX} OO MEA MH-

Ar&XF OIO|E ME A M-S OpenAME Microsoft Active Directory Ol O|E] & A0f 912 LICt.



OpenAM Configurator

Custom Configuration Option

1. General Step 4: User Data Store Settings
2. Server Settings You can use the data store that comes with the OpenAM configuration data store, or you can use a different user
data store. A good practice for setting up production environments is to use an external user data store, one that
3. Configuration is different than the OpenAM user data store. Please note that Policy Service and LDAP Authentication Module
Store shall be configured to use the Directory Administrator DN and Password provided here.

> OpenAM User Data Store

ser Store & Other User Data Store

Site Configuration *Indicates required field

Agent Information User Store Details

Summary *User Data Store Type " Sun Java System Directory Server " OpenDJ
' Active Directory with Hostand Port  © AD with Domain Name
" Active Directory Application Mode " IBM Tivoli Directory Server

*SSUTLS Enabled [~

~ & o ¥

*Directory Name |openamsewer_cisco_cnm
*Port pss

*Root Suffix |dc=cisco,dc=com

*Login ID |en=Administrator,.cn=users,

*Password Ioooao-o.o Mok

Previous | Nesxt | _Cancel |

« AF2XOIOIE MEA f8: SAE 4 ZEJ} QlE Active Directory
« SSL/TLS AFE: AIE o+ &

- C|EEZ] 0|F: <AD Mol =M@l 0|&>

- X E:389

« R E Z0|A}: de=cisco,dc=com

« 23921 1D: cn=<AD A& X} O|&>,cn=users,dc=cisco,dc=com

. 25 <AD ME2X L35>

£ 1: Configuratore 2= ME0| SHIEH| X|HE[1 Active Directory QIAEH AN H3 X =
HAZAE K| ALSE = U= SME MSstR| f&Lch

AO|E ZAx|28y|0|Ad

Site Configuration(AtO|E Z4I|22{|0|M) 3tHO|MHE 042 OpenAM MH{OAM ZE 24 A0| O|F
0{X|= AIO|E Q| YR E OpenAME e = JU&LICH & B OpenAM Mx|o| B2 7|24t
=2 gfLct.



OpenAM Configurator

Custom Configuration Option

1. General Step 5: Site Configuration
2. Server Settings Will this instance be deployed behind a load balancer as part of a site configuration?
3. Configuration ﬁ No
Store Yes — .
Indicates required field
4. User Store : : .
Site Configuration Details
= Site Configuration
This is the firstinstance of OpenAM, and no site configurations currently exist. To create
6. Agent Information a new site configuration, provide the following information
7. B * Site Name |

*Load Balancer URL |

_Previous | | {Hiext! | _Cancel |

HEHYE

Agent Information(M0|ME X&) 3T M HE of O|HE 7t OpenAMO| 2485t = Cl| AHSE 8Kt
O|4o| HIYHS E MSELICH



OpenAM Configurator

Custom Configuration Option

1. General Step 6: Default Policy Agent User

2. Server Settings These seftings are used by OpenAM policy agents for retrieving policy agent properties.

3. Configuration *Indicates required field

e

4. User Store
Default Policy Agent [UrlAccessAgent]

5. Site Configuration
*Password I-o-..-o- EOK

<+ Agent Information
*“Confirm Password |esessses|

7. Summary




OpenAM Configurator

Custom Configuration Option

1. General

2. Server Settings

Ll

Configuration
Store

User Store
Site Configuration

Agent Information

¥ o o a

Summary

Configurator Summary Details

Take a moment to review the settings below. If any values are incorrect you may ge back and modify the settings
prior to configuration.

Configurator Summary Details

Configuration Store Details =dit .

SSUTLS Enabled Mo

Host Name localhost

Listening Port 50389

Root Suffix dc=opensso,de=java,dc=net
User Name cn=Directery Manager

Directory Name C:/Users/Administrator/openam

User Store Details =dit. .

SSLTLS Enabled No

Host Name openamsernvercisco.com

Listening Port 389

Root Suffix dc=cisco,dc=com

User Name cn=Administrator cn=users dc=cisco,dc=com
User Data Store Type Active Directory with Host and Port

Site Configuration Details =dit...
This instance is not setup behind a load balancer

o2

T4 gE

Configuration Progress(Z1I|12i[0|M ZI&) stHoi| M| ZIYE 0| EAIELICE O 3tHO| RE &

2 2l @ 77} mtoi| 7| = EL|C} ~/openam/config/install.log.



Please wait... configuration in progress...

Checking configuration directory C:/UsersiAdministratorfopenam...Success.

Installing OpenAM configuration store... Success RSA/ECB/OAEPWIithSHA1ANdMGF1Padding.
Extracting OpenDJ, please wait...Complete

Running OpenDJ setupSetup command: —cli —adminConnectorPort 4444 —baseDN
dc=opensso,dc=java,dc=net —rootlUserDN cn=Directory Manager —ldapPort 50389 —skipPortCheck
—rootUserPassword xooocs —jmxPort 1689 —no-prompt —configFile C:/Users/Administrator/openam
lopends/config/config.|dif —doMNotStart —~hostname openamserver.cisco.com OpenDJ 245

Please wait while the setup program initializes...

TR



Configuration Complete

Configuration Complete!

Proceed to Login

OpenAME IdPE2 74

* Proceed to Login or Access through URL http://<FQDN of OpenAM>:8080/openam= £ 25t
CtZ OpenAM EZ|AtE2 2 QIgFLCY.

+ OpenSSO Enterprise0i| X{& HAM|ASt= B Configurator2 0|& 5104 OpenSSO Enterprise
x7| T4 SEU

- 7l T e

+ OpenAMserver0i| CHEt HIZHEE T/ d8loF B LICH

- HZH= 74 2 OpemAM ME{ Ul E1¢!



http://%3CFQDN%20of%20OpenAM%3E:8080/openam

. AMO Sign in to OpenAM

User Name: amAdmin

Password: ouooo-o-o|

Circle of Trust 743

Federation(H 2| 0|A) B2 2 0|5 5l1 Circle of Trust(A 2] #2]) MMl New(AHZ BHE7]) HH
£2 =g

-AMLJ
Common Tasks Access Control i Web Ci
¥ Circle of Trust Configuration ¥ SAML 1.x Configuration

Circle of Trust Configuration

This section can be used to configure the properties for a Circle of Trust. The Entities table can be used for managing entity providers including importing and exporting of providers. Entities can be added to a Circle of Trust after they are
created in the Entities table.

Circle of Trust (1 Item(s))

New..

IdP Circle of trust| 178 O|& 2 AFE35t04 AlE| g PHEDT OKE Z=FLICt
Openamls

Create Circle of Trust Cancel

* Indicales required field

* Name: [1Iop_cotl

Description: |

IDFF Writer Service URL: |

Location of the IDFF Writer service that writes the cookie to the Common Domain

IDFF Reader Service URL: |

Location of the IDFF Reader service that reads the cockie from the Common Domain.

SAML2 Writer Service URL |

Location of the SAML2 Writer service that writes the cookie to the Common Domain

SAML2 Reader Service URL: |
Lucation of the SAML2 Reader service that reads the cooide from the Common Domain.

Status: @ Active
€ Inacive

Realm: =
The name of the realm where this cof wil be created.

Entity Providers
Winimum requirements for a cirche of trust are one identity provider and one service provider. Providers will be assigned to the reaim that is specified above.

£ 1: SAML SSO7} & &5tE{H MH|A S22t IdP7H &Y et CoT(Circle of Trust)od| {040k
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Common Tasks(3& &) RIS 2 | 5t 11 Create hosted Identity Provider(£AZE! ID XS Xt

MA)E 22stod 5

o
|I°I'

MBLICHTAE 71822 O0I2 £ 1 MEE MESUAR).

_I Common Tasks | Access Control Federation Web Services Configuration I Sessions

Create SAMLv2 Providers
Use these work flows to create hosted or remote identity and sendce providers for SAMLV2 Federation.
| Create Hosted iaenity Provider
) Create Hosted Service Provider
J| Register Remate ientity Provider
B Register Remote Service Provider

EEEE

Create Fedlet

Create a Fedlet o enable federation between an identity provider hosled on this instance of OpenAM and
a remote service provider that does not have a federation solution. Before beginning, a hosted identity
provider must be configured

|| Create Fediet Ly

Configure Google Apps
Integrate Opensl with Google Apps web applications to create a single sign-on emvironment, Before
beginning, a hosted identity provider and Circle of Trust must be configured.

Configure Google Apps |y

O|™ol BFE AMZ| M7 LI E LI

Circle of Trust

Configure Salesforce CRM

Integrate OpenAM with Salesforce CRM to create a single sign-on environment. Before beginning, 3
SAMLV2 hosted identity provider and Circle of Trust must be configured.

| Cenfigure Salegforce CRM JEsh

Test Federation Connectivity

Use this automated test to determine if federation connections are baing made succassfully, orto
identify where issues might be located

|| TestFederation Connectivity =)

Get Product Documentation
Launch the OpenaM product documentation page
Get Product Documentation |

Choose from existing circles of trust listed or provide one to be created in which to include this IDP. & COT is a group of IDPs and SPs that trust each other and provides the confines within which all SAMLYV2 communications are performed

Circles of Trust: ' Add1lo exsting ¢ Addto new

* Existing Circle of Trust: |IDP_COT -'i

RERIESS

Federation(H| 24| 0| M) Bi2 2 0|S 3t Entity Providers(IE{E| SZAt) MMM FIHE SAE
= ID SZXE 2 LICt Assertion Content(0{&M 2EHIX) MMO 2 0|55t Certificate

= =2 T1-d

AIiases(Olé)H H3) A0l M Signing(MEB)

of MEstE ol AF8 =l B MULICH

Zic Zf2 test(EIAE)E 7 HELICEH SAML 04 M



¥ Signing and Encryption ¥ Asserion Time ¥ Bootstrapping
¥ NamelD Format ¥ Basic Authentication
¥ Authentication Context ¥ Assertion Cache

Signing and Encryption

Request/Response Signing
Select the checkbox for each request/response that should be signed

Authentication Request: -
Artifact Resolve:
Logout Request:

r
r
Logout Response -
Manage Name ID Request [

O

Manage Name ID Response:

Encryption
NamelD Encryption: T
Certificate Aliases
Signing:  |test
The alias (name) of the certificate to be used to sign assertions.

MH|& SZXF AEE| 727 |

Federation Tab(HIC{ti| 0| B)2 2 0|5 8t Entity Providers(QNE|E| M & X}) AlA0{ A Import
Entity...(AE|E| 7}X27]..) HES S2I8tLICH.

% Circle of Trust Configuration ¥ SAML 1x Configuration
Circle of Trust Configuration

This section can be used to configure the properties for a Circle of Trust. The Entities table can be used for managing entity providers including importing and exporting of providers. Entities can be added to a Circle of Trust after they are
created in the Entities table.

| Z [l | Name | Entities Realm = | status N

C | ioP_coT UCCX-HA-Node1.csco.com|sami2 ! Active
hitps openamserver.cisco.com:8443openamisami2
UCCX-5A4 cisco.com|sami2

Entity Providers (3 Item(s))

| mew.. || Detete || importEntity. |

MH|A ZZRte| AEE| Tt Y(sp.xml)E Y251 HO|X|E MHEELICH

- ___________________________________________________________________________________________________________________________________|]
Import Entity Provider OK || Cancel
This page can be usedto create entity providers based on pre-existing metadata files which define an entity provider. The standard file is ing must be entered atthe same time as the standard metadata. It cannot

be imported separately,
* Indicates required field

* Realm Name: If =
Where does the metadata file reside?: ¢ URL ¢ File
* URL where metadata is located: Upload...

Where does the extended data file reside?. & URL ¢ File

URL where extended data is located: |
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0lo

7tX2 QAE{E|E Z2!5t 1 Request/Response(2 /S E 0l CHall MBS &5t ghLct.

Openam's
I EE———

sP | Attribute Query

Content F i Senices Advanced
UCCX-$A4.cisco.com Reset
¥ Signing and Encryption ¥ Basic Authentication

% MamelD Format
Signing and Encryption

RequestResponse Signing
Select the checkbox for each requestiresponse that should be signed

Authentication Requests Signed 2
Assertions Signed: ¥
PostRespense Signed 2
Artifact Response Signed. |
Logout Request Signed C
Logout Response Signed: r
Manage Name ID Request Signed O
Manage Name ID Response Signed:

I

o ol

OH

Assertion Processing(OV‘E**‘| 2) 0|& 3504 Directory(C|R E 2|) & OpenAM A’Hod| [F2t uid
& Ad

O
2l user_principalol| CHEt OHE S48 FIHELICH Save(ME)E S2gLCH
OpenAM's)
I ——————————————————————————————————————————————————
[ oo |paAtupumcuey |

Assertion Content Assertion Processing Senvices Advanced

UCCX-8Ad.cisco.com save || Reset || Back
¥ Attribute Mapper = Arifact Message Encoding
Attribute Mapper

Attribute Map

Current Values |uid=sAMAccountiame = [ Re
uger_principal=ugerPrincipalName

=
Hew Value Add

This mapping is the configuration used by the Atiribue Mapper. Mapping should be defined as SANML ATTRIBUTE NAME=PROFILE ATTRIBUTE NAME in assertion. Example: Eme

1 SP(MBIA SR 7E IS E *ngFol IDE Al 22 uid L user_principal E42 &
& ZlLct. E5 sAMAccountName 2! userPrincipalName £430| Active Directory AHE
A &Sdo| & HETV| T DHE |0 Je=X| =letLct.

Circle of Trust T Z&!

Federation(H 2| 0|4) B 2 0| & 35t04 Circle of Trust added(F7}HE! A2 HY)E E=2I5t1
IdP(OpenAm M) & MH|A SZ X} AE|E[E Entity Providers(QIE|E| S =X} *—*l*dﬁ’-l
Available(AF& 7ts) MMoi| M Selected(MEHSH MMHo 2 O|SIH=X| & IgfLCt. O|F H| 5tH
IdP2} MH|A B2 X7t S8t Circle of Trustodl X[ E LICH



Open, mr.j
|

Edit Circle of Trust Save || Resel || Back
Name: 10P_CoT
Description: [openam IDP Circle of trust

IDFF Writer Service URL: |

Lacatien of the IDFF Writer service that writes the cookie to the Common Domain,

IDFF Reader Service URL: |
Location of the IDFF Reader service that reads the coolie from the Common Domain
SAMLZ Writer Service URL: |
Location of the SAML2 Virter service that wries the coskie to the Common Domain
SAML2 Reader Service URL: |

Lacation of the SAML2 Reader service that reads the cookie from the Common Domain,

Status: @ Active
¢ Inactive

Realm: I

Entity Providers

Minimum reguirements for a circle of trust are one identity provider and one service provider, Providers will be assigned to the realm that is specified sbove
Available: Selected:

Add = hitps:lapenams ever cisco.com:3443/openam SAMLV2 =]
I snnan oo | |UCCK-SAd.cisco.com SAMLV2

e Up

=
OpenAM IdP H|EICO|E{ CIREE
http://<FQDN of OpenAM>:8080/openam/saml|2/jsp/exportmetadata.jsp?entityid=http://<FQDN of

OpenAM>:8080/openam&realm= URLZ OpenAM AMH 2| IdPmetadatafileS CI2Z2ZEE &= &L
Ct.

= <EntityDescriptor xmlns="urn:oasis:names:tc:SAML:2.@:metadata” entityID="https://openamserver.cisco.com:8443/openam">
<IDPSSODescriptor WantAuthnRequestsSigned="false”
protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.@:protocol ">
<KeyDescriptor use="signing">
<ds:KeyInfo xmlns:ds="http://www.w3.org/2008/09/xmldsig#">
<ds:X5@09Data>
<ds:X5@09Certificate>

MIICcTCCAdqgAWIBAQIEWEe4zDANBgkghkiGOw@BAQUFADBIMQswCQYDVQQGEWIITFESMBAGALUE
CBMJa2FybmF@YWthMRIWEAYDVQQHEWLiYWSnYWxvemUxFjAUBgNVBAOTDWNpcZNVIHNSc3R1bXMx
DTALBgNVBASTBGNjYnUxHzAdBgNVBAMTFmOwZW5hbXNlcnZlci5jaXNjbySjb2@wHhcNMTYxMjA3
MDcyM3UyWheNMTgxMjA3MDcyM;UyWiBIMQswCQYDVQQGEwI 1T jESMBAGALUECBMIa2FybmF@YWth|

MZ OpenAM HIEFH|O|E{ XML
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http://%3CFQDN%20of%20OpenAM%3E:8080/openam/saml2/jsp/exportmetadata.jsp?entityid=http://%3CFQDN%20of%20OpenAM%3E:8080/openam&realm=
http://%3CFQDN%20of%20OpenAM%3E:8080/openam/saml2/jsp/exportmetadata.jsp?entityid=http://%3CFQDN%20of%20OpenAM%3E:8080/openam&realm=
http://%3CFQDN%20of%20OpenAM%3E:8080/openam/saml2/jsp/exportmetadata.jsp?entityid=http://%3CFQDN%20of%20OpenAM%3E:8080/openam&realm=
http://%3CFQDN%20of%20OpenAM%3E:8080/openam/saml2/jsp/exportmetadata.jsp?entityid=http://%3CFQDN%20of%20OpenAM%3E:8080/openam&realm=
http://%3CFQDN%20of%20OpenAM%3E:8080/openam/saml2/jsp/exportmetadata.jsp?entityid=http://%3CFQDN%20of%20OpenAM%3E:8080/openam&realm=

xmlns="urn:oasis:namas: tc:SAML: 2. @:metadata” entityID="https://openamserver.cisco.com:B443/openan™>
WantiAuthnRequestsSigned="1false"

ns:ds="http: /e w3 . 0rg/2008,89,/xmlds i ga">
>
>
MITCCTCCAdqoAWIBAGT EWEedzDANBgkghk 1 GSwaBANUF ADBSMO swOO TDVODGER] I T | ESHBAGALUE
CEMI1a2FybaFa YWt HHRIWEAYDWVOOHEW L 1 YWSnYhbovcmlixF j AUBGNVEACTDWNpC 2N THNS 3R 1 higx
DTALBGNVEASTBGN] YnUxHZAJBGMVEAMTFmowZWshbdN1cnZ Lo i5] aXN] by5 | b2ewHhohHTY M A3
MDEyMj UyWhohMTgad ] ASMD cy#] Ly BOMOSwCOYDVOQGEW] 1T ESMBAGATUECEM a2 FybaFaYWth
MRIWEAYDANHEW L1 WS n v omllcF j AUBGNVEAD TIMNDC 2N THNS 3R L bXMxDTALBgNVBASTBGN
YrileHzASBONVBAMTF RSwZWShbM LenZ LeiS ] aXN] byS ] b2ewg ZBwD0 T JKoZThv cNAQEBBOADG YBA
MIGIACGBAKvhLKeudmA L+ Y d fyul FKIWGOMEEDC 1 frl g 94 chaMoi L 300 JUFZVWE r3g4 rTFi
T3elduFbel/M481ECYed24LxKpg cSFM L j aBd L TAlgy 2 PriwdCI00 fES0guGVIhZUULBRKEYF/d@
bOvarfnGIvOUR T+ 8Wy+Z VAT T nAGMBAAEWDOY 1Ko ZT hy chAD EFBOADG Y EAMTHNS up THOHYCLF L
AThKBESEMUT xmeywvA | EaBSTHTBaSARE1+R,/bnXTS,/ 9/ pBET iSknukd-+(559F 19 e2W7 136vFHoF1Q
JL1LAGRPIOVEmDE imcGZGL | 3aTTh Lgnd LICy i nrXclvllea7 Sy T inFeeid FPGbuz TsX] KIKishMFS
#CC=
<f >
=f
<f =

=f F

= index="g"

isDefaulte"true" Bindings"urn:oasis:names:tc:SAML:2.8:bindings:50AP"

Locat ion="https:/ openamserver, Cisco. con: B4d3/openam/Art LfactResolver/metadlias/ idpl” /=

Binding="urn:oasis:names:tc:SAML: 2. 8:bindings:HTTP-Redirect™
Locat ion="https:/ openamserver. cisco. com: Baadsopenam/ IDPSloRedirect /metanlias idpl™
Responselocation="https://openamserver. cisco. com: 8443 /openan/IDPS LoRed i rect /metadlias fidpl" /=
Binding="urn:oasis:names: tc:5AML: 2.0: bind ings :HTTP-POST"
Location="https:/ openamserver. cisco. com: Baa3sopenam/ [DPS1oPOST /metanlias idp1™
Responselocations"https://fopenamserver. cisco. com: 8443 /openan/IDPS LoPOST /metadliasfidpl"” /=
Bine =urnioasis:nanes:tor SAML: 2. 8: bind ings : SOAP"
Locat ion="https:/fopenamserver.cisco.com: B4d3/openam/ IDPSloSoap/metadlias/ idpl™ />

Binding="urn:oasis:names: tC:SAML: 2. A:bindings:HTTP-Redirect"™
Location="https:/fopenamserver. cisco. com: B443/openam/IDPMniRedirect /metadlias/idpl"
Responselocation="https:/fopenasserver, cisco. com: 8443 /openan/IDPMn iRedirect /metadliasfidpl" />
Binding="urn:oasis:names:tc:SAML: 2.8: bindings :HTTP-POST"
Location="https: /fopenamserver. cisco. com: B443/openan/ IDPHNiPOST /metadlias/1dpl™
Responselocation="https: /fopenamserver. cisco. com: 8443 fopenan/TDPMAIPOST /metadliss/idpl"” />
Binding="urn:oasis:names:tc: SAML: 2.9: bindings: SOAP"
Location="https://openamserver. cisco. com: B443/openam/ IDPHniSoap metadlias/ idpl™ />
surnioasis:names: toSAML: 2. 8:name id-format :persistent
>
>Urntoasis:names: to:SAML: 2. 8 nane id-format : t rans fent
=
>urnioasis:names: tc:SAHL: 1. 1: nameid-format:emailAddress
>
=urn:oasis:names: tciSAML: 1. 1:name id-format :unspecified
>
>urn:oasis:names: tc: SAML: 1. 1:nane 1d-format :WindowsDosainQualif iedName
>
>urnoasis:names: to:SAHL: 2. 8: nane id-format : kerberos
=
s>urnioasis:names: to:SAHL: 1. 1: nameid=-format : X5895ubj ectiame
>

Binding="urn:oasis:names:tc:SAML: 2. @:bindings:HTTP-Redirect™
Locat ion="https:/ openamserver,: Cisco. com: B4d3/openam/SS0Redirect /metad Liass idpl™ f=
Binding="urn:oasis:names:tc:SAML: 2.9: bindings :HTTP=POST"
Locat ion="https:/ openamserver. cisco. com: B4d3/openam,/SSOPOST /metad Lias/ idpl™ /=
Binding="urn:oasis:names:tc: SAML: 2. 8: bind ings : SOAP"
Location="https://openamserver. cisco. com: B443/openam/55050ap/metadlias/ idpl™ />
Binding="urn:oasis:names:tc:SAML:I 2, B:bindings : SOAP"
Location="https:/ openamserver. cisco. com: Bad3/openam/NIMSoap/metanlias/ 1dpl” /=
Bindinge®urn:oasis:names:tc:SAML: 2. 8:bindings : SOAP"
Locat ion="https://openamserver. cisco. com: B443/openan/AIDReqSoap/ TDPRole/metadlias/idpl" />
Binding="urn:oasis:names:tc:SAML:2.@:bindings: URI"
Locat ion="https:/fopenamserver. cisco. com: B443 openam/AIDReqUr i/ IDPRoLe/metadlias/ idpl" />
=

=
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