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The most common SAML flow is shown below:

SAML 2.0 Flow
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1 ] Service
[ | Endpoints
7 Certificates
[] Claim Descriptions

1 [] Trust Relationships
| Claims Provider Trusts
| Relying Party Trusts
7] Attribute Stores

I [ ] Authentication Policies
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Subject lssuer Effective Date Expiration Date  Status  Primary
Service communications

[EICN=col115dc col115.0rg.au, OU=TAC, O=Cisco... CM=col115COLTISCA, .. 12/30/2016 12/30/2017
Token-decrypting
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Token-signing
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SettmgS dS Trust Security  Troubleshooting

o Generate Keys and SAML Certificate

Keys and Certificates a

= sriles oyss Al Covlicalan Encryption/Signature key

Regenerate key for token encryption and signng

|

SAML Certificate

Regenerate certificate for signing SAML request
Once certificate 1s re-generated, perform the metadata exchange and ensure the S50 Test s

successful.
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Edit Claim Rules for col115idspub.col115.0rg.au

T
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1Et7|. CSR(Certificate Signing Request)S AE

Edit Rule - col115idspub.col115.org.au

You can configure a custom claim rule, such as a rule that requires muttiple incoming claims or that extracts
claims from a SQL attribute store. To configure a custom rule, type one or more optional conditions and an

issuance statement using the AD FS claim rule language.

Claim rule name:

col115idspub col115.0m.3u

Fule template: Send Claims Using a Custom Rule

Custom rule:

name" ]
=> issue(Iype =

Valuelype = c.Valuelype, Properties

"http://schemas.xml socap.orqg/ws/2005/05/identity/claims/nameidentifier™,
Izsuer = c.Issuer, Originallssuer = c.0riginallssuer, Value = c.Value,

["http://schemas.xmlscap.ocrg/wa/2005/05/1dentity/claimproperties/format
"] = "urn:casis:names:tc:SAML:2.0:nameid-format:transient™, Properties
["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties,/namequ
alifier™] = "http://colll5dec.colll5.org.au/adfs/services/trust”™,

Properties

[“Thttp://schemas.xmlscap.org/ws/2005/05/identity/claimproperties,/spname
qualifier”] = "colllSidspub.colllS.org.au”
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Manage Tools View Help

Active Directory Administrative Center
Active Directory Domains and Trusts
Active Directory Module for Windows PowerShell
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a li Cryptographic Service Provider Properties

Select 2 cryptographic senvice provider and a bet length. The bit length of the encryption key determines the
certificabe’s encryphion strength. The greater the bit length, the stronger the security. However, & grester bt
length may decrease performance.

Cryplographic service provider
:Mmumﬂ RSA SChannel Cryptographic Provader

Bat length:
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1. O] CSR http:<CA Server ip address>/certsrv/E A& 35240 CA MHHE dL|C}.
2. Request a certificateE £ &2IgtL|C}.
3. Advanced certificate requestE Z 2|8 LIC}.
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Microsoft Active Directory Certfficate Services — col115-COL115-CA

Welcome

Use this Web sile to request a ceificate for your Web browser, e-mail client, or other program. By using a cerlificate, you can verify your ide
communicate with over the Web, sign and encrypt messages, and, depending upon the type of cerificate you request, perform other secunt

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or certificate revocation list (CRL), or tov
pending request.

For more information about Active Direclory Certificate Services, see Active Direclory Certificate Services Documentation

Select a task:
Request a certificate
View the status of a pending certificate request
Download a CA certificate, certificate chain, or CRL
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Per Relying Party Trust
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<?xml version="1.0
<EntityDescriptor en
- <5PSS0Descriptor prot

coding="UTF-8"7>
coll15idspub.coll15.0rg.au” =r
colSupportEnumeration="urn:oasi
" —

urn:oasis:names:tc:SAML:2.0:metadata”>
names:tc:SAML:2.0:protocol” WantAssartion

iCertificate >MIIC+ TCCAeGgAWIBAQIEWDAKIDANBgkqhkiGOWDBAQUFADAIMSMWIQYDVQQDEXpjb2wxMTVpZHNw
AWIuY 29sMTE1ILmMOyZyShdTAeFwlxNjEyMTOQwNzUAMiVaFwixOTEyMTQwNzU4MjVaMCUxIzAhBgNV
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1 File Action View Window - - | = J - Certificate -
NI | B col115idspub.coll15.0rg.au Properties
3 [ =
= ! - General | Detalls | Certification Path
ADFS Organization | Endpoints | Proxy Endponts | Notes | Advanced
i B Service Monkong | Mentfies | Encyption | Stnature | Accepted Claims
Endpoints Specfy the signature verfication certficates for requests from this relying aﬁ Certificate Information
Certificates pasty.
Claim Descriptis [ 5w ] This CA Root certificate is not trusted. To enable trust,
m Sesenptions < - I — Ehchie Dt Exgiratic install this certificate in the Trusted Root Certification
1 Trust Relationships EEICN=col115ds... ChN=colllSdspu.. 12014201665, 1214/ Authorilies store.
Claime Provider Trusts
Relying Party Trusts
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] Authentication Policies

Per Relying Party Trust
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Issued by: ool115dspub.col115.0rg.2u

Valid from 12/14/2016 to 121

add. | [ Vew. | [ Remove. | Instal Cestificate...
AD FS A-I H‘IE 7|'X1|_<?_7| [ok ][ cad |
AD FS =0 A{ 2ol

IDS7F SAML QIEAE CHA| MAIE i SAML 2 30fl ME st o AH2 |0 HIEIE|O|E] mete £

g3ste 7I2Mez Edstlo] K| et&LICH 33Ut EE3tE 32 AD FSo| Y2 =80k

il



COoITbidspub.coll13.0rg.au Froperties L=

. Organizaton | Endpmtg. | Prooy Endpoints | Notes I Advanced [
Montoring | Identfiers | Encryption | Signature | Accepted Ciaims

Specify the encryplion certficate for this relying party tust. AD FS
Encryption cestificate:
Issuer: Select an Encryption Certificate
Subject: - : == o
Effective date: + | = Windows » ADFS » v O Search ADFS |
e Organize =  Mew folder = - I @
Bro - R . -~ MNa - Dat dified ype
] ¥ Favorites lame e modi T
Bl Desktop ar 8/23/2013 1:39 AM File folde
& Downloads bg 3/23/2013 1:39 AM  File foldel
= Recent places cs 8/23/2013 1:39 AM File folde
da e e
/& This PC = de A efolde
i Desktop el 8/23/2013 1:39 AM File folde
Documents en 12/30/2016 11:59 File folde
@ Downloads en-US 2/30/2016 11:59 File folde
& Music s 5/23/2013 1:39AM  File folde
0K q =/ Pictures et 8/23/2013 1:39 AM  File folde
B Videos fi 3/23/2013 1:39 AM  File folde
g Local Disk (C3) fr 8/23/2013 1:39 AM File folde
B8 DVD Drive (D9 IR Y| € — ’
File name: || w| | Certificate Files (*.cer;".sst.".pTk +
Open | [ Cancel
H=E:
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