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RP/0/RSP1/CPUO:XR#show version

Wed Jul 26 21:10:16.761 IST

Cisco I0S XR Software, Version 7.1.3
Copyright (c) 2013-2020 by Cisco Systems, Inc.

Build Information:

Built By : gopalk?2

Built On : Thu Nov 26 10:51:48 PST 2020

Built Host : iox-ucs-027

Workspace : /auto/srcarchivel?/prod/7.1.3/asr9k-x64/ws
Version : 7.1.3

Location : /opt/cisco/XR/packages/

Label : 7.1.3

cisco ASRI9K () processor
System uptime is 2 weeks 17 hours 22 minutes

RP/0/RSP1/CPUO:XR# configuration
RP/0/RSP1/CPUO:XR(config)#xml agent throttle ?
memory Memory usage
process-rate Process rate
RP/0/RSP1/CPUO:XR(config)#xml agent throttle memory ?
<100-1024> Size of the memory usage in Mbytes per session (default 300 Mbytes)
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RP/0/RSP0O/CPUO:XR#show version
Cisco IOS XR Software, Version 6.4.2[Default]
Copyright (c) 2020 by Cisco Systems, Inc.

ROM: System Bootstrap, Version 10.59(c) 1994-2014 by Cisco Systems, Inc.



<snip>

Configuration register on node 0/RSPO/CPUO 1is 0x102
Boot device on node 0/RSPO/CPUO 1is diskO:

RP/0/RSPO/CPUO:XR# configuration
RP/0/RSPO/CPUO:XR(config)#xml agent throttle memory ?
<100-600> Size of the memory usage in Mbytes per session (default 300 Mbytes)
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RESPONSE ERROR: 0xa367a600 'XML Service Library' detected the 'fatal' condition 'The throttle on the me
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S 77t 2 EH SYE 2F HAIXIZE ZAIE LICH "RESPONSE ERROR...Please optimize the
request to query smaller data."

LRI EAIEH OIS BAlE oY 7[5 (0l B2 gH57()ol Zolof Chall 2rSstx| of2 O/ E mhef
ot= [t

pylOSXROI M= CIHO[A0M XML O O|HE & SHIEH &dste ZE HE LT &, APIO|AM
Hh=7]0| A8 E 5185t X| of&LCt.


http://%20https://github.com/fooelisa/pyiosxr/

£ 1: pylOSXRO|ME= CHE 47 s 718 XML 2| o||o| CHE FHE & e = o7
&Lct.

<?xml version="1.0" encoding="UTF-8"7>
<Request MajorVersion="1" MinorVersion="0">
<Operation>

</Operation>
</Request>

>
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<?xml version="1.0" encoding="UTF-8"7>
<Request MajorVersion="1" MinorVersion="0">
<Get>
<Operational>
<BGP MajorVersion="36" MinorVersion="1">
<InstanceTable>
<Instance>
<Naming>
<InstanceName>
DEFAULT
</InstanceName>
</Naming>
<InstanceActive>
<VRFTable>
<VRF>
<Naming>
<VRFName>
VRF_NAME
</VRFName>
</Naming>
<AFTable>
<AF>
<Naming>
<AFName>
NAME
</AFName>
</Naming>
<NetworkTable>
</NetworkTable>
</AF>
</AFTable>
</VRF>
</VRFTable>
</InstanceActive>
</Instance>
</InstanceTable>
</BGP>>
</Operational>
</Get>

</Request>
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https://www.cisco.com/c/en/us/td/docs/ios_xr_sw/iosxr_r4-1/xml/programming/guide/xl41apidoc/xl41over.html

<message>This is an example</message>
</body>
</init>
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hastname wirf ip interface banner
Loopback
v v v
namse description vrf
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<?xml1 version="1.0" encoding="UTF-8"7>
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<Request MajorVersion="1" MinorVersion="0">
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<Operation>
<Operation_1>
<Operation_2>

<Operation_n>
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<?xml version="1.0" encoding="UTF-8"7>

<Request MajorVersion="1" MinorVersion="0">
<Operation></Operation>
<Operation_1></Operation_1>
<Operation_2></0Operation_2>

<Operation_n></Operation_n>
</Request>
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Products Support Training & Events Partners m
cisco L ¢

Cisco Carrier Routing System

XML Schema Documentation forthe Cisco CRS Router, Cisco IOS XR Release
4.3.0

HOME

SUPPORT XML Schema Object Documentation for root_objects, version 1. 0.
PRODUCT SUPPORT A

ROUTERS Objects

CISCO CARRIER ROUTING <Configuration>

SYSTEM

Programming Guides

Description: Root object for configuration
Child objects:
<AAA> - Authentication, Authorization and Accounting
<AIB> - AIB configuration data
<APS> - SONET Automatic Protection Switching (APS) configuration
<ARP> - ARP configuration
<ATM> - Global ATM configuration
=ActiveNodeTable> - Per-node configuration for active nodes
=BFD> - BFD Configuration
<BGP> - BGP configuration commands
=CDP> - Global CDP configuration data
=CEF> - Establish CEF configuration
=CallHome= - Set CallHome parameters
=Clock> - Configure time-of-day clock
> - Configure control Plane
<Crypto> - Crypto configuration
=DHCPVED> - IPV6 DHCP config data
Pvd> — DHCP IPv4 configuration
<DynamicTemplate= - ALl dynamic template configurations
<EIGRP> - Configure Neighbaor
> — Ethernet Ring Protection
<ES_ACL=> - Layer 2 ACL configuration data
<ErrorDisable= - Error Disable Configuration
<EthernetF res= — Ethernet Features Configuration
<EventManager= - Event manager configuration
<Exception> - Core dump configuration commands
<FTP> - FTP configuration
<GenericInterfacelistTable> - Generic Interface List configuration
<GlobalAF> - Default VRF configuration
<GloballnterfaceConfiguration= - Global scoped configuration for interfaces
<HSRP> - HSRP configuration
<HSRPCfg= - H5RP configuration
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https://www.cisco.com/c/en/us/td/docs/routers/crs/software/crs_r4-3/xml/schemas/XR_XML_Schemas_CRS_430.html#object_ip_tcp_services_cfg_IP
https://www.cisco.com/c/en/us/td/docs/routers/crs/software/crs_r4-3/xml/schemas/XR_XML_Schemas_CRS_430.html#object_ip_tcp_services_cfg_IP
https://www.cisco.com/c/en/us/td/docs/routers/crs/software/crs_r4-3/xml/schemas/XR_XML_Schemas_CRS_430.html#object_ip_tcp_services_cfg_IP

=IPV4=

Description: IPV4 related services
Task IDs required: ipvd
Parent objects:
=Services>
Child objects:
<SmallServers= - Describing IPY4 and IPV6 small servers
Available Paths:

- <Configuration> <IP> <Cinetd> <Services> <IPV4>

OIF olO|RIolM 2 IPv4 #El2| Z2 ZAE|0ILA 1P, ZIEIOILA Cinetd, ZAEIOILY MHIA, 2
IPV4E CHA S 2 ZI|aBolM &eig Asd 4 Ll
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<?xml version="1.0" encoding="UTF-8"?7>
<Request MajorVersion="1" MinorVersion="0">

<Get>
<Configurations>
<IP>
<Cinetd>
<Services>
<IPv4/>
</Services>
</Cinetd>
</IP>
</Configurations>
</Get>

</Request>

1: #E|E +st7| I8l leafofof tE 2 E



2. XML API

XML APIE Cisco |0S XRIOl| LHE E[0of Ql&LICH XML EE|E 22{™ show xml schema HZ2 Al
EYLICH BFE Aot ™A XML £7(0k7 Linux@t FAFEH CLIOIAM E AIELICEH

LS: E24X[ ALE Xt 2| ZIE|O|L/leaf Lt A

It
ro
gh
k=l
02

i
fjo
0>
02
Il
1
30
rr
b}
I
ro
]
1
20
I
L
n

<operation>; WY A&3lo 2t S

_XtoAd
o

I

CD: C|HE2|/ZE]| 0| & HAE LI

ChE ol & 2oi ELCH.

RP/0/RP0O/CPUO:XR#show xm1 schema
Username:admin
Password:

xml-schema[config]:> ?

config oper action
adminconfig adminoper adminaction
cd pwd classinfo
Tist 1s datalist
walk walkdata get
hierarchy quit exit

help

xml-schema[config]:> Ts

[container] RIP

[container] TCL

[container] LawfulIntercept

[container] ErrorDisable

[container] PerfMgmt

[container] RCC

[container] FrequencySynchronization
[container] HwModuleProfileConfig
[container] MPLSStatic

[container] XML



[container] Tpa

[container] MLD

[Teaf] RPIsolationEnabled

[Teaf] RPIsoTlationMultiple
[container] AMT

[container] PriorityFlowControlWatchdog
[container] SSH

[container] BNG_PBR

<snip>
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xml-schema[config]:> Ts



[container] RIP

[container] TCL

[container] LawfulIntercept
[container] ErrorDisable
[container] PerfMgmt
[container] RCC

[container]
[container]

FrequencySynchronization
HwModuleProfileConfig

[container] MPLSStatic
[container] XML >>> Here
[container] Tpa

[container] MLD

[Teaf] RPIsolationEnabled
[Teaf] RPIsoTlationMultiple
[container] AMT

[container] PriorityFlowControlWatchdog
[container] SSH

[container] BNG_PBR

[container] L2TP

[container] Exception
[container] IP_RAW

[container] MSTAG

[container] FpdXRConfig
xml-schema[config]:> cd XML
xml-schema[config] :XML> Ts

[container] Agent

xml-schema[config] :XML> cd Agent

xml-schema[config] : XML.Agent> T1s

[container] Default
[container] SSL
[container] TTY

xml-schema[config]

xml-schema[config]

[Teaf]
[Teaf]
[Teaf]
[container]
[container]

:XML.Agent> cd TTY

:XML.Agent.TTY> Ts

Enable >>> Leaf of interest.
IterationSize

StreamingSize

Throttle

Session

xml-schema[config] :XML.Agent.TTY>

Ol ZEZEo| XML EEI7} E

<?xml version="1.0" encoding="UTF-8"7>
<Request MajorVersion="1" MinorVersion="0">
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<Get>
<Configuration>
<XML>
<Agent>
<TTY></TTY>
</Agent>
</XML>
</Configuration>
</Get>
</Request>
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RP/0/RP0O/CPUO:XR#xm1 echo format

XML>

XML> <?xml version="1.0" encoding="UTF-8"7>
<Request MajorVersion="1" MinorVersion="0">

<Get>
<Configuration>
<XML>
<Agent>
<TTY></TTY>
</Agent>
</XML>
</Configuration>
</Get>

</Request> >>> Hit enter here. Immediately getting the reply.

! Reply:
<?xml version="1.0" encoding="UTF-8"?7>
<Response MajorVersion="1" MinorVersion="0">

<Get>
<Configuration>
<XML MajorVersion="1" MinorVersion="4">
<Agent>
<TTY>
<Enable>
true >>> This is the requested value.
</Enable>
</TTY>
</Agent>
</XML>
</Configuration>
</Get>
<ResultSummary ErrorCount="0"/>
</Response>
XML> exit
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Perl XML Req/Resp SSH/Telnet PpPs Store
Scripting‘ {SSH/Telnet) - XML
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C|HFO|AO|M XML MIO|MEE F /& M35

RP/0/RP0O/CPUO: XR#config
RP/0/RPO/CPUO:XR(config)#xml agent tty
RP/0/RP0O/CPUO:XR(config-xml-tty)#commit

<Request Major Version=“1" MinorVersion="0">
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<BGP MajorVersion=“1"” MinorVersion="0">
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<?xml version="1.0" encoding="“UTF-8"7>
<Request Major Version=“1" MinorVersion="0">
<GetVersionInfo>

<Operation/>

</GetVersionInfo>

</Request>

xml echo formal W& 2 A28t CF2 GetVersioninfo Ef1E 2|0l F715104 EFRE{0] Alg S
HME &&LCt

RP/0/RSP0O/CPUO: XR#xm1 echo format

Mon Jul 31 13:53:50.993 UTC

XML> <?xm1 version="1.0" encoding="UTF-8"7>
<Request MajorVersion="1" MinorVersion="0">



<GetVersionInfo>

<Configuration>

<XML>
<Agent>
</Agent>

</XML>
</Configuration>

</GetVersionInfo>

</Request> >>> This is the request

<?xml version="1.0" encoding="UTF-8"?7>
<Response MajorVersion="1" MinorVersion="0">

<GetVersionInfo>
<Configuration>
<XML MajorVersion="1" MinorVersion="4">
<Agent>
<Default>
<VRFTable>
<VRF>
<ApplyGroup MajorVersion="2" MinorVersion="3"/>
<ExcTludeGroup MajorVersion="2" MinorVersion="3"/>
<ApplyGroupAppend MajorVersion="2" MinorVersion="3"/>
<ApplyGroupRemove MajorVersion="2" MinorVersion="3"/>
</VRF>
</VRFTable>
</Default>
<SSL>
<VRFTable>
<VRF>
<ApplyGroup MajorVersion="2" MinorVersion="3"/>
<ExcTludeGroup MajorVersion="2" MinorVersion="3"/>
<ApplyGroupAppend MajorVersion="2" MinorVersion="3"/>
<ApplyGroupRemove MajorVersion="2" MinorVersion="3"/>
</VRF>
</VRFTable>
</SSL>
</Agent>
</XML>
</Configuration>
</GetVersionInfo>
<ResultSummary ErrorCount="0"/>
</Response>

XML>
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