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» Cisco UCCE(Unified Contact Center Enterprise)
» Cisco PCCE(Packaged Contact Center Enterprise)

Ol EMe| HE = Chg 2ZEQ o A st HHE 7[gte = FLc

» Cisco Finesse

Cisco CUIC(Unified Intelligence Center)
Cisco Live Ci|O|E]

Cisco Id(Identity Server)

Cisco VVB(Virtualized Voice Browser)



« Cisco 22I2E o172
« Cisco CCP(Customer Collaboration Platform) - 0| 2| SocialMiner

Ol 2 Mol MEE S5 ¥ #70| ClH0lAE ECHZ SAEIUALICH O M0 AR E 2 E Clbt
OlAE £7[3HEI(7|2) A0S 2 ASHEIGSLICH HA WIEXATH &S 521 B9 BE
Ho| AWMLl WS 0l2| SXI5tAI7| B LICt

rir

Finesse AMH

Finesse E1= Ct&2 AF&5to] =&E = &LCt.
* RTMT(Real Time Monitoring Tool)

. CLI B
- Y EEIRK

RTMT AL

Finesse€ RTMT CIRZE &3

 https://<Finesse_IP>:8443/plugins/CcmServRtmtPlugin.exe

Collect Files ot

i Selectfinesse Senvices/Applications |

] Select all Sevices on all Servers

Mame All Servers [_] ucce1262finesse jo123 local
Cisco Finesse Admin Container [ [
Cizco Finesse Client Logs [ [
Cisco Finesse Database ] [
Cizco Finesse Desktop Container [ [
Cisco Finesse Desktop Webservices ] [
Cizco Finesse Diagnostic Portal [ [
Cisco Finesse IPPA ] [
Cisco Finesse Motification Service [ [
Cisco Finesse Orchestration Manager ] [
Cisco Finesse Realm ] [
Cisco Finesse Tomcat [ [

CLI AFE

<ffroot>

Cisco Finesse Client Logs

file get activelog /desktop/logs/clientlogs



Ci sco Finesse Database

file get activelog /desktop/logs/db

Ci sco Finesse Desktop Webservices

file get activelog /desktop/logs/webservices

Ci sco Finesse | PPA

file get activelog /desktop/Togs/fippa

Cisco Finesse Notification Service

file get activelog /desktop/logs/openfire

Ci sco Finesse Realm

file get activelog /desktop/Togs/realm

Ci sco Finesse Tontat

file get activelog /desktop/logs/tomcat

H EEteM AL
Cisco Finesse 220|¢ME 21

* https://<Finesse_IP>:8445/finesse/logs/clientlogs
Cisco Finesse O|O|E{H|O|A

* https://<Finesse_IP>:8445/finesse/logs/db
Cisco Finesse A3 & & MH|A

* https://<Finesse_|P>:8445/finesse/logs/webservices/
Cisco Finesse IPPA

* https://<Finesse_|P>:8445/finesse/logs/fippa
Cisco Finesse €& MH|A

 https://<Finesse_IP>:8445/finesse/logs/openfire/

Cisco Finesse &34



 https://<Finesse_IP>:8445/finesse/logs/realm
Cisco Finesse Tomcat

 https://<Finesse_|P>:8445/finesse/logs/tomcat

CUIC AMH
CUIC 2I1E C}2 8 AFRsto £ EE 4 &Lt

* RTMT(Real Time Monitoring Tool)
- CLI B3

RTMT AtE

culcoi CHet RTMT CIREE &3

« CUIC OAMP H| 0| X|(https://<cuic-IP>/oamp/Main.jsp)0ll 21215t CtZ AIO|EZ O[S &L
Ct. Tools(Z) >> Download RTMT Plugin(RTMT E2{3 QI CIR2EE)

Collect Files bt

| Select CUIC Services/Applications |

] Select all Services on all Servers

Mame | All Servers | (] ucce1262cuicjo123.local

Intelligence Center QAMP Senvice

Intelligence Center Perfmon Senvice
Intelligence Center Reporting Senvice
Intelligence Center SMNMP Java Adapter Service
Intelligence Center Serviceability Senvice

I
I

CLI AFHS

<#root>

Intelligence Center OCAMP Service

file get activelog cuic/logs/oamp/ recurs compress

Intelligence Center Perfnon Service

file get activelog cuic/logs/perfmon/ recurs compress

Intelligence Center Reporting Service (Conbined - Reporting Service & CU C Tontat)

file get activelog cuic/logs/ recurs compress




/1 Just the '"Intelligence Center Reporting Service' |ogs
file get activelog cuic/logs/cuic/ recurs compress

/1 Just the 'CU C Tontat' |ogs

file get activelog cuic/logs/cuicsrvr/ recurs compress
Intelligence Center Serviceability Service

file get activelog cuic/logs/jmx/ recurs compress

Live Data AMH
Live Data 2= CtS2 AL&35t0 &g = &Lt

* RTMT(Real Time Monitoring Tool)
. CLI &Y

RTMT Al
2lo|E Cf|o|E{of| CHEt RTMT CHRZE 213

* https://<LiveData_IP>:8443/plugins/CcmServRtmtPlugin.exe

Collect Files

| SelectLiveData Services/Applications |

[ Select all Services on all Servers

Mame All Servers [[] ucce12621d.jo123 local
CCE Live Data ActiveM Service ] [
CCE Live Data Cassandra Service [] [
CCE Live Data Event Store Service [] [
CCE Live Data Socket. | Senvice [ [
CCE Live Data Storm Senvices [] [
CCE Live Data Web Service [ [
CCE Live Data Zookeeper Sernvice [ [
SHMP Java Subagent Adapter Service [ [

CLI At

<tfroot>



CCE Live

file get

CCE Live

file get

CCE Live

file get

CCE Live

file get

CCE Live

file get

CCE Live

file get

CCE Live

file get

<tfroot>

Li veDat a

file get

Data ActiveM

activelog Tivedata/logs/Tivedata-activemq

Dat a Cassandra Service

activelog Tivedata/logs/Tivedata-cassandra

Dat a NA NX Service

activelog Tlivedata/logs/Tivedata-nginx

Dat a Socket.| O Service

activelog Tivedata/logs/socketio-service

Dat a St orm Servi ces

activelog Tivedata/logs/Tivedata-storm

Data Web Service

activelog Tivedata/logs/Tivedata-web

Dat a Zookeeper Service

activelog Tivedata/logs/Tivedata-zookeeper

(Al'l of the above conbi ned)

activelog Tivedata/logs/ recurs compress

Id AH

IdS 2= CheE AF8stod = &g = &L

* RTMT(Real Time Monitoring Tool)
- CLI B3

RTMT AtE



IDO{| CHEt RTMT CIREE 23

* https://<IdS_IP>:8443/plugins/CcmServRtmtPlugin.exe

Collect Files >

(" Select1dS Senices/Applications |

L] Select all Services on all Servers

Mame | All Servers | [_] ucce1262ids.jo123.local |
Cisco Identity Service [ [ |

CLI AtS

<tfroot>

Cisco ldentity Service

file get activelog ids/log/ recurs compress

VVB AMH
VVB E1= CISE AF85t0] £ 8E &= U&LICH

* RTMT(Real Time Monitoring Tool)
- CLI B3

RTMT AtE

VVBE RTMT 22 E 33

« VVB 2| H 0| X|(https://<vvb-IP>/appadmin/)0i| 21215t 11 Tools(E) >> Plug-ins(Z2112!)
>> Cisco Unified Real-Time Monitoring Tool for WindowsZ O|& & L|C}




Zollect Files

| Select VB Senvices/Applications |

] Select all Services on all Servers

Mame

All Servers

Administration

] 125wb2 jo123.local

Cluster View Daemaon

OB Perfmon Counter Service

Database

Engine

SMMP Java Adapter

Voice Subagent

I

I

CLI AFE

<#root>

Adm ni stration

file get activelog /uccx/log/MADM recurs compress

Cl uster View Daenpn

file get activelog /uccx/log/MCVD recurs compress

Engi ne

file get activelog /uccx/log/MIVR recurs compress

Dat abase

file get activelog /uccx/log/db recurs compress
file get activelog /uccx/log/out_UccxDB*

DB Perfnon Counter Service

file get activelog /uccx/log/perfmon recurs compress

SNWP Java Adapt er

file get activelog /uccx/log/out_jsadkagt®

Voi ce Subagent

file get activelog /uccx/1og/SNMP recurs compress
file get activelog /uccx/log/out_uccxagt®




SpeechSer ver

file get activelog speechserver/logs/SpeechServer

Z8l9E o1 M

Cloud Connect 1= CHZ 2 AF&35t04 =&g = U&LILCt.

* RTMT(Real Time Monitoring Tool)
. CLI &Y

RTMT AL

Cloud Connect2 RTMT CIRZ2E 213:

* https://<Cloud-Connect_IP>:8443/plugins/CcmServRtmtPlugin.exe

Collect Files -
i Select cloudconnect Services/Applications |
[_] Select all Senices on all Servers
Mame All Servers [_] ucce1262ccpub jo123... ] ucce1262ccsub jold
Ansible Controller [ [ [
Cisco Cloud Connect CLIS ] ] [
Cisco Cloud Connect Cherrypoint [ [ [
Cisco Cloud Connect Config-Merge [ [ [
Cisco Cloud Connect Container Manager [ [ [
Cisco Cloud Connect Dataconnector [ ] [
Cisco Cloud Connect Digitalrouting [ [ [
Cisco Cloud Connect Inventory ] [ [
Cisco Cloud Connect Management ] ] [
Orchestration Audit ] | [

CLI AtS

<#root>

Refer the follow ng docunent - Manage Contai ner Services and Coll ect C oud Connect Logs in Contact Cente

CCP AH{ - O|F SocialMiner

CCP 2t Chge Agstod £ E8 4 sl


https://www.cisco.com/c/en/us/support/docs/contact-center/unified-contact-center-enterprise-1262/222318-manage-container-services-and-collect-cl.html

* RTMT(Real Time Monitoring Tool)
« CLI B

RTMT AL

CCP2 RTMT CIREE &3

« CCP Administration(CCP & 2|) H| 0| X|(https://<ccp-IP>/administration.jsp)0il 2121517
Administration(#2/) >> RTMT Download(RTMT CIR22E)Z O|S & LICtH

Collect Files

[ Select CCP Senices/Applications |

L] Select all Senvices on all Servers

Mame

All Servers

CCP Chat Gateway Senvice

] ucce1261cep.jo123.local

CCP Datastore Sernvice

CCP Indexer Service

CCP Migration

CCP ORM Sernvice

CCP Public REST API

CCP REST AFI

CCP Runtime Senice

CCP XMPP Server Senvice

1

1

CLI A

<#root>

CCP Chat Gateway Service

file get activelog mmca/logs/ccp-chat-gateway/*
CCP Dat astore Service

file get activelog mmca/logs/ccp-ds-storage/*
CCP | ndexer Service

file get activelog mmca/logs/ccp-ds-indexer/*
CCP ORM Service

file get activelog mmca/logs/orm/*

CCP Public REST API

file get activelog mmca/logs/ccppublicapps/*




CCP REST API

file get activelog mmca/logs/ccpapi/*

CCP Runtinme Service

file get activelog mmca/logs/runtime/*

CCP XMPP Server Service

file get activelog mmca/logs/ccp-xmpp-server/*
CCP Tontat

file get activelog mmca/logs/tomcat/*

Webproxy =11

] get activelog /webproxy/webproxy_cli.log
I get activelog /webproxy/error.log
! get activelog /webproxy/webproxy_launcher.log

H E H

It Y F & activelog /webproxy/*

* error.log
» webproxy_cli.log
* webproxy_launcher.log

I3
L
I

=3

SHE Tomcat

Mkl

« I get activelog tomcat/logs recurs compress

MK
- I} get install system-history.log
. I} get install_log*
- I S5 MR/

« file list install /* date detail(It Y =5 MX
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|

« I}t get activelog cm/trace/dbl/*dbl_repl_cdr*
' get activelog cm/trace/dbl/sdi/replication_scripts_output.log

VOS mZ! 24X
<#root>

Initiate the packet capture

utils network capture ethO file vos-pcap count 10000000 size all
OR
utils network capture-rotate ethO file vos-pcap count 1000000 size all [for log-rotate]

Li st packet captures
file 1ist activelog platform/cli/*.cap*
Downl oad the packet capture

file get activelog /platform/cli/vos-pcap.cap

CUCM(Cisco Unified Call Manager) & 7|E} E231& 21

PCCE 12.6(2) - 7|s 7I0|E

UCCE 12.6(2) - 7|5 710|=

7l x| & 2 X - Cisco Systems



https://www.cisco.com/c/en/us/support/docs/unified-communications/unified-communications-manager-callmanager/211351-Collect-Communication-Manager-Logs-via-t.html
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/icm_enterprise/icm_enterprise_12_6_2/design/guide/ucce_b_ucce_soldg-for-unified-cce-1262.html
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/icm_enterprise/icm_enterprise_12_6_2/design/guide/ucce_b_ucce_soldg-for-unified-cce-1262.html
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/pcce/pcce_12_6_2/maintenance/guide/pcce_b_features-guide-1262.html
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/pcce/pcce_12_6_2/maintenance/guide/pcce_b_features-guide-1262.html
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/icm_enterprise/icm_enterprise_12_6_2/configuration/guide/ucce_b_features-guide-1262.html
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/icm_enterprise/icm_enterprise_12_6_2/configuration/guide/ucce_b_features-guide-1262.html
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
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