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## These two constants indicate five auth failures froma client can be allowed in thirty
seconds.
## if the threshold is crossed,client ip will be bl ocked.
map $host $auth_failure_threshol d_for_Ilock {
## Must - change Repl ace bel ow two paraneters as per requirenent
default 5 ;

}

map $host $auth_failure_counting_w ndow secs {
## Must - change Repl ace bel ow two paraneters as per requirenent
default 30;

}

## This indicates duration of blocking a client to avoid brute force attack
map $host $i p_bl ocki ng_duration {

## Must - change Repl ace bel ow paraneter as per requirenment

default 1800;

}
22

grep -r "IP is already blocked." error.log

2021/ 10/ 29 19:21:00 [error] 943068#943068: *43 [lua] bl ock_unauthorized_users. | ua:53:
10.70.235.30 :: IPis already blocked..., client: 10.70.235.30, server: saproxy.cisco.com
request: "GET /finessel/api/ System nfo?nocache=1635591686497 HTTP/ 2. 0", host:

"saproxy. ci sco.com 8445", referrer:

"https://saproxy.cisco.com 8445/ deskt op/ cont ai ner/ ?l ocal e=en_US"

tail -f blocking.|log

2021/ 10/ 29 17:30:59 [error] 939738#939738: *1857 [lua] content_by_lua(rest_cache: 189 2:
[10.70.235.30] will be blocked for [ 30 minutes ] for exceeding retry linmt., client:

10. 70. 235. 30, server: saproxy.cisco.com request: "CGET /finesse/api/System nfo HTTP/1.1", host:
"sapr oxy. ci sco. com 8445"
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- <OpenResty-install-directory> = /usr/local/openresty
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3. <nginx-install-directory> Li £ 2| =& El Qe L] A| 41| 0|M C|H E 2|0 M nginx/lua
CIHE2|E SAHELICE

4. lualib®| Li & & <Openresty-install-directory>/lualib/resty0l| S AFgfL|C}.
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8. Z& E= WA 2HYo| AR L|R=X| & lEL|ct o] 22 74| Je oM 1 of Must-
change ZHEQ} &7A AHEELICH.

9. CUIC X Finesse0d CHslf T4 FHAl C[RHIEE[7} ol2{et YAl CIZHE 2|2 & 7H <nginx-install-
directory>/cache0l| & A E[{=X| & QIELICt. <nginx M X| C[2 E2[>/7H Al/client_temp<nginx
M x| C|=EB[>/70 Al/proxy_temp
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E’“QE ZEAN A Ed2E oY AI/\E"Oﬂ M ELICH o7[o] ZAIE AT tmpfsoll A FHA|
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1. /home OF2HOll CHE ZE A| FHA| Z2of CHEt CIMEE|E BHELICH o€ S0{, 7|& Finesseo|
CHal ol CIAME2|E SHE040F & LICH E X Finesse ! CUIC ME{OIME S HHAHE
&5 of gfLict,
nkdir -p /home/ pri maryFi nesse/rest

nkdir -p /home/ pri maryFi nesse/ deskt op
nkdir -p /home/ primaryFi nesse/ shindig
nkdir -p /home/ pri maryFi nesse/ openfire
nkdir -p /home/primaryCU C cuic

nkdir -p /home/ primaryCU C cui cdoc
nkdir -p /hone/client_tenp

nkdir -p /home/ proxy_tenp

echo "tnpfs /home/ primaryFi nesse/rest tnpfs

si ze=1510M r w, aut o, noexec, nodev, nosui d, gi d=r oot , ui d=r oot , node=1700 0 0" >>
/etc/fstab echo "tnpfs /home/primaryFi nesse/ desktop tnpfs

si ze=20M r w, aut 0, noexec, nodev, nosui d, gi d=r oot , ui d=r oot , node=1700 0 0" >>
/etc/fstab echo "tnpfs /home/ primaryFi nesse/ shindig tnpfs

si ze=500M r w, aut o, noexec, nodev, nosui d, gi d=r oot , ui d=r oot , nrode=1700 0 0" >>
/etc/fstab echo "tnmpfs /home/ primaryFi nesse/ openfire tnpfs

si ze=10M rw, aut 0, noexec, nodev, nosui d, gi d=r oot , ui d=r oot , node=1700 0 0" >>
/etc/fstab echo "tnmpfs /home/primaryCU ¢ cuic tnpfs
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si ze=100M r w, aut o, noexec, nodev, nosui d, gi d=r oot , ui d=r oot , rode=1700 0 0" >>
/etc/fstab echo "tnpfs /home/primaryCU C cui cdoc tnpfs

si ze=100M r w, aut o, noexec, nodev, nosui d, gi d=r oot , ui d=r oot , rode=1700 0 0" >>
/etc/fstab echo "tnpfs /honme/client_tenp tnpfs

si ze=2048M r w, aut o, noexec, nodev, nosui d, gi d=r oot , ui d=r oot, nrode=1700 0 0" >>
/etc/fstab echo "tnpfs /home/proxy_tenp tnpfs

si ze=2048M r w, aut o, noexec, nodev, nosui d, gi d=r oot , ui d=r oot , node=1700 0 0" >> /etc/fst abﬁ'__’L:
T Aol £7HE! M Finesse 22{AE| ZHZtoi cislf 22+0IE L proxy_temp FHAIE 1GBX! =
= LC.

2. BHEES AE5to{ M 02 E X[ 02 E mount -av.

I A|AEIO| A OFR E X|HE OIRERM=X| &l arn BHES A-ELICEH

4. Finesse & CUIC 7HA| ZAZ|2i|0|M T of| A proxy_cache_path ¥ X|& AR LICH. O E 2
0{ Finesse 12| ZZ & %4733t24™ <nginx-install-directory>conf/conf.d/finesse/cache £ O|&
3tod 7|& FH Al 2| xl/usr/local/lopenresty/nginx/cache/finesse25/2 MZ MAE Tt A|AH

?{x|/home/primaryFinesse2 BB LICt.#4Mist - change /usr/1 ocal / openr est y/ ngi nx/ cache/
| ocati on woul d change dependi ng on fol der extraction ##

Ngi nx config file to cache the desktop/shindig and notification service related static
files.

proxy_cache_pat h /hone/ pri mar yFi nesse/ desktop | evel s=1: 2 use_t enp_pat h=on
keys_zone=deskt op_cache_primary: 10m max_si ze=15m

i nacti ve=3y use_tenp_pat h=of f; proxy_cache_path /home/ primaryFi nesse/shindig | evel s=1:2
use_t enp_pat h=on keys_zone=shi ndi g_cache_pri mary: 10m

max_si ze=500m i nact i ve=3y use_t enp_pat h=of f; proxy_cache_path /hone/ pri maryFi nesse/ openfire
| evel s=1: 2 use_t enp_pat h=on

keys_zone=openfire_cache_primary: 10m max_si ze=10m i nacti ve=3y use_t enp_pat h=of f;
proxy_cache_pat h /hone/ pri mar yFi nesse/ rest

| evel s=1: 2 use_t enp_pat h=on keys_zone=rest _cache: 10m max_si ze=1500m i nacti ve=40m

use_t enp_pat h=of f;

5. Finesse 22X ! CUIC AMH{oi CHEH S
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1.SSL & 2HI=0f CHEH Nginx /B ME MM ELICH QIBME M4st7| Tof
lusr/local/openresty/nginx Of2H0] sslO|2t= EHE Bt=0{0f FLICH F 7| ZAE O|§(S
Ut TEA| MH)E AH835H0{ Finesse node1 ! Finesse node20f| HMAS 22 Of2{EF HY
o 2L AE3to{ F 7H2| 215 M(<reverseproxy_primary_fqdn>& &

<reverseproxy_secondary_fqdn>0{| Cizt QIEME 33l ok & LICH sudo openssi req x509 -nodes
-days 365 -newkey rsa:2048 -keyout /usr/local/openresty/nginx/ssl/nginx.key -out
=

lusr/local/openresty/nginx/sslinginx.crt (2)2 EAE O|F TH: <reverseproxy_primary_fgdn>sudo
openssl req -x509 -nodes -days 365 -newkey rsa:2048 -keyout /usr/local/openresty/nginx/ssl/nginxnode2.key -out
lusrllocallopenresty/nginx/ssl/nginxnode2.crt (EAE O|& T E:<reverseproxy_secondary_fqdn>)2!
&M B =27} etc/nginx/ssl/nginx.crt 2 /usr/local/openresty/nginx/ssl/nginxnode2.crt21 x| £t QI
2 LIC} Finesse Nginx 743 mtdoi| o|0| 4 =[o{ L&LICE.

2. 7121 7| 400(r—) 2| HEHES HAELCH
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1. CSR(Certificate Signing Request)= 44 &fLICt. CSR & 71¢l 7|& /d5tE{ opensslreq -
new -newkey rsa:4096 -keyout nginx.key -out nginx.csr EA|0| E:L?_l?_" —?— IEILE 0‘" |I|'E|' A‘||-=|'-A|'
&2 UBFLICH O™ & 4096H|E 2| CSR(MIM| 2] nginx.csr) 2! RSA 712! Z|(0d Al 2]

nginx.key)7} MEELICH0|E S CtSot Z&Lich

[ root @ever seproxyhost. conpanynane. com ssl | # openssl req -new -newkey rsa:4096 -keyout
nginx.key -out nginx.csr

Generating a RSA private key

_____ +++++
........................................................ +++++

witing new private key to 'nginx. key

Ent er PEM pass phrase: passphrase

Verifying - Enter PEM pass phrase: passphrase

You are about to be asked to enter information that will be incorporated

into your certificate request.

VWhat you are about to enter is what is called a D stinguished Nane or a DN.
There are quite a few fields but you can | eave some bl ank

For sone fields there will be a default val ue,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [XX]:us

State or Province Nane (full name) []:ca

Locality Name (eg, city) [Default City]:oOrange County

Organi zati on Nanme (eg, company) [Default Conpany Ltd]: CompanyName

Organi zational Unit Name (eg, section) []:BusinessUnit

Conmon Nane (eg, your nane or your server's hostnamne)

[]: reverseproxyhostname.companydomain.comEmail Address []:john.doe@comapnydomain.com

Pl ease enter the following 'extra' attributes to be sent with your certificate request A
chal | enge password []: challengePWD
An optional conpany nane []: CompanyName

PEM &3 &8 7|5 ELICH 75 &0l 712l 7|1& ali=st= ol ArSELCH
2. CAUM MEE QIZEME 7t ELICt CSRE 215 7(|ahofl Bl MBE IS ME 7HrS 0L
CH.

3. Q5M U 718 THELICH of M X SR 0] YL 2 YT 7|8 HSBLITH openssi rsain

nginx.key -out nginx_decrypted.key A AMELICI CAME QIS L &= SIS E 7|8 &

ZE Al AMABIO| EH( 0|0l M /usr/local/openresty/nginx/ssl) Ol HI X[ & LICtH Nginx Z41|22||
O|Mo| CIE Mot tEdEl SSL Zu|adi oM E YOlo|E/FTHE LICt
server {

server_nanme <proxy-name>;
listen 8445 ss|l reuseport http2;


http://finesseloadproxy.cisco.com/

listen [::]:8445 ssl reuseport http2;

ssl _certificate /usr/local/openresty/nginx/ssl/ca_signed_cert.crt;
ssl _certificate_key /usr/local/openresty/nginx/ssl/nginx_decrypted. key;

4. Q1& Mof cst Hete2 T AELICH 2123 chmod 400 /usr/Iocal/openresty/ngmx/ssl/ca signed_cert.crt 2!
chmod 400 /usr/local/openresty/nginx/ssl/nginx_decrypted.key- olxk|7|' a-u | 7&'% :ﬁ?_l'% 7|'X|EH R
A2 AMeHE L

5. NginxE& CtA| EEFL|CH

A2 X} X|A Diffie-Hellman O 7H B AFR

CS HTS AI23510{ AF2 At X|H Diffie-Hellman D72 M AIshL|C}

openssl dhparam -out /usr/| ocal /openresty/ngi nx/ssl/dhparam pem 2048

chnod 400 /usr/ | ocal / openresty/ ngi nx/ ssl/dhparam pem
M OH7HH~E MESE T M Zx[Zgo|Mde wHAELICH

server {

OCSP AE|0|E3 0| FHSIEARE=X] &2l - QIF A 8l K| &2l
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T8 F7t:

server {
ssl _stapling on;
ssl _stapling_verify on;

}

Nginx T4

2otg M5t ds52 M35t7| fI8l 712 Nginx £ Tt
(/usr/local/openresty/nginx/conf/inginx.conf)= <=3l of & LICt O] &= Nginx & x|0{| M BHE

7|8 +E e st ol ASstoF &Lic

# I ncreasi ng nunber of worker processes will not increase the processing the request. The number
of worker process will be sane as nunber of cores

# in system CPU Ngi nx provides "auto" option to automate this, which will spawn one worker for
each CPU core.

wor ker _processes auto;



# Process id file location
pid /usr/local /openresty/nginx/ | ogs/ nginx. pid;

# Bi nds each worker process to a separate CPU
wor ker _cpu_affinity auto;

#Def i nes the scheduling priority for worker processes. This should be cal cul ated by "nice"
conmmand. In our proxy set up the value is O
wor ker _priority O;

error_log /usr/local/openresty/nginx/logs/error.log info;
#user root root;

# current limt on the maxi mum nunber of open files by worker processes, keeping 10 tines of
wor ker _connecti ons

worker_rlimt_nofile 102400;

events {
mul ti _accept on;

# Sets the maxi mum nunber of sinmultaneous connections that can be opened by a worker
process.

# This should not be nore the current limt on the nmaxi num nunber of open files i.e. hard
limt of the maxi mum nunber of open files for the user (ulimt -Hn)

# The appropriate setting depends on the size of the server and the nature of the traffic,
and can be di scovered through testing.

wor ker _connections 10240;

#debug_connection 10.78.95.21

http {

i ncl ude m me. types;

default _type text/plain;

## Mist - change Change with DNS resol ver ip in depl oyment
resol ver 192.168.1.3

## Must - change change | ua package path to load lua libraries
| ua_package_pat h
“lusr/local/openresty/lualib/resty/?.lua;/usr/local/openresty/nginx/lual/?.lua;;"

## Must - change change proxy_tenp fol der as per cache directory configurations
proxy_tenp_path /usr/| ocal/openresty/ngi nx/ cache/proxy_temp 1 2

## Must - change change client_tenp fol der as per cache directory configurations
client_body_tenp_path /usr/l|ocal/openresty/nginx/cache/client_temp 1 2

l ua_shared_dict userlist 50m

| ua_shared_dict credential sstore 100m
| ua_shared_di ct userscount 100k;
lua_shared_dict clientstorage 100m

| ua_shared_di ct bl ocki ngresources 100m



| ua_shared_di ct tokencache_saproxy 10M

| ua_shared_di ct tokencache_saproxyl25 10M
lua_shared_dict ipstore 10m

l ua_shared_di ct desktopurllist 10m

| ua_shared_di ct desktopurl count 100k;
lua_shared_dict thirdpartygadgeturllist 10m

l ua_shared_dict thirdpartygadgeturl count 100k
| ua_shared_di ct corsheadersstore 100k

init_worker_by lua_block {
| ocal UserslListManager = require('users_list_nanager')
| ocal Unaut henti cat edDeskt opResour cesManager =
requi re("unaut henti cat ed_deskt opr esour ces_manager ")
I ocal Unaut henti cat edResour cesManager =
requi re("unaut henticated_thi rdpartyresources_manager")
-- Must-change Repl ace saproxy.cisco.comw th reverseproxy fqgdn

if ngx.worker.id() == 0 then
User sLi st Manager . get User Li st (" sapr oxy. ci sco. cont
"https://saproxy.cisco.com 8445/ fi nesse/ api / Users")
Unaut hent i cat edDeskt opResour cesManager . get Deskt opResour ces( " sapr oxy. ci sco. conf',
"https://saproxy. ci sco. com 8445/ deskt op/ api / url s?t ype=deskt op")
Unaut hent i cat edResour cesManager . get Thi rdPart yGadget Resour ces( " sapr oxy. ci sco. cont,

"https://saproxy. ci sco. com 8445/ deskt op/ api /url s?type=3rdParty") end } i ncl ude
conf.d/*. conf; sendfil e on; t cp_nopush on; server _nanes_hash_bucket _si ze
512;

HYF ZEAN ZE 7Y

7|12 2 Nginx 74|20l M2 X E 844501 XM Finesse 282 +AIgLICt 8 0 Finesse
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directory>conf/conf.d/finesse.conf I+ &2 TEIEL|C}.
AU TRAIQ HLAER FH QA U 4E TLS 2IE 74

ES020MHE 7|BXoz2 B E HAEZ| A @ AT} allowed-hosts CLI utils system reverse-proxy
allowed-hosts add <proxy-host> HHO| YR E FIIEI ZE SAEE AESHEE FELCt M

OhA Qe TEA| S AEQ} YAER T4 Q A (Finesse/ldS/CUIC/Livedata) 70l 83Mo =2 &
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ssl.conf &! ss|2.conf It 0| A F=A1& SHA|GHOF & LICH

#Enf orce upstream server certificate validation at proxy ->

#this is not mandated as per CIS buit definitely adds to security.

#1t requires the admnistrator to upload all upstream server certificates to the proxy
certificate store

#Must - Change Unconment below lines |F need to enforce upstream server certificate validation at
proxy

#proxy_ssl _verify on;

#proxy_ssl _trusted_certificate /usr/local/openresty/nginx/ssl/finesse25.crt;

proxy_ssl_trusted_certificate I} &2 Q1ZE ZE PUAEZ| QIS A AEZIE Z&aHofF &Lct
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M EES ZMstD X|Ajo =4I TH7| & = Qlstod QIS El ZERH =4l CH7| AE{QIX| &2l
gt
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MEdSH 2 ®|X|7} CentOS 8Q1 AL, ZEA| =
B8t sysctl 7S AFEstod 7Hd YR HE =+

## Configurations for kernel hardening - Cent0S8. The file path is /etc/sysctl.conf
## Note that the commented configurations denote that CentOS 8's default val ue nmatches
## the recommended/tested value, and are not security related configurations.

# Avoid a snurf attack
net.i pv4.icnp_echo_i gnore_broadcasts = 1

# Turn on protection for bad icnp error nessages
net.i pv4.icnp_ignore_bogus_error_responses = 1

# Turn on syncookies for SYN flood attack protection
net.ipv4.tcp_syncookies = 1

# Turn on and | og spoofed, source routed, and redirect packets
net.ipv4.conf.all.log_martians = 1
net.ipv4.conf.default.log_nartians = 1

# Turn of f routing
net.ipv4d.ip_forward =0

net.ipv4.conf.all.forwarding = 0
net.ipv6.conf.all.forwarding = 0
net.ipv4.conf.all.nc_forwarding = 0
net.ipv6.conf.all.nc_forwarding = 0

# Bl ock routed packets
net.ipv4.conf.all.accept_source_route = 0

net.i pv4. conf.default.accept_source_route = 0
net.i pv6.conf.all.accept_source_route = 0
net.i pv6. conf.default.accept_source_route = 0

# Block ICVWP redirects
net.ipv4.conf.all.accept_redirects = 0

net.i pv4. conf.default.accept_redirects = 0
net.ipv6.conf.all.accept_redirects = 0
net.i pv6. conf.default.accept_redirects = 0
net.ipv4.conf.all.secure_redirects =0
net.ipv4. conf.default.secure_redirects = 0

net.ipv4.conf.all.send_redirects = 0
net.ipv4. conf.default.send_redirects = 0

# Filter routing packets with inward-outward path m smatch(reverse path filtering)



net.ipvd.conf.all.rp_filter =1
net.ipv4.conf.default.rp_filter = 1

# Router solicitations & advertisenents rel ated
net.ipv6. conf.default.router_solicitations = 0
net.i pv6. conf.default.accept_ra_rtr_pref =0
net.i pv6. conf.default.accept_ra_pinfo = 0

net.i pv6. conf.default.accept_ra_defrtr = 0

net.i pv6. conf. defaul t.autoconf = 0
net.i pv6. conf.default.dad _transnits
net . i pv6. conf. def aul t. max_addr esses
net.ipv6.conf.all.accept_ra =0
net.i pv6. conf.default.accept_ra = 0

I
= O

# Backl og - increased fromdefault 1000 to 5000.
net . core. net dev_max_backl og = 5000

# Setting syn/syn-ack retries to zero, so that they don't stay in the queue
net.ipv4d.tcp_syn_retries =0
net.ipv4.tcp_synack retries = 0

# Max tcp listen backlog. Setting it to 511 to match nginx config
net . core. somaxconn = 511

# Reduce the duration of connections held in TIME_WAl T(seconds)
net.ipvad.tcp_fin_timeout = 6

Maxi mum resources allotted

fs.file-max = 2019273

kernel . pid_max = 4194304

net.ipv4.ip_local _port_range = 32768 60999

H H K K

TCP wi ndow si ze tuning
net.ipv4.tcp_w ndow scaling = 1
net.core.rnemdefault = 212992
net.core.rmemmx = 212992
net.ipv4.tcp_rnem = 4096 87380 6291456
net.ipv4.udp_rnemnin = 4096
net.core. wnem default = 212992
net.core. wrem max = 212992
net.ipv4.tcp_wrem = 4096 16384 4194304
net.i pv4. udp_wnemnin = 4096

vm | omrem reserve_ratio = 256 256 32 0 O
net.ipv4.tcp_mem = 236373 315167 472746

HOHHH OH OH R HHHHH

# Randoni ze virtual address space
kernel . random ze_va_space = 2

# Congestion contro
# net.core.default_qdisc = fq_codel
# net.ipv4.tcp_congestion_control = cubic

# Di sabl e SysReq
kernel .sysrg = 0

# Controls the maxi mum size of a nessage, in bytes
kernel . msgmmb = 65536

# Controls the default maxi mum size of a message queue
kernel . msgmax = 65536

# Controls the eagerness of the kernel to swap.
vm swappi ness = 1
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## Configuration for iptables service

## The file path is /etc/sysconfig/iptables

## Make a note for nust-change values to be repl aced.

## Restart of the iptable service is required after applying follow ng rul es

*filter :1NPUT ACCEPT [0:0] : FORWARD ACCEPT [0: 0] :QOUTPUT ACCEPT [0:0] # Ensure |oopback traffic
is configured -AINPUT -i lo -j ACCEPT -A QUTPUT -0 lo -j ACCEPT -A INPUT -s 127.0.0.0/8 -j DROP
# Ensure ping openeded only for the particul ar source and bl ocked for rest # Mist- Change:

Repl ace the x.x.x.x with valid ip address -A INPUT -p ICWP --icnp-type 8 -s X.X.X.X -j ACCEPT #
Ensure outbound and established connections are configured -A INPUT -p tcp -mstate --state
RELATED, ESTABLI SHED -j ACCEPT -A OQUTPUT -p tcp -mstate --state NEW RELATED, ESTABLI SHED - j
ACCEPT # Bl ock ssh for external interface # Mist-Change: Replace the ens224 with valid ethernet
interface -A INPUT -p tcp -i ens224 --dport 22 -j DROP # Open inbound ssh(tcp port 22)
connections -A INPUT -p tcp -mstate --state NEW-mtcp --dport 22 -j ACCEPT # Configuration for
finesse 8445 port -AINPUT -p tcp -mtcp --dport 8445 --tcp-flags SYN SYN -mconnlimt --
connlimt-above 10 --connlimt-mask 32 --connlimit-saddr -mlimt --limt 1/mn --limt-burst 1
-j LOG --log-prefix " Connections to 8445 exceeded connlimt " -AINPUT -p tcp -mtcp --dport
8445 --tcp-flags SYN SYN -mconnlinmt --connlinit-above 10 --connlimt-mask 32 --connlimnt-saddr
-j DROP -A INPUT -p tcp -mtcp --dport 8445 --tcp-flags SYN SYN -m hashlimit --hashlimt-upto

6/ sec --hashlimt-burst 8 --hashlimit-node srcip,dstport --hashlimt-nanme TCP_8445 DCS -j ACCEPT
-AINPUT -p tcp -mtcp --dport 8445 --tcp-flags SYNSYN-mlimt --limt 2/mn --limt-burst 1 -
j LOG --log-prefix " Exceeded 8445 hashlimt " -AINPUT -p tcp -mtcp --dport 8445 --tcp-flags
SYN SYN -j DROP # Configuration for 1dS 8553 port -A INPUT -p tcp -mtcp --dport 8553 --tcp-
flags SYN SYN -mconnlimt --connlimt-above 6 --connlimt-mask 32 --connlimt-saddr -mlimt --
limt 1/mn --limt-burst 1 -j LOG--log-prefix " 1dS connection limt exceeded" -A INPUT -p tcp
-mtcp --dport 8553 --tcp-flags SYN SYN -mconnlinmt --connlimt-above 6 --connlimt-msk 32 --
connlimt-saddr -j DROP -A INPUT -p tcp -mtcp --dport 8553 --tcp-flags SYN SYN -m hashlimt --
hashlimt-upto 2/sec --hashlinmt-burst 4 --hashlimt-node srcip,dstport --hashlimt-nane
TCP_8553_DOS -j ACCEPT -A INPUT -p tcp -mtcp --dport 8553 --tcp-flags SYN SYN-mlimt --limt
1/mn --limt-burst 1 -j LOG --log-prefix " Exceeded 8553 hashlimt " -AINPUT -p tcp -mtcp --
dport 8553 --tcp-flags SYN SYN -j DROP # Configuration for IdP 443 port -A INPUT -p tcp -mtcp -
-dport 443 --tcp-flags SYN SYN -mconnlimt --connlimit-above 8 --connlimt-mask 32 --connlimt-
saddr -mlimt --limt 1/mn --limt-burst 1 -j LOG --log-prefix " 1dP connection limt
exceeded" -A INPUT -p tcp -mtcp --dport 443 --tcp-flags SYN SYN -mconnlinit --connlinmnt-above
8 --connlimt-mask 32 --connlimt-saddr -j DROP -A INPUT -p tcp -mtcp --dport 443 --tcp-flags
SYN SYN -m hashlimt --hashlimt-upto 4/sec --hashlimt-burst 6 --hashlimt-node srcip,dstport -
-hashlimt-nane TCP_443_DOS -j ACCEPT -A INPUT -p tcp -mtcp --dport 443 --tcp-flags SYN SYN -m
limt --limt /min --limt-burst 1 -j LOG --lo0g-prefix " Exceeded 443 hashlimt " -A INPUT -p
tcp -mtcp --dport 443 --tcp-flags SYN SYN -j DROP # Must-Change: A2A file transfer has not been
considered for below | M\P configuration. # For A2A for support, these configuration nmust be
recal cul ated to cater different file transfer scenarios. # Configuration for IMNP 5280 port -A
INPUT -p tcp -mtcp --dport 5280 --tcp-flags SYN SYN -mconnlimt --connlimt-above 30 --
connlimt-mask 32 --connlimt-saddr -mlimt --limt 1/mn --limt-burst 1 -j LOG --1o0g-prefix
I MNP connection linmt exceeded" -A INPUT -p tcp -mtcp --dport 5280 --tcp-flags SYN SYN -m



connlimt --connlimt-above 30 --connlimt-mask 32 --connlinmit-saddr -j DROP -A INPUT -p tcp -m
tcp --dport 5280 --tcp-flags SYN SYN -m hashlinmit --hashlimt-upto 20/sec --hashlimt-burst 25 -
-hashlimt-node srcip,dstport --hashlimt-name TCP_5280_DOS -j ACCEPT -A INPUT -p tcp -mtcp --
dport 5280 --tcp-flags SYN SYN-mlimt --limt 2/mn --limt-burst 1 -j LOG --1o0g-prefix "
Exceeded 5280 hashlimt " -A INPUT -p tcp -mtcp --dport 5280 --tcp-flags SYN SYN -j DROP #
Configuration for | MNP 15280 port -A INPUT -p tcp -mtcp --dport 15280 --tcp-flags SYN SYN -m
connlimt --connlimit-above 30 --connlimit-mask 32 --connlimt-saddr -mlinmt --limt 1/mn --
limt-burst 1 -j LOG --log-prefix " I MNP connection limt exceeded" -A INPUT -p tcp -mtcp --
dport 15280 --tcp-flags SYN SYN -mconnlinmt --connlimnit-above 30 --connlinit-mask 32 --
connlimt-saddr -j DROP -A INPUT -p tcp -mtcp --dport 15280 --tcp-flags SYN SYN -m hashlimt --
hashlimt-upto 20/sec --hashlimt-burst 25 --hashlimt-node srcip,dstport --hashlimt-nanme
TCP_15280_DOS -j ACCEPT -A INPUT -p tcp -mtcp --dport 15280 --tcp-flags SYN SYN-mlimt --
limt 1/min --limt-burst 1 -j LOG --1og-prefix " Exceeded 15280 hashlinmt " -AINPUT -p tcp -m
tcp --dport 15280 --tcp-flags SYN SYN -j DROP # Configuration for | MNP 25280 port -A I NPUT -p
tcp -mtcp --dport 25280 --tcp-flags SYN SYN -mconnlinmit --connlinit-above 30 --connlimt-mask
32 --connlimt-saddr -mlimt --limt 1/mn --limt-burst 1 -j LOG--log-prefix " | MP
connection limt exceeded" -A INPUT -p tcp -mtcp --dport 25280 --tcp-flags SYN SYN -m connlimnit
--connlimt-above 30 --connlimt-mask 32 --connlimt-saddr -j DROP -A INPUT -p tcp -mtcp --
dport 25280 --tcp-flags SYN SYN -m hashlinmit --hashlinmt-upto 20/sec --hashlimt-burst 25 --
hashl i mt-node srcip,dstport --hashlimt-nane TCP_25280 DOCS -j ACCEPT -A INPUT -p tcp -mtcp --
dport 25280 --tcp-flags SYN SYN-mlimt --limt 1/mn --limt-burst 1 -j LOG --1og-prefix "
Exceeded 25280 hashlimt " -A INPUT -p tcp -mtcp --dport 25280 --tcp-flags SYN SYN -j DROP #
Configuration for CUC 8444 port -A INPUT -p tcp -mtcp --dport 8444 --tcp-flags SYN SYN -m
connlimt --connlimit-above 6 --connlinit-mask 32 --connlinmt-saddr -mlimt --limt 1/mn --
limt-burst 1 -j LOG --log-prefix " CU C connection limt exceeded" -A INPUT -p tcp -mtcp --
dport 8444 --tcp-flags SYN SYN -mconnlinmit --connlinmit-above 6 --connlimt-mask 32 --connlimt-
saddr -j DROP -A INPUT -p tcp -mtcp --dport 8444 --tcp-flags SYN SYN -m hashlimit --hashlinit-
upto 2/sec --hashlimt-burst 4 --hashlinit-nmode srcip,dstport --hashlimt-name TCP_8444 DCS -j
ACCEPT -A INPUT -p tcp -mtcp --dport 8444 --tcp-flags SYN SYN-mlimt --limt 1/mn --limt-
burst 1 -j LOG --log-prefix " Exceeded 8444 hashlimt " -AINPUT -p tcp -mtcp --dport 8444 --
tcp-flags SYN SYN -j DROP # Configuration for CU C 8447 port -A INPUT -p tcp -mtcp --dport 8447
--tcp-flags SYN SYN -mconnlimt --connlimt-above 6 --connlimt-mask 32 --connlimt-saddr -m
limt --limt /min --limt-burst 1 -j LOG --log-prefix " CUC connection limt exceeded" -A
INPUT -p tcp -mtcp --dport 8447 --tcp-flags SYN SYN -mconnlinmit --connlinmt-above 6 --
connlimt-mask 32 --connlimt-saddr -j DROP -A INPUT -p tcp -mtcp --dport 8447 --tcp-flags SYN
SYN -m hashlimt --hashlimt-upto 2/sec --hashlimt-burst 4 --hashlimt-node srcip,dstport --
hashlimt-name TCP_8447_DOCS -j ACCEPT -A INPUT -p tcp -mtcp --dport 8447 --tcp-flags SYN SYN -m
limt --limt 1/mn --linmt-burst 1 -j LOG --log-prefix " Exceeded 8447 hashlimt " -A INPUT -p
tcp -mtcp --dport 8447 --tcp-flags SYN SYN -j DROP # Configuration for LiveData 12005 port -A
INPUT -p tcp -mtcp --dport 12005 --tcp-flags SYN SYN -mconnlinmit --connlimt-above 10 --
connlimt-mask 32 --connlimt-saddr -mlimt --limt 1/mn --limt-burst 1 -j LOG --1og-prefix "
LD connection linmt exceeded" -A INPUT -p tcp -mtcp --dport 12005 --tcp-flags SYN SYN -m
connlimt --connlimt-above 10 --connlimt-mask 32 --connlinmit-saddr -j DROP -A INPUT -p tcp -m
tcp --dport 12005 --tcp-flags SYN SYN -m hashlimit --hashlimt-upto 6/sec --hashlimt-burst 8 --
hashl imt-node srcip,dstport --hashlimt-nane TCP_12005_DOCS -j ACCEPT -A INPUT -p tcp -mtcp --
dport 12005 --tcp-flags SYN SYN-mlimt --limt 1/mn --limt-burst 1 -j LOG --log-prefix "
Exceeded 12005 hashlimt " -A INPUT -p tcp -mtcp --dport 12005 --tcp-flags SYN SYN -j DROP #
Configuration for LiveData 12008 port -A INPUT -p tcp -mtcp --dport 12008 --tcp-flags SYN SYN -
mconnlimt --connlimt-above 10 --connlimit-mask 32 --connlimt-saddr -mlinmt --limt 1/mn --
limt-burst 1 -j LOG --log-prefix " LD connection limt exceeded" -A INPUT -p tcp -mtcp --dport
12008 --tcp-flags SYN SYN -mconnlinmt --connlinit-above 10 --connlimt-mask 32 --connlimt-
saddr -j DROP -A INPUT -p tcp -mtcp --dport 12008 --tcp-flags SYN SYN -m hashlinmt --hashlimt-
upto 6/sec --hashlimt-burst 8 --hashlimt-nmode srcip,dstport --hashlimt-name TCP_12008_DCS -j
ACCEPT -A INPUT -p tcp -mtcp --dport 12008 --tcp-flags SYNSYN-mlimt --limt /mn --limt-
burst 1 -j LOG --log-prefix " Exceeded 12008 hashlimt " -A INPUT -p tcp -mtcp --dport 12008 --
tcp-flags SYN SYN -j DROP # Block all other ports -A INPUT -j REJECT --reject-with icnp-host-
prohibited -A FORWARD -j REJECT --reject-with icnp-host-prohibited COWM T

O|2{et T+ 2l2 Jetc/sysconfig/iptablesE &2 2 T &5l 7Lt iptables.confel Z2 mo
tlo|ME X{Z3t 1 cat iptables.conf >>/etc/sysconfig/iptablesE &850 #2l2 M8 4 AUSL
Ct.

)

o

M8t F IPtables MH|AE CHA| A|ZFSHOF B LICE 123 systemctl restart iptables |Ptables A



Zolo|HE 44 A8t
0| IPtables ZAL| 2R 0|M Qo= ZEA|E ALR5t= S EI0[MEL| A #HQE T Qle MR
= 0| X|AIS AR50 ZEA| HMHA FEIS HS5t= Z40| ESLICH Ol= 2201 Hotnt phadst

At i
0 & O =28 F2I2 7IX|1 Q= 2719 IP TA Hlo XIF MME|lE oM HEQ3 ol 2UHo
HEE ZEAIE ES5t=0 Qo 2 HI%% X2 &= U&LICH [mekAM °”A1IA I{E0| & ASICtH
HIP A HRYE Z7H/F E= ISP 7|8 IP HRIZ AN EHsteE 2ol E&LICH

0 IR IP FLE RXIEHSIE{H 2 IP A 2] IPTables Z1x[1 2|04 mHof 2tRlg F7HELCH

E

r

0|24t |

=H A

II|0

o|& E0{ 4 192.0.2.3 ! 192.0.2.4& AEstcdH Ch&

iptables -A INPUT -s 192.0.2.3 -j DROP iptables -A INPUT -s 192.0.2.4 - j DROP.

P 34 Y9l AHE

Bt E42|0| 0] IP TAE Xt IP 2429 IPTables 24| 0|M mh ol 8t &2 F7+ghLcCt.

mo
T
iul

0& £01192.0.2.30{|A4{ 192.0.2.352 2 A& AICtot{H OS2 YA

iptables -A INPUT -miprange --src-range 192.0.2.3-192.0.2.35 -j DROP.
MEUIo| B E |P T4 RHE

IP &4 H2of CHaH A
01| Bt 2tolE F7}15109 TR
E Rt ChS S =gt

Tzt et 27|HE AHE5H0] IPTables ZAX|1Ef 0|44 mt
P CrHefLICH o & &0 2E Ecila CF A

i ptables -A INPUT -s 192.0.0.0/16 -j DROP.

SELinux

SELlnux_ Linux OSOl| &4 El 7|se 2 SEE E3E 2o =Y IULICH OpenRestyE &
#5t= SELinux HAE MX[S = =

E
ERL 0
sl
i}

1. ZEMAE openresty -s stop HEH
2. & A&7310q nginx MHHE /45t A|E/S K| systemetl EHE:'% AE35to{ £ & Sof
OpenRestore ZZAM|AT RSS2 ARELICE 0|28t HHEE FE AFSKIE =g L|Cl
Jusr/lib/systemd/system2 2 O|S &tLICt.openresty.serviceZt= It & LI} PIDFile 2
x[of et ool LHE& Mool EgrLCt,
[Unit]



Descri pti on=The OpenResty Application Platform
After=sysl og.target network-online.target renote-fs.target nss-I|ookup.target
Want s=net wor k- onl i ne. t ar get

[ Servi ce]

Type=f orki ng

Pl DFi | e=/ usr/ | ocal / openr esty/ ngi nx/ | ogs/ ngi nx. pi d
ExecSt art Pre=/usr/ | ocal / openresty/ ngi nx/ sbi n/ ngi nx -t
ExecSt art =/ usr/| ocal / openresty/ ngi nx/ sbi n/ ngi nx
ExecRel oad=/bin/kill -s HUP $MAI NPI D
ExecStop=/bin/kill -s QU T $MAI NPI D

Privat eTnp=t r ue

[I'nstall]
Want edBy=mnul ti - user .t arget

FE AEXIE sudo systemctl enable openresty. & A& 501 OpenRestore AMH|A A|ZH/E K|
systemctl start openresty / systemctl stop openresty EHE':'% %%oa'O# ""EA'"A7|' FE AFQXFE A'
B R ZRA= K] ZelEtLct.

1. Selinux x| 72X 2 U8 SELinux I 7|X|2F CentOsofl AX|E LICEHSELinux M3 MM

5t24™ policyCoreutils-devel TH7|X| & sliE S& 42 A XISHOF & LICH policycorutils-devel 2
Mx|5t24H o] BHE& =gLct

yuminstall policycoreutils-devel

EH7|X|E 7(|°|' < sepolicy I:|=|E'.=Io| x—||'%|3=||'|——||-_—|'.

usage: sepolicy [-h] [-P PCLICY]

{bool eans, conmuni cat e, gener at e, gui , i nt erf ace, manpage, net wor k, transi ti on}

SELi nux Policy | nspection Tool

. SElinux AF2 A2 M Linux AFEXF U 3 MA42124 semanage login -1 Linux AF& XFQ}F SELinux At
Ex}F zto| nfEE 2™

[ r oot @ oadpr oxy-ci sco-com ~] # senanage login -I

Logi n Name SELi nux User M.S/ MCS Range Servi ce
__default__ unconfined_u s0-s0:¢c0.c1023 * *
r oot unconfined_u s0-s0:¢c0.c1023 *

F E =2 SELinux user_u AF2X}oi| OHEEl A Linux AF& XH(nginx AFHE XHE ALt
useradd -Z user_u ngi nxuser

[ root @ oadpr oxy-ci sco-com ~] # passwd ngi nxuser

Changi ng password for user nginxuser.

New passwor d:

Ret ype new password:

passwd: all authentication tokens updated successfully.

nginxuser®t user_u 7t2| OH& 2 E2{®H rootZ Ctg HHES LT LICt
[ root @ oadpr oxy-ci sco-com ~] # senanage login -I

Logi n Name SELi nux User M.S/ MCS Range Servi ce
__default unconfined_u s0-s0: c0.¢c1023 *
ngi nxuser user _u sO *
r oot unconfined_u s0-s0: c0.¢c1023 *

SELinux __default__ 7|22 2 SELinux unemoted_u AF& X}oi| O ZE/L|C}. user uE 7|2H
O C}2 Ho = X|staloF &LCt.

semanage login -m-s user_u -r sO __default__

HHo| M2 & S5t=X| 2Fo|o|'E=| semanage login -I. Ct& 1} Z2 £30| & ELICH



ogin Name SELinux User MLS/MCS Range Service

_default__ user_u s0
ginxuser user_u s0@
unconfined_u sP-s0:c0.c1023

nginx.conf& 835t nginxuserdl CHet AR ™ HE S AT LICH =23 chown R
nginxuser:nginxuser * <Openresty-install-directory> CIHEZo A& EP.nglnx.conf s -
510 At Z2 MAE A& 7| 8t AF8 AR nginxuserE Z&HEFLICH

Nginx0l CHZF SELinux &3 AL 7|

1.

som\l@sn

Nginx0ll CHEF A 7|2 AFE X R M E M S8H= CHAI sepolicy generate —init /usr/bin/nginx 7| &
HMo=Z AR5t ol E&LCH

. MBE URLAMIM CFHR2 2 E 8t nginx.fc It 2(File Contexts It ) 2! nginx.te(Type Enforcement

Thg)) 7} 2Jo] ofet e %A Aol 217 SEEIALIC

O =HEI HHE S €8 Ao cHal +HEIRISEE FHEZE ASE += &t
. Finesse 12.6 ES02 I} & A X E Qo4 Ct2 E = I 0| X|0f| A selinux-nginx-rhel-master-

modified.tar Tt 2= Ct2 2 = 8TL|CE
v [ selinux-nginx-rhel-master-modified

AUTHORS
COPYING
~ 00 nginx
Makefile
nginx.fc
nginx.if
nginx.pp
nginx.te
¢ README.md
tar It % F &35t nginx C|MEE[2 O|SELCt.
fcmtdS & nglnx MR 223, Al X pid T o| E mtd Z2E = lgfLct

. 5"|_u.|j_E-||O| ME make BHS AMELICE
. nginx.pp I+t 0| MEL|Ct.

semodule BHE A™EHLIC}H

senodul e -i ngi nx. pp

X-I xH_

10. /rootE 0|5 3t04 touch /.autorelabelO|2t= Bl el pHELCEH
1. A|AERIE RHE—RIEHLICE
12. H&Mo| ME3Xo 2 ZEE|RF=EX| EQlsie{m™ o] HHS =dstL|ct.

senodul e --1ist-nodul es=full


https://software.cisco.com/download/home/283613135/type/284259728/release/12.6(1)ES2
https://software.cisco.com/download/home/283613135/type/284259728/release/12.6(1)ES2

[rootRloadproxy-cisco-com ~]# semodule —--list-modules=full
nginx pp
container pp
flatpak pp
abrt pp
accountsd pp

acct pp
ERES pp
aiccu pp
aide pp
ajaxterm pp
alsa pp

13. Nginx= /gt gio| Al&sHoF grL|Ct. (182 /varlog/imessages ! /var/log/audit/audit.logOil
M AI--‘E"-°F T &Lct)
14. Nginx SE{E =I5tz o] FZS ™R LICH

[root@loadproxy-c1sco-com ~1# ps —-aefZ |grep nginx
_u:system_r 150 root 1686
_u:system_r: 158 us+ 15687

isystem_r :s0@ us+ 1688
isystem_r: 150 us+ 1689

_ : master process /fusr/bin/
:system: Y us+ 1690

: worker process
: worker process
: worker process
: worker process
: worker process
: worker process
: worker process

:isystem_r: :s@ us+ 1691
isystem_r 1s@ us+ 1692
:isystem_r: 1s@ us+ 1693 1686
isystem_r 150 us+ 1694 1686 7 : worker process
_u:system_r: :s@ us+ 1695 1686 ? :00: : cache manager process
unconfined_u:unconfined_r:unconfined_t:s@-s58:c@.c1823 root 2543 2252 @ 16:17 pts/0 00:00:80 grep ——color=auto

OO DD

1. https://<reverseproxy:port>/finesse/api/Systeminfo& Q& LICt A4E = =X & IFL
Ct.

2. <primaryNode> 2! <secondaryNode>2| <host> 2} 2 R &8t AU T EA| SAE O|F UL
C}. Finesse ZAE O|E0| ofL|o{of &Lt

cuiCc % 2tol= Hlo|H

1. Finesse 3AE O|E0| UYsF ZEA| SAE 0|2 CHA SE | EAIE/E B2 Finesse 12.6
UCCE 7|5 ™A 2| "VPN-Less Access to Finesse Desktop"2| "HIE |3 B4Et OJ|O|E| R
7" M| AEE |2 ZEA| O Hu|ado|M L {2 E 5 AE 7} Finesse Mol 242
A FIHE[R=X] = QI LICH

2. LiveData 7}30| Finesse Desktop0ll M MCHE 2 EE|™M CUIC L LiveData TF A| Z41| 22|
o|Mo| Mgt

3. CUIC 2! LiveData ZAI|22|0|M0| 5 AL ZAASIE{E DMZOIA] 0|28t URLO CHEF HTTP
REE PE1 Y URLO| HAZEE += JU=X] 5—.* lefLct.
https://<reverseproxy:cuic_port>/cuic/rest/’S &£
https://<reverseproxy:ldweb_port>/livedata/securityhttps://<reverseproxy:ldsocketio_port>/=



/content/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/icm_enterprise/icm_enterprise_12_6_1/configuration/ucce_b_features-guide-1261.html
/content/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/icm_enterprise/icm_enterprise_12_6_1/configuration/ucce_b_features-guide-1261.html
/content/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/icm_enterprise/icm_enterprise_12_6_1/configuration/ucce_b_features-guide-1261.html
/content/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/icm_enterprise/icm_enterprise_12_6_1/configuration/ucce_b_features-guide-1261.html

ID

IdS Zm|T2fo[ME ABstedH Chg BAHE s~ LICH

0jo

1. 22|t QIE{H|O| AT A e TEAIE Sl =E (X 4222 LANOIM
https://<ids_LAN_host:ids_port>:8553/idadmin2| IdSAdmin QIE{H O|A0f 231218t |C}.

2. Settings(A™) > IdS Trust(IDs &E)E ME{EfL|CH.

3. ZEA| 2BHAH HAIRF == 7} Download SP metadata(SP HIEIH|O|E| Ct2 2 ) H 0| X|of
Ltdz|of QEX| & Q151 Next(CHR)E =& LICH

4. Upload IDP metadata(IDP MIEICO|Ef 42 ) H 0| K|l LA E 732 IDP ZEA|7} SHIZ
A EAIZ|=X| &Ql5 1 Next(CHR)E 22/8tLIC.

5. Test SSO(SSO EIAE) HO|X|0M ZE ZEA| 2HAE T EE S5l E|AE SSOE Al%t5t
1 2E Jo| dBFH=X| EHQUELICE 0| fISiMde Z8A| LEE ElHA sle{H Z2to|A
E AMAH edZo| et

g5

nmon =2 BtE 52 |19 85 Z&{ol CiEr Ol0o|E 2442 Finesse Release 12.6(1)ES2 AZ E
Qo Ct2 E = | 0| X|(load_result.zip) | A & 2lEr = Ql&LICEH ClO|E{= cl&A3& & =IHHI0|N

Ehodof CHet ZEA| AEHE LIEFLHOH, A= 2000 UCCE £ S0{|A{ SSO 210I2 AI835tE AL, Al
Xt 2000HE et 7|2 BllojotRoll L AHEI CHE 8A|ZH SO CcUIC LD ETME LIEFALICE H|
75t stE90{0| A NginxE At&36to] dx|o| 28t AFE, Cl2a3 Y HEI F MEE T
Est= ol AFEE = U&LICH

= e e

SELinux

1. Nginx7+ 7| ™Mo 2 A|ZE|X| oL Finesse O|O|ME AT S0 HMAE = Qi B
S HAS ME5t0{ SELinuxE 518 ZEZ MHEFLICH
setenforce 0

2. Nginx& systemctl restart nginx BE =S A LICtH

. /g2 /var/log/messages % /var/log/audit/audit.logHlA AFE & = U&LICH

4. ChZ BE & otLHE AHE5t0{ 0|2 RIEFE B & U= HEIE ALE510q te THAS MW
AsfloF gfLICt.
cat /var/log/audit/audit.log | audit2allow -mnginxl > nginxl.te. # this will create
nginxl.te file

or

ausearch -c 'nginx' --raw | audit2allow -M ny-nginx # this will create ny-nginx.te file

5. selinux-nginx-rhel-master-modified/nginx C|Z E 2(0{| /= 2 nginx.te TtUS M ZE &M El
HE HElo= Yoo|EELCE.

6. 2t &2 HAOZ HI QA make HHES AAEFLICH

7. nginx.pp TFAO| CHA| A EL|C},

8. semodule HHOZ HME 2 EFLCE.
senodul e -i ngi nx. pp

9. SELinux0i| M CtE BHES AI85t01 ZEE A&t S FLICt.
setenforce

w


https://software.cisco.com/download/home/283613135/type/284259728/release/12.6(1)ES2
https://software.cisco.com/download/home/283613135/type/284259728/release/12.6(1)ES2
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