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2. Browser adds additional information to the

1. Client initiates request, request and forwards it to the server.
>l | > |=
=)« 2
Client Browser Server
4. Browser decides whether the client should 3. Server decides how to respond to the
have access to the response. request, and sends the response to the
browser.
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HTTP GET /cuic.uccelab.tac/cuic/rest/.. Origin: https://finessep.uccelab.tac:8445
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1. Browser sends request to server.
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Client Browser Server
2. Because there is no Access-Control-Allow-Origin
header, browser doesn’t send response to client,
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Client initiates request to server through
the browser Browser sends preflight request
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« c © Not secure Whsps//finessep.uccelab.tac:8445 Yesktop/container/Tlocale=en_US# /myStatistics
il Ci - @ Ready
isco Finesse v
cisco @DG:]S:?G
Agent Summary
agent Stato Logged On Tima Ready Tima Mot Ready Time % Not Ready Time
Home Iy, agunt] _ 17:27:27 00:13:24 17:14:02 98.7%

My Statistics

D

My History

HTTP OPTIONS 2&(ZZ|Z2}0|E 2%)0| CUIC/Live Data MH{Z MSELICE 0| X2 ZE
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48 SAML-tracer

¥ Clear QIRsETELE &

HTTP

Iﬁ’llﬂhs WLth:EHLuinJh.utLeldh.ld:flivﬁdaLe!dpifInaphw&L%uuuusL!dﬁenLCcrf;g!J>E"Zﬁ"agewtl&lﬂhuﬁazl HTTP/1.1

OLLEpL . a
dccess-Control-Request-Method: GET
: e inadattdile 1, content - type ,domain, ldauthheader,locale, peripheralid

rigin: https://finessep.uccelab.tac:8445
ser-Agent. MoZllla/>. & (Windows o Mingd; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/131.@.8.8
safari/537.36

Sec-Fetch-Made: cors

cec-Fetch-5ite: same-site

Sec-Fetch-Dest: empty

leferer: https://finessep.uccelab.tac:8445/

Sdccept-Encoding: gzip, deflate, br, zstd

fdccept-Language: en-US,en;q=0.9

SEMVEr: NELNX
date: Sat, @1 Feb 2825 17:33:34 GMT
content-type: application/octet-stream
itk
ccess-contrel-allow-origin: https://finessep.uccelab,tac:8445 I
ACCeSS-Con Mdx-dge: bgd
access-control-allow-credentials: true
access-control-allow-methods: GET,POST,O0PTIONS,PUT,DELETE
access-control-allow-headers: Content-Type,X-Requested-With,accept,Origin,Authorization,Access-Control-Request-
Method,Access-Control-Request -Headers ,Domain, locale, peripheralid, ldauthheader
access-control-expose-headers: Access-Control-Allow-0Origin,Access-Control-Allow-Credentials,Access-Control-Allow-
Yethods ,Access-Control-Allow-Headers, Access-Control-Max-Age
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7t51o| B i E2 2to|E dlo|E EA| & 7[Ef METE| & 2 HIR 504 Finesse 7H30f| JF&
2 0|X|= Cross-Origin 2|24 37 EXME TIEHE = UL T HdAHEIR&LIC.

7|&Xo 2 0| 752 Cisco Finesse Z22I0|1E0|AM Z2|EZEI0|E QHE
&5t Ao 2 ZSELICEH Ol HHE =2l 7|52 CORS &&d EAIE Al
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Finesse OlA 3 &0 A Contact Center CORS Quick Check 12.6-v1.0 7} 5 & HH i 52404

1. Contact Center CORS Quick Check 12.6-v1.0 folder.20{| A 7} ot ct2=2 = 8fL|Ct.

2. Contact Center CORS Quick Check 12.6-v1.0 £2EH2| LI& 2 Finesse &%| LHQ| 3rdpartygadget
CIREZ|of SAEFLICE

3. 711 & Finesse OIA & Bl|0|0tR Q| Ht= AFS A UE(AEH, =IHHIO|X &)oil F7+EHLCt.
MBE oA XML o] 7131 F7t5t7| {8t SHIE F#+4& E0o{ELICt

<gadget>/3rdpartygadget/files/TestCORSgadget.xml</gadget>

tet= grEHoi CH3t REAIEH LHE 2 Finesse Developer
11, Finesse Administration GU|de9_| Manage Third-Party

EbAL 7tXE A2 =5t HEE 3HHO| F 7t
Guide®| Third Party Gadgets & & 2t =&}
Gadgets &2 H XA,

780 mplo| A2 E | T Cisco Finesse Tomcat AH|AZF CHA| A|ZHE|H 7HRIZ2 AFR2E 4= QIO
GUI(Z22HE! AFS R CIE{H|O|A)7F E AEILICEH


https://github.com/mohammusal/Contact-Center-CORS-Quick-Check---Cisco-Finesse-Gadget?tab=readme-ov-file
https://developer.cisco.com/docs/finesse/#!rest-api-dev-guide
https://developer.cisco.com/docs/finesse/#!rest-api-dev-guide
https://www.cisco.com/c/en/us/support/customer-collaboration/finesse/products-user-guide-list.html

e c © Notsecure hitps://finessep.uccelab.tac:8445/desktop/container/?locale=en_US#/GadgetTest

MIMIIT ; . @ Ready y
ik Cisco Finesse @ i

Contact Center CORS Quick Check

A

Home

Insert FQDN/IP address of the targeted resource

M Choose which Cisco product yvou are testing: | Cisco CUIC W |

--Please choose an option--
Statistics P

Cisco Finesse

Cisco CUIC

| Other

| SECHe S20/M CUICE Mg 4 aLich MZE TEof CUIC ME{2l FDN(EHT
2 QUayarLict 4BHOI BlAEE of7|ofl EAIE CHE TR WUt

. i

_ O Notsecure hitps//finessep.uccelab.tacB445/desktop/container/?locale=en_US# /GadgetTest

e : . @ Ready y
CISCO Cisco Finesse @ 00:51:44
Contact Center CORS Quick Check

Insert FQDIN/IP address of the targeted resource: .cuicpub.uccelab.tac

— Choose which Cisco product yvou are testing: | Cisco CUIC w

CORS Preflight Test Succeeded v/

Statistics

O

My History

EIAET} -3 5tH CUIC ME 7t Finesse AEH2t2| CORS(Cross-Origin Resource Sharing)0odl 3|
TAME|QiS S olnlgtLct 22K SAML £X7| 210f= HTTP OPTIONS 2%(CORS Z 2|
ZZI0|E)0| CUIC MHE MEE[USE EodELICH O] 2F0E= Finesse AL =47} Origin &l
ol Z & Elo] A&LICE CUIC AME{7t 200 OK HTTP HIAIX |2 SEFH oM, SEH 2| Access-
Control-Allow-Origin SI{0 = Finesse AEHQ| =474 L& E[0] QA& LICH O] 7| 3t CUIC A



H7} Finesse MEH £%{2| 2 E $1&sIE S T8 5|01 CORS7} SHIZH AHER=X] FHF L
Ct.

<#root>
OPTI ONS https://cuicpub.uccel ab.tac/cuic/ HITP/ 1.1

sec-ch-ua-platform: "Windows"

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, Tike Gecko) Chrome..
sec-ch-ua: "Google Chrome";v="131", "Chromium";v="131", "Not_A Brand";v="24"

sec-ch-ua-mobile: 70

Accept: */*

Oigin: https://finessep.uccel ab.tac: 8445

Sec-Fetch-Site: same-site

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: empty

Referer: https://finessep.uccelab.tac:8445/
Accept-Encoding: gzip, deflate, br, zstd
Accept-Language: en-US,en;q=0.9

<{froot>
HTTP/ 1.1 200

server: nginx

date: Sat, 08 Feb 2025 01:27:47 GMT

content-length: 0

strict-transport-security: max-age=31536000; includeSubDomains

set-cookie: JSESSIONID=bE73993C4A7C1Fclb33A7AaF897B8428; Path=/cuic; Secure; HttpOnly; SameSite=Strict
pragma: No-cache

cache-control: no-cache

expires: Thu, 01 Jan 1970 00:00:00 GMT

x-frame-options: SAMEORIGIN

X-xss-protection: 1; mode=bTlock

Xx-content-type-options: nosniff

content-security-policy: default-src 'self' ; script-src 'self' data: 'unsafe-inline' 'unsafe-eval' ; s
vary: origin,access-control-request-method,Access-Control-Request-Headers

access-control -alloworigin: https://finessep.uccel ab.tac: 8445

access-control-allow-credentials: true

access-control-expose-headers: access-control-allow-origin,access-control-allow-credentials,access-cont
access-control-max-age: 600

access-control-allow-methods: DELETE,POST,GET,OPTIONS, PUT

access-control-allow-headers: referer,peripheralid,origin,access-control-request-method,locale,accept,a
allow: GET,POST,OPTIONS,PUT,DELETE

Ol AlLt2[20M E2 & &3X| et AI|aelo|ME EodELICE 9| o et & 2| Finesse MH=
CUIC MMM 7tURIZE FAE|X| f&LICt CHAl CUIC HAIRtO B 8 ELIch O 23 CORS
Z2|Z2H0|E 70| Almldtn CUIC A7 HTTP 403(Forbidden) 2 F 2 SE&LICEH



“ & © Notsecure  hitpsy//finessep.uccelab.tac:B445/desktop/container/?locale=en_US#/GadgetTest

SInlir : . @ Ready .
cISco Cisco Finesse @ 01:03:50

Contact Center CORS Quick Check

Insert FQDN/TP address of the targeted resource: |cuicsub.uccelab tac

Choose which Cisco product you are testing: | Cisco CUIC hl

Statistics

O]

Test CORS Connection

CORS Preflight Test failed X

<#root>
OPTI ONS https://cuicsub.uccelab.tac/cuic/ HTTP/ 1.1

Accept: */*
Access-Control-Request-Method: OPTIONS

Oigin: https://finessep.uccel ab.tac: 8445

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, Tike Gecko) Chrome..
Sec-Fetch-Mode: cors

Sec-Fetch-Site: same-site

Sec-Fetch-Dest: empty

Referer: https://finessep.uccelab.tac:8445/

Accept-Encoding: gzip, deflate, br, zstd

Accept-Language: en-US,en;q=0.9

<tfroot>
HTTP/ 1.1 403

server: nginx

date: Sat, 08 Feb 2025 01:54:52 GMT

content-type: text/html;charset=utf-8

content-length: 2143

strict-transport-security: max-age=31536000; includeSubDomains
set-cookie: JSESSIONID=1C7606841B83d7847486c3d18D31cEfD; Path=/cuic; Secure; HttpOnly; SameSite=Strict
pragma: No-cache

cache-control: no-cache

expires: Thu, 01 Jan 1970 00:00:00 GMT

x-frame-options: SAMEORIGIN

X-Xss-protection: 1; mode=block

X-content-type-options: nosniff



CUIC 7}A} CLI(Command Line Interface)2| £230 M & = /X 0| Cisco Finesse= LIA | K| &f
&LICt. Ol= FinesseZt TR O| CUIC MEH2| 7t URIE T |0 UK 2SS LIEHHLICE

<#root>
admn:utils cuic cors allowed origin |ist

cors_allowedorigins

1. https://finessep.uccelab.tac
2. https://finesses.uccelab.tac
3. https://finesses.uccelab.tac:8445
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