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1. 2|t At ZEHS 2 SSH(Secure Shell)& AF& 35104 AHH MMPO| 42 &HL|C}

2. CSR(Certificate Signing Request) 444

a. databasecluster 22t0|HE QB A F2:

pki csr <key/cert basename> CN:postgres

0i: pki csr databasecluster_client CN:postgres

b. databasecluster AMH{ Q15 Af:

pki csr <key/cert basename> CN:<domainname>
0i: pki csr databasecluster_server CN:vngtpres.aca

3. CSRO| MEE o 2{8 CA(Central Authority)0ll CSRZ E'=&LICt. CA7t FE CA(R &7 CA)
RIBEME MSst=x| ElgfLct.
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CllOIE{H|O|A EHAE @15 M <client_key> <client_crt> <ca_crt>

ClO|E{HIO|A& EE{AE] 215 A <server_key> <server_crt> <client_key> <client_crt> <ca_crt>
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CMS> database cluster join

WARNTMNG! 1!

Are you sure you wish to join this node to an existing database cluster? (Y/n)
The contents of this node's database will be destroyed!
The callbridge and web adsinistration will restart at the end of this procedure.
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Call Bridge

i

Call Bndges conneclad 1o the cluster
conbnuously assass which dalabase o
nstance is the hMaste rmnmmﬁ/.
- for res|ienoe
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Status : Enabled
Nodes:
10.48.36.61 : Connected Primary
10.48.36.118 : Connected Replica ( In Sync )
10.48.36.182 (me) : Connected Replica ( In Sync )
Node 1in use : 10.48.36.61
Interface a
Certificates
Server Key : dbclusterserver.key
Server Certificate : dbclusterserver.cer
Client Key : dbclusterclient.key
Client Certificate : dbclusterclient.cer
CA Certificate : vhgtpRootca.cer
Last command 'database cluster join 10.48.36.61' (Success)
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<ffroot>

Mar 30 12:39:04 localO.warning ClusterCorel

post gres

[20882]: [2-7] #011SQL statement "INSERT INTO domains(domain_id, domain_name, tenant_id, target, prior
Mar 30 12:39:04 localO.warning ClusterCorel

post gres

[20882]: [2-8] #011PL/pgSQL function create_or_update_matching_domain(boolean,uuid,text,boolean,uuid,i
Mar 30 12:39:04 localO.warning ClusterCorel

post gres

[20882]: [2-9] #011SQL statement "SELECT * FROM create_or_update_matching_domain(TRUE, inp_domain_id,

Mar 30 12:39:04 localO.warning ClusterCorel
post gres

[20882]: [2-10] #011PL/pgSQL function create_matching_domain(uuid,text,uuid,integer,integer,text) Tine

CHE2 2 7t x| eI DB &M & £F MLt

EA|/Zolf: &= 1|07} ot m|o{oiA DB & 7[0t 2 F &

ERROR : Couldn't upgrade the schema
Status : Error
Nodes:
10.48.54.75 : Connected Primary
10.48.54.76 : Connected Replica ( In Sync )
10.48.54.119 (me) : Connected Replica ( In Sync )
Node 1in use : 10.48.54.75
Interface Ta

Certificates

Server Key

Server Certificate
Client Key

Client Certificate
CA Certificate

Last command
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: dbclusterServer.key
: dbserver.cer

: dbclusterClient.key
: dbclient.cer

: Root.cer

'database cluster upgrade_schema' (Failed)
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<#root>
Mar 30 11:22:45 user.notice acanosrv05 schema_builder: Upgrading schema with connect Tine 'connect_tim

client. key

1

sslrootcert=/srv/pgsql/ca.crt

Mar 30 11:22:45 user.notice acanosrv05 schema_builder: Using database name 'cluster'

Mar 30 11:22:45 user.notice acanosrv05 schema_builder: schema build on database cluster complete

Mar 30 11:22:45 user.notice acanosrv05 schema_builder: Using CiscoSSL 1.0.1u.4.13.322-fips (caps Ox4F
Mar 30 11:22:45 user.notice acanosrv05 schema_builder: Using Ox1000115F

Mar 30 11:22:45 user.notice acanosrv05 schema_builder: INFO : Waiting for database cluster to sett]
Mar 30 11:22:45 user.notice acanosrv05 schema_builder: INFO : Database cluster settled

Mar 30 11:22:45 user.notice acanosrv05 schema_builder: Schema upgrade complete

Mar 30 11:22:45 user.info acanosrv05 dbcluster_watcher: Operation Complete

EAM/Eof: Z|o{ =7 DB 7|2 =0 A8 & ei&Lich

<#root>
Mar 31 10:16:59 user.info acanosrv02 sfpool: Health check 10.48.54.119: error (up = 1): could not conn
Connection refused

[#011Is the server running on host "10.48.54.119" and accepting|#011TCP/IP connections on port

5432
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3. Wireshark0ll A Zi%] IU S QT tep.port==54325 Al510{ L E 543201 A ZE{2I5t04 F /o]
Q} DB F I|oq Zto| EH B
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4. Mol M e EBHEIO| Qe AR FWIF 5 Mol =2|H x| Alo|e| ZEE RIEHE £~ &L
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ZCl0|¢EQ} Mu] ZHe| s oA LB Ql miZ! A= ChSat Z&Lct.
0| ool A 22H0|E IP= 10.48.54.1190|11 M= 10.48.54.75Q]L|C}.
‘.admin.-a-ED.l'.'ﬂiﬂ-Niﬂz.pcap B e —
dRZeEEAB ceuTsaMaanE
N |tep.portmn5ans

No. Tine Searce Destnation Protocol Length Trife

56 2017-03-31 OB:36:13.559098  10.48.54.119 18.48.54.7% TP 6@ 35826 + 5432 [ACK] Seqel Ack=1 Win=29312 Len=@

57 2017-93-31 ©8:36:13.559147  18.48.54.119 18.48.54.75 PGSQL 62 »

58 2017-983-31 98:36:13.55016%  10.45.54.75 18.48.54.119 TCP 54 5432 = 35826 [ACK] Seq=l Ack=3 Win=29312 Len=@

59 2017-83-31 ©98:36:13.559718 18.48.54.75 18.48.54.119 PGSQL 55 <

60 2917-93-31 ©6:36:13.550798  19.43.54.119 19.48.54.75 TCP 60 35826 + 5432 [ACK] Seqe? Ack-2 Win=29312 Len-@

Bl 2017-23-31 DE:35:13.560499  10.45.54.119 18.48.54.7% TLSvl.2 257 Client Hello

62 2017-83-31 @§:36:13.560963 18.48.54.75 18.48.54.119 TLsvl.2 2605 Server Hello, Certificate, Certificate Request, Server Hello Done
63 2017-83-31 96:36:13.561060  10.45.54.119 10.48.54.75 TP ER 35826 + 5432 [ACK] Seq=212 Ack=2553 Win=342384 Len=@

G4 2817-83-31 @8:36:13.564761  18.45.54.119 18.48.54.75 TLSvl.2 2983 Certificate, Client Key Exchange, Certificate Werify, Change Cipher Spec, Encrypted Handshake Message
65 2917-93-31 ©5:36:13.564818 10.48.54.75 18.48.54,119 TP 54 5432 - 35826 [ACK) 5eqe2553 Ack=3141 Win=36224 Len=@

BE 2017-23-31 DE:35:13.568035 10.48.54.75 18.48.54.119 TLSvl.2 1688 Mew Session Ticket, Change Cipher Spec, Encrypted Handshake Message
67 2817-83-31 ©8:36:13.56619%  18.48.54.119 18.48.54.75 TP 6@ 35826 + 5432 [ACK] Seqm3ildl Ack=4157 Wine37632 Len=@

66 2017-83-31 B6:36:13.568551 18.45.54.119 10.48.54.75 TLSvl.2 124 Application Data

69 2817-83-31 @8:36:13.570438 10.48.54.75 18.48.54.119 TLSwl.2 486 Application Data

78 2017-83-31 ©6:36:13.571870  10.48.54.119 10.48.54.75 TL5vl.2 128 Application Data
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https://kb.acano.com/content/23/238/en/when-clustering-database-servers-why-do-i-need-to-place-them-on-different-locations.html
https://kb.acano.com/content/8/212/en/we-have-a-database-cluster-and-i-see-a-database-error-or-warning-in-the-log-what-should-i-do.html#content
https://kb.acano.com/content/8/212/en/we-have-a-database-cluster-and-i-see-a-database-error-or-warning-in-the-log-what-should-i-do.html#content
https://kb.acano.com/content/8/237/en/one-or-more-of-the-database-servers-are-not-connected-or-in-sync-state-what-should-i-do.html#content
https://kb.acano.com/content/8/237/en/one-or-more-of-the-database-servers-are-not-connected-or-in-sync-state-what-should-i-do.html#content
https://kb.acano.com/content/23/214/en/what-do-i-do-if-there-is-no-master-database.html
https://kb.acano.com/content/23/75/en/how-do-i-move-the-master-database.html
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https://www.cisco.com/c/ko_kr/support/index.html
https://www.cisco.com/c/ko_kr/support/index.html
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