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i p access-list extended Infrastructure-ACL-Policy

! I-— Include explicit permit statements for trusted sources !-- that require access
on the vulnerable port ! permt tcp host 192.168.100.1 192.168.60.0 0.0.0.255 eq 4786
! I-— The following vulnerability-specific access control entry !-- (ACE) can aid in
identification of attacks ! deny tcp any 192.168.60.0 0.0.0.255 eq 4786 ! !--
Explicit deny ACE for traffic sent to addresses configured within !-- the
infrastructure address space ! deny ip any 192.168.60.0 0.0.0.255 ! !-- Permit or
deny all other Layer 3 and Layer 4 traffic in accordance !-- with existing security
policies and configurations ! !-- Apply iACL to interfaces in the ingress direction !
interface G gabitEthernet0/0 ip access-group Infrastructure-ACL-Policy in

QIE{HO|A HMA SECE LE{RSHH ICMP T2 Z7F HAIX|E LEZE ECHEIQ| AAE CHA|
MEELICH olefet HIAIX|IE /st ClHO| A0 A CPU AFE & 0| E7tétE Rl et F&E O
& £ Ql&LCh Cisco 10S Software0ll A ICMP @172 2715 MM J|2xo =z 500Y2|&0tct 5t
Ltol mjZio 2 RIBHEILIC ICMP @47 £ 7+ HIAIX| a3 QIE{H|0|A ZAT| T3 01M B2 no ip
unreachable2 At&35t04 HIgM8tg &= J&LICH ICMP 2 2715 & & X2 ip icmp rate-limit
unreachable interval-in-ms £1% 74 HEE ALE5t0{ 7|2g[oAM HEE = JU&LICt

Ald: Q1= B AA|A Mo S5

B E|RH7F QUE{H| 0| A 0] IACLE X &3t £ show ip access-lists @2 IACLO| M El QIE{m|0|A
OlM ZEEZE TCP ZE 47862| Smart Install T{Z! =& AlEefLIct 2Elxts EEHIE HAE =
Atstod of FAHE o4 E5te{e Al RIX| & 2l5Hok & LICH. show ip access-lists Infrastructure-
ACL-Policy2| £33 ofl= Ct&3 Z&Lcth

rout er #show ip access-lists Infrastructure-ACL-Policy

Ext ended | P access list Infrastructure-ACL-Policy
10 pernmit tcp host 192.168.100.1 192.168.60.0 0.0.0.255 eq 4786
20 deny tcp any 192.168.60.0 0.0.0.255 eq 4786 (13 matches)
30 deny ip any 192.168.60.0 0.0.0.255

router#

Ol oflof M HMA == Infrastructure-ACL-Policy= ACE(HMA Mo 55 &5) 242l 2001 CH3H
TCP X E 47860 A 13702 Smart Install TS AN & LIC}.
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rout er #show ip cache flow

| P packet size distribution (90784136 total packets):
1-32 64 96 128 160 192 224 256 288 320 352 384 416 448 480
.000 .698 .011 .001 .004 .005 .000 .004 .000 .000 .003 .000 .000 .000 .000
512 544 576 1024 1536 2048 2560 3072 3584 4096 4608
. 000 .001 .256 .000 .010 .000 .000 .000 .000 .000 .000
| P Fl ow Swi tching Cache, 4456704 bytes
1885 active, 63651 inactive, 59960004 added
129803821 ager polls, O flow alloc failures
Active flows tinmeout in 30 ninutes
Inactive flows timeout in 15 seconds
| P Sub Fl ow Cache, 402056 bytes
0 active, 16384 inactive, 0 added, O added to fl ow
0 alloc failures, 0 force free
1 chunk, 1 chunk added
last clearing of statistics never
Pr ot ocol Tot al Fl ows Packets Bytes Packets Active(Sec) Idle(Sec)
———————— Fl ows / Sec / Fl ow [Pkt / Sec | Fl ow | Fl ow
TCP- Tel net 11393421 2.8 1 48 3.1 0.0 1.4
TCP- FTP 236 0.0 12 66 0.0 1.8 4.8
TCP- FTPD 21 0.0 13726 1294 0.0 18.4 4.1
TCP- WAW 22282 0.0 21 1020 0.1 4.1 7.3
TCP- X 719 0.0 1 40 0.0 0.0 1.3
TCP- BGP 1 0.0 1 40 0.0 0.0 15.0
TCP- Frag 70399 0.0 1 688 0.0 0.0 22.7
TCP- ot her 47861004 11.8 1 211 18.9 0.0 1.3
UDP- DNS 582 0.0 4 73 0.0 3.4 15.4
UDP- NTP 287252 0.0 1 76 0.0 0.0 15.5
UDP- ot her 310347 0.0 2 230 0.1 0.6 15.9
| CvP 11674 0.0 3 61 0.0 19.8 15.5
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| Pv6l NI P 15 0.0 1 1132 0.0 0.0 15. 4
GRE 4 0.0 1 48 0.0 0.0 15.3
Tot al : 59957957 14.8 1 196 22.5 0.0 1.5
Srclf Srcl Paddr ess Dstlf Dst | Paddr ess Pr SrcP DstP Pkts
Gi0/0 192.168.11.54 Gio/1 192.168.60.158 06 0911 12B2 3
GO0/1 192.168.150.60 G O0/0 10. 89. 16. 226 06 0016 12CA 1
Gi0/0 192.168.10.17 Gio/1 192.168.60.97 06 0B89 12B2 10
GO0/0 10. 88.226.1 GO0/1 192.168.202.22 11 007B 007B 1
router#

29| oflof M= TCP ZE 47862| Smart Install ZHZ! 0| CH5H 042 =& (16Zl4 &t 0x12B2)0| U&L
Ct.

TCP ZE 229| mfZlof CiEt EEi = S &0 2edTH(16%8l+ 2L 0x16), B show ip cache flow |
include Srclf|_06_.*12B2_&= C}= 1+ Z0| #&1 TCP NetFlow SIZEE E A LICH

TCP &2 &

rout er #show ip cache flow | include SrcIf|_06_.%*0016

Srclf Srcl Paddr ess Dstlf Dst | Paddr ess Pr SrcP DstP Pkts
Gi0/0 192.168.11.54 Gio/1 192.168.60.158 06 0911 12B2 3

Gi0/0 192.168.10.17 Gio/1 192.168.60.97 06 0B89 12B2 10
router#
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! I'-- Include explicit permit statements for trusted sources !-- that require access
on the vulnerable port !! access-list tACL-Policy extended pernmit tcp host

192. 168. 100. 1 192. 168. 60. 0 255.255.255.0 eq 4786 ! !-- The following vulnerability-
specific access control entry !-- (ACE) can aid in identification of attack ! access-
list tACL-Policy extended deny tcp any 192.168. 60. 0 255.255.255.0 eq 4786 ! !--
Permit or deny all other Layer 3 and Layer 4 traffic in accordance !-- with existing
security policies and configurations ! !-- Explicit deny for all other IP traffic !
access-list tACL-Policy extended deny ip any any ! !-- Apply tACL to interface(s) in

the ingress direction ! access-group tACL-Policy in interface outside

4|l: 83 HM|A Kol 55
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IE{H O|A 0| tACLO| M8 & F & E[Xt= how access-list 32 At&35to{ ZEZE TCP ZE
47862| Smart Install I{Z! =& AHE = QgLCt HEXts HERE HZS ZALSH0] O] F[of4
g o 835lgde AT QK| &QlstE 20| Z&LICE show access-list tACL-Policy2| &3 o = CtS 1}
zZta Lol

firewal | #show access-list tACL-Policy
access-list tACL-Policy; 3 elenents
access-list tACL-Policy line 1 extended permit tcp host 192.168.100.1
192. 168. 60. 0 255. 255. 255.0 eq 4786
access-list tACL-Policy line 2 extended deny tcp any
192. 168. 60. 0 255. 255.255.0 eq 4786 (hitcnt=80)
access-list tACL-Policy line 3 extended deny ip any any (hitcnt=8)
firewal | #
o] ofl ol A HM|A SE tACL-Policy= ACE 22! 201 CHEH TCP Z.E 478601 M 8071 ADLE A %]
mZg ARF&LICH

1=
|

: W3t HM|A F5F Syslog HIA|X

log 7|¥E7t 9= ACE(YAMIA &l|o] & =)o |5 HF = mZlof| CHal 23t syslog HIAIX]
1060230| +dElL|Ct. Of syslog HIA|X|oi| CHEF 71 22 = Cisco ASA 5500 Series System Log
Message, 8.2 - 10602301 /& LICt.

Cisco ASA 5500 Series Adaptive Security Appliance & syslog Tt 430 CH8t & 2 &= Monitoring -
Configuring Logging™| /& LICt. Cisco Catalyst 6500 Series 22| x| 2! Cisco 7600 Series 2t Ed
ofl &t FWSMQ| syslog 430 CHEF & 2 &= Monitoring the Firewall Services Module| /& LICE.

CH2 oiloll M= show logging | grep regex B2 &aledo| 2 H{IH{0{| A syslog HIAIX|E FE&E
LICt. O[243t HIA[X|= O EA{of| MHEE FFHS Q.*%%Fﬁf QXH’“ AMEE LEHE &= i HE
= ofZlof chst F7F HEE MIFLc 24E HA|IX[o|M £ C|o|E{& A5 7| 2|8l grep 7|
FIEQ CHE MHTAIE AT = JUsLC

YA TR0 chHet F7H HE= A BHET(of &Lt

firewal | #show logging | grep 106023
Feb 21 2010 00:15:13: %ASA-4-106023: Deny tcp src outside: 192.0.2.99/2946
dst inside: 192. 168. 60. 240/ 4786 by access-group "t ACL-Policy"
Feb 21 2010 00:15:13: %ASA-4-106023: Deny tcp src outside: 192.0. 2. 88/2949
dst inside:192. 168. 60. 38/ 4786 by access-group "t ACL-Policy"
firewal | #

m||1
|0

ool 040l A tACL tACL ZZHod| CHsH

s 2Z = 1|AIXIE A2 = ClHo|Ao SEE F4
2 NS EITCP X E 478601 Cit Tzl EA

ASA £t 0{Z2}0|1A & syslog HIA|X|0of| CHEF F7F HE = Cisco ASA 5500 Series System Log
Messages, 8.2 & LICH. FWSME syslog MIA|X|of| CHEH =71 HE &= Catalyst 6500 Series
Switch 2! Cisco 7600 Series Router Firewall Services Module Logging System Log Messages|
U&LICE

Identifying Incidents Using Firewall
ZotAA|2L.

syslog O|HIEE ALt QIAIEE ZALol| CHEH RFMIEH LHE 2 |
and 10S Router Syslog Events Applied Intelligence B{ A& %t

FIt 8=
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