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E TS 62E ESEE Ao E 5185101 IACLE 7 4E &= U&LICt el ClHto|AE
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& : Infrastructure Protection Access Control Lists0 /& LICE.

i p access-list extended Infrastructure-ACL-Policy
!

I-- Include explicit permit statements for trusted sources

! -- that require access on the vulnerable port
!

permt tcp host 192.168.100.1 192.168.60.0 0.0.0.255 eq 9002

i
I-- The following vulnerability-specific access control entry

I-- (ACE) can aid in identification of attacks
!

deny tcp any 192.168.60.0 0.0.0. 255 eq 9002
!

I-- Explicit deny ACE for traffic sent to addresses configured within

!-- the infrastructure address space
!

deny ip any 192.168.60.0 0.0.0.255
!

I-- Permit or deny all other Layer 3 and Layer 4 traffic in accordance

I-- with existing security policies and configurations
!

I-- Apply 1ACL to interfaces in the ingress direction
!

interface G gabitEthernet0/0
ip access-group Infrastructure-ACL-Policy in

E-lTLlOI* HMA SECE EHEZSHH ICMP =& £7 HAIXIE EEHZE ECfEHO| AAE CHA|
S I—lEP Ol24Et HIAIXIE 45t E|HP0|/\01IA-I CPU AF8E0| B7tste x| et F&e 0O
2l 4= Q& LICH Cisco 10S Software0ll A ICMP 142 E7ts M 7[2Mo =2 500 2| =0tct 5t
Lol miZlo 2 AMEHEILICH ICMP @14 271 HIA|X| M2 CIE{H o|A 5ﬂJ.LlZLE{lOlH HE noip
unreachable2 A& 35t01 HIE €St = A&LICt ICMP 12 E7ts £ & A& ip icmp rate-limit

&rﬂ ro
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unreachable interval-in-ms 219 7+ WHE AI&35104 7|20 HEE == U &LICH

Ald: 1= B AA|A Mo |5

ZE|XF7F QIE{H| O] A0 IACLE ™88 % show ip access-lists EE 2 iIACLO| M El QIE{H|0|A
oM ZEZE TCP ZE 90022 miZ! =& Al LICt HElxtz EEJE IS ZAFStod 0lEd
g F[2fHE A Zsted= AT QIX| =elsoF B LICH show ip access-lists2| £21 ofl= Ct&1 Z2&

LICF.

rout er #show ip access-lists Infrastructure-ACL-Policy

Ext ended | P access list Infrastructure-ACL-Policy

10 pernmit tcp host 192.168.100.1 192.168.60.0 0.0.0.255 eq 9002

20 deny tcp any 192.168.60.0 0.0.0.255 eq 9002 (11 matches)

30 deny ip any 192.168.60.0 0.0.0.255

router#

2ol oflof M HMA == Infrastructure-ACL-Policy= ACE(HMA Mo 55 &5) 2+l 2001 CH3H
TCP X E 900204 M 11712] mjZ! & Ax|ZH & LCt.

ACE 7}2E] Y syslog O|HEE At&8t CIAIEHE X ALof| CHEF XHA|EH LI& & Identifying Incidents
Using Firewall and 10S Router Syslog Events Applied Intelligence Bi A& "*ZF_%H;,'ALC.’_.

ZElAt= ACE 7I2H M3 22 §H = Z [l Embedded Event Managerg& At& 3104
A ME2g £ S?,JﬁLIEF Hot ZAEIAE O] Embe dd d_Event Manager Applied Intelligence &4 A
olM= O] 7|5 ArE wedof Ciet F7t AT HEE M3 Fch

ID: HMA S8 2Z
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rout er #show ip cache flow

| P packet size distribution (90784136 total packets):
1-32 64 96 128 160 192 224 256 288 320 352 384 416 448 480
.000 .698 .011 .001 .004 .005 .000 .004 .000 .000 .003 .000 .000 .000 .000

512 544 576 1024 1536 2048 2560 3072 3584 4096 4608
.000 .001 .256 .000 .010 .000 .00OO0 .00O0 .0O00 .000 .0O00

| P Fl ow Swi tchi ng Cache, 4456704 bytes
1885 active, 63651 inactive, 59960004 added
129803821 ager polls, O flow alloc failures
Active flows tinmeout in 30 m nutes
Inactive flows tineout in 15 seconds
| P Sub Fl ow Cache, 402056 bytes
O active, 16384 inactive, 0 added, O added to fl ow
O alloc failures, 0 force free
1 chunk, 1 chunk added
| ast clearing of statistics never

Pr ot ocol Tot al Fl ows Packets Bytes Packets Active(Sec) |dle(Sec)
———————— Fl ows / Sec / Fl ow [Pkt / Sec / Fl ow / Fl ow
TCP- Tel net 11393421 2.8 1 48 3.1 0.0 1.4
TCP- FTP 236 0.0 12 66 0.0 1.8 4.8
TCP- FTPD 21 0.0 13726 1294 0.0 18. 4 4.1
TCP- WAV 22282 0.0 21 1020 0.1 4.1 7.3
TCP- X 719 0.0 1 40 0.0 0.0 1.3
TCP- BGP 1 0.0 1 40 0.0 0.0 15.0
TCP- Fr ag 70399 0.0 1 688 0.0 0.0 22.7
TCP- ot her 47861004 11.8 1 211 18.9 0.0 1.3
UDP- DNS 582 0.0 4 73 0.0 3.4 15. 4
UDP- NTP 287252 0.0 1 76 0.0 0.0 15.5
UDP- ot her 310347 0.0 2 230 0.1 0.6 15.9

| CVP 11674 0.0 3 61 0.0 19.8 15.5

| Pv6l NI P 15 0.0 1 1132 0.0 0.0 15. 4
GRE 4 0.0 1 48 0.0 0.0 15. 3
Tot al : 59957957 14.8 1 196 22.5 0.0 1.5
Srclf Srcl Paddr ess Dstlf Dst | Paddr ess Pr SrcP DstP Pkts
Gi0/0 192.168.10.201 Gi0/1 192.168.60.102 06 0984 232A 1
Gi0/0 192.168.11.54 Gio/1 192.168.60.158 06 0911 232A 3
GO0/1 192.168.150.60 G O0/0 10. 89. 16. 226 06 0016 12CA 1
Gi0/0 192.168.13.97 Gio/1 192.168.60.28 06 OB3E 232A 5
Gi0/0 192.168.10.17 Gio/1 192.168.60.97 06 0B89 232A 1
G O0/0 10.88.226.1 GO0/1 192.168.202.22 11 007B 007B 1
Gi0/0 192.168.12.185 Gi0/1 192.168.60.239 06 0BD7 232A 1
G O0/0 10. 89. 16. 226 GO0/1 192.168. 150.60 06 12CA 0016 1
G O0/0 192. 168. 48. 69 GO0/1 192. 168. 62. 49 11 CB42 8B61 7
G O0/0 192.168.0.74 GO0/1 192. 168. 60. 81 06 Db42 0050 3
G O0/0 192. 168. 0. 53 GO0/1 192. 168. 60. 223 06 34C7 01BB 4
G O0/0 192.168.221.121 G0/1 192.168.175.14 06 187B 34AA 11
G O0/0 192. 168. 0. 50 GO0/1 192. 168. 60. 185 06 4445 0050 5
G O0/0 192.168.247.75 GO0/1 192.168. 123. 123 11 BBA5 76El 5
Gi0/0 192.168.0.183 Gio/1 192.168.60.66 06 DOA8 232A 1
G O0/0 192.168.216.117 G0/ 1 192.168.83. 71 06 D102 9D1C 10
G O0/0 192.168.135.87 G O0/1 192. 168. 60. 226 11 BBF9 0045 4
router#
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TCP ZE 90022 mfZ!oj cHEt EciE S & (16%! 2k 232A)2F 2 24MH HH show i |p cache flow |
include Srclf|_06_.*232A= 047|0 Z A|El CHZ &Z4 TCP NetFlow EL_E E A

TCP & &

rout er #show ip cache flow | include SrcIf|_06_.*232A

Srclf Sr cl Paddr ess Dst | f Dst | Paddr ess Pr SrcP DstP Pkts
Gi0/0 192.168.10.201 Gi0/1 192.168.60.102 06 0984 232A 1
Gi0/0 192.168.11.54 Gio/1 192.168.60.158 06 0911 232A 3
Gi0/0 192.168.13.97 Gio/1 192.168.60.28 06 OB3E 232A 5
Gi0/0 192.168.10.17 Gi0O/1 192.168.60.97 06 0B89 232A 1

Gi0/0 192.168.12.185 Gi0/1 192.168.60.239 06 0BD7 232A 1
Gi0/0 192.168.0.183 Gi0/1 192.168.60.66 06 DOAS 232A 1

router#
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!

!-- Include explicit permit statements for trusted sources

! -- that require access on the vulnerable port

! access-list tACL-Policy extended permit tcp host 192.168.100.1 192.168.60.0
255. 255. 255. 0 eq 9002 !

!-- The following vulnerability-specific access control entry

!-- (ACE) can aid in identification of attacks

! access-list tACL-Policy extended deny tcp any 192.168.60.0 255.255.255.0 eq 9002 !
!-—- Permit or deny all other Layer 3 and Layer 4 traffic in accordance

I-- with existing security policies and configurations

!

!-- Explicit deny for all other IP traffic

! access-list tACL-Policy extended deny ip any any !

!-- Apply tACL to interface(s) in the ingress direction

! access-group tACL-Policy in interface outside

Al 81 YM|A Kol |5

Im

CIE{H| 0| A0 tACLO| M EEl £ Z2|X} = show access-list S AIE5l0{ ZE{RIEI TCP X
90022| W{Z! £~& AldE £ QI&LICH EElAte TE2E I3!S T Ao OI 28t FAMHe 9.F
StEds Al °|X| 2015t = Zd0| EZ&LICE show access-list tACL-Policy2| &3 o= CHS ot Z
Ct.

0

11|> 0

L
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firewal | #show access-list tACL-Policy

access-list tACL-Policy; 3 elenents

access-list tACL-Policy line 1 extended permit tcp host 192.168.100.1
192. 168. 60. 0 255. 255. 255. 0 eq 9002 (hitcnt=34)

access-list tACL-Policy line 2 extended deny tcp any
192. 168. 60. 0 255. 255. 255. 0 eq 9002 (hitcnt=119)

access-list tACL-Policy line 3 extended deny ip any any (hitcnt=8)

firewal | #

2ol oflof A HM|A =F tACL-Policy= A=2E = gle SAE s HERI0M =28t TCP X
E 900201 M 11971 2] iZ!E ArAN[RE&LICt

ila

4. 9F3leq HM|A S5 Syslog HIAIX]

log 7| E7t 9= ACE(YAMA o] & =)o |5 R = mZlof| CHal 23t syslog HIAIX]
1060230| A+dElL|Ct. Of syslog HIA|X|of| CHEF 71 &2 = Cisco ASA 5500 Series System Log
Message, 8.2 - 10602301 /& LICt.

Cisco ASA 5500 Series Adaptive Security Appliance & syslog Tt 430 Ci$t & 2 &= Monitoring -
Configuring Loggingdl 2! & LICt. Cisco Catalyst 6500 Series 22| %| & Cisco 7600 Series 2t E
of &t FWSME| syslog T30 CHEH & 2 &= Monitoring the Firewall Services Module™| !& LIC}.

CHZ od0d M= show logging | grep regex &2 E5tE0| 2 {0 M syslog HIAIX|E FEE
LICt. o[243t HIA[X|= O EA{of| MHEE FFHS Q.%%FE#E AR A& LHEH = /U= HE
= ofZlof chst FI7F HEE M3 FLICH 2Z4E HAIX[HAM §7 Olo|E{& HA4517| 2|5 grep 7|
QIEQ} CHE M AIZ AI8E = JU&Lch

Haal 220 chet F7F HE= Al BEE7|of /& L|Ch

firewal | #show logging | grep 106023
Sep 14 2011 00: 15: 13: %ASA-4-106023: Deny tcp src outside: 192.0. 2. 18/ 2944
dst inside:192. 168. 60. 191/ 9002 by access-group "t ACL-Policy"
Sep 14 2011 00: 15: 13: %ASA-4-106023: Deny tcp src outside: 192. 0. 2. 200/ 2945
dst inside:192. 168. 60. 33/ 9002 by access-group "t ACL-Policy"
Sep 14 2011 00: 15: 13: %ASA-4-106023: Deny tcp src outside: 192.0. 2. 99/ 2946
dst inside:192. 168. 60. 240/ 9002 by access-group "t ACL-Policy"
Sep 14 2011 00: 15: 13: %ASA-4-106023: Deny tcp src outside: 192.0. 2. 100/ 2947
dst inside:192. 168. 60. 115/ 9002 by access-group "t ACL-Policy"
Sep 14 2011 00: 15: 13: %ASA-4-106023: Deny tcp src outside: 192.0. 2. 88/ 2949
dst inside:192. 168. 60. 38/ 9002 by access-group "t ACL-Policy"
Sep 14 2011 00: 15: 13: %ASA-4-106023: Deny tcp src outside: 192.0.2.175/2950
dst inside: 192. 168. 60. 250/ 9002 by access-group "t ACL-Policy"
firewal | #
kol oflofl M tACL tACL & &ofl CHal 2ZE HAIX|E YE
& E TCP ZE 900201 CHet i S FE AR LICE.

ffo

2= ClHo|A| EEE T4

|

So

ASA 20t 0{E Fol.ojé% syslog HIA|X|of CHEt =71 HE = Cisco ASA 5500 Series System Log
Messages, 8.2 & LICH. FWSME syslog MIA|X|of| CHEH =71 HE &= Catalyst 6500 Series
Switch 2! Cisco 7600 Series Router Firewall Services Module Logging System Log Messages|
U&LICE

Identifying Incidents Using Firewall
ZotAA|2L.

syslog O|HIEE ALt QIAIEE ZALol| CHEH RFMIEH LHE R |
and 10S Router Syslog Events Applied Intelligence B{ A& %t

FIt 8=
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