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el gt FHlof MESE EcfZo HM AI™MZ =&57| 2|50 iACL(infrastructure access control
I|st)E T&ote ol E&LUCH #EIRtE 7|E 2ot YA ol An|agjo|Mof et =2t ClHto|A
2 MEEE 62FE EBE BAIMOR 5{85104IACLE T8 &= U&LICH Q=B C[HIO|AE
z|cHet 2EE55te{H FSEIACLZ IP FAo7F FHE BE QIEI|o[Ao QlaBA WO = XEE
OF BfLICH IACL HZA W2 SH0| AE[E = U= &4 FAUM AlZTEE E2 O FHY o o
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IACL &2 TCP & UDP 2 E 50600{AM FEF SIP IHZ!2 HE5t12, TCP & UDP ZE 506104 A
FEg2 gh= C|HFO|A R MEE[= SIP TLS WS HEFLICE CFE oflof M 192.168.60.0/242 A&
F2 = CHIO|AMM A5t IP T4 37H0|04, 192.168.100.12| ZAE= FES = EIHP
O|A0 HMASHOF 3t AMEE & UE AAZ ZHFELICH 2E FE EGfEE HESH7| ™ol 2t
S 4l gtg| HAM|A A EHRE EBEE HESFEE Folatof FLICH 1=zt F4A S7H2 7tsEt
B2 A8XF L MH|A HAHEN AFElE 4 7+ FEE|0{oF ELICH O] T4 XH YWHE
2 ME3IHIACLL 75 L 2 F0i =Z0| FLICH.

IACLO] CHEF &7} ME = 30{ E 5 Infrastructure Protection Access Control Lists0ll 2!& LIC}.

i p access-list extended Infrastructure-ACL-Policy
!
!-— Include explicit permit statements for trusted sources
!-- that require access on the vulnerable ports !
permt tcp host 192.168.100.1 192.168.60.0 0.0.0.255 eq 5060 pernit udp host
192.168. 100. 1 192.168.60.0 0.0.0. 255 eq 5060 pernmit tcp host 192.168.100.1
192.168.60.0 0.0.0.255 eq 5061 permt udp host 192.168.100.1 192.168.60.0 0.0.0. 255
eq 5061
!
!-- The following vulnerability-specific access control entries
!-- (ACEs) can aid in identification of attacks
!
deny tcp any 192.168.60.0 0.0.0.255 eq 5060 deny udp any 192.168.60.0 0.0.0. 255 eq
5060 deny tcp any 192.168.60.0 0.0.0.255 eq 5061 deny udp any 192.168.60.0 0.0.0. 255
eq 5061 !
!-- Explicit deny ACE for traffic sent to addresses configured within
!-- the infrastructure address space
!

deny ip any 192.168.60.0 0.0.0.255
!

!-- Permit or deny all other Layer 3 and Layer 4 traffic in accordance

!-- with existing security policies and configurations
!
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!-- Apply 1ACL to interfaces in the ingress direction !
interface G gabitEthernet0/0

i p access-group Infrastructure-ACL-Policy in
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Path Forwarding Applied Intelligence BiAME & X3t AIA|2.

IP Source Guard

IPSG(IP source guard)= DHCP A7E HRIY C|O|EH[0|A L =S 2 & E IP &A HEQIY
2 7|8te 2 mZlg EE{3 504 EPOE'EIXI g% Bl0]o1 2 QIE{H|O|A Q| IP EBHEE X|Btote 2
o 7|sLct. J—FEIXF IPSGE AF83l01 AA IP FA WEEE MAC FAE 9xs§lod iZlg &
FUstodn ALste 3EAte 34 WX = JU&LICH IPSGE SHIEA #5361 7 45tH
YZdst I = RLIFHAE RPFS} 7='°*oP04 O] EMoi| MHE F|oF Mo CHEt 7+E S0t ™Rl AFE
23 g g M3 gL

IPSG 75 & Zxm|azi|o|Moi CHE 71 HE = DHCP 7|5 2P A4 7HE FM0f & L|CE
Algd: Ol Bl HM|A Ko 5

2|7} QIE{H| 0| A0 IACLE ME8 £ show i |p access-lists BE IACLO| M El 2IE{H 0|A
oM EE{Z2El TCP 2 UDP ZE 50602] SIP TIiZ! =2 TCP 2! UDP (X E 50612 SIP TLS miZ!
=& AEELICH 2EIRte EEHEE S TASH0q O "Ig.“g‘é ot Zsti{e A= QIX| = elat of

g LICt. show ip access-lists Infrastructure-ACL-Policy2| £3 o= Ct&1 Z&L|Ct.

rout er #show ip access-lists Infrastructure-ACL-Policy
Extended | P access list Infrastructure-ACL-Policy
10 permit tcp host 192.168.100.1 192.168.60.0 0.0.0.255 eq 5060 (11 matches) 20
permt udp host 192.168.100.1 192.168.60.0 0.0.0.255 eq 5060 (63 nmatches) 30 pernit
tcp host 192.168.100.1 192.168.60.0 0.0.0.255 eq 5061 (17 matches) 40 pernit udp host
192.168. 100. 1 192.168.60.0 0.0.0. 255 eq 5061 (11 mat ches)
50 deny tcp any 192.168.60.0 0.0.0. 255 eq 5060 (13 matches)

60 deny udp any 192.168.60.0 0.0.0. 255 eq 5060 (17 matches)

70 deny tcp any 192.168.60.0 0.0.0. 255 eq 5061 (36 matches)

80 deny udp any 192.168.60.0 0.0.0. 255 eq 5061 (10 matches)

o o


http://www.cisco.com/en/US/docs/ios/12_2t/12_2t13/feature/guide/ft_urpf.html
http://www.cisco.com/web/about/security/intelligence/unicast-rpf.html
http://www.cisco.com/web/about/security/intelligence/unicast-rpf.html
http://www.cisco.com/en/US/docs/switches/lan/catalyst3750/software/release/12.2_35_se/configuration/guide/swdhcp82.html

90 deny ip any 192.168.60.0 0.0.0.255
router#
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ACE 7}2E % syslog O|HEE Al &t QUAIEHE T Aol CHEF XEAMIEH LH& 2 Identifying Incidents
Using Firewall and |0S Router Syslog Events Applied Intelligence BiME & X AA|2.

‘_'.:*EW._ ACE 7I2EH ME1 Z2 §H Z 2 [l Embedded Event ManagerE A& 3104
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g MY ste ZE2MA AFALICH

Cisco 10S Software2| Z< ip a ccess- -list logging interval in-ms &&= ACL 2Z0i| ol FE =
T2 MA Mol 20 E AMEHe = A &LICE. logging rate-limit rate-per-second [except loglevel] &
242 = MA 9l Xz 0| O#%k% M3HarLIC)

ACL £2Z9| CPU Y&+ Supervisor Engine 720 E= Supervisor Engine 32& A2 3= Cisco
Catalyst 6500 Series 22| %|2} Cisco 7600 Series EP—?— Eo| StEfo{oll M =|25HE ACL 2L S At

8otod s e + U&LICH

18

ACL 2Z0| 74T/ 23|04 W AL oll CHE AHMIEH LIS 2 ACL 22 &{8 QIS4 olsh #ME
X HAAL.

AE: RLIPHAE S8 2 U S MBSieE 2FEES

HEL3 =zt Mo RLIFHAE RPFIF SHIEAH B2 Y FHE E 2 EIXF= show cef
interface type slot/port internal, show ip interface, show cef drop, show ip cef switching statistics 7|
S % show ip traffic BE& ALE5t0 RLIFHAE RPF7t AT A[eF TH! =& AHE =+ A&LICH

& 1: Cisco 10S Software 7T 12.4(20) TS E{ show ip cef switching & 0| show ip cef switching
statistics 7| S22 CHA| =|A&LIC}

§I'_L show HHE 2|

2 ot "_‘?'_%
off CH8t RFAIEH LY
L|Ct.

gex A/&f &l show ZZ | include regex BE =™ Xt= CHS 01|01|A-| MEEE
25 22Xt +2 24500k St "EqQI L2 x[AcELICH BE =%}
24 X

re
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& 2 Cisco |0S Configuration Fundamentals &3 & = 9| show B & M'/\=|01| UE
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rout er #show cef interface GigabitEthernet 0/0 internal | include drop
ip verify: via=rx (allow default), acl=0, drop=18, sdrop=0

router#

#F 11 show cef interface type slot/port internal CLI0| A 2t75| &/=245H ok
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rout er #show ip interface GigabitEthernet 0/0 | begin verify
| P verify source reachable-via RX, allow default, allow self-ping 18 verification
drops
0 suppressed verification drops
router#

rout er #show cef drop
CEF Drop Statistics

Slot Encap_fail Unresolved Unsupported No_route No_adj ChkSum Err
RP 27 0 0 18 0 0
router#

rout er #show ip cef switching statistics feature
| Pv4 CEF input features:

Pat h Feat ure Drop Consurme Punt Punt 2Host Gave route

RP PAS uRPF 18 0] 0 0 0

Total 18 0 0 0 O -- CLI Qutput Truncated -- router# router#show ip traffic | include
RPF

18 no route, 18 unicast RPF, 0 forced drop
router#

2 9| show cef drop, show ip cef switching statistics feature ! show ip traffic 0| A|0| A Unicast
RPF£ Cisco Express Forwarding2| Forwarding Information Base L0 A IP T{Z/O| AA FAE
srolst & 91| M2 0 RLIFHAE RPF7F TAIE B E OIE{H 0|20l M Moz 4413 187 IP
WS A sLCH

Cisco 10S NetFlow

AlE: NetFlow BIZCE AFR S E8IT 3 & 4

TU 4 e BT B AEE £ QLS X|HY £ UALICH BERE BRRE TS0 £
of Mg o B3t AIZOIX| £ SHHE E24T Z220Ix| gelsts 2ol FALICH

rout er #show ip cache flow

| P packet size distribution (90784136 total packets):
1-32 64 96 128 160 192 224 256 288 320 352 384 416 448 480
.000 .698 .011 .001 .004 .005 .000 .004 .000 .000 .003 .000 .000 .000 .000

512 544 576 1024 1536 2048 2560 3072 3584 4096 4608
. 000 .001 .256 .000 .010 .000 .00OO .00O0 .0O00 .000 .0O00

| P Fl ow Swi tching Cache, 4456704 bytes
1885 active, 63651 inactive, 59960004 added
129803821 ager polls, O flow alloc failures
Active flows tineout in 30 mnutes
Inactive flows tineout in 15 seconds

| P Sub Fl ow Cache, 402056 bytes



0 active,
0 alloc failures,
1 chunk added

1 chunk,

16384 i nacti ve,
0O force free

0 added, O added to fl ow

| ast clearing of statistics never

Pr ot ocol Tot al Fl ows Packets Bytes Packets Active(Sec) |dle(Sec)
———————— Fl ows / Sec [/ Fl ow [Pkt / Sec / Fl ow / Fl ow
TCP- Tel net 11393421 2.8 1 48 3.1 0.0 1.4
TCP- FTP 236 0.0 12 66 0.0 1.8 4.8
TCP- FTPD 21 0.0 13726 1294 0.0 8.4 4.1
TCP- WAV 22282 0.0 21 1020 0.1 4.1 7.3
TCP- X 719 0.0 1 40 0.0 0.0 1.3
TCP- BGP 1 0.0 1 40 0.0 0.0 15.0
TCP- Fr ag 70399 0.0 1 688 0.0 0.0 22.7
TCP- ot her 47861004 11.8 1 211 18.9 0.0 1.3
UDP- DNS 582 0.0 4 73 0.0 3.4 15. 4
UDP- NTP 287252 0.0 1 76 0.0 0.0 15.5
UDP- ot her 310347 0.0 2 230 0.1 0.6 15.9

| CVP 11674 0.0 3 61 0.0 9.8 15.5

| Pv6l NI P 15 0.0 1 1132 0.0 0.0 15. 4
GRE 4 0.0 1 48 0.0 0.0 15.3
Tot al : 59957957 14.8 1 196 22.5 0.0 1.5
Srclf Srcl Paddr ess Dstlf Dst | Paddr ess Pr SrcP DstP Pkts
Gi0/0 192.168.10.201 Gi0/1 192.168.60.102 06 0984 13C4 7
Gi0/0 192.168.11.54 Gio/1 192.168.60.158 06 0911 13C5 3
GO0/1 192.168.150.60 G O0/0 10. 89. 16. 226 06 0016 12CA 1
Gi0/0 192.168.13.97 Gio/1 192.168.60.28 11 OB3E 13C4 5
Gi0/0 192.168.10.17 Gio/1 192.168.60.97 06 0B89 13C5 1
G O0/0 10. 88.226.1 GO0/1 192.168.202.22 11 007B 007B 1
Gi0/0 192.168.12.185 Gi0/1 192.168.60.239 11 O0BD7 13C5 1
G O0/0 10. 89. 16. 226 GO0/1 192.168. 150.60 06 12CA 0016 1
router#

oto| oflofl A& TCP 2! UDP ZE 50602| SIP(16%!4= Zf 13C4), TCP 2 UDP ZE 9| SIP TLS(16%!
= 2£ 13C5)0l| CHEt o424 S F 0| UELICHE HESHAA2.

UDP ZE 5060 Z! 50612| SIP EH? 2 Q1= 2} C|HIO|A MM AFE E|= 192.168.60.0/24 F =
LHO| ZAMM AAE| D ST TAZ MEEIL|C) 0|33t UDP ZE229| IjZI2 AZ TS o
M, O] FeFdE & 8stEde= AIEE LIERH o=~ Ql&LICt #2[Xt= ol2Et E2<E UDP ZE 5060
2l 506101 TS E SIP EBEIQ| 7|& AFSE T} HII'L%h_ EE2RE T MG AEE =

AE &= HEKIM AAE[=X] &BOl5H=

TCP ZE 5060(16%!% 2t 13C4) gl 5061(167“* Zt 13C5)0ll M SIP 2! SIP TLSO!| CHEH E 2=
Eot I='E4ﬂ=| show ip cache flow @S AFE & LICH | Srclf]_06_ *(1304/1305) =(8) X &gt

E0t 224{™ show ip cache flow %”%ﬂ% AMEELCH] Srclfl_11_.*(13C4/73C5)_§ Z B efLct e
TCP 2/ UDP NetFlow |2 E9| Zt £33 Ct31t Z&LCt.

TCP & &

rout er #show ip cache flow | include SrcIf|_06_.*(13C4|13C5)_

Srclf Sr cl Paddr ess Dst | f Dst | Paddr ess Pr SrcP DstP Pkts

Gi0/0 192.168.10.201 Gio/1 192.168.60.102 06 0984 13C4 7

Gi0/0 192.168.11.54 Gio/1 192.168.60.158 06 0911 13C5 3

Gi0/0 192.168.10.17 Gio/1 192.168.60.97 06 0B89 13C5 1
router#

UDP &2<



rout er #show ip cache flow | include SrcIf|_11_.*(13C4|13C5)_

Srclf Srcl Paddr ess Dstlf Dst | Paddr ess Pr SrcP DstP Pkts
Gi0/0 192.168.13.97 Gio/1 192.168.60.28 11 OB3E 13C4 5
Gi0/0 192.168.12.185 Gio/1 192.168.60.239 11 O0BD7 13C5 1
router#

Cisco ASA 2! FWSM 43}

23t 81 AMA Kol =5

ClE{H A x|, LE L

9l T2 A 4 AT EE VPN HZ X|H0| ZEHE 4 ol Qlasa
AMIA KoM LIEHAE Solot EHToRRE| LIESITE 22 5i2iR 2IRIHACLE
F5lo] HHM M S =™st= Aol E&LICH &ERls 62 &2 EcfEHEF T A HAMA =

|501|k| HIE-‘?—JHOH E0{7I= & BAIM R &5t 7LI 7|&E 2ot ¥A 3 Zdu[Tgjo]Mof et
Ol wre EfTlo| ESTE SISHE = 5185101 ACLS T4 & UaLICH tACL HZ B
S ZHo| MR & U A4 FAOA ATEE 72 o Flotuol e eeis B3 & X2 +
gLt
tACL H&2 TCP L UDP X E 506001 & SIP {Z!g H{E 51, TCP & UDP X E 506101 A
QiEF2 U= [C|HIO|A R MAZ|= SIP TLS ! HESHLICH CF2 oo A 192.168.60.0/242 &
5k2 dh= C|HFO| A0 A A+ SlE IP &4 27t0|0, 192.168.100.18] SAEE ¥gg et I:IHP
O|A0f HMASHOF 5t= AMEIE = U= AAR ZHFELICH BE FH ESfEHE 7-|—'?’—3P7| 7‘._401| 2t
L& 3l Ba| UMY LR EBTS 5B T S FolsHo BTt
tACLOY| CHEH F71 HEJF ERHT HMA Xo| S 5: of| X[ M EE{Zol & LICE.
! I-- Include explicit permit statements for trusted sources !-- that require access

on the vulnerable ports ! access-list tACL-Policy extended permt tcp host

192. 168. 100. 1 192. 168. 60. 0 255. 255.255. 0 eq 5060 access-list tACL-Policy extended
permt udp host 192.168.100.1 192. 168.60.0 255.255.255.0 eq 5060 access-list tACL-
Policy extended permt tcp host 192.168.100.1 192. 168. 60.0 255. 255. 255. 0 eq 5061
access-list tACL-Policy extended permt udp host 192.168.100.1 192.168.60.0
255.255.255.0 eq 5061 ! !-- The following vulnerability-specific access control
entries !-- (ACEs) can aid in identification of attacks ! access-list tACL-Policy
extended deny tcp any 192.168. 60. 0 255. 255. 255. 0 eq 5060 access-list tACL-Policy
ext ended deny udp any 192.168. 60. 0 255. 255. 255. 0 eq 5060 access-list tACL-Policy
extended deny tcp any 192.168. 60. 0 255. 255. 255.0 eq 5061 access-list tACL-Policy
ext ended deny udp any 192.168. 60. 0 255.255.255.0 eq 5061 ! !-- Permit or deny all
other Layer 3 and Layer 4 traffic in accordance !-- with existing security policies
and configurations ! !-- Explicit deny for all other IP traffic ! access-|ist tACL-
Pol i cy extended deny ip any any ! !-- Apply tACL to interface(s) in the ingress

direction ! access-group tACL-Policy in interface outside
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FLFHAE RPF= QIE{HO|A BiHOIAM FHEEIH &0l 7tST A4 IP AT i A2 B XIS
I ANE = U&LCH BElRteE AA IP FA0 CHEF e Btet Z27 Qe 8 AFEE 1z
O| RLIFHAE RPF X|3H CIE{HO|AE Sdll HEX 0 ZIYUE = Joo 2 2HEFAFI HSE
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FLIFHAE RPF2| x| aio[M I ALSof CHEt REA[EH LHE 2 Cisco Security Appliance
Command Reference for ip verify reverse-path 2! Understanding Unicast Reverse Path
Forwarding Applied Intelligence B{ME & Z A A|2.

Alg: E3 HMA RHof 28

QIE{H 0| A0f tACLO| X2 £|H 2 2|XI = show access-list RS Al25t04 ZE{ZIE TCP ! UDP
EZE 50602| SIP m{Z! =2} TCP & UDP X E 50612| SIP TLS IfZ! =& AlHE 9&' LICk. &
2lAtE ZEIE M2 ZTALSHo] O] F A EE AEste{s AT QIX| &elst= Aol E&LCH
show access-list tACL-Policy2| £3 oi = Ct51} Z&L|ct.

firewal | #show access-list tACL-Policy

access-list tACL-Policy; 9 elenents

access-list tACL-Policy line 1 extended permit tcp host 192.168.100.1
192.168. 60. 0 255. 255.255.0 eq sip (hitcnt=3)

access-list tACL-Policy line 2 extended permit udp host 192.168.100.1
192.168. 60. 0 255. 255.255.0 eq sip (hitcnt=7)

access-list tACL-Policy line 3 extended permit tcp host 192.168.100.1
192. 168. 60. 0 255. 255. 255. 0 eq 5061 (hitcnt=21)

access-list tACL-Policy line 4 extended permit udp host 192.168.100.1
192. 168. 60. 0 255. 255. 255. 0 eq 5061 (hitcnt=27)

access-list tACL-Policy line 5 extended deny tcp any
192.168. 60. 0 255. 255.255.0 eq sip (hitcnt=11)

access-list tACL-Policy line 6 extended deny udp any
192.168. 60. 0 255.255.255.0 eq sip (hitcnt=12)

access-list tACL-Policy line 7 extended deny tcp any
192.168. 60. 0 255. 255.255.0 eq 5061 (hitcnt=1)

access-list tACL-Policy line 8 extended deny udp any
192.168. 60. 0 255. 255.255.0 eq 5061 (hitcnt=1)

access-list tACL-Policy line 9 extended deny ip any any (hitcnt=8)

firewal | #

A 2| 04|01 A HAM|A FF tACL-Policy= AZ2E == 8
2 AXd&LCH

rir
ok
>
Irn

CE HEXITAM e ChS 3!

. ACE 2}2l 50 Ci$t TCP ZE 50602 SIP ZHZ! 117}
. ACE 22l 60 CHEt UDP Z E 50602] SIP THZ! 1274
. ACE 2}¢! 70 CH8t TCP ZE 50612 SIP TLS I{Z! 174
. ACE 22! 80 CHEt UDP ZE 50612] SIP TLS IHZ! 174

Al: whsl HAMA S5 Syslog HIAIX|
log AL =y R ACE(OHAﬂ/\ A| o4 %I'E)o'” o|alf HE = mfZlo]| CHsH grslEd syslog L PNPN
~ !

1060230| MJEL|Ct. O] syslog HIA|X|0d| CHEF =7t "HE = Cisco ASA 5500 Series System Log
Message, 8.2 - 10602301 /& L|C}.

Cisco ASA 5500 Series Adaptive Security Appliance& syslog T+4301| L& & £ & Monitoring -
Configuring Logging™| /& LICt. Cisco Catalyst 6500 Series 22| x| & Cisco 7600 Series EHRE
oil CH&F FWSME| syslog 4304 CHEF 2 = Monitoring the Firewall Services Module0ll /& LIC}.

CHZ oiloll M= show logging | grep regex B2 &aledo| 24 H{IH{0{| A syslog HIAIX|E FEE
LICt O[248F HIAIX|= & EMof| MEE! FfH S A E5tei= A A|ZE LIEHE = U= HE
El miZlol ciet £t HEE MSE L 2ZE HAIXIGM EH HIo|IEE AMSH7| 2I5H grep 7|
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{EQL CHE Hr Al A8 Y =+ &L

HAA 220 gt F71 HE= HA BHE 7|0l Y& LICE.

firewal | #show logging | grep 106023

Aug 31 2011 00:15:13: %ASA-4-106023: Deny tcp src outside: 192.0.2.18/2944
dst inside:192. 168. 60. 191/ 5060 by access-group "t ACL-Policy"

Aug 31 2011 00:15:13: %ASA-4-106023: Deny udp src outside: 192. 168. 60. 200/ 2945
dst inside:192. 168. 60. 33/ 5060 by access-group "t ACL-Policy"

Aug 31 2011 00:15:13: %ASA-4-106023: Deny udp src outside: 192.0.2.99/2946
dst inside:192. 168. 60. 240/ 5061 by access-group "t ACL-Policy"

Aug 31 2011 00:15:13: %ASA-4-106023: Deny tcp src outside: 192. 168. 60. 100/ 2947
dst inside:192. 168. 60. 115/ 5060 by access-group "t ACL-Policy"

Aug 31 2011 00:15:13: %ASA-4-106023: Deny udp src outside: 192.0. 2. 88/2949
dst inside:192. 168. 60. 38/ 5061 by access-group "t ACL-Policy"

Aug 31 2011 00:15:13: %ASA-4-106023: Deny tcp src outside:192.0.2.175/ 2950
dst inside:192. 168. 60. 250/ 5061 by access-group "t ACL-Policy"

i rewal | #

ot o] of|0f| M tACL tACL-Policyoll CHall 2Z=! HIA|X|= UDP ZE 50600 CHaH A FZIE SIP %!
£ EAIstD, el=Z g} Clhlo|Ao] &EE FA B850 H&SE UDP ZE 50610 EH°+ SIP TLS mjZ!
2 EA|ghLICE

—h

ASA £t 0{Z2}0|1A & syslog HIA|X|0of| CHEF F7F HE = Cisco ASA 5500 Series System Log
Messages, 8.2 & LICH. FWSME syslog MHIA|X|of| CHEH =71 HE &= Catalyst 6500 Series
Switch 2! Cisco 7600 Series Router Firewall Services Module Logging System Log Messages|
U&LICE

Identifying Incidents Using Firewall
ZotAA|2.

syslog O|HIEE AF28H QIAIEE ZALol| CHEH RFMIEH LIS |
and 10S Router Syslog Events Applied Intelligence B{ A& %t

Al RLIPHAE Y =2 dEE M83le AFEES

FLIFHAE RPFOIM HEE mfZlod| CH3H ¥Sted syslog MIAIX| 1060210 AELICE Of syslog
HIA|X|ol CHEF =71 HE = Cisco ASA 5500 Series System Log Message, 8.2 - 10602104 &L
C}.

Cisco ASA 5500 Series Adaptive Security Appliance & syslog Tt 430 Ci$t & 2 &= Monitoring -
Configuring Logging™| /& LICt. Cisco Catalyst 6500 Series 22| x| 2! Cisco 7600 Series 2t Ed
of| CHEF FWSME] syslog 430 CHEt & E = Monitoring the Firewall Services Moduledll ! & LIC}.

CtZ 0dloll M= show logging | grep regex &2 &8t 0| 24 HI{0{| A syslog HIAIX|E 2
LICt. O|2{8t HIAIRI= 2 EMo| MEE FYHS 4 83ttie HAHM A& LIEHE £ /U= HE
= miZlol chEt Ft HEE MSE L 2EZE HAIX[M £ 0| & HA45t7| 2{5H grep 7|
SIEQCHE M AIZ ASE += /JU&Lch

I -y

MAA A2o] gt £ HEE HA OHEZ|of YU&LCt.

firewal | #show logging | grep 106021
Aug 31 2011 00:15:13: %ASA-1-106021: Deny UDP reverse path check from
192.168.60.1 to 192.168. 60. 100 on interface outside
Aug 31 2011 00:15:13: %ASA-1-106021: Deny UDP reverse path check from
192.168.60.1 to 192.168. 60. 100 on interface outside
Aug 31 2011 00:15:13: %ASA-1-106021: Deny UDP reverse path check from
192.168.60.1 to 192.168. 60. 100 on interface outside


http://www.cisco.com/en/US/docs/security/asa/asa82/configuration/guide/mpf.html#wp1101685
http://www.cisco.com/en/US/docs/security/asa/asa82/system/message/syslog.html
http://www.cisco.com/en/US/docs/security/asa/asa82/system/message/syslog.html
http://www.cisco.com/en/US/docs/security/fwsm/fwsm40/system/message/logmsgs.html
http://www.cisco.com/en/US/docs/security/fwsm/fwsm40/system/message/logmsgs.html
http://www.cisco.com/en/US/docs/security/fwsm/fwsm40/system/message/logmsgs.html
http://www.cisco.com/web/about/security/intelligence/identify-incidents-via-syslog.html
http://www.cisco.com/web/about/security/intelligence/identify-incidents-via-syslog.html
http://www.cisco.com/en/US/docs/security/asa/asa82/system/message/logmsgs.html#wp4768997
http://www.cisco.com/en/US/docs/security/asa/asa82/system/message/logmsgs.html#wp4768997
http://www.cisco.com/en/US/docs/security/asa/asa82/configuration/guide/monitor_syslog.html
http://www.cisco.com/en/US/docs/security/asa/asa82/configuration/guide/monitor_syslog.html
http://www.cisco.com/en/US/docs/security/fwsm/fwsm40/configuration/guide/monitr_f.html
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Ct= olet 20| show asp drop BHE 2 FLIFHAE RPF 7|S0| A X[8F miZlo| £+ 8 AlMEE = Q)
&LCt.

firewal | #show asp drop frame rpf-violated

Reverse-path verify failed 11
fi rewal | #

FO| 04|04| A Unicast RPF= Unicast RPF7} T+ 4E CIE{HO|A M =AIE 11712 IP
&L|CH 20| gilom™ gatEdo| RLIFHAE RPF 7|50 IHZ2 AMXISHR| k=

mo &
"
jo

>.
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AN r|°

7h&stEl Eot ZE AKX miZ! E= 42 ol et AFAMIEH LIE 2 Cisco Security Appliance
Command Reference for show asp drop= ’é.*_._éHéAI Q.
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. Cisco Applied Mitigation | A&

. Cisco £ 0t QIEIP|TMA 24

- Cisco Security IntelliShield Alert Manager Service

. Cisco 10S C|HIO|AE Z'3I5t= Cisco 7H0|E

. Cisco 10S NetFlow - & H O|X|(Cisco.com)

. Cisco 10S NetFlow 24

- NetFlow & E4

. Cisco HE Q|3 7|8t E5 HiM

. Cisco Network Foundation Protection Z 2| &I E| 0|
. Cisco 258 X E - & B 0| X] Cisco.com
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. CVE(Common Vulnerabilities and Exposures)
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