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!-— Include explicit permit statements for trusted sources

!-- that require access on the vulnerable ports

! access-list 150 pernit tcp host 192.168.100.1 192.168.60.0 0.0.0.255 eq 443 access-
list 150 permt tcp host 192.168.100.1 192.168.60.0 0.0.0. 255 eq 8443 !

!-—- The following vulnerability-specific access control entries

!-- (ACEs) can aid in identification of attacks

! access-list 150 deny tcp any 192.168.60.0 0.0.0.255 eq 443 access-list 150 deny tcp
any 192.168.60.0 0.0.0.255 eq 8443 !

!-—- Permit or deny all other Layer 3 and Layer 4 traffic in accordance

I-—- with existing security policies and configurations

!

!-- Explicit deny for all other IP traffic

! access-list 150 deny ip any any !

!-- Apply tACL to interfaces in the ingress direction

!interface G gabitEthernet0/0 ip access-group 150 in
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rout er #show ip access-lists 150
Extended | P access list 150
10 permit tcp host 192.168.100.1 192.168.60.0 0.0.0.255 eq 443
20 permit tcp host 192.168.100.1 192.168.60.0 0.0.0.255 eq 8443
30 deny tcp any 192.168.60.0 0.0.0. 255 eq 443 (12 matches)
40 deny tcp any 192.168.60.0 0.0.0.255 eq 8443 (26 matches)
50 deny ip any any
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rout er #show ip cache flow

| P packet size distribution (90784136 total packets):
1-32 64 96 128 160 192 224 256 288 320 352 384 416 448 480
.000 .698 .011 .001 .004 .005 .000 .004 .000 .000 .003 .000 .000 .000 .000

512 544 576 1024 1536 2048 2560 3072 3584 4096 4608
.000 .001 .256 .000 .010 .000 .000 .000 .000 .000 .000

I P Fl ow Swi tching Cache, 4456704 bytes
1885 active, 63651 inactive, 59960004 added
129803821 ager polls, O flow alloc failures
Active flows tineout in 30 m nutes
Inactive flows tineout in 15 seconds

| P Sub Fl ow Cache, 402056 bytes
O active, 16384 inactive, 0 added, O added to fl ow
O alloc failures, 0 force free
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1 chunk, 1 chunk added
| ast clearing of statistics never

Pr ot ocol Tot al Fl ows Packets Bytes Packets Active(Sec) |dle(Sec)
———————— Fl ows / Sec / Fl ow [Pkt / Sec / Fl ow / Fl ow
TCP- Tel net 11393421 2.8 1 48 3.1 0.0 1.4
TCP- FTP 236 0.0 12 66 0.0 1.8 4.8
TCP- FTPD 21 0.0 13726 1294 0.0 18. 4 4.1
TCP- WAV 22282 0.0 21 1020 0.1 4.1 7.3
TCP- X 719 0.0 1 40 0.0 0.0 1.3
TCP- BGP 1 0.0 1 40 0.0 0.0 15.0
TCP- Fr ag 70399 0.0 1 688 0.0 0.0 22.7
TCP- ot her 47861004 11.8 1 211 18.9 0.0 1.3
UDP- DNS 582 0.0 4 73 0.0 3.4 15. 4
UDP- NTP 287252 0.0 1 76 0.0 0.0 15.5
UDP- ot her 310347 0.0 2 230 0.1 0.6 15.9

| CVP 11674 0.0 3 61 0.0 19.8 15.5

| Pv6l NI P 15 0.0 1 1132 0.0 0.0 15. 4
GRE 4 0.0 1 48 0.0 0.0 15.3
Tot al : 59957957 14.8 1 196 22.5 0.0 1.5
Srclf Srcl Paddr ess Dstlf Dst | Paddr ess Pr SrcP DstP Pkts
Gi0/0 192.168.10.201 Gi0O/1 192.168.60.102 06 0984 01BB 8

Gi0/0 192.168.11.54 Gi0/1 192.168.60.158 06 0911 20FB 2

Go0/1 192.168.150.60 G O0/0 10. 89. 16. 226 06 0016 12CA 2
G O0/0 192. 168. 13. 97 GO0/1 192. 168. 60. 28 11 OB3E 00Al1l 4
Gi0/0 192.168.10.17 Gi0/1 192.168.60.97 06 0B89 20FB 3

G O0/0 10.88.226.1 GO0/1 192.168.202.22 11 007B 007B 2
Gi0/0 192.168.12.185 Gi0O/1 192.168.60.239 06 0BD7 01BB 8

G O0/0 10. 89. 16. 226 GO0/1 192.168. 150.60 06 12CA 0016 1
router#
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rout er #show ip cache flow | include SrcIf|_06_.*(01BB|20FB)_
Srclf Srcl Paddr ess Dst | f Dst | Paddr ess Pr SrcP DstP Pkts

Gi0/0 192.168.12.110 Gi0/1 192.168.60.163 06 092A 01BB 6
Gi0/0 192.168.11.230 Gi0/1 192.168.60.20 06 0C09 01BB 1
Gi0/0 192.168.11.131 Gi0/1 192.168.60.245 06 0B66 20FB 18
Gi0/0 192.168.13.7 Gi0/1 192.168.60.162 06 0914 01BB 1
Gi0/0 192.168.41.86 Gi0/1 192.168.60.27 06 0B7B 20FB 2
router#
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!

!-— Include explicit permit statements for trusted sources

!-- that require access on the vulnerable ports

! access-list tACL-Policy extended permit tcp host 192.168.100.1 192.168.60.0

255. 255. 255. 0 eq 443 access-list tACL-Policy extended permt tcp host 192.168.100.1
192. 168. 60. 0 255. 255.255. 0 eq 8443 !

!-- The following vulnerability-specific access control entries

!-- (ACEs) can aid in identification of attacks

! access-list tACL-Policy extended deny tcp any 192.168.60.0 255. 255.255.0 eq 443
access-list tACL-Policy extended deny tcp any 192.168. 60.0 255. 255.255. 0 eq 8443 !
!-— Permit or deny all other Layer 3 and Layer 4 traffic in accordance

I-—- with existing security policies and configurations

!

!-—- Explicit deny for all other IP traffic

! access-list tACL-Policy extended deny ip any any !

!-- Apply tACL to interface(s) in the ingress direction

! access-group tACL-Policy in interface outside
Al Z0t AM|A Ro| S5

CIE{H| 0| A0 tACLO| M & &|HH & 2| X} = show access-list B S AIE5l0{ ZERIEI TCP ZE
443 L TCP X E 8443°| HTTPS TI{Z! =& AlHE + U&LICH EEXI= EE{-E IHZE ZAHSH
01 O] ¥|fdg dEstiie AlEQIX| & l5t= 40| E&LICEH show access-list tACL-Policy 2| &3

ole Ch&x Z&Lch

firewal | #show access-list tACL-Policy

access-list tACL-Policy; 5 elenents

access-list tACL-Policy line 1 extended permit tcp host 192.168.100.1
192. 168. 60. 0 255. 255. 255.0 eq https (hitcnt=5)

access-list tACL-Policy line 2 extended permit tcp host 192.168.100.1
192. 168. 60. 0 255. 255. 255. 0 eq 8443 (hitcnt=42)

access-list tACL-Policy line 3 extended deny tcp any
192. 168. 60. 0 255. 255. 255. 0 eq https (hitent=20)

access-list tACL-Policy line 4 extended deny tcp any
192. 168. 60. 0 255. 255. 255. 0 eq 8443 (hitcnt=17)

access-list tACL-Policy line 5 extended deny ip any any (hitcnt=8)

firewal | #

A 9| oflol| M AMA S5 tACL-Policy= A28 = 9le EAE EE HERF oM &2 CHE T2

v ===
2 AAH&LICH

. ACE 2}l 30{ Ci{8t TCP X E 4432| 2074 HTTPS !
. ACE 2}Q! 40{ CHEt TCP X E 8443°| 177 HTTPS !

4Aleg: gisleq HM|A 55 Syslog HIAIX]

log 7|4E=7}t 9= ACE(Access Control Entry)0i A 7S &l =0 CH3H &r3tEd syslog HIA|X]
1060230| +dElL|Ct. Of syslog HIA|X|oi| CHEF 71 &2 = Cisco ASA 5500 Series System Log
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Cisco ASA 5500 Series Adaptive Security Appliance & syslog Tt 430 Ci$t & 2 &= Monitoring -
Configuring Logging™| /& LICt. Cisco Catalyst 6500 Series 22| x| 2! Cisco 7600 Series 2t Ed
ofl CHEF FWSME] syslog 430 CHEt 2 = Monitoring the Firewall Services Moduledll ! & LICE.

Ct= odloll M= show logging | grep regex &2 &t 0| 24 HI{0{| A syslog HIAIX|E 2l
LICt. O|2{8t HIAIRI= 2 EMo| MEE FLHS 4 83ttie HAHM A& LIEHE £ /U= HE
= mZlol chEt FIt HEE MSE L 2EZE HAIX[M £ 0| E HA45t7| 2{5H grep 7|
SIEQCHE M AIZ ASE += /JU&Lch
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firewal | #show logging | grep 106023
Aug 24 2011 00:08:13: %ASA-4-106023: Deny tcp src outside: 192.0.2.18/2944
dst inside:192. 168. 60. 191/ 443 by access-group "t ACL- Policy"
Aug 24 2011 00:08:13: %ASA-4-106023: Deny tcp src outside: 192.0. 2. 200/ 2945
dst inside:192. 168. 60. 33/ 443 by access-group "t ACL-Policy"
Aug 24 2011 00:08:13: %ASA-4-106023: Deny tcp src outside: 192.0.2.99/2946
dst inside:192. 168. 60. 240/ 8443 by access-group "t ACL-Policy"
Aug 24 2011 00:08:13: %ASA-4-106023: Deny tcp src outside:192.0.2.100/ 2947
dst inside:192. 168. 60. 115/ 8443 by access-group "t ACL-Policy"
Aug 24 2011 00:08:13: %ASA-4-106023: Deny tcp src outside: 192.0. 2. 88/2949
dst inside:192. 168. 60. 38/ 443 by access-group "t ACL-Policy"
Aug 24 2011 00:08:13: %ASA-4-106023: Deny tcp src outside:192.0.2.175/ 2950
dst inside:192. 168. 60. 250/ 443 by access-group "t ACL- Policy"
firewal | #
A o] of o M tACL tACL &0 Clisl 2ZE HAIXIE SEE &= ClHIo|AM §FE FA 252
2 MEE TCP ZE 443 2! TCP X E 84430] L&t HTTPS W=l EoiELICH

ASA £t 0{Z2}0|1A & syslog HIA|X|0]| CHEF F7F HE = Cisco ASA 5500 Series System Log
Messages, 8.2 & LICH. FWSME syslog MIA|X|of| CHEH =71 HE &= Catalyst 6500 Series
Switch &! Cisco 7600 Series Router Firewall Services Module Logging System Log Messages|
U&LICE

Identifying Incidents Using Firewall
_75_3|.AIA|O

syslog O|HIEE AL QIAIEE ZALol| CHEH RFMIEH LHE 2 |
and 10S Router Syslog Events Applied Intelligence B{ A& %t

FIt 8=
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2 Tlstel MY lLct. CISCO RESERVES THE RIGHT TO CHANGE OR UPDATE THIS
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. Cisco Applied Mitigation 7| A|E

. Cisco ot QIEIP|MA 2N

. Cisco Security IntelliShield Alert Manager Service
- Cisco I0S C|H}O|AE Z8l5t= Cisco 7H0|=

. Cisco I10S NetFlow - & H O|X|(Cisco.com)

. Cisco I0S NetFlow A
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. Cisco Network Foundation Protection Z 2| I Ej 0| M
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https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html
http://www.cisco.com/go/psirt
https://sec.cloudapps.cisco.com/security/center/searchAIR.x
http://www.cisco.com/security
http://www.cisco.com/en/US/products/ps6834/serv_group_home.html
http://www.cisco.com/en/US/tech/tk648/tk361/technologies_tech_note09186a0080120f48.shtml
http://www.cisco.com/en/US/products/ps6601/products_ios_protocol_group_home.html
http://www.cisco.com/en/US/products/ps6601/prod_white_papers_list.html
http://www.cisco.com/en/US/technologies/tk543/tk812/technologies_white_paper0900aecd802a0eb9_ps6601_Products_White_Paper.html
http://www.cisco.com/en/US/products/ps6642/prod_white_papers_list.html
http://www.cisco.com/en/US/products/ps6642/prod_presentation_list.html
http://www.cisco.com/web/about/security/intelligence/security-for-ip-addr.html
http://www.cisco.com/en/US/products/ps5708/Products_Sub_Category_Home.html
http://cve.mitre.org/cve/index.html
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