Cisco Unified Communications Manager2] 042
Fofd Al Gl 25t

Cisco Unified Communications Manager2] 042
Fofd Al Gl 25t

AH2 ID: cisco-amb-20110427-cucm

https://sec.cloudapps.cisco.com/security/center/content/CiscoAppliedMitigationBulletin/cisco-amb-
20110427-cucm

704 1.1
20114 48 272 16:00 UTC (GMT)

=it

Cisco2| CHE
ClHIO|A5d 23} Sl Aled
Tt 84

707 0|3

Cisco H ot &%}

el He

: o
Cisco2| CHE
O| Applied Mitigation Bulletin2 Cisco Unified Communications Manager2| PSIRT Securlty

Advisory Multiple Vulnerabilitiesoi/ CHet X 2 M0|0 2 2|At7t Cisco HIE 3 Exlof 7
UE Al U 2t3t 7|2 MBS

oy B4

Cisco Unified Communications Managerd|= 0424 F|/2F&0| /& LICt. CFS 5+ AlMof= olz{§t
ZF|oFA 0| 22 T|of d&LICH

%I-
=

¥

SIP(Session Initiation Protocol) Denial of Service #[2f4: O|

2{3H Flok e o1F ¢
A EtR odo| Ao R oA RE £ Ql&L|CH o8t F NS MEXMo 2 ok5tH DOS(HHV\

71%) AEl7h e 4+ gL

AUAEZCIE @8t

OH

2 HEls 08 ZRE SN ZEE AR sHE IS S olFofELIC

. TCP ZE 50602 Al235t= SIP
. TCP ZE 50612 AI25tE SIP
. UDP ZE 50602 Al23tE SIP


/content/CiscoAppliedMitigationBulletin/cisco-amb-20110427-cucm
/content/CiscoAppliedMitigationBulletin/cisco-amb-20110427-cucm

Ol2{38t #2fHoi= CVE AKXt CVE-2011-1604, CVE-2011-1605 & CVE-2011-16060| & & E[A

Cisco Unified Reporting Unauthorized File Upload Vulnerability(Cisco Unified Reporting 5+ E I}
Y2 = Fofd ) O #|ofd2 & glo] a2l 2T AEX &5 58 glo| 2E2=2 AZEH = U
&LICH O] | d2 H3HMa =z o4 stH 213 SAXI A S Y=g + &Lt &
Zz9lg o8

S YEE TCP X E 84432 AL&35t= HTTPS W22 &3lf O|F o &Lt

-

0| F|eFMollE CVE Al¥X} CVE-2011-16070| & & |4 LICEH

CtE SQL £l #2FH™: olg48t FIAH2 215 2 215 Qio|, 22| 2[5 AFSAF 45 %8 glo| ¢
ZHo 2 AEE £+ USLICE O|z{E FUHME MBHMoZ A E5H HE ZI7I 7tsstEz2 B4R}t
7} s ClHiO|AOf CHEF HEE &8 = A&LCt

. TCP ZE 802 AI3t= HTTP

. TCP ZE 4438 ME3t= HTTPS
. TCP ZE 80802 At&3dt= HTTP

. TCP X E 84438 A83l= HTTPS

o|2{8t #|eFAdof= CVE AlH¥ X CVE-2011-1609 2! CVE-2011-16100]| &2 |4 LICH.

Z[oF5t AL EQ| 0], WES WX| b= AT EQ o], 221 DHE AZEQofof CHE ME = PSIRT
Security AdvisoryOllA] £ Q1&g & Q& LICH PSIRT Security Advisory= CHS 21301 &Qlg 4 9
& LICt. https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-
20110427-cucm

28 71 Tl

Cisco C|HFO|AE O|28h F|efdoi| CHE 22 x| CHS XS MSELICH 2E2lRtE olefeh 2E& Uy
2 elz gl ClHtolA S HEXHIE 0|SstE EciEo EH°F UMl Hok B Al 2 TedstE
Z30| E&LICH o] 2XolME ol2fet 7ol Chet 7HR & MBS L.

Cisco I0S SoftwareE CtE YHE AL8st0o{ EMAQl AAZ =Sl WX +EE MSE + J&LICH

. ETHR AN A Ko FH(tACL)
. #LI7HAE RPF(Unicast Reverse Path Forwarding)
. IP AA 7HE(IPSG)

Olz{Et 2% MIZ{LIE2 Ol2{et F|ofdS of st WA 24 1P FLE st LEZS T
AR LICE

FLIFHAE RPFO| 2HHE 5 & Au|agojde AFEE &4 P
SHof Ciall MRl 25 AHE MBS ELCH FLIFHAE RPFE 7

7b2 A T =sH ok grLlcH,

IPSGe| Mt 715 A FH2 AMA Bolo{oM AFE SHE g0tz Yo{gLich


/content/CiscoSecurityAdvisory/cisco-sa-20110427-cucm
/content/CiscoSecurityAdvisory/cisco-sa-20110427-cucm

Cisco ASA 5500 Series Adaptive Security Appliance 2! Cisco Catalyst 6500& FWSM(Firewall
Services Module)HIME £ 2Q1 AAZ 20! U X| £EE MBE = U&LICH

- tACL
- RLIFHAE RPF

O3t 2= MAHLIZS ol2{8t (%42 o 8stzis W0l 24 P FAE 20lstT Lefstn
AI-X.||3I-|__|[_—_|.
| = .

Cisco IPS(Intrusion Prevention System) O|HE X2 &
std= S0l CHet 7HAldDE AHE 7152 M3 e &= JU&Lch

Cisco |I0S NetFlow HI|ZEE= WEQ|T 7|8 I AZ 20! A|Z0f CHEF 7FA|AMEE A

OK
ot
1
30
o>
C
[ul

2E 42 Sl 7tAgE M3 E = U&LUch

Cisco Security MARS(Monitoring, Analysis, and Response System) 0{Z2}0|1AE AlD, # 2| &

O|HE E1 & Sall 7tAldE M3e = U&LIch

i el

Ja}

A X2 ol F|OF 0| FANH WS BTHSHy| YIoh EE QIE Wyt U 28 TRNAE M2E
740| Z&LICH 2R (Triage)2t 42 7540|718 $2 ZRMEE ERstn =218 SM 298
Alshs 248 BT Ciscol ZXI0| HE 2O S 9I3) 9I3 7|8 27 7152 Myste o =8
Ol 2 EME RZHALICH 2ot zlors r2lof ciet 3 EE W 2R U zzeroge 5
zlo| ¥ Jhsth Hok Wyl WIS ZE2MAE JHYshs ol Z=0l 2 & sl

H
rn
|-\u
E
q
=
E
rII
oX
B
o
rs
N
A
Hu
T
oX 4
>0
0%
mo
2
ol
9-'—'
N
ra
=l
S
)

S&ol et EerEuict
Ijaciolde| B&ge FrtefLch

23t & Aol g FAAe HEE O TR0l A8E +~ l&LITH

. Cisco I0S Bl E 4! ALR|X|

. Cisco 10S NetFlow

. Cisco ASA 3! FWSM &3 &d

. Cisco &1l &rX| A|AE

. Cisco 20t ZLIE{Z EAM 9ICH8 AAE

Cisco 10S 2t E & AL{x]|

23l S HMA Mo =5
QIR 4 XY, ItEL Y SZUA 4 K| E= VPN &4 X|Ho| =& E += = elada
i
tACL(transit access control list)2 T 55t0{ L& AlZ +™dst= X0l E&LICtH &E[Xt= &2l &
=
=

2 EpjEID Qlaf A HAMA ZQIEM HESKX o
Of M= dl ZAm|gf|o|Mof [it2t 215 B2 ECfZo| HERIE S5t EF 5183504 tACLE 74


http://www.cisco.com/web/about/security/intelligence/vulnerability-risk-triage.html
http://www.cisco.com/web/about/security/intelligence/risk-triage-whitepaper.html
http://www.cisco.com/web/about/security/intelligence/risk-triage-whitepaper.html

He ZHO| AR & U Aa FA0IM AlRtEIE B2 ol

rol
ﬂ

tACL B2 ¥erg e ClHto|Ao| &S El= TCP X UDP ZE 5060 & 50612 FE SIP IHZ,
TCP ZE 80 2! 80802 HTTP 3!, TCP X E 443 4! 84432| HTTPS I{Z!e HEE L|C}. CI2 of

01|A‘| 192. 1 68.60.0/242 J&E Y= ClHIO|ANM ALEstE IP F4 37H0[|H, 192.168. 100 19|
2= C|HHO| A0 °”A'|I*5H0|= st AEE = Us AR ZhFEHLUCHL ZE FH
7| Mol 2t A 22| HMAo] Ee st EEH‘%% 51835t 5 FolalioF FLict

=<

tACLO| CHEH =71 HE 7L EZ T AM|A Ko S 5: of| X|of| A EE{Zlof A& LICH.

!-- Include explicit permit statements for trusted sources !-- that require access on
the vulnerable ports ! access-list 150 permt tcp host 192.168.100.1 192.168.60.0
0.0.0. 255 eq 5060 access-list 150 permt tcp host 192.168.100.1 192.168.60.0

.0.255 eq 5061 access-list 150 permt udp host 192.168.100.1 192.168.60.0

.0.255 eq 5060 access-list 150 permt udp host 192.168.100.1 192.168.60.0

.0.255 eq 5061 access-list 150 permt tcp host 192.168.100.1 192.168.60.0

.0.255 eq 80 access-list 150 pernit tcp host 192.168.100.1 192.168.60.0 0.0.0. 255
eq 443 access-list 150 permit tcp host 192.168.100.1 192.168.60.0 0.0.0.255 eq 8080
access-list 150 permt tcp host 192.168.100.1 192.168.60.0 0.0.0.255 eq 8443 ! I--
The following vulnerability-specific access control entries !-- (ACEs) can aid 1in
identification of attacks ! access-list 150 deny tcp any 192.168.60.0 0.0.0.255 eq
5060 access-list 150 deny tcp any 192.168.60.0 0.0.0.255 eq 5061 access-1list 150 deny
udp any 192.168.60.0 0.0.0.255 eq 5060 access-1list 150 deny udp any 192.168.60.0
0.0.0. 255 eq 5061 access-list 150 deny tcp any 192.168.60.0 0.0.0.255 eq 80 access-
list 150 deny tcp any 192.168.60.0 0.0.0.255 eq 443 access-list 150 deny tcp any
192.168.60.0 0.0.0.255 eq 8080 access-list 150 deny tcp any 192.168.60.0 0.0.0. 255 eq
8443 ! !-- Permit or deny all other Layer 3 and Layer 4 traffic in accordance !--
with existing security policies and configurations ! !-- Explicit deny for all other
IP traffic ! access-list 150 deny ip any any ! !-- Apply tACL to interfaces in the
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ingress direction ! interface G gabitEthernet0/0 ip access-group 150 in

QIEIH O|A HMHA SECE LWEZSM ICMP =& E7f HAIXIE Z2EIE EBTO| AAR CHA|
MEgLCt olz{8 HIAIXIE MdstH EIHPOIAOHA‘I CPU AIEE0| B7t5t= Xl ete g&2 0O
2 2 Ql&LICH Cisco 10S Software0l M ICMP 2422 £7ts M2 7|EXo =z 5002 2|Z0tCt st
Lol iZlo 2 MEHE LICH ICMP @44 E7t HIAIK] ’é'iééﬁ QIE{H O|A ZI|ad oM B- noip
unreachable2 A& 3}04 Hlﬁ"éﬂ'ﬂ' = AELICH ICMP A2 E7ts £ MEt2 ip icmp rate-limit
unreachable interval-in-ms 719 74 BHEE AFE5101 7|2 Lol HEE £ JU&Lct

g AFRLHES
FLIFHAE e A2 TE
O| EMol MHEE F|AMHM2S AZFLE P ITIoZ A EE £ AU&LICH BEIRE AF o] CHst 2

2 HFAHLIEL R RLIFHAE RPF(Unicast Reverse Path Forwarding)& #+&5t1 T+ 48 + &L
C}.

FLIFHAE RPF= QIE{H O|A BEHHM FAHEIH &2 QI 7tST AA IP AT Qe TS B XIS
o AXNE = JA&LCt ‘-|'E|7§|'._ AA P FA0] CHEE MAE gt A2 e 4 AFEE I3
O| RLIZHAE RPF K| CIE{HO|AE S5l HIEXHIAO ZILUE = U DE YHF AFZ HSE
MZ235t7] 28 SLIZHAE RPFO| o|EsHMH= °._|' ZlL|Ct. 0| 7 gg -||E o|gE E1t5t= 30|
Efjzlg AXE £ o2 EE|AlE O] 7|52 &5t SO MAs KLIFHIAE RPF EE(i

£5tHL FdAE) 7 FHEIRI=EXR] =Hel5tE 7"0| Z4&LICH AEHZ2t0|X B FoME Qe o K|
oF AFE R R[4 Bilo]o] 3 CIE{H|O|A 9| LHE M A B|Olo{old RLIFHAE RPF7F &-EsHE &=


http://www.cisco.com/en/US/tech/tk648/tk361/technologies_white_paper09186a00801afc76.shtml

Z 7} HE £ Unicast Reverse Path Forwarding Loose Mode 7|5 7I0|E0f /& LICE.

FLIFHAE RPFL| Z4x| 22l o[ L AFE ol CHE REAIEH LHE & Understanding Unicast Reverse
Path Forwarding Applied Intelligence B A& & =&AL,

IP Source Guard

IPSG(IP source guard)& DHCP A HRIE C|O|EH[0|A X =S 2 F&E IP &4 HiQIE
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ZE|XF7F QIE{H| O] A0 tACLE X &5t % show ip access-lists BE2 ZE{RIE TCP 2 UDP ZE
5060 ! 50612 SIP m{Z!, TCP ZE 80 &! 80802 HTTP ZHZ!, TCP X E 443 1! 84432 HTTPS
oz =E AlEELICH #Elxte 2EE HZI8 TASHo] o|2Et FMHE 2 835tei= Al UX|
goI5t= Zd0| EZ&LICH show ip access-lists 15001 CHet &2i9| of = ClS 1t Z&LCH

rout er #show ip access-lists 150
Ext ended | P access list 150

10 pernmit tcp host 192.168.100.1 192.168.60.0 0.0.0.255 eq 5060
20 permit tcp host 192.168.100.1 192.168.60.0 0.0.0.255 eq 5061
30 permit udp host 192.168.100.1 192.168.60.0 0.0.0.255 eq 5060
40 permt udp host 192.168.100.1 192.168.60.0 0.0.0.255 eq 5061
50 permit tcp host 192.168.100.1 192.168.60.0 0.0.0.255 eq 80

60 permit tcp host 192.168.100.1 192.168.60.0 0.0.0.255 eq 443

70 permit tcp host 192.168.100.1 192.168.60.0 0.0.0.255 eq 8080
80 permit tcp host 192.168.100.1 192.168.60.0 0.0.0.255 eq 8443

90 deny tcp any 192.168.60.0 0.0.0.255 eq 5060 (17 matches)

100 deny tcp any 192.168.60.0 0.0.0.255 eq 5061 (19 matches)
110 deny udp any 192.168.60.0 0.0.0.255 eq 5060 (3 matches)
120 deny udp any 192.168.60.0 0.0.0.255 eq 5061 (49 matches)
130 deny tcp any 192.168.60.0 0.0.0.255 eq 80 (32 matches)

140 deny tcp any 192.168.60.0 0.0.0.255 eq 443 (20 matches)
150 deny tcp any 192.168.60.0 0.0.0.255 eq 8080 (35 matches)
160 deny tcp any 192.168.60.0 0.0.0.255 eq 8443 (10 matches)

170 deny ip any any
router#
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log and log-input ACL(access control list) 42 A& 5tH S ACESt € x|5t= mHZ!lo| 2EZEL
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LICH ACL E%‘OI CPU F&¥ Mofste 4 2O MY, 21 ME, 21 K| ACER €XIst=
g MYt MA AEdLct,
Cisco 10S Software2| Z3< ip acce ss list logging interval in-ms Z'Z2 ACL 240 o|a| RY L=
zZ MA MEto| £1HE XMBHe = & LICH logging rate-limit rate-per-second [except loglevel] &
B2 EI Y U TS g XﬂEFE*L—lliP.

ACL 2Z9| CPU &&=
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upervisor Engine 720 5= Supervisor Engine 328 A& 35t= Cisco
|2} Cisco 7600 Series BFRE{2| StEQ0{0ll M %|Z5LE ACL ZEZE A

ACL 20| ZAL|T301M U AL ol CHEH RHAI3H LIS 2 ACL 22 518 QIHB|HA O|3H HAS
A RSAAD.

A RUIAE A9y 22 HYE A8SE AFL ES

HEL3T =} MAo RLIFHAE RPF7F 2H2 A HiZ 2 M E F2 #EIXHE show cef
interface type slot/port internal, show ip interface, show cef drop, show ip cef switching statistics 7|
S L show ip traffic BE& AFE5t0{ FLIFHAE RPF7} &M X[EF THA! =& AlHE £ JU&LICH

#1: Cisco 10S Software 7™ 12.4(20) TS E{ show ip cef switching & 0| show ip cef switching
statistics 7|52 2 CHA| =|A&LIC}H

#1: show B2 | regex A/Zf & show Z'ZE | include regex 3 BY =Hxt= o3 01|01|A‘| AEEE

E ot HEE 27| flal #ElXt7E +2 2A6Hof ste £20| 2 x[AStELICH HE =Rt
ofl &t XEMIBH LI 2 Cisco 10S Configuration Fundamentals B2 2 = 9| show H& MIA=|01| ANE
L|CF.

rout er #show cef interface GigabitEthernet 0/0 internal | include drop

ip verify: via=rx (allow default), acl=0, drop=18, sdrop=0
router#

£ 11: show cef interface type slot/port internal2 CLIOI A 25| 124510k 3
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rout er #show ip interface GigabitEthernet 0/0 | begin verify

I P verify source reachable-via RX, allow default, allow self-ping
18 verification drops
0 suppressed verification drops

router#

rout er #show cef drop
CEF Drop Statistics

Slot Encap_fail Unresolved Unsupported No_route No_adj ChkSum Err
RP 27 0 0 18 0 0
router#

rout er #show ip cef switching statistics feature
| Pv4 CEF input features:

Pat h Feat ure Drop Consune Punt Punt 2Host Gave route
RP PAS uRPF 18 0 0 0 0
Tot al 18 0 0 0] 0

-- CLlI Qutput Truncated --
router#

rout er #show ip traffic | include RPF
18 no route, 18 unicast RPF, 0 forced drop
router#

2 9| show cef drop, show ip cef switching statistics feature &! show ip traffic 04| A|0{|A{ Unicast
RPF£ Cisco Express Forwarding2| Forwarding Information Base L0 A IP T{Z/0| AA FAE
srolst & 91| M2 0 RLIFHAE RPF7F TAIE B E OIE{H 0|20l M Moo= 4418t 187 IP
S AU &LICH

Cisco 10S NetFlow
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ot0q O|2{EF (A HE o Edteie AR E= SHIE EcliE EZ2X| &lets Ho| E&L

CH.

rout er #show ip cache flow

| P packet size distribution (31715553 total packets):
1-32 64 96 128 160 192 224 256 288 320 352 384 416 448 480
.005 .175 .632 .032 .095 .003 .003 .003 .002 .000 .005 .002 .000 .000 .000

512 544 576 1024 1536 2048 2560 3072 3584 4096 4608
. 000 .000 .020 .007 .008 .000 .000 .00O0 .000 .000 .000

| P Fl ow Swi tchi ng Cache, 4456704 bytes
24 active, 65512 inactive, 5451612 added
557541771 ager polls, O flow alloc failures
Active flows tineout in 2 nmnutes
Inactive flows tineout in 60 seconds
| P Sub Fl ow Cache, 533256 bytes
O active, 16384 inactive, 0 added, O added to fl ow
O alloc failures, 0 force free



1 chunk,

Pr ot ocol
TCP- Tel net
TCP- FTP
TCP- FTPD
TCP- WAV
TCP- SMTP
TCP- ot her
UDP- DNS
UDP- NTP
UDP- Fr ag
UDP- ot her
| CVP

| QWP

I PINI P

| Pv6l NI P
GRE

| P- ot her
Tot al :

Srclf
G O0/0
Gio/o0
GO0/1
Gio/o0
Gio/o0
G O0/0
Gio/o0
G O0/0
Gio/o0
Gio/o0
GO0/1
Gio/o0
Gio/o0
G O0/0
Gio/o0
G O0/0
router#

1 chunk added
| ast cleari

ng of statistics never

Tot al
Fl ows
811
2108

5
133468
32583
627608
284078
94456

1
1102669
1980458
469264
2

3

2
724037
5451553

Srcl Padd
192. 168.
192.168.
192. 168.
192.168.
192.168.
10. 88. 22
192.168.
10. 89. 16
192.168.
192.168.
192. 168.
192.168.
192.168.
10. 88. 22
192.168.
10. 89. 16

Fl ows

/ Sec

0.0

0.0

0.0

0.0

0.0

0.1

0.0

0.0

0.0

0.2

0.4

0.1

0.0

0.0

0.0

0.1

1.2
ress Dstlf
10.201 GO0/1
11.54 Gio/1
150.60 G O0/0
13.97 Gio/1
10.17 Gio/1
6.1 Go/1
12.185 Gi0/1
. 226 Go/1
120.20 Gi0/1
12.45 Gio/1
150.41 GO0/0
12.87 Gio/1
10.12 Gio/1
6.8 Go/1
12.15 Gio/1
. 216 Go/1

Packet s Bytes

/ Fl ow [ Pkt

137
6
13
4

5

1

2
3
1
9
8
2
2
1
1
1
9
5

41
44
52

223
60
175
63
76
1260
102
89
37
76
863
697
89
113

Packets Active(Sec)

/ Sec

NPOOOORPNOOOROOOOO
WUIOOONRFRPOON®OR OOO

Dst | Paddr ess
192. 168. 60. 102
192.168.60.158
10. 89. 16. 226

192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.

168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.

60.28
60.97
202. 22
60.239
150. 60
60.102
60.138
60. 24
60.28
60.97
202. 22
60.209
150.8

/

Pr
11
11
06
11
06
11
11
06
06
06
06
06
06
11
06
06

Fl ow
32.
0.
0.
5.
28.
57.
15.
0.
0.
34.
14.
58.
0.
0.
0.
95.
37.

OO O O0OONWWAMARWRFROWOONO W

SrcP
0984
0911
0016
OB3E
0B89
007B
0BD7
12CA
0984
0911
0016
OB3E
0B89
007B
0BD7
12CA

I dl e( Sec)
| Fl ow
16.
22.
1.
50.
60.
24.
53.
60.
60.
47.
58.
41.
60.
60.
60.
15.
44.

~Noh~rbbboOooNMNMOOOIFR,LROOO R BN

DstP Pkts
00A1
13C5
12CA
13c4
13c4
007B
13c4
0016
1F90
13C5
12CA
0050
01BB
007B
20FB
0016

PR RPRURPRWRRPRRRUOPRLWLER

ko] of|ofl A= TCP Z E 5060(16%!4 Zt 13C4) & 5061(16%!4 Zt 13C5)2| SIP 2 UDP ZE
5060(13C4) L 5061(16%!4> 2t 13C5)2 HTTP @ TCP ZE 80(16%14 Zt 0050) ! 8080(16%!4:
2t 1F90)2] HTTP & TCP EE 443(16%!4 Zt 01BB) X 843(16%!4: 20FB)2| HTTPS 042 22 <

7F U&LICE

Ol ECHEIS Y& dh= C|HIO|A MM AFESHE 192.168.60.0/24 T4 25 LIS FAMM AAME
of e FTAZ MSELICE O|2{8t S 2| IHZI2 AFEE £ QIO O] FAMHE 2 E5led
= A= E LIEIE &= U&LICEH 2ElXt= ol2{8t E2E<E UDP £ E 5060 & ZE 50610 M &
Z| S|P EZ{Tl o SAE L= HEQI0M AA

UDP EE 5060(16%!4 2t 13C4) X 5061(16%!4= Zt 13C5)0il A SIP THZloi| CHEH ERf=l s =20t &
24 H2d show ip cache flow | include Srclf|_11_.*(13C4|13C5)= CH2 1t 20| 21 UDP NetFlow
HZEE EAIELICH

UDP EE%



rout er #show ip cache flow | include SrcIf|_11_ .*(13C4|13C5)

Srclf Srcl Paddr ess Dstlf Dst | Paddr ess Pr SrcP DstP Pkts
Gi0/0 192.168.12.110 Gio/1 192.168.60.163 11 092A 13C4 6
Gi0/0 192.168.11.230 Gio/1 192.168.60.20 11 0C09 13cC4 1
Gi0/0 192.168.11.131 Gio/1 192.168.60.245 11 0B66 13C5 18
Gi0/0 192.168.13.7 Gio/1 192.168.60.162 11 0914 13C4 1
router#

TCP ZE 5060(16%!% 2t 13C4) 2! 5061(16%!= Zf 13C5)2] SIP THZ]1 TCP ZE 80(16%!% Z
0050) 2! 8080(16 %4> Zt 1F90)2| HTTP %! L TCP ZE 443(167%14 Zf 01BB) & 8443(16 %4
Zt 20FB)2| HTTPS mHZloi CHet EciEl 5 50 E2{H B0 ip FHA| E/ES EAIELICH]|
include Srclf|_06_.*(13C4|13C5|0050|01BB|1F90|20FB)= Ct2 2 ZHo| #+#4 TCP NetFlow ZlZ =
E T AIELct.

TCP &2 &

rout er #show ip cache flow | include SrcIf|_06_.*(13C4|13C5|0050|01BB|1F90|20FB)

Srclf Srcl Paddr ess Dstlf Dst | Paddr ess Pr SrcP DstP Pkts
Gi0/0 192.168.12.110 Gio/1 192.168.60.163 06 092A 13C5 6
Gi0/0 192.168.11.230 Gio/1 192.168.60.20 06 0C09 0050 1
Gi0/0 192.168.11.131 Gio/1 192.168.60.245 06 0B66 01BB 18
Gi0/0 192.168.13.7 Gio/1 192.168.60.162 06 0914 0050 7
Gi0/0 192.168.241.106 Gi0/1 192.168.60.27 06 0B7B 13C4 12
Gi0/0 192.168.19.222 Gio/1 192.168.60.120 06 0C09 20FB 16
Gi0/0 192.168.12.121 Gio/1 192.168.60.245 06 0B66 01BB 19
Gi0/0 192.168.14.17 Gio/1 192.168.60.183 06 0914 1F90 9
Gi0/0 192.168.41.86 Gio/1 192.168.60.217 06 0B7B 20FB 2
router#

Cisco ASA 3! FWSM 3t

o3l &3} A& Rlo| 25

QIE|L 917 XI5, IEL| W ZZ UM A7 X|IH £ VPN 947 XIHo| ZEE 4 /= QladA
HAA X0l UEXTE SojoE EfEoZRE| UEYIE B3 5tdT BH2|X7HACLS

TE5to] B KBS st Zo| TaLlch BalRts 40 we EaTipt o134 HMA B

QIEOM UEYT 0l SO7HEE HAMOR s{85t AL} 7|Z 2o & W Zm|aa oMo nfat
oI5 we EiTo| HEYIE SIS 5185104 ACLE PAIE 4+ USLICH ACL 317 W
2 ZHo| AZE 4 ol A4 FA0IM AIBEIE B2 Ol2{8t FIoFA0] Chat ehfst B2 S XIT
%F%F

tACL M2 Q&g dh= ClHFo|A0| M& K= TCP & UDP ZE 5060 2! 50612 R &+ SIP IHZ,
TCP ZE 80 2! 80802| HTTP IHZ!, TCP Z E 443 4! 84432| HTTPS Iz HE&LICt. CI2 of
0flA 192.168.60.0/242 W& B= CIHIO|AO|M AFBSHE IP 4 37H0|MH, 192.168.100.12]
SAEE G2 gh= ClHo|A0 M ASHOF 5l AEE = UeE AAR ZHFELICH BE FEH
Efi=Eg 7 28 #E HM A EHe st EBEE S{ESIES FolsHoF & LICt.

1

I o

Q'I_l

\d

4
o0

S

tACLO| CHer =71 HE I ERM S MM A K[o] S5: o X[ofM EEZ U&LICE

r

! I'-- Include explicit permit statements for trusted sources !-- that require access
on the vulnerable ports ! access-list tACL-Policy extended pernmit tcp host

192.168. 100.1 192. 168. 60. 0 255. 255.255.0 eq sip access-list tACL-Policy extended
permt tcp host 192.168.100.1 192. 168.60.0 255.255.255.0 eq 5061 access-Ilist tACL-
Policy extended permit udp host 192.168.100.1 192. 168.60.0 255.255.255.0 eq sip


http://www.cisco.com/en/US/tech/tk648/tk361/technologies_white_paper09186a00801afc76.shtml

access-list tACL-Policy extended permt udp host 192.168.100.1 192.168.60.0

255. 255. 255. 0 eq 5061 access-list tACL-Policy extended pernit tcp host 192.168.100.1
192. 168. 60. 0 255. 255. 255. 0 eq ww access-list tACL-Policy extended pernmit tcp host
192.168. 100.1 192. 168. 60. 0 255. 255.255.0 eq https access-list tACL-Policy extended
permt tcp host 192.168.100.1 192.168.60.0 255.255.255.0 eq 8080 access-Ilist tACL-
Policy extended permit tcp host 192.168.100.1 192.168.60.0 255.255.255.0 eq 8443 ! !-
- The following vulnerability-specific access control entries !-- (ACEs) can aid in
identification of attacks ! access-list tACL-Policy extended deny tcp any

192. 168. 60. 0 255. 255. 255.0 eq sip access-list tACL-Policy extended deny tcp any

192. 168. 60. 0 255. 255. 255. 0 eq 5061 access-list tACL-Policy extended deny udp any

192. 168. 60. 0 255. 255. 255.0 eq sip access-list tACL-Policy extended deny udp any

192. 168. 60. 0 255. 255. 255. 0 eq 5061 access-list tACL-Policy extended deny tcp any

192. 168. 60. 0 255. 255. 255. 0 eq ww access-1list tACL-Policy extended deny tcp any

192. 168. 60. 0 255. 255. 255. 0 eq https access-1ist tACL-Policy extended deny tcp any
192. 168. 60. 0 255. 255. 255. 0 eq 8080 access-list tACL-Policy extended deny tcp any

192. 168. 60. 0 255.255.255.0 eq 8443 ! !-- Permit or deny all other Layer 3 and Layer 4
traffic in accordance !-- with existing security policies and configurations ! !--
Explicit deny for all other IP traffic ! access-list tACL-Policy extended deny ip any
any ! !-- Apply tACL to interface(s) in the ingress direction ! access-group tACL-

Policy in interface outside

e RLIFHAE Y Y F= M MSEAFTES

Ol 240l BE Flote AFWE P 0= 4B 4+ LIt Balxts AF B CfE &
5 WHUZOZ RLITHAE RPFE PS50 248 + ASLIC
QLIFHAE RPFE QIE{H|0|A BHof M 2AEI 20l TS 3t A 1P FAT} gl TS B8
T ARIE 2 la LD BEIE ba P Raol off HMUE HE 2201 ole Ao AXEe 1
Ol RLIFHAE RPF x| QIE{HOIAE Sof HIEZ0l FUY £ Q0O ehefst AFL HS &
N8 3t7| 9laf $UIZHAE RPFO| OZsfA= of ELIc. iz ato|x & Zof Mt IEA ofxio}
o

A RE X[ 3 Blo]od 3 RIE{H[0]A 0| LHF HA|A Bijo]ofoiM FLIFHAE RPF7L & E3HE = UG
LICF.

FLIFHAE RPF2| L[| 0| I A& o CHEt XEA[EH LHE 2 Cisco Security Appliance
Command Reference for ip verify reverse-path 2! Understanding Unicast Reverse Path
Forwarding Applied Intelligence BiAME & X3 AA|L.

AlE: ST HAM|A Ko 5

QIE{H| 0|20 tACLO| ML I._=| 2 2|XF= show access-list B S AL&sto ZE{ZE TCP X UDP
ZE 5060 % 50612 SIP llH |, TCP ZE 80 & 80802 HTTP EHZJ, TCP ZE 443 & 8443°|
HTTPS TjZ! 8 Alsgr & olaLict Balxte ZE(2lE 28 EAFstod o|2f#t Fletale ‘%*9
tede A= QK| &olst= Zd0] E&LICH show access-list tACL-Policy2| &3 o= CtS ZH&L
Ct.

firewal | #show access-list tACL-Policy

access-list tACL-Policy; 17 elenents

access-list tACL-Policy line 1 extended permit tcp host 192.168.100.1 192.168.60.0
255.255.255.0 eq sip

access-list tACL-Policy line 2 extended permit tcp host 192.168.100.1 192.168.60.0
255. 255. 255. 0 eq 5061

access-list tACL-Policy line 3 extended permit udp host 192.168.100.1 192.168.60.0
255.255.255.0 eq sip

access-list tACL-Policy line 4 extended permit udp host 192.168.100.1 192.168.60.0
255. 255. 255. 0 eq 5061

access-list tACL-Policy line 5 extended permit tcp host 192.168.100.1 192.168.60.0


http://www.cisco.com/en/US/docs/security/asa/asa82/command/reference/i3.html#wp1878364
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255. 255. 255. 0 eq www

access-list tACL-Policy line 6 extended permit tcp host 192.168.100.1 192.168.60.0
255.255.255.0 eq https

access-list tACL-Policy line 7 extended permit tcp host 192.168.100.1 192.168.60.0
255. 255. 255. 0 eq 8080

access-list tACL-Policy line 8 extended permit tcp host 192.168.100.1 192.168.60.0
255. 255. 255. 0 eq 8443

access-list tACL-Policy line 9 extended deny tcp any 192.168. 60. 0 255. 255. 255.0 eq
sip (hitcnt=30)

access-list tACL-Policy line 10 extended deny tcp any 192.168. 60. 0 255. 255.255.0 eq
5061 (hitcnt=43)

access-list tACL-Policy line 11 extended deny udp any 192.168. 60. 0 255. 255.255.0 eq
Sip (hitent=70)

access-list tACL-Policy line 12 extended deny udp any 192.168. 60. 0 255. 255.255.0 eq
5061 (hitcnt=14)

access-list tACL-Policy line 13 extended deny tcp any 192.168. 60. 0 255. 255. 255.0 eq
ww (hitcnt=45)

access-list tACL-Policy line 14 extended deny tcp any 192.168. 60. 0 255.255.255.0 eq
https (hitcnt=53)

access-list tACL-Policy line 15 extended deny tcp any 192.168. 60. 0 255. 255.255.0 eq
8080 (hitent=70)

access-list tACL-Policy line 16 extended deny tcp any 192.168. 60. 0 255. 255.255.0 eq
8443 (hitcnt=61)

access-list tACL-Policy line 17 extended deny tcp any any

2ol oflof M HAM|A =F tACL-Policy= AMEE = gle ZAE = HEHI oM 22 CHS TZ
g A& LICH

. ACE 22! 99| TCP Z E 506001 A{ 3071 SIP m{Z!

. ACE 221 1001 CiEt TCP ZE 50612| SIP THZ! 437

. ACE 22! 112 UDP ZE 50602] SIP T{Z! 7074

. ACE 2}2l 120] Ci&t UDP ZE 50612| SIP THZ! 147

. ACE 22! 130{ CiEt TCP X E 802| 457§ HTTP m{=!

. ACE 22! 1401 Ci$t TCP X E 4432| 537§ HTTPS {Z!

. ACE 22l 150 CiEt TCP Z E 808001 A1 707 HTTP THZ!
. ACE 2}l 160 CHEt TCP X E 84432| 6171 HTTPS I{%!

Al: W3l M| A S5 Syslog HIA|X
log 7I¥E 7} 8= ACE(Access Control Entry)olAM 7HE & THZlofl CHaH & 3ted syslog HIA| K]

1060230| M- LICt. Of syslog MIA|X|oi| CHEF =7} 7““='E Cisco ASA 5500 Series System Log
Message, 8.2 - 10602301 /& L|CtH.

Cisco ASA 5500 Series Adaptive Security Appliance & syslog Tt 430 CH$t & £ &= Monitoring -
Configuring Loggingdl /& LICE. Cisco Catalyst 6500 Series 22| %| & Cisco 7600 Series 2+ E
ofl CHEF FWSME] syslog 430 CiEt & E = Monitoring the Firewall Services Moduledll !& LICE.

CtS odlof A= show logging | grep regex BE2 Watedo| 2Z HI{0I| A syslog HIA|X|E =&F
LICt O|248 HIAIX|= O] EAMof MEE FFMHE A5t A A|ZE LIEHE = /U= HE
Zl iZlol| chEt F7H HEE MIELIc 2ZE HAIXIHM £ HIo|EE ZAXM5t7| 2I5H grep 7|

S{EQL CHE Hr Al A8 Y =+ U&LCH

HTAl F2o ofs 271 MEE HRAl pHE 7o gt

firewal | #show logging | grep 106023
Apr 27 2011 00:03:41: %ASA-4-106023: Deny udp src outside:192.0.2.18/16784
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dst inside:192. 168. 60. 191/ 5060 by access-group "t ACL-Policy"

Apr 27 2011 00:03:41: %ASA-4-106023: Deny udp src outside: 192.0.2.200/ 16785
dst inside:192. 168. 60. 33/ 5060 by access-group "t ACL-Policy"

Apr 27 2011 00:03:41: %ASA-4-106023: Deny udp src outside:192.0.2.99/16786
dst inside: 192. 168. 60. 240/ 5061 by access-group "t ACL-Policy"

Apr 27 2011 00:03:41: %ASA-4-106023: Deny udp src outside: 192.0.2.100/ 16787
dst inside:192. 168. 60. 115/ 5061 by access-group "t ACL-Policy"

Apr 27 2011 00:04:27: %ASA-4-106023: Deny tcp src outside:192.0.2.88/18683
dst inside:192. 168. 60. 38/ 5060 by access-group "t ACL-Policy"

Apr 27 2011 00:04:27: %ASA-4-106023: Deny tcp src outside: 192.0.2.175/18684
dst inside:192. 168. 60. 250/ 5061 by access-group "t ACL-Policy"

firewal | #

o of|of| M tACL tACL & Zof| CHaH 2L E HIA|X|= F&2 &
Z MSE TCP & UDP X E(5060, 5061)01l CHa AFE =S

£ ClHto|&ol HFE F4L =52
e 2oiFLIC

ASA £t 0{Z2}0|1A & syslog HIA|X|0o]| CHEF F7F HE = Cisco ASA 5500 Series System Log
Messages, 8.2 & LICH. FWSME syslog MIA|X|of| CHEH =71 HE &= Catalyst 6500 Series
Switch 2! Cisco 7600 Series Router Firewall Services Module Logging System Log Messages|
U&LICE

Identifying Incidents Using Firewall
ZotAA|2.

syslog O|HIEE ALt QIAIEE T ALol| CHEH RFMIEH LHE R |
and 10S Router Syslog Events Applied Intelligence B{ A& %t

Al RLIPHAE Y =2 dEE M83ie AFEES

FLIFHAE RPFOIM HE & mfZlod| CH3H BESted syslog MHIAIX| 1060210 AELIC} Of syslog
HIA|X|ofl CHEF =71 HE = Cisco ASA 5500 Series System Log Message, 8.2 - 10602104 Y& L
C}.

Cisco ASA 5500 Series Adaptive Security Appliance & syslog Tt 430 Ci$t & 2 &= Monitoring -
Configuring Logging™| /& LICt. Cisco Catalyst 6500 Series 22| x| 2! Cisco 7600 Series 2t Ed
of| CHEF FWSME] syslog 430 CHEt & E = Monitoring the Firewall Services Moduledll ! & LICE.

CtZ 0dloll M= show logging | grep regex &2 &3t 0| 2 HI{0{| A syslog HIAIX|E 2
LICt. O|248t HIAIR|= O] EMof| MEE FSHS & = MY AT E LIEHE = U= HE
= mZlol et Ft HEE MSE L 2EZE HAIX[M £ 0| & HA45t7| 2{5H grep 7|
SIEQCHE M AIZ ASE += /JU&Lch

I -y

HAA 220 gt F71 HE= HA BHE 7|0l Y& LICE.

firewal | #show logging | grep 106021
Apr 27 2011 00:03:42: %ASA-1-106021: Deny UDP reverse path check from
192.168.60.1 to 192.168. 60. 100 on interface outside
Apr 27 2011 00:03:43: %ASA-1-106021: Deny UDP reverse path check from
192.168.60.1 to 192.168. 60. 100 on interface outside
Apr 27 2011 00:03:43: %ASA-1-106021: Deny TCP reverse path check from
192.168.60.1 to 192.168.60. 100 on interface outside
Ct= of|2t 20| show asp drop BHE RLIFHAE RPF 7|S0| AFA|Et miZlo| +=& AlH
&LCh.

ok
o)

+

>
>,

firewal | #show asp drop frame rpf-violated
Reverse-path verify failed 11
firewal | #

2t o] 0|0 M Unicast RPF= Unicast RPF7F T2/ El QIEH O|A|M =4IE 11712] IP TS AMA|
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{& LIt £340| gio™ WatHo| RLIFHAE RPF 7|50 A S A XIGHR| EAS S LIEHL

toh

7t&stEl Eot ZE AKX miZ! EE= 42 ol et ARAMIEH LIE 2 Cisco Security Appliance
Command Reference for show asp dropE & X3 AAIL.

Cisco &2 gt x| A|AH]

2t3l: Cisco IPS A& O|HIE =]

ZE2|XH= Cisco IPS(Intrusion Prevention System) 0{Z20|HA & MH|A 2 E
EX|E M35t o] EMol| MEE LR FAMHE 43l AIZE UXIE =
FofMH2 CtE MHol ofsh B X|E = ‘BA'QL—IEP.

= A-835tod 91
AU&LICE ofdet

. 35846-0 - Cisco CUCM ¢4 2= A
. 35866-0 - Cisco CUCM SIP F|2Fd
. 35085-0 - Cisco Call Manager SQL 4 ¢/

35846-0 - Cisco CUCM ¥4 3 a3

Cisco IPS %1 6.x O|& 2 Al#stE MM A|ZL|* YCl0|E S5628 E AlZ1L|A] 35846/0(Al1
L|%x{ O|&: Cisco CUCM Remote Code Execution)2 Z O|248t F At HE EXIE &= UELICH A2
L|* 35846/02 7|2Mo 2 3l E|o] &2 alZE O|HIEE EE[7{5t1 SFR(Signature Fidelity
Rating) 0| 950| M produce-alert2| 7|& O|HE =toiozZ L MEL|C}

M 35846/02 SIP ZE 50602 At&5t0q T

AlBiS o|p{5t E|QkA 0| AFRHEIQI QIAZ 2 O

mjo Of

£l £Hel 0| BRI m WA ErLIC Of Ml
LR 4 lesLit.

35866-0 - Cisco CUCM SIP #|9f4

Cisco IPS H{71 6.x 0|48 A&tz M| A|TL|X{ YOI|0|E S5625Ef A|1L|X{ 35866/0(Al1
L|&| 0|&: Cisco CUCM SIP Vulnerability) 2 2 0O|z{8t [ S EX|E 4+ U&LICH AL
35866/02 7|EMo =2 HMEE|0] =2 AZ L O|HIEE EE|7{3t 1 SFR(Signature Fidelity
Rating)0| 900|H 7|& O|HE =42l produce-alert2 T4 E LC}H.

X 35866/02 SIP LE 50602 AHR5H04 TAE B THZI0| BRI ) wAYBrLITH O] Mol
AR olz{3t £|oro| HAYQ YABRUS LiEH 4 QALICH

35085-0 - Cisco Call Manager SQL 41¢]

Cisco IPS HHZ1 6.x 0|42 Al3tste MA{ Q| A|ZL|X UHI0|E S5625E] AlLIX 35085/0(Al1
L% O|&: Cisco Call Manager SQL Injection)2 2 O|248F &AM S EFX|g = QU&LICH AlZLIX]
35085/02 7|2Ao 2 #AI5tE[0] £2 AlZtT O[HEE E2|H3tT SFR(Signature Fidelity
Rating)O| 850|0H 7|2 O|HIE 2242l produce-alert2 T & LCt.

Al L|X 35085/02 Ciscol| Call Managerd| CHEH SQL & & 3242 B K| f g L[t O M
Ho| M2 o|2{Eh FfMHo| HAHQI UAZEZAIZ LIEIH 5=

HE|XtE 3240| §HX|E [ o|HE =g —1‘—%*%}_'.:_% Cisco IPS MME T & &= J&LIct 7
El O|HE %2 o]l EMo| HHE FFHZ @

K| Mo{E =~&ELICt
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ARYE P FAE ASSHE UAERIS TAE OHE S0 Qs MZE 4 Qi A0 E
BHZE A2 MR 4 gLt

Cisco IPS M= O|HE SZEo| AlE1 A& E 2t B3 ZEHM #5E W 71E 2oL
Ct. CIEIR! B3 2 Eo|AM 75 El Automatic Threat Prevention for Cisco IPS 6.x O|& MIME= O] &
Mol dHE F S o4 Estods 340 CHe I &K 7[s2 MIFLCH {3 EX=
riskRatingValue7t 90ECt 2 EZ|HE MHEHoi CH3H O|HE ”°"° +AlSt= 72 MEo/E Sl T

2

2 U 9/ S3 Aol CHE RHMIE LIS 9IH S3 2 913 S 1PS A

rk

a5t

Cisco 2ot B L|EZ, M Gl CHiS A|IAH]

4E: Cisco 202t ZUEE, EM W OIS Al&R Al

Cisco Security MARS(Cisco Security Monitoring, Analysis, and Response System) 0{Z 20| A
£ IPS MY 35846/0(AE O|&: Cisco CUCM Remote Code Execution), IPS A& 35866/0(AM& O
&: Cisco CUCM SIP Vulnerability) 2! IPS A& 35085/0(A<& O|&: Cisco Call Manager SQL
Injection)Z At&35t0{ O EA0f| dBEE F[FJnt 2HEAEl O|HEQ} EE CIAHEE HMHE = A
&LICH S562 ™M MY AUH|0|EVF CIREEE! & 7|2/ E NR-35846/0 for IPS signature 35846/0,
7|2/ = NR-35866/0 for IPS signature 35866/0 (.= 7|2/ = NR-35085/0 for IPS signature
35085/02 AH& 3109 Cisco Security MARS 0Z EfOIOJAOHH S E x| O[HE S HZ| F&oiA
IPS MEOZ MMEIQIAHEE LIY¥st= B ME NZELCt.
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