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Cisco Secure Client Pre-Deployment
Package (Windows) - includes individual MSI
files@
cisco-secure-client-win-5.1.2.42-predeploy-k9 zip
Advisories [

Misi zip TH
CIRRECEst &S2 £ Setup(Add)2 E2ILICH

Profiles

Setup
£ cisco-secure-client-win-1.182.3-thousandeyes-predeploy-k9
## cisco-secure-client-win-5.1.2.42-core-vpn-predeploy-k9
## cisco-secure-client-win-5.1.2.42-dart-predeploy-k9
ﬂ cisco-secure-client-win-3.1.2.42-iseposture-predeploy-k9
#¥ cisco-secure-client-win-5.1.2.42-nam-predeploy-k9
ﬂ cisco-secure-client-win-5.1.2.42-nvm-predeploy-k9
ﬂ cisco-secure-chient-win-3.1.2.42- posture-predeploy-k9
ﬂ cisco-secure-client-win-3.1.2.42-sbl-predeploy-k9
12 cisco-secure-client-win-5.1.2.42-umbrella-predeploy-k9
## cisco-secure-client-win-5.1.2.5191-zta-predeploy-k9
() Setup
|| setup
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P Ciace Secure Client Intall Selector - ] X

Select the Cisco Secure Client 5.1.2.42 modules you wish to
nstall:

m Core & AnyConnect VPN
m Start Before Lozin

m Network Access Manager
m Secure Firewall Posture

m Network Visibility Module
m Umbrella

m [SE Posture

m ThousandEves

m Zero Trust Access
m Select All

Diagnostic And Reporting Tool

m Lock Down Component Services

A x| M|
Install Selected(M& &= Mx|)E Z=2IgrLIC.

EULAO| S2olgfLct.



] Cisco Secure Client EULA X

Supplemental End User License Agreement
IMPORTANT: READ CAREFULLY

By dicking accapt or using the Cisco Technology, you agree thal such use is govemned by the
Cisco End User License Agreemeant and the applicable Produd Speacific Terms (collactively,
the “EULA"). You also acknowledge and agree that you have read the Cisco Privacy
Stalement

If you do not have authority 10 bind your company and its affiliates, or if you do nol agree with
the termis of the EUILA, o nol click "accepl and 4o nol use the Cisco Technolagy. Hyou are a
Cisco channel paner accepling on behalf of an end customer Ccustomer”), you must inform

the customer that the EULA applies to customer's use of the Cisco Technology and provide
the customer with access to all relevant lerms

The lalest version of documeants can be found at the fallowing locations.
« Cisco End User License Agreement
RS AW, 0 5 D0 O eniiu s/ & Baulne galicl oy d-ang-
Sofwareend user license Sgresnment nimi
= Applicable Product Specific Terms: hitps (hwww dsco.comigenius/aboutlegalicloud-
and-software/sofware-lerms himl W
«  Ciscd Pivacy Statement hiltps i i FruChgn g aliprivacy-full hbm

EULA %t
NAM M x| & CtA| Al=FatoF B LICEH

Cisco Secure Client Install Selector h. 4

You must reboot your system for the installed changes to take effect.

m:]

Cisco Secure Client

App




Secure Client T2 17

2. Secure Client NAM Z2IH 4 HE7|E CHREEStT MX(|ELCH

Dot1x 7|2 MH& F445l24™ Cisco Network Access Manager T2 It WX 7|7} 2o BHL|CH.
Secure Client7} Ct2 2E E|= S Y&t I O|X|0of M Profile Editor &440| LIEFE LICE.

Of oflof| M= T 5.1.2.422| S E ALSELICH

Prafile Editor (Windows )& UE-Fal- 20024 1507 Mg b

{oagls = CiS 0= Spourg-clieni=-win=5 1 ¥ 42 profleadice= K% msi
Aasones Of

Welcome to the Cisco Secure
Client Profile Editor Setup
Wizard

The Setup Wizard will install Cisco Secure Chent Profile Editor
on your computer, Chdk Text™ to continue or "Cancel” to
exit the Setup Wizard.

TN e R



Typical setup M2 ArSgLICH

4 Cisco Secure Client Profile Editor Setup

Choose Setup Type
Choose the setup type that best suits your needs

3 Typical
ﬁ Installs the most common program features. Recommended for
mast users.

o Custom
Elg R B T e i x i wrare st e il e liet]
and where they will be installed. Recommended for advanced

users.
| ' Complete
§ All program features will be installed. (Requires most disk
2 | space)

< Back Next > | Cancel




4 Cisco Secure Client Profile Editor Setup

Ready to Install

The Setup Wizard is ready to begin the Cisco Secure Client Profile Editor
installation

Chick “Install” to begin the installation. If you want to review or change any of your
installation settings, dick "Back”. Click "Cancel” to exit the wizard.

Advanced Installer
<Back [ Winstal || | Cancel

MR

Finish(Ot&)& 2=/gfLct.




Completing the Cisco Secure
Client Profile Editor Setup
Wizard

Click the "Finish” button to exit the Setup Wizard.

[] view readme file
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Eest match

Metwork Access Manager Profile
Editor
App
— Metwork Access Manager Profile Editor
.'.r||'|
network acce - See web nesults
nehwork access pratection
Open
network acoess
Fimn a6 admimistralor
network acoess control Open file location
nefwork acoess confrol products B pan to S2art
network access point J = Pan to taskbar
network acoess control tools Unér:stall
nebwork acoess device

nEhwork acoess control list

network access control gartner
magic quadrant

network access control security

o network acoes M

A Lol NAME Z 2 It THE 7|
Network Access Manager & T2t W& 7| Ax|7t 22 EIRAE&LICEH
3. Ut 7|2 2
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File Help

| Metwork Access Manager | Client Policy

e sy | PrOfile: Untitled
Hetworks

=¥ Nabwork Groups - Connection Settings

Default Connection Tmeout (sec.)
Connection Attempt:

() Before user logon
Time to wait before allwing user to logon (sec.)
() After user lngon
Meda
[ Manage WiFi (wirehess) Media
£ Enable validation of WRAMWPAZ/WPAS handshake
[[] Enable Randomized MAC Address
Defauit Assodation Tmeout (sec.)
[ Manage Wired (502.3) Media
[ Manage Mobde Broadband (35) Meda
/| Enable Data Roaming
End-user Control
Alow end-user to:

] Disable Chent ] Select machine connection type

] Display wser groups [ Enable by defadt

[ Spedfy a saipt or application to run when connected .

NAM Z 21l HZE|7| Z2210|1E XM



File Help

NAM T 2 1}l

Authentication Policy
Profile: Untitled
Alow Association Modes - Alowed Authentication Modes
A Sedect All (Personal) 4] Sedect All Quter
[ Open (na encryption) [FlEasFast
[ EAP-GTC
[ Cpen (Static WER) % .
[ Shared (WeP) [ Earns
] WPA Personal TKI® Fearns
[ WA Personal AES FlearaTis
= [ easos FAEApMscHAR2
EAweAzparsoralmiae [2p40 fegacy)  [] 0P fagacy)
[l WPAz2 Personal AES [ mscHap egacy)
[l WRA3 Open (OWE) = 2 :
] wras Personal AES (SAE) bese
[ rerr
[ Sedect All [Enterprise) %)
] Open (Dynamic (802. 1) WEF) [ EAP-MECHAPVE
[ WP Enterprise TRIP Ejespm
Alowed Wired Security
] WA Enterprise AES select At
] WPAzZ Enterprise THIP ] Open o
B S 1802 1x orly
pACIMEE S R [ 802, 1x with MacSec
[ CCEM Enterprise AES [+] AES-GCM-128
[l WPAS3 Enterprise AES = 28




File Help

HE?IZ O™

=

4. AIL}2|2 1: PEAP(MS-CHAPV2) A2 X} Q1B S 2

HE3 MMo 2 0|SErLCt.

7|2 WEH

Add(F7hHE 2=i¥

H
15|
HuU

st

ks Eéw Access Manager Network Groups
Clent Policy s
? Authentication Pokcy Profile: Untitled
wﬂ!’t‘ﬂﬂl‘h Group:
" Metwork Groups Local netwarks o Delete Few
Allow end-user to: e
A See scan kst

MNetwork Order

Global Networks

‘Wired:

wired

Lip
Down
‘Wireless:
Up
Down
Other Netwarks in Local networks Available Networks
Wired: Wired:
Hame Current Group ‘
Up
Down
Wreless : T Weekss
Hame Current Group |
Up
Dawn

OF 22} 0|1E NAM AIAX} T4



Networks
Profile: Untitled

Network

Mame Media Type Group™

Edit...

Delete

* A network in group 'Global' is a member of afgroups.

HEQ3 Z2upel MA
HEQ3 ZTEEZo| 0|EE K|™sL|Ct.

& HH Aol CH3H Globalg ME{ELICE Wired Network O|C[01E ME4ELICE.

ok



Networks
Profile: Untitled

-
Group Membership
() In group: Local networks

Choose Your Hetwork Media

(@) Wired (802. 3) Network

Sedect a wired network if the endstations will be connecting to the network
with a traditional ethernet cable,
() WiFi (wireless) Network

Select a WiFi network if the endstations will be connecting to the network
via & wireless radio cormection to an Access Point.
S5ID (max 32 chars):

Hidden Mebwork
Corporate Metwork
ASSOCENON TEmsout o5 SECONGS

Common Settngs
Script or application on each user's machine to run when connected,

HEQ3 =2ot O/cjo] 3 MM

215 HESIE ME=istn 2oF eflel MMo| LIHX| Mol Cisl| 7|2 2fE AASELICH



[ Cisco Secune Client Profile Editar - Network Access Manager

File Help
| Hetwork Access Manager | Nlietworks
Chent Polity :
i NP Profile: Untitled
Networks Seaurity Level Mecka Tys
T Netwark Groups (") Open Hetwork

Open nietwrics havee no security, and ane open to anybody within range, This s Cormection Type

@ Buthencatng Retwor
Authenticating netwaorks provide the highest kevel of seourity and are perfect for

enfenpise kevel networks, Authenboation nebworks reguine radus servers, and
gbher netvwri infrastructure,

S0Z. 1X Settings
suthPeriod (eec.) 30 startPuriod (pec.) 3
heddPericd (e} &0 ANSIAE 2
Perrt Authenicalion Excention Pabcy
|C] Enable port exceptions
Seaurity Allow data traffic before authentication
Ky Management ) Alleres daita raffic after authenboatbion even if
Ly ] w EAP Fals
i :.!.F eeds but k t falds
AES GOM 128 Sl el S
AES GCM 156

HES 3 Z=0tQl Hof gt

Next(CHZ)E £ 2!35+0{ Connection Type(23Zd £&) MM HSELICH



ﬂ Cisco Secure Client Profile Editer - Network Access Manager

File Help
¥ %mmmw | Networks
Chérit Polcy g
s S Prafile: Untitled
Hetworks. MNetwork Conmecton Type
T, Nebwork Groups

() Machine Connection

This should be used if the end station should log onto the network before the
wtar logs in. This i typically uzed for connecting to domaing, b get GPO's and

® Liser Comectior)

The user connection should be used when a machine connection i nott needed,
A user conmacton vwill maks the network svalable after e user has logged on.

() Maching and User Connection

This bype of connection will be made autema bically when the machine boots.

It will then be brought dewn, and bade up sgain with different credentials
wihen B wser logs in.

HEQZ Z2ad 44 Y

Next(CtS)E 2 2ist0o] X A8 7tS 8 User Auth(ALE A} 15) MM S H &S g LICH




B Cisco Secure Client Profile Editor - Network Access Manager

File Helg
,.E:}matnmﬁw ! Networks
25 Chent Policy 2
Ruthentication Pokcy Profile: Untitled
Networks E&P Methods
T Nebwark Groups O EAPMDS O Exp-Ts
() EAP-MECHARYD )} FAP-TT]
OEAPGTC C=2
[ ) EAP-FAST

[l Extend wear connection bayond log off

EAP-PEAP Settings
[ vabdate Senver Identity

[7] Enable: Fast Recornect
) Dizabls when using & Smart Card
Inner Methods based on Credenbals Source
(@) Autheniticate using a Password

£ EAPMECHAPYZ

[ClearaTC
{_JEAP-TLS, using & Certificate

(Z) Authenticate using a Token and EAP-GTC

HESQZ Z2 0t ALK} 2l

ol

EAP-PEAP M0 7[22t2 BE5HX| Ot A2,
Inner Methods based on Credentials Source A& H|<&EHL|Ct.

EAP PEAPO]| CH3H EXH5HE 02 LHE HE40i| M Authenticate using a Password(HIZE#HE & AL
5t0o4 OI5)E ME5t T EAP-MSCHAPV2E MESLICEH

Next(Ct=)E £ =!5+0q Certificate(215 M) MMHo 2 o|S & LICtH



& 1: EAP-PEAP M%0fM Mt ID 25 SM0| MEHE|Qio T 2 Certificate(21B A) AA40|
EAEILICE EAP PEAPS| A2 M QIS AME AI85t0d Z&stE &Lt

Certificates(2!5 M) MIA49]| Certificate Trusted Server Rules(2!5 M A2 M 7=!)0{l A Common
Name end with c.com(3& O|§ &2)7F AFSELICt ZHx|aao[Mel o] Mo M= EAP PEAP
5§ 50 M7t AAE5t= QB AME FZLICH AFS A 21 ZF0d M ISE(Identity Service Engine)&
AEstE A2 HH M = EAP QB A9 Ut 0|EE MEE =+ J&LCh



ﬁ Crien Secure Chent Profile Editor - Metwark Access Manasger
File Help

Metwerk Access Manager o Networks

{8} Chent Pobcy : .

Autventication Py Profile: Untitled
1k Networks = Meda Type
7 tet Gr Certificate Trusted Server Rules

Security Level
Conmection Type
Mame ands with ¢.com
- Flie
| Certificates |

Cragentisge

Cartificate Fisld Match Viahue
Subject Alt. Hame - exnctly matches w
Certificate Trusted Authority

l (@) frust any Root Certficate Authority (CA) instaled on the 05 I

() Inchude Root Certificate Authonity (CA) Certificates

HES3 20t Q15 M MM

Certificate Trusted Authority0ll M & SME MEHE 5= Ql&LICH O] A|Lt2[20iMHE= RADIUS EAP
RQIEME MIet £ CA QUBME F7t6t= thal Trust any Root Certificate Authority (CA)
Installed on the OS(OSO| Mk|El 2 E FE CA AIZ|) SM0| AL ELIC}.

O M2 AF& 3™ Windows C|HFO|A = Manage User Certs(AF& At Q1B A E2|) = 2l
M — Current User(Z4&H AF& X}) > Trusted Root Certification Authorities(&Z2|E = U= FE QI
7| &) > Certificates(2/5 M)oll Z&HEl QIS Mol o3 MBEE ZE EAP QIS ME AZ|ErLC}.

T12H O]

Ol

o |
rr Hu

>
ol

Next(CtZ)E =& LICH.



@ Cisco Secure Client Profile Editor - Metwork Access Manager

File Help
| Metwork Access Monsger || Networks
§8% Chent Policy - ;
A ication Polcr Profile: Untitled

3 Metworks User Identity Media Type

F, Network Groups Unprotected Identity Pattern: ancaymous Seaity Level
Connection Type

Protected Idenbity Pattern: [uzername] User Auth

Certificates

i — Credentals

Use Single Sign On Credentials
C for Credentals

(") Remember Forever
() Remember while Liser is Logged On

() Use Static Credentials

=

Credentials(XtZd &) M M0 M User Credentials(AFS AF X}74 ) MlMd0r HHZAEL|CH

Prompt for Credentials(XtZd 8 ZE Z E) > Never Remember(7|3+X| &t 2) S0 MEHE|0]
U B E Zt CIBO|M QB E &St AL A BHES U=dst of grLct.

o2 2eLn

Secure Client Network Access Manager 2 I} 22 configuration.xmIZ File(Zt ) > Save As(CtE
O|§SE M%) S Mt &M XMEFFLICEH

Secure Client Network Access Manage(29t £210|21E HE /T HMA HE)IMH &Z BHE =
2E 2 MBS EE 5te{™ Ch= CIMEI2]9| configuration.xml Tt S M C|HE 2|2 HbELICH.

C:\ProgramData\Cisco\Cisco Secure Client\Network Access Manager\system
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| 0| configuration.xmlO|0{0F &fL|C} 2K
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"4 Replace or Skip Files

Moving 1 item from PEAP MSCHAV2 to system

The destination already has a file named
“configurationxml”

v’ Replace the file in the destination

? Skip this file

42 Compare info for both files

More details

b A bR |

El

et 20oF 2210[A4E NAM &HR 744

fjo

5. AIL}2|2 2: EAP-FAST SA| A2 AH & Al 015



Networks
Profile: Untitled

Network

Name Media Type Group™®

-

Edit...

Delete

* A network in group 'Global' is a member of afgroups.

NAM Z 20t HEI7| HEX T =
HEZ ZZZlof 0|2 U=IELCt.

& HH ol CH3H Globalg MEENLICE Wired($741)Network Media(IE {3 O|C[o4)E =4
L|ct.



& Cisco Secure Client Profile Editor - Mebwork Access Manager - O
File Help

Ju Hetwork Access Manager 1 Metworks
Chent Pokcy .
- . Profile: Untitled
Natworks. . Meka Type:
= | = 3
) I group: Local retwvarks ;

Sedect & wired network if the endstations wil be connecting to the network
with & traditional ethemnet cable.

Sedect & WiFl network i the endstations will be connecting to e network
via a wireless radio connection bo an Acoess Point.
SSID {manx 32 chars):
Hicldesn Me ek
Corporabe Mebwark
Asgocaon Timeout 5 seconds

Common Settngs

Saript or applcation on each user's madhine to nun when connected.

215 HESIE MEietn o] Mol LIHX| S0l CHEr 7|E2E HEsHX| Ot AL,



B Cisco Secure Client Profile Editor - Network Access Manager -

File Help
|1 Network AccessManager | Networks
Chent Policy -
Authertiication Pollcy Profile: Untitled
Hatworks Seurity Level Madia Type
W Mebwork Groups () Open Metwork Sequnty Level
Open networks have no security, and are open to snybody within range. This i Connection Type
Ruthenbcatng Hetwerk
Authenticating networks provide the highest level of security and are perfect for
enterprise level networks.  Authentication metworks require radius servers, and
other network infrastructure,
- BO2. 1 Settings
authPeriod (sec.) 0 startPeriod (sec.) 3
heddPeriod (sec.) &0 manStart 2
Part Authentication Exception Pobcy
] Enable port exceptions
Security Alow data traffic bafore aul =]
ey Management Allow data traffic after au bon ewven if
_H:I'II‘ W | Sy
Il EAP succeeds but key mansgement Fois
E 5 ]
AES GCM 123 o 2
AES GTM 256
Mt Cancel
Hob Bl =2 tel W] M

Next(CHS)E& £ 2l5t04 Connection Type(®1Z2 S&) MME HSELICt



& Cisco Secure Client Profile Editer - Metwork Access Manager
File Help

|| Network Access Manager | Networks

e pokey | Profile: Untitied
Metworks e bwark Conneciion Type Media Type
FL Metwork Groups (") Machine Connection Secunty Level
This should be used if the end station should log onfn the network before the
wser logs in. This is typically used for connecting to domains, to pet GPO's and Credentinls
other updates from the netwark before the user has scoess. Liser Austh
{7} User Connection Credentiss

Thiz type of connection wil be made autematically when the machine baots.

It wall then be brought down, and back up again with differént credentials
when the user lags in.

Hext: Cancel
o1z 9 F MM
M i S Mg MEisto] AR L Al 2152 SAlo - EfLICt

Thee user connection should be used when a madchine connection is not needed,
A user cornection will makee e nebwork avaldable after the user has logoed on.




B Cisco Secure Client Profile Editor - Metwork Access Manager - O x
File Helg
T
 Metwork Access Marager | Networks
{8} Chanit Poley - :
Authencation Pokcy Profile: Untitled
M EAF Methods Madia Type
74, Metwork Groups () EAP-MDS O EAP-TLS Seauity Level
() EAR-MSCHARVZ (O EAR-TTLS Connection Tyoe
() EAPGTE () pEAp S
EAP-FAST s
® Crsgler sk
Lisér Aasth
Credentials
[ Validate Server Identity
[ Enabils Fast Recornect
(%) Authenticate using a Password
[ EAP-MECHAR 2 [l EarGTg
[ usePacs
et Cancel

Al A4

oAl 15 MM

0l

Machine Auth(TH4! Q1) 4ol EAP ¥#{2 2 EAP-FASTE MENSLICH EAP FAST A% 7|2
2f& ¥EstX| DHAAI2. Inner methods based on Credentials Source(RXt23 & A4 7|8 LIE B
2) M M0 M Authenticate using a Password(HIZHE E AI&3104 215) 2! EAP-
MSCHAPV2(EAP-MSCHAPV2E o =2 MEHEF |CF T3 CHS Use PACS(PAC AFE) SME M
EHSFLICH.

Certificates(215 M) MM 9| Certificate Trusted Server Rules(215 M A 2| M =)0l 73] it
O|E& c.comZ B LCt O] M2 M{7F EAP PEAP 58 S0 At&3tE QIZAE LIEHL
Ct. AFE At B Z0d| M ISE ? HA M = E EAP 25 AM2|

Ut 0|§ 2 MEE =+ U&LICH



Networks
Profile: Untitled

Media T
Certificate Trusted Server Rules =il o
Security Level
Subjact Altsrnative Name ands with Lomechon e
Ji srnative Mame with ¢.com Machine Auth
Certificates
Credentials
U=ser Auth
Certificates
Certificate Field Match Value Credentials
Subject Alt. Mame e exacty matches e
Aod Save
Certificate Trusted Authority

() Trust any Root Certificate Autharity (CA) Installed on the OS5

{O) Indude Root Certificate Authority (CA) Certificates

Aol Remove

Mext Cancel

A1 Q15 M QIBM &1z M

Certificate Trusted Authority0ll M & SME MBS = QU&LICt O] ALIE[20 A= RADIUS EAP
RIBEME MBE 5 CA 1B ME F7tst= CHal Trust any Root Certificate Authority (CA)
Installed on the OS(OSOi| Mx|E ZE FE CA AME) SMHE AASELICH

O] SME AI83 Windows= Manage User Certs(AFE A QIS M Zt2)) =2 a3of| Z & E 215

Mol MEE 2E EAP QIS ME AZ[ELICHCurrent User(34XH AF& X} > Trusted Root
Certification Authorities(&I2[g = = FE @15 7|2 > Certificates(2/E A)).

Next(CHS)& Z=IELICH



B Cisco Secure Client Profile Editor - Netwerk Access Manages
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File Help
i %ﬂﬂtmw | Networks
Chenit Pobcy .
acaben by F_*mﬁlt, Untitled
Hehanrks Machine Tdentity Media Type
P Network Groups Urproteched Idensity Pattern: herst faranymcus Seaurity Level
Connection Typs
Protected Edentity Patbem: hostusername] Plachane Auth
Certificabes
Credentials
LUer Auth
Credentisis

() Use Stabc Credentials

Password:

Machine Credentials(H 4! Xt24 &) M0 M Use Machine Credentials( 4! Xt23

MEdEFLICEH



B Cisco Secure Client Profile Editor - Network Access Manager - O A
File Help

Metwork Access Manager | Metworks
{8} Chent Pobecy .
Authantication Polcy Profile: Untitled
Hetworks EAP Methods Media Type
':{r: Metwork Groups C}mms DEAP‘TLE Sequrity Level
) EAP-MSCHAPY2 () EAP-TILS ':““"“"’"A::"’
() EAP-GTC FEAR
© E:lw-msT Certificates
e
[[] Extend user connection beyond log off User Auth
Certificates
Credentiasls
[ validate Server Identity
[ Enable Fast Recornact
[] Disable when using a Smart Card
Inner Methods based on Credenitials Source
() Authenbcats using & Password
[]EsrGTg
AuC CRETTL CEF abe N e o
o4 = e bu
Send dient certificate using EAP-TLS in the tunnel
() Authentcate using & Token and EAP-GTC
[ usePacs
Mext Cancel
ALB R} QI 414
A8%t Q1B ol B EAP OS2 EAP-FASTE MEHELILCY.

EAP-FAST A& MMM 7|82t BHE5HK] O A2,

Inner Method based on credentials source(Xtd & AA 7|dh LIF ) MMHo| 4L
Authenticate using a Password(H| 2 S & A& 3t04 ©15) & EAP-MSCHAPV2(EAP-
MSCHAPV2E {0 2 MEHSIL|CY,

Next(CtZ)E =Lt

Certificates(Q!5 A) MM 0| Certificate Trusted Server Rules(21& M A2 M F 2N #EI2
Common Name(3& O|&)0| c.com 2 B & LICt O|2{et ZAx[acio|M2 EAP PEAP £ & S¢t
ME7t AFE5tE IB M| AL EILICH ALS X BHE0| M ISEE AHE5tE B9 EH™ M & EAP
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Profile: C:\Users\LAB 5\Desktop\EAP FAST\configuration.xml

Certificate Trusted Server Rules

Common Mame ends with c.com

Certificate Field Match Value
Commaon Mame [ ends with w | |C.com
Remove Save
Certificate Trusted Authority

{®) Trust any Root Certificate Authority (CA) Installed on the 05

(C) Indude Root Certificate Authority (CA) Certificates

Add Remaove

Mext Cancel
MEXH QIS M QB A &IZ| M

Certificate Trusted Authority0ll M & SME MEHE 5= &LICH 0| AlLt2[20i M= RADIUS EAP
CIBEME HEE EH CAQIBSAME %"—ﬂ%PE CHA! Trust any Root Certificate Authority (CA)
Installed on the OS(0SOl| Ax|E ZE FE CA AE|) SM0| A ELICEH

Next(Ct=)& 2 2IgLct.
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Profile: Untitled

User Identity Media Type
Unprotected Identity Pattern: ANONYMOUS Security Level
Connection Type
Certificates
User Credentials Cradonitsls
User Auth
(O Use Single Sign On Credentials Cartificales
(®) Prompt for Credentials Credentials
() Remember Forever
() Remember while User is Logged On
(@) Never Remember
() Use Static Credentials
Done Cancel
AERtIE AHE &Y

|>I

Credentials(XtZd &&) AlMo{ M User Credentials(AH& At A+24 &) MlM0F B3 E[L|C}

Prompt for Credentials(XtZd £ ZEZ E) > Never Remember(7|2 ot &) SMo| MEdE|L|C}. [}
Bt ZF QIS M AH8XE 1B 2 At SHS st oF gLict.

Done(2tE) HE S SEIFLICH

File(It ) > Save as(CHE O|§2 2 X{&)E MEHS T Secure Client Network Access Manager =
202 configuration.xmIZ K& & LICt

Secure Client Network Access ManagertlAl &2 OHE T 20t S ALSSIE S 5t24™ Cts C|=
E 2|9 configuration.xml It M C|HE2|Z HtELICEH

C:\ProgramData\Cisco\Cisco Secure Client\Network Access Manager\system
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Profile: Untitled

Network

Mame Media Type Grouwp™

Lnsne e

= A network in group 'Global' is a member of afgroups.
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ﬁ Cisco Secure Client Profile Editor - Netwerk Access Manager

File Help
L.%mnmw ! Networks
Chent Pobicy
Athribcaton: Pl Profile: Untitled
Networks
< Network Groups : EAP-TLS

d ; the endstations will be connecting to the network
with a tradiional ethernet cable.
() WA (wireless) Network
Select & WiFi netwark if the andstabons vall be connecting to the netwank
via a wireless rado connection to an Access Point.
S5ID (max 32 chars):

Hedden Hetwork
Coeporate Network
Assodation Timeout 5 seconds
Common Settings
Script or application on each user's maching to run when connected,
Browse Local Machine
Connection Timeout 0 seconds

Mt Cancel




B Cisco Secure Client Profile Editor - Metwork Access Manager

File Help

|, Hetwork access Mansger | Networks
il Profile: Untitled
Hetworks Searity Level Meda Type
4 Network Groups () Open Hetwerk Sacurity Level
Open networks have no seaurity, and are open to anybody withinrange, Thisis Connsetion Type
@) usthenticating Hetwork
Authenticating networks prenvide the highest level of security and ane perfict for
enienprise bevel networks. Authen e ton networks require radius servers, and
ather network nfrastructurs,
802 IX Settings
suthPeriod (sec.) £l startPeriod [sec.) E)
heldPenod (5] &0 mancStart v
Port Authentication Excepion Polcy
] Enable port exceptions

Sarurity Alowe data taffic before authentication

Key Management Allorw dats trafc after suthenbcabon even if

m W E:‘pr =

-4
Encryption
Fi - - a i
AET COM 138 EAP succeeds but key management fals
AES GCM 255
Bt Cancel
I "
2ot 47

O| AlLtE|2E= CIBME A8 dte AFEAF Q152 I8 ALt m2kA User Connection(AHE At
i) Mol ArSELCt

B Cisco Secure Client Profile Editor - Network Access Manager

File Help
J.g}mmw ! Networks
Chant Pobicy )
il A Profile: Untitled
Hetworks Hettwork Connection Type Madia Type
FE Netwerk Groupe {7} Machine Cennection Security Level
Connection Type
This should be used if the end station should log onto the network before the s
user logs in, This is typically used for connecting to domains, to get GPO's and Credentials

other updates from the network before the user has access.
() Dser Connecbon

Thee user connection should be used whien & maching connection is not needed,
A uger connection will make the network avalable after the user has logged on.

{ ) Mad and Liser Conmection
This type of connection will be made sutomaticaly when the machine boots.
It will then be browght down, and back up again with different credentials
when the user logs in.
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ﬁ Cisco Secure Client Prafile Editor - Network Access Manager

File Help
W Eh'mrk AccessManager | Networks
{8} Chent Policy , ;
Authentication Pokcy Profile: Untitled
Netwarks EAP Mathads Media Type
ot |G .
() EAP MSCHAPY2 () EAP-TTLS C“"'“"“"';*’“
Lhsay A
EAP-GTC PEAP
o S EAP-FAST Cortioe
O Credentials
[] Extend user connection beyond log off
EAF-TLS Settings
[ vabdate Server Certficate
[] Enable Fast Reconnect
[] Disable when using & Smart Card
ALE At Q15 MM

Certificates A|AM0{| A AAA EAP-TLS Q1E Mot e x[5tE &2 MMELICH ISEE AFS 521 8

Administration(Z 2]) > System(A|A &) > Certificates(21 5 M) MMoiM O] 722 &&LICEH

Certificate Trusted Authority(213 M &12| 7|2 MM 0S| Mx|E 2 &
Authority) &1Z2|& MEAFLICY,

& E CA(Certificate
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File Help
:-;ﬁm nccess Manager | Networks
Chent Pobcy i
it Pobcy Profile: Untitled
Paatuaris Meda Type
< Nebwork Groups Certificate Trusted Server Rues i
F =
Certificates
Serhas
Certificate Fald Matich Vakse
Subject Alt, Name

{7) Inchuds Root Certificate Autherity (CA) Cartificatas
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Networks

Profile: Untitled
Usar [dentity Media Type
Unprotected Identity Pattern: [username] & [domain] Security Level
Connection Type
User Auth
Certificates
Credentials

cer Credentials

() Use Single Sign On Credentials

(") Prompt for Credentials
Remember Forever
Remember while Uiser is Logged On
MNever Remember

[ Certificate Source Remember Smart Card Pin
Smart Card or OS5 certificates Remesmber Forever
Smart Card certificates only Remember while User is Logged On

Mever Remember
Smart Card Removal Policy

[[] Disconnect from Network

] Use Certificate Matching Rule (Max 10)

Rule logic (®OR (DAND
Field Operator Value

| o

ASR OIE Rt B M4

0l
0l

EAP TLS Z 2 MA S0 AFEXI7F ELH= ID QIS A2 &
O|= 7| 3t2{™ Use Certificate Matching Rule (Max 10)(Q/1& A Y| 2] AH& (%
olgtg FEIFLICH

Add(F7HE SEIFLict
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@] Certificate Matching Rule Entry

o Y

Certificate Field Match

Issuer.CN v | Equals

Value

‘ruw Internal OR 3rd Party CA.com

Id Operator Value

=] « =

My Internal £= MEIIE| CA.com XY gfS ALE X Q1B M| CN2 2 HhELICH.
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@ Cisco Secure Client Profile Editor - Metwork Access Manager o O

File Help
Metwork Access Mansger | Networks
{8} Chent Pokcy i
Profile: Untitled
Authentication Policy
| Hetworks User Idenity Medin Type
T Network Groups Unprotected Tdentity Pattern; [username] @ {domain] e
Connecton Type
User Auth
Cerfificates
Credenbals
Liser Credentials
(%) Use Single Sign On Credentials (Requires Smart Card)

(_) Prompt for Credentials

Smart Cand Remaval Pobcy

[] Disconnect from Metwork
[+] Use Certificate Matching Rule (Max 10)
Rulelogic (®)OR  (DJAND

Freld Operator Valse
[sgwer.ON [Equais My Internal OR 3rd Party C... | &
| W
Done Cancel
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Done(2t=)2 Z2I5t0{ ZI|ad|0|ME 2t =& LCt.

Secure Client Network Access Manager Z 2 I} /-2 configuration.xmlZ XM& 524 File(ztl) >
Save as(CHE OIS 2 ME)E ME4FLICE

AZ5HE S stedH oS T3

llIIO

Secure Client Network Access Manager0l A &2 BHE T2}
E 29| configuration.xml I+ LS M C|HE 2|2 HtELICH

C:\ProgramData\Cisco\Cisco Secure Client\Network Access Manager\system
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Ol Administration(& 2l) > System(A|A &) > Deployment(T %) B0 A ISEZ 0|5 35t04
EOlg o~ &Lt

aaa new-model

aaa session-id common

!

aaa authentication dotlx default group ISE-CLUSTER

aaa authorization network default group ISE-CLUSTER

aaa accounting system default start-stop group ISE-CLUSTER
aaa accounting dotlx default start-stop group ISE-CLUSTER
!

aaa server radius dynamic-author

client A.B.C.D server-key <Your shared secret>

!

!

radius server ISE-PSN-1

address ipv4 A.B.C.D auth-port 1645 acct-port 1646
timeout 15

key <Your shared secret>



|

!

aaa group server radius ISE-CLUSTER
server name ISE-PSN-1

|

interface GigabitEthernet0/1/0
description "Endpoint that supports dotlx"
switchport access vlan 15
switchport mode access
authentication host-mode multi-auth
authentication order dotlx mab
authentication priority dotlx mab
authentication port-control auto
dotlx pae authenticator
spanning-tree portfast

|dentity Service Engine 3.2 FA48tL|C}.
HE 23 C|HtO|AE F&LIcH

ISR NADE ISE Administration(ISE £ 2l) > Network Resources(HE 23 2|4 A) > Network
Devices(H E®{3 C|HIO|A)0d| F=7FELICE.

Add(F7h & Z=IgLIch

Network Devices

IPIMask Profile Name




Administration - Network Resources
Network Devices Network Device Groups Network Device Profiles External RADIUS Servers

Natwork Davices
ISR1100

Dafaull Dovice
Network Devices

Davice Sacurity Sattings

ISR1100

Description

IP Address

Device Prafile
Model Name

Software Varsion

HES/3 Cldio|A

¢ 2 mlo|x[e] stEro M HIESLIZ Cluto|A AT oMol M AL B Wt S
FehLict

~  RADIUS Authentication Settings

RADIUS UDP Settings

Protocol RADIUS

Shared Secret

D Use Second Shared Secret

Second Shared
Secret

CoA Port

HE 23 C|HIO|A Radius A7

£ IDE FdELich




ISE 2Z 215 0| ArSELIC ol EMollME 2|F ISE 2150 Cial dFstx| et&LICt.

Administration(Z 2l) > Identity Management(ID el > Groups(IL-E—) EHO 2 0[S 3504 AFEALTE
3t 25 ddEELIC o] 2 E 2l HME ID 2E2 iseUsersLILCt.

Administration - ldentity Management

Identities Groups External Identity Sources Identity Source Sequences Settings

New Uzer ldantity Group

Identity Groups

Identity Group

* Name i'sﬂLIsr;-r:‘;!
Endpaoint Identity Groups

User |dentity Groups

ID1E MM
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Administration(2f
Add(ZF7HE Z&IFLict
Administration - [dentity Management

Identities Groups External ldentity Sources Identity Source Sequences Settings

Users

ey Network Access Users

Status Username - Description First Name Last Name Email Address User Identity Groups  Adr

Mo data avallable
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» Mew Network Access Liser

~ Network Access User

* Usarname iseiscool

Status ¥ Enabled

Account Mame Alias

Email

HEQT HMA AR 24

A2 Rpol| A H| 2 ZEFLICH VainillalSEQ70| Al ElL|C}.

~ Passwords

Password Type: Interral Us

Password Lifetime

With Expiration

Passwond will axpine in 60 days

} Meser Expires

5

Fassword He=-Enter Fasswond
* Login Password

Enable Password

AH A4 H|Elll:|
S'o =2

AMEXIE 15 iseUsersof & gtLCt

User Groups

% iseUsers
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Conditions Studio

Library Editor

Wired_802.1X

Catalyst_Switch_Local_Web_ A
uthentication

Switch_Local_‘Web_Authentica
L0

Switch_Wab_Authentication
Wired _B02.1X
Wired _MAB

Wirslazs B02.1X

Authentication Policy Condition Studio

Allowed Protocols Al 04| A Default Network Access&

Policy - Policy Sets

Policy Sets

Statuz  Policy Set Name Description Conditions Allowed Protocols | Server Sequence Hits  Actlons  View

Wired Wired_S02.1X Default Network Access

Dafauly Dafault policy se

Wired_E02.1X




Authentication Policy (1)

Status  Rule Name Conditions Hits Actions

* Options

oIz F&of OS2 B LICH Of ool As LIS @IF 0l AL ELICH
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« Authentication Policy (1)

Status  Rule Name Conditions : Hits Actions

Internal Users

*  Options

If Auth fail

-] Intarnal Authentication
If User not found

If Process fall

et Fo & MM2 Ho|x| stEroll [UA&LICH &8t CHS + ofo|2& E=E L



Policy - Policy Sets

UpLUnNs

» Authorization Policy - Local Exceptions
» Authorization Policy - Global Exceptions
ration Policy (1)
Results

Status Rule Name Conditions Praofiles Security Groups Hits Actions

] Default DenyAccess

5t Hod XM

Ly

Z|Z20]| MAISH HEF 2o M
Users7t AFSELILCE.

J>*'
lo
o

|IE 2 X|-&H&LICt o] Am|asl|o|Moi M= O|E Internal ISE

O &t Hof MaHof CHEt =7HE MA3H2{T Conditions(ZZ) YollM + olo|E2 & 2=/t
& IseUsers7F AFEEILICH.

Attribute(§ ) MM g S EIgfFLICEH
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Library

BYOD_is_Registered

Catalyst_Switch_Local_Web_A
uthentication

Compliance_Unknown_Deavices

Compliant_Devices

EAP-MSCHAPY2

EAP-TLS

BYOD_is_Registered

Catalyst_Switch_Local_Web_A
uthentication

Compliance_Unknown_Devices

Compliant_Devices

EAP-MSCHAPW2

EAP-TLS

InternalUser-ldentityGroup

@ | & | @ | F

Dictionary Attribute

All Dctlonaries Attribute

AD ExtarnalGroups

CWA_ExternalGroups

IdentityGroup Description

IdentityGroup

Internallizser ldantityGroup

PasslvalD PaszivelD_Groups

Editor

InternalUser:ldentityGroup

Equals User Identity Groups:iseUsers -
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- Authorization Policy (1)

Results

Status  Rule Name Conditions Profiles Security Groups Hits  Actions

Internal ISE Users

Default

ZAo|ag|o|Ado| @t 2=/ Secure Cliente= At SHE E= TETEE E At PEAP
MSCHAPv2 Z 21}t o| AFE 2 X|HELCt

; i 2
—— Cisco Secure Client | PEAP M5CHAPwZ X

Authenticating Please enter your username and password for the

network: PEAP MSCHAPV2

e

Password: | VaindlalSES7] |
T O ciico ] Show Password

PEAP MSCHAPvV2




€9 Cisco Secure Client — X

Network:
Connected (192. 168. 15.2)

PEAP MSCHAPv2

Hot Z8I0[HE NAm

HE oto|22 22|51 Message History(HIA|X| 7|F) MMHo 2 0|5 5tH NAMO| &5t 2 E &
Aol M HEIt EAIELUCH

9 Cisco Secure Client - 4

' I ' I ' .
oliat Secure Client

Network Access Manager Diagnostics
Configuration Log Settings Statistics Message History

Hot ZElo|HE HIAIX| 7|5

7:06:01PM PEAP MSCHAPY2 : Authenticating
7:06:21PM PEAP MSCHAPv2 : Acquiring IP Address
7:06:21PM PEAP MSCHAPv2 : Cunnecteq )

Hot Z2t0|AE HAIXK| 715

ISEO| A Operations(%2]) > Radius LiveLogs(RADIUS 20|2 21)Z 0|5 35t04 QIF o ME HE
E elgtich chg a2l 2 = UX 0| AFSE ALEXL 0|& 0| EAIELICH
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Miscentigured Supplicamts Misconfigurad Metwerk Devices RADIUS Drops

Cllent Stopped Responding

Records Shown: 2

ISE RADIUS EFO|E 211

SHHE MM T 1 AR 1B HET LEjUS ¢ 4 ooz
oz mErELICH
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1I|ago|M0| 2HIE A
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2X|: EoF Z2}0|¢1E M NAM Z2E 2 A5 K| et &LCt.

T2 WE 7|0 MAE Al T2 0US NAMO| AF25HK| 2= Z32 Secure Clientodl CHH
Network Repair M2 AtS & LICt.
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Open Cisco Secure Client

T v Show Notifications
YPE€

Metwork

Disable Wireless

&17 PM

4/7/2024

NAM QIE{m[0| &

Log Settings(21 M) i Z 0|S &LICH Enable Extended Logging(&& 24 & 43} &olgt2
MEfSFL|CE



7! A ot 37|E 100MBZ A LICH

% Cisco Secure Client —_ -

lIlhlll. :
ascooecure Client

Network Access Manager Diagnostics
Configuration Log SeNgS  Statistics Message History

Uze extended logging to collact additional nformation about product operations.

[#]Enable Extended Logging
IHV: | off >
Fitter Driver: off "t

] credential Provider

7] Packet Capture

Maodmum Packet Capture File Size (MB): | 100|

HOot Z3}0|HHE NAM 21 A7

1 Cisco Secure Client Diagnostics and Reporting Tool2 &=
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WindowsOllA M ZAIZ2 0|&
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Cisco Secure Chent Diagnostics
and Reporting Tool

App

DART 2=

MR oM ol 22 AXIM&LICH 23 & #H# dot1x Al HE
M4 Foll =F0lkle =+ &L

A EHm &0l M Next(CH=2)E =& LCt.
Cisco Secure Client - DART

Tinir
CISCO

DART 2=




CHAl B 21 Next(CHS)E 28Istod 21 HES AT S MEE + U&LICH

Cisco Secure Client - DART i

(@) Default - Bundle will be saved to Desktop

() Custom

LI Q8 A2 Enable Bundle Encryption(HHE & 23| &4ds}) &olgts MEfghL|ct.



Cisco Secure Client - DART oy

[ ] Enable Bundle Encryption

| Mask Passwiord

Encryption Password

Canfirm Password

DART 2=

DART 22 s Zl0o| A|ZHEL|ct
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