|IOx0ll A A2 Alpine Linux Docker O|O|X| 724

E Mo M & Cisco I0x X|¢d C|HFO|AO| A Docker 7|EF OHZE|AH O|ME MM = 4l 22|51 7|

|
| Zdx| 7ol =2 M[Aof CHel A ELICE.

0
o
(o]

AT RF AL

Ol EMe| HE = Chg 2ZEQ o A stESo{ HEE 7[Bte =z FLICH

- IOx82 2 F/9El 10x X| 3 C|HFO|A:
- AHENIP T4
- HAE GOS(Operating System) 2! Cisco CAF(Application Framework) &2
- CAF(ZE 8443)0f HMASHESF F4E NAT(Network Address Translation)
- GOS Mof HMASHESF 7 EE NAT(ZE 2222)
 Linux A E (0| EM0l= =4 CentOS 7 AX|7F AHSE)
- CIREE 758 10x 2CI0|ME M| oh:
https://software.cisco.com/download/release.htm|?mdfid=286306005&softwareid=286306762

Ol EMel HE= 5 & g &2l CIHIO|AE EOIZ A EE|RI&LICH O EX{ol AHSE 2 E Clut
OlAE Z7|gHE(7|2) dulaslolMez AIFEIR&ELICH S/ HELZT X5 5 82, ZE
BEo{e| MM I Ol2| SKIstAlZ| HFEfLICH


https://software.cisco.com/download/release.html?mdfid=286306005&softwareid=286306762

|IOXE Java, Python, LXC, VM(Virtual Machine) S C}Z8t & o| mj7|X|E 3 AEE £+ ol
Docker ZIE| 0|4 Al&&r = Q& LICH Cisco= 7|& 0|0|X|2t Docker ZIEO|LHE T & t= Ol At
& = U= 2B Docker 12 B~
(https://devhub.cisco.com/artifactory/webapp/#/artifacts/browse/tree/General/iox-docker) & X3S &
L|C}.

CH=2 Alpine LinuxE& Ar&3t04 ZHEFSH Docker ZHEIO|L{E F5 6t Widol| CHSt EHAY 7tol= ¢
LIC}. Alpine LinuxE 2% Linux 0|0|X|(2F 5SMB)Z A Docker ZE|0|L{2] 7|2 2 R} F AFSEIL
Ct. O] EMoiMdE 7 E 10x CIHIO|A, & Bl CentOS 7 Linux A A A|ZFSL04 &2 Python

MHEE 75735104 Docker ZIE|O|L{0]| I{Z| &5t O|E |0x C|HFO|AO| 7 FEHLIC}.
_—I.LA-I

o
1. Linux ZAE0] IOx 22I0|HEE Mx|5tD &H|ELICE.

HEEl7ioldE mZ|X|3tet 1 10x X[ & x[2t S4lst0{ I0x OfE 2|7 0|ME

[jedepuyd@db ~]$ 11 ioxclient_1.3.0.0_Tlinux_amd64.tar.gz
-rw-r--r--. 1 jedepuyd jedepuyd 4668259 Jun 22 09:19 1ioxclient_1.3.0.0_Tinux_amd64.tar.gz

[jedepuyd@db ~]$ tar -xvzf ioxclient_1.3.0.0_linux_amd64.tar.gz
joxclient_1.3.0.0_1inux_amd64/ioxclient
joxclient_1.3.0.0_11inux_amd64/README .md

[jedepuyd@db ~]$ ./ioxclient_1.3.0.0_1linux_amd64/ioxclient --version
Config file not found : /home/jedepuyd/.ioxclientcfg.yaml
Creating one time configuration..

Your / your organization's name : Cisco

Your / your organization's URL : www.cisco.com

Your IOx platform's IP address[127.0.0.1] : 10.48.43.197
Your IOx platform's port number[8443]

Authorized user name[root] : admin

Password for admin :

Local repository path on I0x platform[/software/downloads]:
URL Scheme Chttp/https) [https]:

API Prefix[/iox/api/v2/hosting/]:

Your IOx platform's SSH Port[2222]:

Activating Profile default

Saving current configuration

ioxclient version 1.3.0.0

[jedepuyd@db ~]$ ./ioxclient_1.3.0.0_1linux_amd64/ioxclient --version
joxclient version 1.3.0.0

E AICHAIZ], IOx 22t0|AE 9| X ] Adof A 10x EEI0|HEZ HEIF = /& 10x EIHPOIA !
CHEt Z2Emlg MAME £ UgLch LESof o] 2 g &35t HLE M-g Fo/HEs s 3
LtZof o] HEE A-E £ A&LICH joxclient ZE2ETHY BHE 7|


https://devhub.cisco.com/artifactory/webapp/#/artifacts/browse/tree/General/iox-docker

2. Linux ZAE0] DockerE Mx|5t1 &H|gFL|C}.
Dockere= ZIE|O|L{E £ &F5t1 ME ofZ2[70|MHe| A E EIAESHE Ol AFSELICH

Dockerg& Mx|5t= x| Bl AXISt= Linux OSoi| 2t 3| Ee2t&ELIch o] EMoMeE
CentOS 72 AtEE —1‘— A&LICH CHFst b= of CHet AX| X[E=2
https://docs.docker.com/engine/installation/2 ZE M A[L.

[IEl

x| 4 7Y 24
[jedepuyd@db ~]$ sudo yum install -y yum-utils device-mapper-persistent-data 1vm2

Complete!

Docker repoE F7}grLIC}.

[jedepuyd@db ~]$ sudo yum-config-manager --add-repo https://download.docker.com/1inux/centos/docker-ce.
Loaded plugins: fastestmirror

adding repo from: https://download.docker.com/1inux/centos/docker-ce.repo

grabbing file https://downTload.docker.com/Tinux/centos/docker-ce.repo to /etc/yum.repos.d/docker-ce.rep
repo saved to /etc/yum.repos.d/docker-ce.repo

Docker Ax|(A%x| Al GPG 7| &2l £=2h):

[jedepuyd@db ~]$ sudo yum install docker-ce

Complete!

Docker A|Zt:

[jedepuyd@db ~]$ sudo systemct]l start docker

[jedepuyd@db iox_docker_pythonweb]$ vi Dockerfile
[jedepuyd@db iox_docker_pythonweb]$ cat Dockerfile
FROM alpine:3.3

RUN apk add --no-cache python
COPY webserver.py /webserver.py


https://docs.docker.com/engine/installation/

DockerE it AFXIE HMA/AZSIE{H O] AFHEAFE Docker ZE0| F7t5t1 18§ HEHHAS
M=Z D EL|Ct.

[jedepuyd@db ~]$ sudo usermod -a -G docker jedepuyd
[jedepuyd@db ~]$ newgrp docker

Docker Huboi| 2 1918k},

Docker HubOll= AtE & = /= Alpine 7|2 O|0|X[7} & E|04 & LICt OF& Docker ID7} @i
A% CtE MO|Eo| SE3&tof & LICt. https:/hub.docker.com/

[jedepuyd@db ~]$ docker Togin

Log in with your Docker ID to push and pull images from Docker Hub. If you do not have a Docker ID, hea
Username: jensdepuydt

Password:

Login Succeeded

3. Python & MHE THELICI

O|XM| EH|7I B LR O 2 |Ox K| C|HFO|ANM AldHsr 4~ Q)= AlX|| O Z Z2|AH|0|MHE =5}
7| AMEE 5= &LCt

[jedepuyd@db ~]$ mkdir iox_docker_pythonweb

[jedepuyd@db ~]$ cd iox_docker_pythonweb/

[jedepuyd@db iox_docker_pythonweb]$ vi webserver.py
[jedepuyd@db iox_docker_pythonweb]$ cat webserver.py
#!/usr/bin/env python

from BaseHTTPServer import BaseHTTPRequestHandler, HTTPServer
import SocketServer

import os

class S(BaseHTTPRequestHandler):
def _set_headers(self):
self.send_response(200)
self.send_header('Content-type', 'text/html')
self.end_headers()

def do_GET(self):
self._set_headers()
self.wfile.write("<html><body><h1>I0X python webserver</hl></body></html>")

def run(server_class=HTTPServer, handler_class=S, port=80):
server_address = ('', port)
httpd = server_class(server_address, handler_class)
print 'Starting webserver...'
log_file_dir = os.getenv("CAF_APP_LOG_DIR", "/tmp")
log_file_path = os.path.join(log_file_dir, "webserver.log")
logf = open(log_file_path, 'w')
Togf.write('Starting webserver....\n")


https://hub.docker.com/

logf.close()
httpd.serve_forever()

if _name__ == "_main__":
from sys import argv

if len(argv) == 2:
run(port=int(argv[1]))
else:
run()

0| == webserver.pyd M BtE = 0§ Z|4 Python ¥ MHILICH # MHE GETO| ™EIE
& Al 10x python & MEHHE EHEELICH & MEH7F AT E[= ZE= ZE 80 EE= webserver.pyof|
AEE X HM Y = A& Lt

Ol Z=of= =t A &0l 21 mpUof CHet A 7|7t ZE o] J&LICH 27 T2 10x Et
O|ME &= 24 HERZFE dHE EE = U&LICH

4. Dockerfile & Docker Z1E{|0|L{E MAd&FL|Ct.

O|A| ZiEl|o|L{oil M Al&lisHok 6t 88 = 213 (webserver.py)0| Y22 Z Docker Z1E(0|L4E &l
= 3loF gFL|ct. Z1E]|0|L]= Dockerfile0ol| 22| ElLICT.

[jedepuyd@db iox_docker_pythonweb]$ vi Dockerfile
[jedepuyd@db 1iox_docker_pythonweb]$ cat Dockerfile
FROM alpine:3.3

RUN apk add --no-cache python
COPY webserver.py /webserver.py

S A|CHAIT| Dockerfile = ZHEFSHH| S XIE/LICH. Alpine 7|2 0|O|X|2 A|ZH5104 Pythong Ad%|5t T
ZiE| 0|1 o] F E0il webserver.pyE SAHEL|CH

Dockerfile O] ZH|Z|2 Docker ZIE|0|L{E =& %= Q& LIC}.

jedepuyd@db iox_docker_pythonweb]$ docker build -t ioxpythonweb:1.0 .

Sending build context to Docker daemon 3.584 kB

Step 1/3 : FROM alpine:3.3

3.3: Pulling from Tlibrary/alpine

10462c29356¢: Pull complete

Digest: sha256:9825fdla7e8d5feb52a2f7b40c9¢c4653d477b797f9ddc05b9c2bc043016d4819
Status: Downloaded newer image for alpine:3.3

---> 461b3f7c318a

Step 2/3 : RUN apk add --no-cache python

---> Running in b057a8183250

fetch http://dl-cdn.alpinelinux.org/alpine/v3.3/main/x86_64/APKINDEX.tar.gz
fetch http://dl-cdn.alpinelinux.org/alpine/v3.3/community/x86_64/APKINDEX.tar.gz
(1/10) Installing 1ibbz2 (1.0.6-r4)

(2/10) Installing expat (2.1.1-r1)



(3/10) Installing T1ibffi (3.2.1-r2)
(4/10) Installing gdbm (1.11-r1)
(5/10) Installing ncurses-terminfo-base (6.0-r6)
(6/10) Installing ncurses-terminfo (6.0-r6)
(7/10) Installing ncurses-Tibs (6.0-r6)
(8/10) Installing readline (6.3.008-r4)
(9/10) Installing sqlite-Tibs (3.9.2-r0)
(10/10) Installing python (2.7.12-r0)
Executing busybox-1.24.2-rl.trigger
OK: 51 MiB in 21 packages
---> 81e98c806ee9
Removing intermediate container b057a8183250
Step 3/3 : COPY webserver.py /webserver.py
---> Cc9b7474b12b2
Removing intermediate container 4705922100e6
Successfully built c9b7474b12b2

[jedepuyd@db iox_docker_pythonweb]$ docker images

REPOSITORY TAG IMAGE ID CREATED SIZE
ioxpythonweb 1.0 c9b7474b12b2 11 seconds ago 43.4 MB
alpine 3.3 461b3f7c318a 2 days ago 4.81 MB

Docker build 22 Docker I+ U0o{AMH 223t CHZ 7|2 0|0|X|E CHR2EE=5 T Python 2 44
£ MGXR[ELICH ohx|2r BHE2 2 elg et Ao

5. MA4=| Docker ZIE|O|L1E E|AE§tL|C}H

O| EtAH|l= MEH Atefo|X|BH = BHE Docker ZIE|O|LA7t M| & CHE 21 SE EH|7t ERE=KX] 2 lst
£ o] E&LcH

[jedepuyd@db iox_docker_pythonweb]$ docker run -ti ioxpythonweb:1.0
/ # python /webserver.py 9000 &
/ # Starting webserver...

/ # netstat -tlpn
Active Internet connections (only servers)

Proto Recv-Q Send-Q Local Address Foreign Address State PID/Program name
tcp 0 0 0.0.0.0:9000 0.0.0.0:% LISTEN 7/python

/ # exit

netstate| £2330| M & = X 0| webserver.pyE AlZStH L E 90000{| A =41 CHZ[&LICt.

6. Docker Z4E|O|L{E AF&3l04 IOx THZ|X|E BtSLICE

ZE|O|H0AM & M| 7|5 S &elFie E OlM| +&5E <8 10x W7|X|E #H|stT UEE &t
2| LICt. Dockerfile Docker Z1E|0|LHE YWESt= X|EE M3 5t2 2 package.yaml2 |0x St
O|HEO|M IOx I7|X|E HESt=E X|EE x1|+°H—II:+

jedepuyd@db iox_docker_pythonweb]$ vi package.yaml
[jedepuyd@db iox_docker_pythonweb]$ cat package.yaml
descriptor-schema-version: "2.2"



info:
name: "iox_docker_pythonweb"
description: "simple docker python webserver on port 9000"
version: "1.0"
author-T1ink: "http://www.cisco.com"
author-name: "Jens Depuydt"

app:
cpuarch: "x86_64"
type: docker
resources:
profile: cl.small
network:
interface-name: ethO
ports:
tcp: [9000]

startup:
rootfs: rootfs.tar
target: ["python","/webserver.py","9000"]

package.yaml2| L& 0o CH8t XFAM|8F LI 2 https://developer.cisco.com/medial/iox-dev-guide-3-
10-16/concepts/package_descriptor/2 &AL,

package.yaml € BFHE F |Ox 7| X| 22 AlZHE = U&LCH

X Hml EFAE Docker O|0|X|9] RE FSE LHE LU= ZLICH

[jedepuyd@db iox_docker_pythonweb]$ docker save -o rootfs.tar ioxpythonweb:1.0

O3 CHE package.tarE Y=g £ &Lt

[jedepuyd@db iox_docker_pythonweb]$ ../ioxclient_1.3.0.0_Tinux_amd64/ioxclient package .
Currently active profile: default

Command Name: package

Checking if package descriptor file 1is present.

Validating descriptor file /home/jedepuyd/iox_docker_pythonweb/package.yaml with package schema definit
Parsing descriptor file.

Found schema version 2.2

Loading schema file for version 2.2

Validating package descriptor file..

File /home/jedepuyd/iox_docker_pythonweb/package.yaml is valid under schema version 2.2
Created Staging directory at : /tmp/700740789

Copying contents to staging directory

Checking for application runtime type

Couldn't detect application runtime type

Creating an inner envelope for application artifacts

Generated /tmp/700740789/artifacts.tar.gz

Calculating SHA1l checksum for package contents..

Parsing Package Metadata file : /tmp/700740789/.package.metadata


https://developer.cisco.com/media/iox-dev-guide-3-10-16/concepts/package_descriptor/

Wrote package metadata file : /tmp/700740789/.package.metadata
Root Directory : /tmp/700740789

Output file: /tmp/335805072

Path: .package.metadata

SHA1l : 55614e72481a64726914b89801a3276a855c728a

Path: artifacts.tar.gz

SHA1 : 816c7bbfd8ae76af451642e652bad5cf9592370c

Path: package.yaml

SHALl : ae75859909f6ea6947f599fd77a3f8f04fda0709

Generated package manifest at package.mf

Generating I0x Package..

Package generated at /home/jedepuyd/iox_docker_pythonweb/package.tar

dic A0t 10xof| HiZ& &H|7t El Docker Z4E{| 0|47} Z & El 10x I 7| X|(package.tar) &I LIC}.

Nz At 11: 10xclient= docker save BHET 5t HHoi| =& & = Q&LICH CentOSO|MH= o Z1tot
rootfs.tar CH&! 7|2 rootfs.imgZ LHELHZ|EI2 2 O] Tl M LIS of 2|7} e Adst|ct. g
E & 7= 10x 220I21E docker TH7|X| I0xpythonweb:1.02 AtE35t0] =-&E £ &L
Ct.

8. |0x C|H}O[A 0 THZ|X|E Hi 2, 3t 3 AlZFEfLICE

OFX|2 EHAE |Ox THF|X|E |0x ClHFO|AO| 2 &5t &44318H £ AIRtSHE L|E
HE 10x 220|ME, 24 22|A} =& Fog Network DirectorE AF&35l04 88 4 Q aL,IE} O|
S MolME I0x E2I0|HEE +9°* &= U&L|Ct

|Ox C|HtO| A0 THZ|X|E F+55t2d{™ O|F python_web=2 AtE R LICEH

[jedepuyd@db jox_docker_pythonweb]$ ../ioxclient_1.3.0.0_Tinux_amd64/ioxclient app install python_web p
Currently active profile: default

Command Name: application-install

Installation Successful. App is available at: https://10.48.43.197:8443/iox/api/v2/hosting/apps/python_
Successfully deployed

OHEE|71|0|/K

Io
fok
0%
lgﬂ

ME gystst7| Mol HIES T Am[aefold E4lE Holsior &
£ JSON U S HsifoF gfLICt. %“*SP%PF_" gd3 Yol HEE = %‘%L—IEF.

[jedepuyd@db iox_docker_pythonweb]$ vi activate.json
[jedepuyd@db iox_docker_pythonweb]$ cat activate.json

{
"resources": {
"profile": "cl.small",
"network": [{"interface-name": "eth0", "network-name": "iox-nat0","port_map": {"mode": "1ltol"},
}
}

[jedepuyd@db iox_docker_pythonweb]$ ../ioxclient_1.3.0.0_Tinux_amd64/ioxclient app activate python_web
Currently active profile : default

Command Name: application-activate

Payload file : activate.json. Will pass it as application/json in request body..



App python_web is Activated

DFRIZ} B2 W3 BHE ST BAJ8HE S8 T2 IS AlSHSHe ZLiC

[jedepuyd@db iox_docker_pythonweb]$ ../ioxclient_1.3.0.0_linux_amd64/ioxclient app start python_web
Currently active profile : default

Command Name: application-start

App python_web is Started

EZE 90000 A HTTP RLEE +4&I5t == 10x O Z2|FH[0[ME FEH2 L2 ZE| 0|47} NAT F(of
AL 2 sid LEE 10x C|Hto[20|M ZE| 0|2 HE sl oF §LICE 0[& /5l Cisco I0S®01| A
O 2fdE -t

BRU-IOT-809-1#sh iox host T1ist det | i IPV4
IPV4 Address of Host: 192.168.1.2
BRU-IOT-809-1#conf t
Enter configuration commands, one per line. End with CNTL/Z.
BRU-IOT-809-1(config)#ip nat inside source static tcp 192.168.1.2 9000 interface GigabitEthernet0 9000
BRU-IOT-809-1(config)#exit

»

| HHE2 GOS2| LHE IP FA(10x ZHH|O|L AIR/S R/ A™)E LiAELICH

= Hm FA2 10S &2/ Gio Q/E{H0|A 0 A GOSol CHEH Z E 900001 CHEH J_xo LE Mot -—,L
MErLICE ClHIO|A T L2 ZEE Sl A2 E ZF2(IR8292] A 2) ip nat outside BWHEE 0| 24 E
2HHE VLANS 2 Gi0 2/EH[0|AE wA|SHoF & LCt.

70| SHZAH X SsteEX] #FlotedH o] MM E HEsHAAL.

2 ME7F A3z D gutE 7] SEeHEX| 2olste{ o] WS ALstod & Mol HMASIED
Azg = I&Lc

[jedepuyd@db iox_docker_pythonweb]$ curl http://10.48.43.197:9000/
<html><body><h1>I0X python webserver</hl></body></html>

£ olOlx|ol ZAIE AX EEfRKMHHM MAEE = JU&LICH



edc e http://10.48.43.197:9000/ +

4

€& | (D 10.48.43.197:9000

5,

10X python webserver

|Oxclient CLIOI A O Z 2[7i[0| M A EHE = oleh == QU&LICE.

[jedepuyd@db jox_docker_pythonweb]$ ../ioxclient_1.3.0.0_linux_amd64/ioxclient app status python_web

Currently active profile : default
Command Name: application-status
Saving current configuration

App python_web is RUNNING

ISt olOlx|ol ZAIE CHZ =ZH 22X} GUIoAM of Z2|7H| 0|4 & EHE = elE

® ® http://10.48.43.197:9000/ % [ &  Cisco10x Local Manager +

€ (D& | hitps://10.48.43.197:8443/admin @ Search A=
Hello, 2dmin | Log Out

st Cisco Systems
CISCO  (igeo I0x Local Manager

Applications Cartridges System Info System Setting Middleware Service

App-info App-Config App-DataDir Logs

* Resouces
+ Resouce Profile + Network Configuration
Profile: eth0 Port Mapping
cPU [ 200 | cpu-units
Memory [ 64 | mB
Disk [10 | mB

Avail. CPU (cpu-units) 332 Avail. Memory (Mb) &40
Application is currently running.

SHSH

webserver.pyOl M A= 21 T2 Eg{MH ChE2 & FLICH

[jedepuyd@db jox_docker_pythonweb]$ ../ioxclient_1.3.0.0_1inux_amd64/ioxclient app logs info python_web

Currently active profile : default
Command Name: application-Togs-info

Log file information for : python_web

Size_bytes : 711
Download_1l1ink : /admin/download/Togs?filename=python_web-watchDog.log

Timestamp : Thu Jun 22 08:21:18 2017
Filename : watchDog.log

Size_bytes : 23



Download_1ink : /admin/download/Togs?filename=python_web-webserver.log
Timestamp : Thu Jun 22 08:21:23 2017
Filename : webserver.log

Size_bytes : 2220

Download_1ink : /admin/download/Togs?filename=python_web-container_log_python_web.Tog
Timestamp : Thu Jun 22 08:21:09 2017

Filename : container_log_python_web.log

= —_—
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Zshe 70| 7ha 2L,

[jedepuyd@db iox_docker_pythonweb]$ ../ioxclient_1.3.0.0_Tinux_amd64/ioxclient app console python_web
Currently active profile: default
Command Name: application-console
Console setup is complete..
Running command: [ssh -p 2222 -i python_web.pem appconsole@10.48.43.197]
The authenticity of host '[10.48.43.197]:2222 ([10.48.43.197]:2222)' can't be established.
ECDSA key fingerprint is ld:e4:le:el:99:8b:1d:d5:ca:43:69:6a:a3:20:6d:56.
Are you sure you want to continue connecting (yes/no)? yes
/ # netstat -tlpn
Active Internet connections (only servers)
Proto Recv-Q Send-Q Local Address Foreign Address State PID/Program name
tcp 0 0 0.0.0.0:9000 0.0.0.0:% LISTEN 19/python
/ # ps aux | grep python
19 root 0:00 python /webserver.py 9000
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